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1.1 Protecting data, information and knowledge

Your firewall protects you from external threats. 8MAN access rights management protects data,
information and knowledge within your network.

Access rights management answers three central questions.

Personal level

Who has access?

Directory level

What do they have access to?

S8MAN



Decision level:

Who should have access to what?

Access rights management prevents unauthorized access to data and optimizes security
relevant processes within your company network.

™ 232222

22222

o i 2 i i 2
Poedad a i i 2 i

Protacted Arad 3:
Top Secret

Jor
N
Por
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1.2 Decentralize security expertise

Security officers usually don’t know where important data is stored or who has access to it.
8MAN access rights management delegates this responsibility to decision makers within your
organization. They assign access rights and hold security expertise within your company.

With 8MAN managers become data protectors:

Chairman

CEC

General
Manager

Financial Marketing Accounting HR
Manager Manager Manager Manager

iid

Sales
Team

222 22

v
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Simplify Security

Access rights management with
native tools:

Security measures are usually not adhered to if they are cumbersome and inefficient. Access Rights
Management automates processes and unifies two opposing forces: Security + Efficiency.

8MAN Access Rights Management:

NTFS

=5 All permissions
- @ FF Full Control
- & Af Special permissions
- & £ Modify
| i@ 1 Sie Peer (Peer Sie)

TRITRTE]

{5 U1_DS Marketing md
L [mwaNGroup [ Aen Uanseten
== zrsen (Ben Zin)
& 2 Ka Ede (Ede Ka)

2 Frido Fleia (Frido.Fleia)

27 Dampf, Hans (Hans Dampf)
27 Becher, Joe Kurt (Joe Kurt Be...
7 Maria Makketing (Masia.Malk...

[ g i gl 1 gl ol gl 1 T

8MAN Access Rights Management makes security efficient:

Capture the access rights
situation in your network

Make security relevant
processes in a network

Full Contrel
wxscute
List folder
eortants
parmissions

Read &
Special

44

R R R

R TR RN

I R R R

R TR RN
R R R R TR R a
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2. The Core Disciplines of ARM
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8MAN Access Rights Management is based on five core disciplines:

PERMISSION ANALYSIS
Displays a comprehensive overview of the access rights situation to resources in your organization.

DOCUMENTATION & REPORTING
Records any access rights activity in our logbook and creates audit proof reports

SECURITY MONITORING
Monitors security relevant actions in Active Directory and on your file servers.

ROLE & PROCESS OPTIMIZATION
Shortens your access rights management process and involves only the most important actors.

USER PROVISIONING

Sets rules for the creation of new user accounts, the provisioning of rights and the editing of account
details

S8MAN
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2.1 Permission Analysis

8MAN analyzes the authorization situation in your company and shows who can access a given resource.
In a central view, you can see the group memberships from Active Directory and the access rights to
your file servers, SharePoint sites and Exchange. With this knowledge, you are able to take action and
protect your company from internal security incidents.

8MAN puts you back in control. One click on the Resource view shows the actual condition of a scanned
system and the employees with authorizations for it.

Available in all product versions:

Permission Analysis is part of every 8MAN Version for Active Directory and file server.

If you want to analyze and administrate other technologies with 8MAN we recommend the following
Add-On's:

8MATE for Exchange

8MATE for SharePoint

© 2017 Protected Networks GmbH
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2.2 Documentation & Reporting

B

8MAN documents the activities in Active Directory, the file servers, SharePoint and Exchange. You can
use the Calendar function to view the activities over the course of time. The mandatory comment
function takes the burden off the administrator. Since a short note (a ticket number forinstance) is
stored, every activity is traceable, even a long time after

To the services

Available in all product versions:

Documentation and Reporting is part of every 8MAN Version for Active Directory and file server.

If you want to analyze and administrate other technologies with 8MAN we recommend the following
Add-On's:

8MATE for Exchange

8MATE for SharePoint

S8MAN



The Core Disciplines of ARM

2.3 Security Monitoring

A great many employees make changes in Active Directory and to the file server. Security risks can arise
without comprehensive monitoring. With our Active Directory Logga and File Server Logga, you can
record all security-relevant activities in your company network. This allows you to trace what has been
done in the network, by whom and when.

Security Monitoring can be combined with all base versions. It can be added with the following add-

ons:
Active Directory Fileserver
8MATE AD Logga 8MATE FS Logga

8MATE Alerts

© 2017 Protected Networks GmbH
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2.4 Role & Process Optimization

The person with the best idea of who should have access and what they should be able to access is the
data owner or the supervisor, not the administrator. By introducing a role concept for analysing and
granting access rights, you are introducing the data awareness concept and corresponding action into
the company.

You can map the organizational chart of your company with the data owner concept and cover all
departments. Then you assign employees to the individual data owners. The data owners analyse or
assign access rights to their staff.

An employee can use the 8\VIATE GrantlVIA add-on module to request access rights via a Web portal. The
data owner then decides on the access rights in the department with a simple workflow.

Role & Process Optimization is only available for 8MAN Enterprise:

There is one Add-On available:
SMATE GranMA: The ARM Self Service Portal

To the services

S8MAN
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The Core Disciplines of ARM

2.5 User Provisioning

User creation

User Provisioning allows you to set up new users within seconds. Users are generated in a standardized
manner and in conformity with the roles in your company. The access rights to file servers, SharePoint
sites, Exchange and virtual servers as defined in the AD groups are issued at the same time. 8MAN
generates a suitable email account so that the new colleague can start work immediately. You can
schedule the activation to prepare for the event in the future or to limit the access period for project
work. Whether help desk or data owner: The participants work with a reduced, simple interface in both
cases. All accesses are set up in afew steps.

Access Rights Management

Modify the authorizations of existing accounts by dragging and dropping in a simple interface.

Account Management

Account management includes modifying Active Directory attributes, password resetting, activating and
deactivating accounts and setting up out-of-office notifications centrally in Exchange, among many
other tasks.
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3. Additional ARM Disciplines
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Threat & Gap Management

Removes security relevant permission errors automatically and standardizes the access rights system
according to your demands.

8MAN Ressource Integration 8MAN Application Integration
Enables the administration of additional Enables the automatic collaboration with other
resources. applications in your software landscape.

S8MAN
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3.1 Resource Integration

Resource Integration

Enables the administration of additional resources.
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3.1.1 +8MATE for SharePoint

Problem

The analysis and administration of authorisations on SharePoint is a complex matter. The on-board
Microsoft resources do not allow for a holistic view of the authorised permissions of individual
SharePoint resources. The administration of permissions is cumbersome and time-consuming. Changes
that have been made in the permission structure are not discernible.

Solution

8MATE for SharePoint integrates all SharePoint resources in 8MAN. The analysis and administration of
permissions takes place centrally and in line with the access rights management of other applications.

You will benefitimmensely from 8MAN's unique ability to display, analyse and change access rights.
8MAN displays the permissions in a tree structure. This allows you to quickly see who is authorised to
access a given SharePoint resource. Using the scan comparison report, you can find out who has made
changes to permissions and what they were, and you obtain a protocol of all activities that have been
undertaken. 8MATE for SharePoint allows you to assign all permissions in the 8MAN interface. By using
the Group Wizard and assigning naming conventions, you can standardise your authorisation
assignment process.

S8MAN
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3.1.2 +8MATE for Exchange

Problem

The administration of permissions with Microsoft Exchange is complex. The available Microsoft
resources do not allow for a holistic view of access rights to public files and mailboxes. The
administration of access rights is cumbersome and time-consuming.

Solution

8MATE for Exchange enables you to expand 8MAN to email resources. Thus, analysis and administration
of permissions take place centrally and in line with the access management for other applications. In
the familiar 8MAN overview, you see at a glance who is authorised to access public folders, mailboxes,
mailbox folders and, for instance, calendars.

The administration of Exchange is essential to the onboarding process. The setup of mailboxes and
assignment of permissions takes place right in 8MIAN. Changes made with 8MAN are documented and
are audit-proof.

Apart from the analysis and administration of permissions in Exchange, 8SMATE has additional features:
e The ability to create Out-of-Office notifications without accessing an email account.

e Listing of proxies for mailboxes and Send As permissions.

e Administration of mail box sizes

© 2017 Protected Networks GmbH
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3.2 8MAN Application Integration

8MAN Application Integration

Enables the automatic collaboration with other applications in your software landscape.

S8MAN
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3.2.1 +8MATE Matrix 42

The 8MATE Matrix42 connects 8MAN with the IT Service Management Solution Matrix 42. In the solution
built by Futuredat GmbH employees can order file server permissions by using the Matrix42 self service
portal. Data Owners or Administrators check the order in a standardized process. In case of approval
8MAN starts automatically and creates the desired permissions on the file server. The whole process
follows Microsoft Best Practice: For each permission an Active Directory group is created. All activities
are tracked in Matrix42 and the 8MAN logbook.
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3.3 Threat & Gap Management

Threat & Gap Management

Removes security relevant permission errors automatically and standardizes the access rights system
according to your demands.

S8MAN
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3.3.1 S8MATE Clean!

Background / Value

The correction of permission inconsistencies and mistakes on file servers is only possible with extreme
difficulty and effort. The implementation of best practices to solve these issues frequently fails at two
hurdles: knowledge and time. Furthermore, classic Access Rights Management (ARM) has always only
been focusing at the folder level.

The 8MATE "Clean!" starts a process that leads to a secure and standardized file server and permissions
structure. Through a series of clear decisions and parameters, you define how security and structural
problems will be resolved in your environment. Your requirements and the 8MAN best practices will be
automatically implemented. Additionally, the archiving of stale or obsolete datais possible. The
benefit being, the lesser the data, the simpler the administration.

What does SMATE Clean! Achieve?

Archives old file server data

Removes automatically critical permissions

Remove or replace direct permissions

Standardizes existing permissions on your file server

8MATE Clean! Is only available in combination with professional services. Please contact your local sales
representative for further information.

© 2017 Protected Networks GmbH
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4.1 Active Directory

Active Directory is the leading system for administrators in Windows networks. 8MAN focuses on the
analysis of users and groups and also on the creation of these objects. This happens in a scalable way
across your entire domain and organizational structure. The 8MANgroup wizard can automatically create
the appropriate security groups in Active directory.

S8MAN



Permission Analysis

4.1.1 Services for Administrators

4.1.1.1 Visualizing nested group structures

Background / Value

One of the most important concepts of every Active Directory (AD) is group structure. Administrators
use groups to assign access rights to resources to individual users. This can create recursions or loops in
your group structure. For example: The group "Marketing" assigns access rights to the appropriate file
server directories for that department. At the same time this group is also a member (in a recursion) of
the group "4th floor WiFi" The 8MAN graph shows and highlights the recursion within your Active
Directory thereby helping you recognize errors and correct mistakes.

Additional Services

Identifying the depth of nesting in your AD

Identifying recursive groups

Step by step process

Switch to Accounts in the AD
Graph view.

SMAN

# Start & Resources [ Permissions &% Accounts @ Dashboard @ Multiselection M0 Logbook @ Scan comparision

v Tree
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N ey R 1. Find the AD group by
= permissons <] . £ g IO entering its name into the
search field. For example:

@ Clean - Marketing (8man-demo\Clean - Marketing) cn: Clean - Ma...|

~ Parents - - gMarkeling Events Team (8man-demo\Marketing Events Team) cn: = B ing (81 d Ma...
= Marlfeling (8man-demo\Marketing) displayname: ... |} o - " . "
iectories(1) , Marketing". Select the
@ "? [ Marketing \\srv-8man\Or... ~ Children
& : Py desired result from the
8 1 _ES Marketing re 6. 1 vSphere (0)
88 9 Techn 1 Public Folders (1) . .
5 5 5 1r G ; T Marketing Folder: Marke.. Activer Directory Resources
[#, » Portal Home Owners 1 Mailbox Folders (0) .
2 & s compe .. > s ey <R F— section of the drop-down.
® \arketing name: Market... 1
2 Clean - Marketing cn: Clean - Ma... 2l ’ .
ErE &% Marketing. ' 2. Ifyou can’t find your
Purpose Groups (0) = : "
; resource click on "show
w 1 n
P further results".
) James Taylors (8man-dem... 1
15 Jean-Claude Martin (8man... 1
& 1 Jim Jameson (8m: L1
& 1 Jimmy Hope (8man-demo... 1
e 1
S 1
i
1
8 w 1
Ammy N
1
& B Petra Hacke Bman-demo\.. 1
Cootnomn s
-
v Tree v Attributes Edit

The "Marketing" group is

=, - the focus of the following

 Wareting (aman deme\a. analysis.

— . Above the group you see 4

LT 2 other groups in the AD

o . graph that the "Marketing

B Group is a member in, the
B oo so-called "parents"”. All

: "parent" groups, both direct
and indirect, are listed on
the left-hand side. Indirect
"parents" are indicated by a
blue arrow.

3. On theright hand side you
can see the name of the
group listed at the top.
Underneath it you can see a
list of all "children", both
direct and indirect, of the
group.

4. You can open and close the

individual branches on the

AD graph by clicking on the

icon. The number listed

indicates the number of
direct "parents" or

“children”.

SMAN @ marketing

th Start & Resources [l Permissions & Accounts ® Dashboard @ Multiselection M

8MAN-complete: Technical Training Group\ (man-demo
\echnica G

hnical Training Group )

15 James Joseph (8man-
15 James Poolle (Bman-demo.

v Tree
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4.1.1.2 Compare two different access rights situations (Scan Comparison)

Background / Value

The scan comparison compares AD scans at two different points in time and shows you how your access
rights situation has changed.

Additional Services

The scan comparison only takes two separate points in time into account. In order to be able to monitor
all administrative actions made within a given time period to access rights on file servers you would
require the 8MATE FS Logga. Alternatively to the Scan comparison you can use the Report on Permission
Differences.

Step by step process

1. Click on "Scan comparison”.

2. Select the two scans that
you want to compare.

@ Search L 1
Acc s @ Dashbo o m ok

8 rescurces @) Ba0rganization ) categories

Timea Element Change Action New value Old value
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Time range for scan comparison

Start of time range for scan compare
Please select a start date for the scan comparison.

< Jamuary 2017 » | Time (Hour: Minute)
sumorumerh reoa | [LUEJE 08B

2% 26 27 28 20 30 3 Time zone
TETLTYY Y | [wic-0100 Ao serin bem Rome Sode

6 s 0 el
s 1 17 1 10 B Selected date
Friday, January 13, 2017 206 PM
Friday, January 13, 2017 106 PM [UTC]

Currently used scans

All currently used scans per resource are listed in the table below. In addition, scan errors (if any) are listed under each scanned
resource.

[@Fue [

DActive Directory (1)
L% s oevoLocal 2

Q File server (1)

B srv-8man 10/23/2015 4:44:16 PM
G SharePoint (1)

LB, srv-gmaN 8/16/2015 200:04 AM

S8MAN

Select the date and time of
both scans.

The comparison always
compares existing scans.

1

Click on the information
symbol.

Date and time of the
selected scan is indicated on
the right-hand side.

In order to maximize
accuracy you should run a
current AD Scan before
starting the scan
comparison.
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o . 1. Click on "add resources".

Multiselection [0 Logbook € Scan comparision 2. Select the desired resource
by double clicking on it.

& Account: ® Dashboard

Scan comparision Compare <latest scan time> © with 1/1/2016 2:06 PM ® X 8 Resources @) yOrganizationsl categories

New value Old value

SharePoint

1. Select the range of the
comparison.
2. Start the comparison.

& Account: ® Dashboard [ Multiselection M Logbook @ Scan comparision

Scan comparision Compare <latest scan time> ® with 1/1/2016 2:06 PM ® X B resources @) B0rganizations categories

s Resources (- Hide details

's8man-demo.ocal, <add>

X
Report ~
se select resource(s) X |
© With 8MAN @ Wi O Indi O Warnir J
Resources
B Active Directory Change Action New value Old value
————— & 8man-demo.local
File server
SharePoint

e T I
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Use filters to focus on
specific actions.

Generate a structured
Scan comparision Compare <latest scan time> ® with 1/1/2016 2:06 PM @ X 8 Resources @) yOrganizationsl categories " R .
> — Permission Differences
At donnl sk Report" and / or export the

&, ¥l Created, modified and deleted objects ] Atributes (7] Group memberships [ Account changes X

b G o] results to .XLS.
M= 0 | E e e

© Active Directory O FileSystem O SharePoint @ With 8MAN @ Wi o o || including changed group

@ Scan comparision

Time - Element Change Action Export the generated scan compare list into Excel XLS format.
® Clean - ReadGroup8 (8man-demo\Clean - Created
ReadGrou
& Clean - Admin (8man-demo\Clean - Admin) db Created
& Clean - Overall (§man-dema\Clean - o Created

Overall)

® Clean - ReadGroup10 (8man-demo\Clean - b Created
ReadGroup10)

® Clean - ReadGroup3 (8man-demo\Clean - Created
ReadGroup3)

(@ bagfouda-d26e-40be-Ofbf-22b6c417a6ae b Created

& Clean - User (8man-demo\Clean - User)  p Created

® Clean - ReadGroup4 (8man-demo\Clean - 4 Created
ReadGroupd)

® Clean - ReadGroups Bman-demo\Clean - b Created
ReadGroups)

® Clean - ResdGroup? (8man-demo\Clean - 4 Created

roup2)
@ Clean - ReadGroup6 (3man-demo\Clean - dp Created

ReadGroupt)
® Clean - ReadGroup? (8man-dema\Clean - o Created
ReadGroup?)
® neadmin (8man-demo\nezdmin) 4 Added to group
Domain Admins (8man-demo\Domain Admins)
119/2017 33823 ¥] Changed display name Marketing Marketing 2
1/19/2017 3:38:23 PM8 Marketing (8man-demo\Marketing) W] Changed Common Name Marketing Marketing 2
< >
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4.1.1.3 Indentify users with excess privileges (on the basis of Keroberos token
size)

Background / Value

The size of a Kerberos token is a good indicator for identifying users with excessive access rights. The
more group memberships a user has, the bigger their Kerberos token. Even if a group membership does
not automatically grant privileges, it is worthwhile analyzing the listed users. Additionally, if a user
exceeds his maximum Kerberos token size he can no longer register on the network.

Step by step process

Select the Dashboard.

# Start & Resources [ Permissions o Accounts @ Dashboard  [@ Multiselection [0l Logbook @ Scan comparision ¢ 2. Double-click on the user in
e — w . the list "Top 5 Kerberos

8MAN

Reporting Empty groups 76 "
Jee— 3 To ke ns
o Active Directory Domei Ve 428
@ Inactive accounts Built-in security groups. 27
® Local accounts Global securty groups 7
Ur 1] 35
@ Users and groups (Kerberos, Last niversal security groups.
logon) Local security groups. 42
Global distibution groups o
EJ File server Universal distribution groups 2
Localdisrbution groups o

@ All ‘Authenticated users' [El]

permissions ~ OU/ Contacts / More

@ All Everyone' permissions [l

Computers 4
@ All owner not administrator [[E] B
@ Al users with direct access [[EJ o
® New and unused shares o
@ Unresolved SIDs Organizational Units 2
Top 5 Kerberos Tokens [Bytes]
‘Quinton Patton (8man-demo\QPatton) 1584
Jones, Gareth (8man-demo\Gareth Jones) 1528
‘Administrator (8man-demo\Administrator) 1520
'SP_Farm (8man-dema\SP_Farm) 1488
Depth of nested groups Gor,Fran man-cmernk Gore) a0
~ Top 5 Oldest logons
» 'SP SearchSenvice (Bman-demo\SP_SearchService) 5/16/2014 237:14 PM
9
1 1 ric Reid (8man-demo\EReid) 10/10/2014 22802 PM
1 2 3 4 s Abar, Mohammed (Bman-demo\Mohammed Akbar) 10/22/2014 827:50 AM

Depth Quinton Patton (8man-demo\QPatton) 11/25/2014 231:09 PM

Srmon-demolocal voqmm» g o

SMAN B 1. SMAN automatically
> focuses on the selected user

th Start & Resources [S] Permissions  o& Accounts @ Dashboard [ Multiselection [0 Logbook @ Scan comparision
in the AD graph view.

" et « > Graph )

* 2. All"parents", meaning
oone » groups in which the selected
EIX ;
5 I_ES Marketing_Event.. 1
5 |_ES_Marketing_Event.. 1
B 1

. .

=3 1

¥ 1

user is a direct or indirect
member of, are shown on
the left-hand side. If a
group is very large, we
recommend a flat list view.

o
P—

Quinton Patton (8man-demo\QPatton)

B

v Tree
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4.1.1.4

Background / Value

Permission Analysis

Identify nested groups based on their nested depth

An AD that has grown over years often contains a large number of nested levels. The 8MAN dashboard
shows nested groups up to level 10. According to Microsoft best-practice your AD should contain no
more than 3 or 4 levels. 8MAN allows you to identify these critical areas of your AD and restructure
them with minimal effort. In order to achieve low levels of nesting and maintain a well organized AD
structure we recommend creating more groups with specific functionalities.

Additional services

Reducing several groups to one group

Step by step process

@ search ] =

& Multiselection

8MAN

@ Start & Resources = Permissions & Accounts @ Dashboard M Logbook

~ Users and other accounts

1. Select the Dashboard.

2. Click on any of the nested
levels.

© Scan comparision

Reporting
Users 429
& Active Directory Users (Disabled) 6
@ Inactive accounts Administrators 2
® Local accoun s Administrators (Disablec) 0
@ Users and groups (Kerberos, Last ~ Groups
logon)
Al Groups 182
EJ File server ‘Groups with members (w/o recursions) 103
Empty groups 76
® All ‘Authenticated users' [l P grou
permissions Groups in recursions 3
Users) 428
@ All ‘Everyone'
27
@ All owner not e
@ All users wi th 35
@ New and unused shares Local security groups 2
@ Unresolved SIDs Global distrbution groups )
Universal distrbution groups 2
Local distibution groups )

~ OU/ Contacts / More

Computers

Depth of nested groups

Computers (disabled)

Foreign users

4
o
Contacts o
o
E

Organizational Units.

~ Top 5 Kerberos Tokens [Bytes]

Quinton Patton (3man-demo\QPatton)
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- @ Search ®
Multiselection g & Operations\ (8man-demo\Operations )

‘groups with depth of nesting [Depth 5] Report =
| & ier

| O users @ Groups O comtacts O Computers

Name -

81 Operations\ (Bman-dema\Operations )

L @ 19 john paul (Bman-demo\lpaul)

f

Hy—
‘srman-demolocal "°<Latﬁsts:an> g o

S8MAN

8MAN automatically shows
the Multiselection

In this scenario SMIAN
automatically filters the
groups by the selected
nested level.

You can see the nested
levels in the tree graph on
the right hand side.
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4.1.1.5 List all groups with members

Background / Value

Multiselection allows you to select several groups allowing you an overview of all members.

Step by step process

Q@ search ] =

B Permission & Account: ® Dashboard Multiselection [ Logboo

Multiselection

Select Multiselection.
Filter by groups.
Select the desired groups.

Q Fitter

O Users |@ Groups| O Contacts O Computers A ficer

a1

AW NR

You can see an overview of

© Users © Groups @ Contacts @ Computers

Name -
@ pijDAXProfits (man-demo\priDAXProfits)
@®

15 Sales-EMEA\ (3mar
U Lei Tung (8man-demo\U..
B

3 RDS Endpoint Server
@ RDS Management Servers (man-dema\RDS Management Servers)
Q03 R R

® Read-only Domain Controllers (Eman-demo\Read-only Domain Controllers)
Y = 5

& Records Management (8man-demo\Records Management)
up 2

pi\
@ Remote Desktop Users (gman-demo\Remote Desktop Users)
(S

@ Replicator (8man-demo)\Replicator)

) Sales (Bman-demo\Sales)
@1 Sales internal (8man-dema\Sales internal)
@15 Sales Master (8man-demo)\Sales Master)
@1 Sales top secret (Bman-demo\Sales top seeret)
B Soles-APAC\ (Bman-dema\Sales-APAC)
&A1) Sales-EMEA (8man-demo\Sales-EMEA)
@1 salestor o\Salesforce)
@5 sl ]

TOGAR]

& Schema Admins (man-demc\Schema Admins)
Py

R

all "children" of all selected
groups. 8MAN also
indicates if any users are
included in multiple groups,
forexample Jason Johnson.

€3 Server Operators (8man-demo\Server Operators)
@ SharePoint-User (8man-dema\SharePaint-User)

8man-demo local "°<La¢sst§:an> g ®
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4.1.1.6 Identify empty groups

Background / Value

Over time empty groups often accumulate in an AD structure. These empty groups reduce performance
and diminish transparency. We recommend deleting these groups.

Groups without members could include system groups. These should not be deleted.

Step by step process

o 1. Select the Dashboard.
SMAN : _
® Start & Resources 5 Pe Ao Accounts| [@]DazhBsard] [l Multsslectiont ¥ 3| Logbookit ) scancompertsiont D 2. Click on "Empty Groups".

~ Users and other accounts

Reporting
Users 4
& Active Directory pre—— .
@ Inactive accounts Administrators 12
@ Local accoun ts ‘Administrators (Disabled) 0
@ Users and groups (Kerberos, Last ~ Groups
logon)

EJ File server

@ All ‘Authenticated users' [l
permissions

Built-in security groups 21

® New and unused shares

® Unresolved SIDs

Local distribution groups 0

~ OU/ Contacts / More

Computers 4

‘Computers (disabled) 0

Depth of nested groups 0

o

12

2 9 ~ Top 5 Kerberos Tokens [Bytes]
1 1
| 2 B B 5 Quinton Patton (Bman-demo\QPation) 1584

Deptn Jones, Gareth (3man-demo\Gareth Jones) 1528 .
Ready k] © = CXE=rmm|o
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Multiselection

Multiselection e ~ Attributes 2.

mpty groups Deactivate scenario

heer %
O Users @ Groups O Contacts O Computers |

Name N
Qs Access Control trol Assistance Operators)
5 Account Operators (Bman-demo\Account Operators)
@19 Ageo Corp Global Group 1 (Bman-demo\igeo Corp Global Group 1)
&5 51 p 1)
B Alowed ROD! i RODC Password Replicat..
@ Backup Operators (man-demo\Backup Operators)
@ Clean - Marketing (8man-demo\Clean - Marketing)
a Controll Controllers)
Qo " Operators)
& Delegated Setup (8man-demo\Delegated Setup)
88 Discovery Management (3man-demo\Discovery Management)
@ Distributed COM Users (8man-demo\Distributed COM Users)
@ DL MW are-AppOuner-AD (Bman-demo\DL-VMWare-AppOviner-AD)

@ i AppOwner-AV)

@ pp y P

®

@ DLVMWare-AppOuner-Fileserver (Eman-demo\DL-VMWare-AppOuner-Fileserver)

@ e pROWner-Lexware)

@ pp PP

® i VMtare-App

@ DLVMWare-AppOuwner-SQL (8man-demo\ DL-VMWare-AppOwner-SQL)

® oo enter ( o enter)
@ pp P

@ - AppOwner-View)

@ DLVMWore-App demo\DL-VMMWare-AppOwner-Watchguard
®

@

B Dnsiadmins (8man-demo\DnsAdmins)
@ DrsUpdateProny (Bman-demo\DnsUpdateProxy)

@ Documentation (Bman-demo\Documentation)

@ tmpty Group 10\ (8man-demo\Empty Group 10) .

8MAN automatically shows
the Multiselection.

The scenario "Empty
Groups" is active. The listed
Groups are all empty.
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4.1.1.7 Identify Recursive Groups

Background / Value

Groups can be members of other groups. Active Directory allows "children" to become "parents" within
their own family tree. If the nested group structure loops in a circular way group membership
assignments become ineffective and nonsensical. Through these recursions or circular nested groups
every user who is a member of any of the recursive groups is granted all of the access rights of all of the
groups. The consequence is a confusing mess of excessive access rights. SMAN automatically identifies
all recursions in your system. We highly recommend removing the recursion by breaking the chain of
circular group memberships.

Additional Services

The deeper your group structure the more likely you are to have circular nested group structures. We
therefore recommend keeping an eye on the number of nested group levels.

Step by step process

1. Select the dashboard.

8MAN

. " .
# Start & Resources s & Accounts @ Dashboard @ Multiselection [ Logbook @ Scan comparision D 2. DOUb/e-C/ICk on gf'OUpS n
H n
. ~ Users and other accounts recursions .
Reporting
Users 420
& Active Directory Users (Disabled) 6
@ Inactive accounts Administrators @
® Local accounts Administrators (Disabled) 0
@ Users and groups (Kerberos, Last ~ Groups
logon)
Al Groups 82
EJ File server Groups with members (w/o recursions) 103
Emoty e 5
@ Al ‘Authenticated users’ [El]
permissions Groups in recursions H
© All‘Everyone permissions [l The largest group (Domain Users (8man-demo\Domain Users) 428
Built-in security groups 2
@ All owner not administrator [[E] Globalsecurty groups e
@ All users with direct access [[E] 35
® New and unused shares 2
® Unresolved SIDs °
2

~ QU / Contacts / More

Computers 4
Computers dsabiec) o
Depth of nested groups Contacts s
Foreign users 0
Organizational Units. 12
2 9 ~ Top 5 Kerberos Tokens [Bytes]
2 1
1 2 B 4 5 Quinton Patton (§man-demo\QPatton) 1584
Deptn Jones, Gareth (3man-demo\Gareth Jones) 1528 .

S8MAN
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Multiselection [T D Scan comparisic

Multiselection e | @ Recursion groupl\ (8man-demo\Recursion gro...
Groups in recursions Deactivate scenario Report ~
QA Fizer T e
O Users @ Groups O Contacts O Computers. ‘ @ Filter 3

@ Users © Groups @ Contacts @ Computers

Name -

[CIE] roup 2 (man-demo\Recur p2) a Name

2 Recursion group 3 (Bman-demo\Recursion group 3)

upl\ (Bman-demo\Recursion group1 ) Recursion group1\ (8man-demo\Recursion group1 )

& 9 Recursion group 2 (8man-demo\Recursion group 2)

88 8 %

v Tree

v Attributes

8]

Ready man-demolocal ~eqamsm> o)

Q rch
& Accounts ® Dashboard [ Multiselection
hallnd Graph & | @ Recursion group 3 (8man-demo)\Rec...
Report
~ Children
~ Tree

98 fecion o 3 G

(8man-demo
group1 )

<

v Attributes

Ready &man-demolocal ~eqmsm> o

Bl: -

8MAN automatically selects
Multiselection.

The scenario "groups in
recursions" is active. SMAN
lists all groups included in
the recursion.

Click on a Group.

8MAN lists all users and
groups in the selected
recursion

Double-click on a group.

8MAN switches to the
account view. You can see
an example of a recursion
across 3 levels.

The recursion is indicated by
the green line.
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4.1.1.8 Identify all users with passwords that do not expire

Background / Value

One key security requirement within any organization is that passwords are changed regularly. 8SMAN
scans your domain for user accounts where this requirement has not been activated. You can view this
information in our reports for "Users" an "Groups".

Step by step process

Version: 7

SMAN

Select the "Dashboard".

; n n
# Start & Resources Permissions &% Accounts @ Dashboard  [4 Multiselection [0 Logbook @ Scan comparision 2- CIICk on Users and
n n n n
~ Usersand other accourts Groups"in the "Reports

= area.

Reporting
& Active Directory

® Inactive accounts

® Local accounts

@ Users and groups (Kerberos, Last ~ Groups
logon)
! Al Groups 82

B File server e 103
Empty groups 2
@ All*Authenticated users' [JEll pty groups
Groups in recursions &

permissions

“The largest group (Domain Users (8man-demo\Domain Users) 428
@ All ‘Everyone' permissions [l faestarop

Built-in security groups 2
@ All owner not administrator [[E] Global securty groups .
@ All users with direct access [[F] Universal security groups. 35
@ New and unused shares Local security groups. 42

Global distribution groups 0
@ Unresolved SIDs groue

Universal distribution groups 2

Loca distribution groups 0

~ QU / Contacts / More

Computers

<

ters (disabled)

Depth of nested groups

4
0
Contacts 0
Foreign users 0
Organizational Units: 1
12 9 ~ Top 5 Kerberos Tokens [Bytes]
2 1

1 2 3 2 5 Quinton Patton (Eman-demo\QPatton) 1584

Depth Jones, Gareth (8man-demo)\Gareth Jones) 1528 .

1. Select the range of the
report via drag & drop.

Users and groups (Kerberos, Last logon) 2. Runther eport.

Report configuration Users and groups (Kerberos, Last logon)

e [Tme Presse

Comment [ Comment ] Resources

Objects £ Active Directory

8man-demo.local % | - o Bman-demo.local

~ Settings

The output format is XS ¥

Report execution mode started manually
Store on specific path is Desctivated
Send email is Deactivated

S8MAN
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(s | i[x v & | rodoreerpre *| Open the report in Excel.

4 A B < E | F - H = " "
1 |Report tiber alle Benutzer fiir 8man-demo_local 1 Select the tab User A
DisplayName [~lisDisabled [~ |Account Expires ast Lagon [~|Last Logon Timestar - | Type [~ Direct
Aber, Mark (8man-demotMark Aber) Nein ount never expires 08 IA NIA Benutzer . "
| 6 |ADLogga Tester (8man-demo\ATester) Nein Account never expires Ja NIA NIA Benutzer 2 . F Il te r th e co I umn P WD
7 | Administrator (8man-demo\Administrator) Nein Account never expires Ja 08.10.2016 21:00:02 08.10.2016 24:00:02  Benutzer , . -
Alien, Amold (Bman-demo\Amold Alien Nein Account never expires Ja NiA NIA Benutzer
9 |Aloe, Vera (Bl(nan-demo\\lera Aloe) i Nein Account never ex:ues Ja NIA NIA Benutzer don t ex p ire by p osli t’ ve
Ander, Cori (8man-demo\Cori Ander) Nein Account never expires Ja NIA NIA Benutzer .
Ander, Ole (8man-demo\Ole Ander) Nein Account never expires Ja NIA 10.03.2015 15:48:05  Benutzer entries.
Andrea Azubi (3man-demo‘Andrea.Azubi) Ja Account never expires Ja NiA NiA Benutzer
Aner, Dominik (8man-demo\Dominik Aner) Nein Account never expires Ja o NIA NIA Benutzer
Angie gi Nein Account never expires Ja NiA NiA Benutzer H
A Exsay (Bman demolinn Essay Hein Accoun never expies Js A A Benutzer We recommend setting your
Anna Lyse (8man-demolAnna Lyse) Nein Account never expires Ja NIA 07.03.2016 17:44:11  Benutzer . . h
Anna Ziese (Bman-demo\Anna Giese) Nein Account never expires Ja NIA NIA Benutzer
Ansgar Agentor (8man-demo\AAgentor) Nein Account never expires Ja NIA 07.03.2016 17:38:41  Benutzer securi ty requiremen ts so tnat
19| Apfel, Adam (Bman-demo\Adam Apfel) Nein Account never expires Ja NIA NIA Benutzer
20 | Arbeit, Andi (8man-demo\Andi Arbeit) Nein Account never expires Ja 12.03.2015 10:44:56 10.03.2015 16:51:26  Benutzer pass wo rds must be Ch an ged at
Arm, Armin (8man-deme\Armin Arm) Nein Account never expires Ja NiA NiA Benutzer
Aroni, Mark (8man-demo\Mark Aroni Nein Account never expires Ja NIA NIA Benutzer
e, e oman damoCiar Achy. N Rasont novr vges Nin i Borer least every 90 days.
Auer, Karl (8man-demolKarl Auer) Nein Account never expires Ja NIA NIA Benutzer
Auhss, Ann (8man-demo\Ann Auhss) Nein Account never expires Ja NIA NIA Benutzer
Autsch, Anke (8man-demolAnke Autsch) Nein Account never expires Ja NIA NIA Benutzer
27| Azubi, Andy (8man-demo\Andy Azubi) Nein Account never expires Ja NIA 07.03.2016 10:44:09  Benutzer
28 |Baba, Ali (8man-demo\Ali Baba) Nein Account never expires Ja NIA NIA Benutzer
29|Bach, Klara (8man-demolKlara Bach) Nein Account never expires Ja NIA NIA Benutzer
30  Baer. Johannes (Bman-demo\ohannes Baer) Nein Account never expires Ja NIA NIA Benutzer
31 Baer, Roy (8man-demoiRoy Baer) Nein Account never expires Ja NIA 13.03.2016 10:21:15  Benutzer
32|Baem, Al (8man-demo\Al Baem) Nein Account never expires Ja NiA NiA Benutzer
Balken, Don R. (8man-demo!Don R. Balken) Nein Account never expires Ja NIA NIA Benutzer
Becher, Joe Kurt (§man-demo\Joe Kurt Becher)  Nein Account never expires Ja NiA NiA Benutzer
Beiter, Walter (8man-demo\Walter Beiter) Nein Account never expires Ja NIA NIA Benutzer
36 Bert, Carmen (8man-demo\Carmen Bert) Nein Account never expires Ja NIA NIA Benutzer o
« + | ronfiguraion | 8man-demo.local Benutzer | sman-demolocal Gruppen | @ i (<] | D

Bereit 341 von 353 Datensatzen gefunden, O -——+——+ 0%
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4.1.1.9

Background / Value

Access Rights Management

Analyze previous AD structures & situations

After the occurrence of data breaches and other security incidents it is often useful to review historical
AD structures. This allows you to understand who had access and who could not possibly have had
access during a given pointin time. 8Man allows you to access historical scans in the usual "Look and
Feel" to understand the security implications of AD access rights at the time of the incident.

Additional Services

Alternatively you could also compare two scans from different points in time.

Step by step process

8MAN

& Resources = Permissions Accounts

# Start

Permission Analysis

® Where does a user/group have () vSphere
access?
‘ @ Who has the privilege?

User Provisioning

& Active Directory EJ File server

@ Create new user or group ‘ ® Edit directory access rights

@ Edit group memberships

Security Monitoring

& Active Directory B File server

‘ @ AD Logga Report @ Detailed permission changes

@ Who did what, except authorized
users (SoD)?

@ Who did what?

@ Who made changes?

=]
24

S8MAN

@ Dashboard

& Multiselection

Loghoo

k @ Scan comparision

Documentation & Reporting

® Reports overview

@ Where has the user/group
access?

@ Who has access where?

EJ File server

@ All ‘Authenticated users"
permissions

@ All ‘Everyone' permissions
@ All owner not administrator
@ All users with direct access
® New and unused shares

@ Permission difference

@ Unresolved SIDs

@ Where have employees of a
manager access (file server)?

@ Who has access through which
permission groups?

Q configuration
@ Convert XML import file

@ Report configuration import

& Active Directory
@ Account Details
@ Inactive accounts
@ Local accounts
® Manager-Employees

@ OU Members and group

© <Latest scan>

® Users and grof g /1972017 301 pm

o) © 10/31/2015 1:16 PM
@ 10/23/2015 444 PM
@ 8/19/2015 451 PM
@ 8/19/2015 421 PM
© 8/17/2015 1000 PM
© 8/16/2015 10:00 PM

© 8/15/2015 10:00 PM

B Exchange

@ Exchange mai

@ 8/14/2015 10:00 PM
© 3/13/2015 10:00 PM
© 8/12/2015 10:00 PM
@ 8/11/2015 10:00 PM
@ 8/10/2015 10:00 PM
© 8/9/2015 1000 PM
@ 8/8/2015 1000 PM
© /772015 10:00 PM
© £/3/2015 10:00 PM

8man-demo local ‘/°<La¢sst§:an> g ®

Select the desired scan date.
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The warning and the orange
frame indicate that you are
viewing historical information.

SMAN

# Start

Permission Analysis Documentation & Reporting
‘ ® Where does auser/group have () vSphere ® Reports overview O Configuration
2
access ‘ @ Who has the privilege? @ Where has the user/group @ Convert XML import file
access?

@ Report configuration import
@ Who has access where?

User Provisioning - & Active Directory
1 File server

® Account Details

B3 File server @ All “Authenticated users" ® nacti
@ Edit directory access rights permissions nactive accounts

® All ‘Everyone' permissions @ Local accounts
@ All owner not administrator @ Manager-Employees

Security Monitoring ® Al users with direct access UL S e 3

memberships
Fb Active Directory £ File server © Newandunused shares ® Users and groups (Kerberos, Last
R ;
‘ @ AD Logga Report @ Detailed permission changes @ Permission difference logon)
@ @ Who did what, except authorized @D =olved s iDa B Exchange
users (SoD)? ® Where have employees of a
O Wl manager access (file serven)? @ Exchange mailbox permissions

® Who has access through which

@ Who made changes?

permission groups?.

8man-demollocal v

DI
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4.1.1.10 Identifying temporary user accounts

Background / Value

User accounts for external employees or interns should only exist temporarily. 8MAN allows you to
maintain an overview of your temporary user accounts. You can view this information in our report for
"Users and Groups".

Step by step process

Version: 7

SMAN

Select the "Dashboard".

; n n
# Start & Resources Permissions &% Accounts @ Dashboard  [4 Multiselection [0 Logbook @ Scan comparision 2- CIICk on Users and
n n n n
~ Usersand other accourts Groups"in the "Reports

= area.

Reporting
& Active Directory

® Inactive accounts

® Local accounts

@ Users and groups (Kerberos, Last ~ Groups
logon)
! Al Groups 82

B File server e 103
Empty groups 2
@ All*Authenticated users' [JEll pty groups
Groups in recursions &

permissions

“The largest group (Domain Users (8man-demo\Domain Users) 428
@ All ‘Everyone' permissions [l faestarop

Built-in security groups 2
@ All owner not administrator [[E] Global securty groups .
@ All users with direct access [[F] Universal security groups. 35
@ New and unused shares Local security groups. 42
Global distribution groups 0
@ Unresolved SIDs groue
Universal distribution groups 2
Loca distribution groups 0

~ QU / Contacts / More

Computers

<

ters (disabled)

Depth of nested groups

4
0
Contacts 0
Foreign users 0
Organizational Units: 1
12 9 ~ Top 5 Kerberos Tokens [Bytes]

2 1

1 2 3 2 5 Quinton Patton (Eman-demo\QPatton) 1584

Depth Jones, Gareth (8man-demo)\Gareth Jones) 1528 .

1. Select the range of the
report via drag & drop.

Users and groups (Kerberos, Last logon) 1, Run th e rep Ort.

Report configuration Users and groups (Kerberos, Last logon)

Title [ Titte Please

Comment [ Comment ] Resources

Objects 2 Active Directony

(8man-demolocal %/ | -8 & Bman-demo.local

~ Settings

The output format is XS ¥
ode started manually
4

S8MAN
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CEEC Ry R | e | Open the report in Excel.
7 Report dber alle Benutzer iCr Bmande?m local c } o £ F ¢ " mc " "
DisplayN: |+ |IsDisabled Account Expires | -T PWD don't expire| ¥ |Last Logon v |Last Logon Timestamp |+ |Type [+ |Direct | Indirect Memt 1 Se,eCt the tab User -
550 o oranae o poe) e $112 2016 00000 NA ] S —— : . "
e 2. Filter the column "Account
expires" by positive entries.
We recommend checking with
your HR department if any of
these accounts are still needed.
< uration || 8man-demo.local Benutzer | &man-demo.ocal_Gruppen | @ i [ mj
Bereit  2von 353 Datensdtzen gefunden. |- 1 + 100%
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4.1.1.11 Identifying the most recent actions of a user account or AD group

Background / Value

User accounts and AD groups have their own history. This is why it makes sense to review the previously
performed actions and changes. 8MAN shows you a quick view of most recent activities or you can jump
directly into the log book to receive a full report.

Step by step process

1. Select "Accounts".

SMAN 2

t Start & Resources [l Permission | o Accounts @ Dashboard 2 Multiselection [0 Logbook @ Scan comparision 2- SearCh for the deSired user
- Graph PYs or group.

The note icon indicates that
activities were recorded in the
8MAN log book. You can hover
over the icon to see an
overview of the latest activities
related to the account.

8SMAN

# Start & Resources [ Permissions & Accounts @ Dashboard & Multiselection M Logbook @ Scan comparision

hallnd Graph H

872072015 9:55 AM, Author: cradmin

cradmin: ddd

8MAN Changes:

Membership add

embs d): Sal
jsed credential: 8man. 2
£ 7/20/2015 9:54 A, Author: cradmin
cradmin: ddd

SMAN Changes:

New user created: "CCook”

Usedcredentiok Sman-demols- Smansic
E = =

S8MAN
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Right-click on the desired object
and select "Open Logbook" to
view all recorded information.

SMAN

& Start & Resources & Permissions & Accounts @ Dashboard & Multiselection M Logbook

* > Graph "

P W e
J, Selectaccount
Show in Resources View.

B 7 B

B Show access rights to resources..
@ Report: Where has the user/group access? //
@ Report: Account Details

& Change group memberships..

& Create new user or group

©) & Uceuser
(PP © Dcacivate account
& Change password options

R Resetuser password

@ Soft delete useraccount

& Delete account
W] Edit attributes
Move object \
fey 6 gy 6 i Add note 5
EeE Cook) £ v ook Sales, Sam (8man-demo\Sam Sales)

- é,@ Copy as path _ -

Review past activities related to
a user account.

Overview of the Logbook

Comments or: Cevel (sman-demo\C-Level) You can enter a comment into
o [Boowmemempamees ] the log book.

i ~ sunchwo The footprint icon indicates

eI Gl | Member CCook (Chris Cook) added to group C-Level (scheduled)
11/7/2014338PM  cradimin

11/5/2014 5486 PM  cradmin Used credentiak 8man-demo\sa-8mansvc th a t th esea Ct[o ns were
10/3072014 10:53 AM cracmin
10/29/2014 242 PM._ cracmin

. recorded by AD Logga.
10/29/2014 1136 AM cracmin

1072972014 9:55 AM_ cracmin
10/28/2014 139 PM _ cracmin

7423/2014 1047 AM._cracimin
5/28/2013 806 AM  BMAN-DEMO\adminis
5/28/2013 806 AM  adminisrator
5/24/2013 1232 M SMAN-DEMO\adminis
5/24/2013 1232 PM _ adminisrator
4/25/2013227PM  BMAN-DEMO\sa-Bmar
4/25/2013227PM  administrator
4/24/2013533PM  BMAN-DEMO\sa-Bmar
4242013 533PM  administrator
3/12/20139555AM  BMAN-DEMO\sa-Bmar
3/12/2013055AM  administrator

&
&
&
&
&
&
&
&
&
&
&
&
&
&
&
&
&
&
&
&

>

Please add a comment.

8man-demolocal + NESMN="MN @ <Latest scan>
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4.2 Fileserver

8MAN shows all access rights to file server directories. Administrators and Data Owners can change
permission in user friendly workflows. In addition 8MAN identifies and highlights security risks such as
multiple or direct access rights, defective ACLs and unresolved SIDs.

S8MAN
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4.2.1 Services for Administrators und Data Owners

4.2.1.1 Identifying access rights on a file server directory

Background / Value

8MAN quickly shows you all access rights on file server directories. Initially you should focus on the
directories containing the most sensitive data. You siomply need to know: Who has access?

Additional Services

Report: Who has access to what?

Changing folder permissions

Monitoring access to sensitive data

Step by step process

1. Search forthe desired
directory.

8S8MAN

A Start & Resources [= Perm Q see more resuts

@ (lean - Marketing (8man-demo\Clean - Marketing) cn: Clean - Ma..
® Marketing Events Team (8man-demo\Marketing Events Team) cn: Marketing...
& Marketing (8man-demo\Marketing) displayname: ...

Dicaciociacl

2. You can find your search
result in the directory
section.

B Marketing \\srv-8man\Or...

Permission Analysis

vSphere (0)

Public Folders (1)
Marketing

Mailbox Folders (0)

Active Directory Resources

©® Marketing

2 Clean - Marketing

8 Marketing Events Team

.. | Purpose Groups (0)

; T 5

‘ ® Where does a user/group have (0 vSph. iguration
access? _

Folder: Marke... V" XML import file
ort configuration import
Q see more resuits

name: Marketi../e Directory
cn: Clean - Ma...
cn: Marketing. .

User Provisioning

Details
& Active Directory EJ File ount Details
ctive accounts

@ Create new user or group

® Local accounts

@ Edit group memberships @ All ‘Everyone' permissions

@ All owner not administrator @ Manager-Employees
@ OU Members and group
memberships

@ Al users with direct access

Security Monitoring

© New and unused shares @ Users and groups (Kerberos, Last

@ Permission difference logon)

& Active Directory EJ File server

® Detailed permission changes 0 TS

‘ @ AD Logga Report

<
@

@ Who did what, except authorized
users (SoD)?

@ Who did what?

@ Who made changes?

@ Where have employees of a
manager access (file serven?

@ Who has access through which
permission groups?

B Exchange

@ Exchange mailbox permissions.

© 2017 Protected Networks GmbH
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8MAN

th Start & Resources

Access Rights

& Account:

Management

® Dashboard  [@ Multiselection [ Logbool

2 [ Marketing
£y Marketing

full path

\srv-gman
E\Dats\Organization

E\Data\Projects
E\Data\Templates
E\Data\Users

Purpose Groups

8MAN

s
] N ouner B BULTIN\Administrators Change owner
Inheritance @ On Change inheritance
Description | Access ights
e o
K 8 3.
TN IR
NTFS HEHFE I I Desaption
: 23 8z &z o¢ g
3 :3838s8 355 &
a vvvvvY [=]-Ru]
aa v [=]-Ru]
o8 N v [=F-Re]
=)
g s
Accounts with permissions Al pemissions
[ @i N

| @ Users @ Groups @ Contacts @ Computers

a
B sunnivvdministrators 28 ol x8
B BUILTINUsers 28 @
EBe CREATOR OWNER 1 a
& Gurmit Singh (@man-demo\GSingh) 1 a
&1 Henry Johnson (8man-demo\Hlohnson} 1 a
815 Her 1 a

a

th Start & Resources  [=] Permission: & Account ® Dashboard [ Multiselection [ Logbool
Resources @ -
B s Report
[ @ Resources fitter firs tevet [ TSy —
Inheritance
full path Description  Access rights
~ Access rights 2
loa a .
\srv-gman )
EAData\Organization ol = ] K]
- 1N % g i f -
NTFS AR RS- {3 % Description
123 §/3 %3838 ¢
£ ::2383s 3858 &
VS os0n
NRVAVANVEY osn 3.
E\Data\Projects v osn
EADataTemplates
EA\Data\Users
< >
| Accounts with permissions_Modify
Purpose Groups
4 Filter. 2
@ Users @ Groups O Contacts () Commiiers. |
Name 4 how often granted Inheritance
&1 Jones, Gareth (8man-demo\Gareth Jones) 1 =]
&9 Pull, Sam (8man-demo\sam Pull 1 a
< >
Ready Eman-demalocal ~eqmm> 3o

S8MAN

8MAN switches to the
resource view.

You are focusing on the
desired directory.

8MAN displays all access
rights that exist for the
chosen directory.

Select an access category
filter. In this example the
"Modify" filter has been
chosen.

8MAN lists all accounts with
"Modify" access rights to
the Marketing directory.

You can add additional
filters for users, groups,
contacts and computers to
narrow down the results
further.
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4.2.1.2 Identifying a user and their access rights

Background / Value

8MAN can also show you the user perspective, and which directories individual users have access to.
This isimportant as it allows you to compare the rights of a given employee to the role that they fill in
your organization. Here the "least privilege principle"applies. Employees who have changed
departments several times often still have access rights from previous roles that could have been
removed after taking on new roles.

Additional Services

Alternatively, you can capture the same information in a report: \Which resources does a user have
access to?

In contrast to the dynamic view in the Ul, the report does not show any information related to Active
Directory, Exchange, vSphere und Purpose Groups.

- == - 1. Select "Resources".
FECTTOR ; YU e 2. Enter the name of the
& Chris Cook (8man-demo\CCook) displayname: Chris Cook cn: Chri... .
person whose access rights
you want to analyze.

P=ToT
Directories (0)
Mailboxes (2)

full path &7 Cooke, Amelia Amelia.Cooke@8man-demo.local
W Chris Cook CCook@8man-demo.local . R
vSphere 0 3. Select the desired result in

©
Mailbox Folders (0) n "
Atr Doy s the "User" area.
8 Cooke, Amelia (Amelia Cooke) cn: Amelia Cooke name: Amelia...
Chris Cook (CCook) cn: Chris Cook name: Chris Cook
Purpose Groups (0)

Resty CIEEETR] o & XTI ©
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- @ search =
Active scenario: Where does a 'group h: Clear all scenarios % ) Finances Report
\srv-BmarOr
[ Resourcesfter first tevet 6| Nowner @ 1 Finance (8man-demo\Finance) Change owner
Inheritance Change inheritance
full path Description Access rig]
~ Access rights
oa a
THREIE I
NTFS ISR AR Descrption
Is3133f£3:4:L ¢
(Everyone, Authenticated users £ ::£228:2¢%8 & &£
DC=8man-demo,DC=local All permissions
i 8 VvV =g u)
Ba v vV osn
SRV-8MAN (pplication) oa v v os0
Car park (gman-demo\Car... For those allowed to park a N2 Ben
\srv-8man oa
EAData\Organization
Modify, Read
Rezd & executd
Read & executd
< >
Accounts with Modify
| &riter 5 |
| @ users @ Groups @ Contacts @ Computers |
o how often granted | Inheritance
1 a ~
1 a
1 a
1 a
24 B
< > 24 28 ~
Ready ‘Sman-demolocal ~ eqam = ®
o
- @ search L
Active scenario: Where does a 'group h: Clear all scenarios % ) Finances Report
\srv-GmanOr
[ Resourcesfiter first tevet 6 | Nowner @ 19 Finance (Bman-demo\Finance) Change owner
Inheritance @ On Change inheritance
full path Description i = —
@ Active Directory " Accessrights
le server oa a
arePoint .
change I £t
ohere NTFS HMIPSE LS s 1 e
©Purpose Graups 223353433 :@ ¢&
15 Chris Cook (man-demo\CCook) e E: s & 23 2% ¢ &2
o 8man-demo.local DC=8man-demo,DCx=local a
r SRV-EXCHANGE 8man-demolocal a8 vy
e v vV
SRV-8MAN (Application) |_ES r vV
ar.. For those allowed to park 5 1_ES_Finances.md (8m.. B NV I NN
@@ 1 Audit (gman-demol... & VS £ & [ Testfor Descri
8@ Cleel Bm =) a4 o0
Modify, Read &} &5 Bruca Hlington (.. B v o=D
Modiy, Read & [ & 815 crris Cook (gme... & VS [SE-le)
Moy, Read & &1 simmy Ward (8m... & N A% =k}
Modify, Read &| &1 Sales, Sam (Bman..5 v [=)-)s)
(i (= Ey =I‘ 5 Finance (8man-dem... & v vV v oebd
Modify, Read &| AHR) B v oeb
Modiy, Read &| \ an.. O VAR o0
Modify, Read &| - &1 Torrd) Smith (8man. vV o®D
Read & execute| d and Execute oa v v os0n
Read & exccute a v )
oa

S8MAN

1. 8MAN activates the
scenario "Where does a
user/group have access"

2. 8MAN shows all resources

that "Chris Cook" can
access. In the basic version
you can view results for
Active Directory and file
servers. Depending on
which AddOns have been
chosen, you can also review
access to other resources.

1. 8MAN shows all directories
that "Chris Cook" can access
on the file server. In this
example we have focused
on the "Finance" directory.

2. 8MAN shows the access
rights for the "Finance"
directory.

| 3. Thegreen arrow indicates

the user "Chris Cook". This
helps you identify which
resources "Chris Cook" can
access, based upon the
individual permission paths.

4. The green circle with the
exclamation mark shows
that the access rights on this
directory differ from the
“parent" directory.
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4.3 +8MATE for Exchange

8MATE for Exchange expands 8MAN to include Exchange resources. This way the analysis and
administration of access rights are standardized across various resources and systems. 8MAN shows you
an overview, where you can see access rights to folders, email accounts, email folders or calendars on
one easy to read screen.

The administration of exchange is closely connected to the onboarding process. The creation of Email
Inboxes and the assignment of access rights happens directly in 8MAN. All changes are documented in
revision proof reports.

Besides analysis and administration of access rights for Exchange, 8MATE for Exchange contains
additional features:

e Generation of out-of-office messages without having access to the Emailaccount

Listing of substitutes and deputies for Inboxes and "send as" access rights

Administration of Account size and storage

e Management of mailing lists incl. members, managers and moderators
e Management of contacts

e Management of Mailboxes

Making changes to Email addresses
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4.3.1 HelpDesk

From release 7.5 onward, 8MATE Exchange supports the management of mailing lists.
This way you can easily delegate cumbersome mailing list management tasks to your help desk.

4.3.1.1 Identifying access rights on mailboxes

Background / Purpose

Who as access to which mailbox? 8MATE Exchange shows you all access rights in the resources view.

Step by step process

Select "Resources".

8MAN |

) (et @bt (@ Copemmmitn 2. Navigate to the desired
Resources #]  Delmar i mailbox.

e - 3. 8MAN shows you which
users/groups have which

th Start & Resources [=] Per ns £ Accounts @ Dashboard

Properties
full path Description Access rights | Folder Size
Active Directory.

File server ~ & Access rights

@SharePoint .
© Exchange : E .
s R EF rights.
[RoniCa HEEHEE
i, All permissions N
o i . 4. 8MAN shows all accounts
dward@8man-demo.com 2127} 63 M8 rator ° v . . .
o U with access rights in a flat
lz >4 & M8 3 v g
B 6 M8 -~ S EURPRDO . ) N2 I'
13 6 MB -~ b NT-AUTORITAT\SYSTEM v Ist
12 6 M8 NT-AUTORITAT\NETZWE. v
13 5B BROMGTON\View-Only 0. v
2 sMB Qg PROTSBOT VitUsers N
12 6 M8 EURPRDO8\Public Folder... v
4 & 36mE EURPRDO8\Exchange Ser...
12 6MB EURPRDOS\Exchange Tru.
u O 3xmp [
weyer@men-democom “ 6 Accounts with permissions

Users/groups with access right: All permissions.
[ @vrieer B
| @ Users @ Groups @ Contacts @ Computers |

& Mailboxes
vSphere

Purpose Groups
@SAP-System Name e
® SharePoint 2010 . EURPRDOB\AA M 28 -~

SharePoint Online

S8MAN
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4.3.1.2 Identifying mailbox properties

Background / Purpose

8MATE Exchange shows the properties of individual mailboxes.

Step by step process

8S8MAN

Use the search field to find the

& St & Resources . o desired mailbox.

& Delmar Atkins (8man-demo\D.Atkins) displayname: Delmar Atkins cn: Delma...

Groups (0)
Contacts (0)
Directories (0)
| .
Permission Analysis Mailboxes (1)
&7 Delmar Atkins d.atkins@8man-demo.com
‘ @ Where does a user/group have (9 vSpl PreTe o £l
2 .
access ‘ @ whq Public Folders (0) wert XML import file
Mailbox Folders (0) .
. . ort i tion i rt
Active Directory Resources (1) configuration impor
L. ‘& Delmar Atkins (D.Atkins) cn: Delmar Atkins name: Delmar Atkins .
User Provisioning Distribution Group (0) e Directory
Exchange Account (1) ount Details
Active Directc E3 Fil - - - -
Fb Active Directory = M%7 2, Delmar Atkins Name: Delmar Atkins Identity: d.athins.... o accounts
@ Create new user or group ‘ ® Edit| Purpose Groups (0)
tal accounts.
® Edit group memberships BMAN Logbook (0)
@ All owner not administrator @ Manager-Employees
@ Al users with direct access @ OU Members and group
S ity Monitorin e
ecurr ission dif
y 9 @ Permission difference @ Users and groups (Kerberos, Last
‘ @ Manage alerts & Active Directory @ Unresolved SIDs logon)
® Where have employees of a
B File server | a0 togaReport manager access (file serven? B8 Exchange
i Exch: ilb issic
- ® 5 Logga access rights change ® Who has access thr,uugh which ‘ @ Exchange mailbox permissions
it permission groups?

® Who did what, except authorized
users (SoD)?

® Who did what?

@ Who made changes?

EEETeT |6 5| R

SMAN | 1

th Start & Resources [= Per s £ Accounts @ Dashboard  [# Multiselection [0 Logbook
Resources % | & Dexter Ward Report ~
[ @ Resources fitter first et 2 | I =
p—— 3 2
full path Description Access rights | Folder Size
- Name Value
ive Directory
e sarver £ Out of Office
SharePoint ecpient Evciyone)
SExchange & [f] Additional attributes
B ot e o 3
. end email prohibited at 50688 MB
end and receive email prohibited at 51200 M8
Maximum email size (Sending) B
datiins @&man-demo.com 206 O 2w Mool 2Ges gl zfpr“ S
Frioamer semacom 2] s S i dereeen
ailbox.  DiscoverySearchMailbox(D9... 3 <mtprd ward @8mandemo.onmicrosoftcom
ezann@8man-demo.com 2 =4 6 Me mail address policy Not activated
& Francis Morgan fmorgan@aman-demo.com 3 6me 212
k! 518 EURPROBDGO16-db104
&2 Jenny Bames Jbarmes@8man-demo.com 2 618 Lastlogoff timestamp 10/11/2016 12:45:58 PM
& Richard Pickman " pickman@@man-demo.com k! su8 Lastlogon timestamp 10/11/2016 12:45:18 PM
& Rita Young ryoung@8man-demo.com 2 5B
& Umberto Eco umberto co@8man-demo... 2 518
&2 Walter Gilman ‘w.gilman@8man-demo.com 14 A 36Mm8
& Wendy Adems. wadams@8man-demo.com 2 58
= . 18 O 1w
& William Dyer wdyer@8man-demo.com 1 518
rv-exchange13.8man-demo.Jocal
[1 All Public Folders \
& Mailboxes
vSphere
Purpose Groups
SAP-System
@SharePoint 2010
SharePoint Online

8MAN automatically
changes to the resource
view.

You are focusing on the
desired mailbox.

Click on the tab
"properties".
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4.3.1.3 Identifying access rights on public folders

Background / Value

Keeping an overview of access rights to public folders can be extremely challenging with native tools.
8MAN shows you the access rights situation to public folders in the resource view.

Additional Services Report: Who has access to what? Report: Identify Mailbox access rights. Creating a
Mailbox, change access rights to email accounts, change out-of office notice, change Mailbox size

Die Berechtigungen auf 6ffentliche Ordner im Blick zu behalten ist mit Bordmitteln komplex. Mit SMAN
sehen Sie in der Ressourcen-Ansicht die Rechtesituation auf 6ffentliche Ordner.

Additional services

Report: Who has access to what?

Report: Identifying Mailbox access rights

Creating a Mailbox

Changing access rights to email accounts

Changing out-of office notice

Changing Mailbox size

Step by step process

8MAN , @ search «

&) Permissions & Accounts @ Dashboard [ Multiselection [l Logbook € Scan comparision

1. Select "Resources”.
Navigate to the desired

th Start & Resources

Resources e Suuppc:‘n eport - pub/inO/der.
| @ Resources fitter irst evet .
g betpion 3. 8MAN shows which
— users/groups have which
113 access rights.
P N— 4. 8MAN shows accounts with
s — : -85 e iahts i lat list
o ; = access rignts in afa IS
@881 Support (8man-demo... v H
pport! @8men-demo.oca f view.
:‘:."": o Accounts with permissions
" " Users/groups with access right: All permissions
4 riteer 6 |
@ Users @ Groups @ Contacts @ Computers \
QB cradmin (8manrd=mﬂ\(mdm\:im :
Default {Exchange\Default)
o Mestendik,Jo (man-demoJan van Meuiendih) 1
pa—y gman-demolocal "°<Latest can> ~ 0]
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4.3.1.4 Identifying permissions on distribution groups

Background / Value

With 8MAN you can quickly check who is allowed to to send Emails from which distribution list. The
relevant cases are "send as" and "send on behalf of". The former is the most critical, since it is not easy
to identify who actually sent the Email. In the scenario for "send on behalf" the PA or deputy sending
the email is clearly recognizable.

Displaying these access rights is also possible with dynamic Exchange groups.

Step by step process

Use the search field to find the
desired Distribution group.

8MAN

# Start & Resources [ Permissions

% & sam Sales der Boss (8man-demo\Sam.Sales) displayname: Sam Sales der Bos... R UREHIEREET]

Groups Q see more resuits
¥ Ex_Sales (8man-demo\EX_Sales) cn: EX_Sales samaccountname: E..
& Vertrieb (8man-demo\Sales) cn: Sales samaccountname: Sales
Contacts (0)
Permission Analysis Directories (0) g
SharePoint Resources (0)
‘ @ Where doesa user/group have (5 vSphq Mailboxes (1) iguration
? \ -
access’ ‘ * whd & Sam Sales der Boss SamSales@8man-demo.local vert XML import file
vSphere (0)
Public Folders (1) ort configuration import
Sales Folder: Sales
User Provisioning Mailbox Folders (0)  Directory
Active Directory Resources X See more results ount Details
& Active Directory B3 File Sales name: Sales )
. . . etive accounts
@ Create new user or group ‘ ® Ediy X33 pEX Salesnam
. Distribution Group (1) I| accounts
Edit group memberships. . L
sales Name: sales Identity: sales SAM... | ¢ 1oy e
change Account (1)
2, sales Name: sales Identity: sales Email.., M:'":?" and group
) N mberships
Security Monitoring Purpose Groups (0)
8MAN Logbook Q see more resuits rs and groups (Kerberos, Last
‘ @ Manage alerts & Active g 11/4/2016 507 PM - sam.sales \\srv-8man\Vertrieb\Projekte\Ges¢™"
oo Folder created User name: sam.sales
B3 File server ‘ Q 11/4/2016 12:01 AM - cradmin Mike Mustermann jange
N User or computer account activated Comment: Ticket-Nr. 123456 Be... mailbox
SICIEIETTE L

L] Est:rgyga access rights change  mesonsroore T
@ Who did what, except authorized
users (SoD)?

® Who did what?

® Who made changes?

4

MAN-DEMO LOCAL ~g<nmmn> - Jfo]
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8MAN shows all access rights

8MAN
on the right-hand side.

& Resources

Resources a, sales
sales@8man-demo.com

@\ Resources flte first level 2
[ J

e

full path Description Access ights | Folder Size

2@ 2

-~ Ac ight:
@ Active Directory A Access rights

File server
SharePoint

<
B Exchange 5. 2
o FH

£ Al Public Folders \ .

@A permissions
development@8man-demo. ::::xmm A:’\(kman Lﬁn\an;.. v =
externalConsultants@8man... fenry Armitage (8man-
ales@8man-demo.com Fl

-6 Bz srv-exchange13.8man-demo.local
vSphere

Purpose Groups

SAP-System

@SharePoint 2010

SharePoint Online

Accounts with permissions

Users/groups vith access right: All permissions
[[@Fieer 2 |
| @ Users @ Groups @ Contacts @ Computers |

Name N
1
1

& Richard Pickman (8man-dema.onmicrosoft.com\rpickman)

S8MAN
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4.3.

15

Background / Purpose

Identifying members of distribution groups

8MAN allows you to display all members and / or recipients of distribution lists. In typical 8MAN fashion
this also includes nested group memberships.

This is also possible for dynamic Exchange groups.

Step by step process

8MAN

A Start

& Resources

Permission Analysis

@ Where does a user/group have
access?

User Provisioning

& Active Directory

@ Create new user or group

® Edit group memberships

Security Monitoring

‘ ® Manage alerts

EJ File server

@ FS Logga access rights change
history

@ Who did what, except authorized
users (SoD)?

® Who did what?

@ Who made changes?

8MAN

& Starl

Resources

t & Resources

= Permissions

Groups
1) EX_sales (8man-demo\EX_Sales)
& Vertrieb (8man-demo\Sales)
Contacts (0)

Directories (0)

SharePoint Resources (0)

¢ Mailboxes (1)

& Sam Sales der Boss
vSphere (0)
Public Folders (1)

Sales
Mailbox Folders (0)
Active Directory Resources
Sales

Distribution Group (1)

Q see more resuits

% & Sam Sales der Boss (8man-demo\Sam.Sales) displayname: Sam Sales der Bos... EEIEURSIEREEL]
See more results
<n: EX_Sales samaccountname: E...

«cn: Sales samaccountname: Sales.

SamSales@8man-demo.local

Folder: Sales

name: Sales
DLEX Sales name: X S

Name: sales Identity: sales SAM...

iguration
wert XML import file

ort configuration import

e Directory
ount Details
[ctive accounts

I| accounts

~Employees

#, sales

Purpose Groups (0)
8MAN Logbook
g 11/4/2016 5:07 PM - sam.sales
Folder created
11/4/2016 12:01 AM - cradmin
User or computer account activated

Name: sales Identity: sales EmaiL.

Q see more results
\\srv-8man\Vertrieb\Projekte\Gesd

User name: sam.sales
Mike Mustermann
Comment: Ticket-Nr. 123456 Be...

Members and group
imberships

rs and groups (Kerberos, Last
jon)

jange

ange mailbox

& Accounts

permission groups?

8MAN-DEMO.LOCAL ~ °<Lafsst§:an> g ®

0 Logbook

[

filter

© Scan comparision

File server

B #f, Distribution Groups.
&, development

full path
Active Directory

development@man-demo.

P-Syster

B srv-exchange13.8man-der

Purpose Groups

SharePoint 2010
SharePoint Online

Description

Accessrights | Folder Size

Copy s path

T2

| @ Users @ Groups @ Contacts

@ Computers |

Grigory Kossonossow (8man-..
Jenny Bames (8man-dem:

-
L.
=l
=

TG o - X o

Use the search field to find the
desired Distribution group.

Focus on the desired
distribution group.

Select the tab "Members".
Open the "Children" area.

You can then see all
members of the distribution
group in a flat list.
Alternatively you can
analyze the group in the
accounts view. Right-click
on the distribution group
and select "Show in
accounts view" from the
context menu.
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Use the accounts view to
analyze recursions and group
memberships.

SMAN

@ Start & Resources = Permissions & Accounts @ Dashboard [ Multiselection M Logbook @ Scan comparision

halg Graph g [ 2 sales Bman-demo.onmicrosoft.com\sales)

Report

~ Attributes

sy I o & CREEEE o

4.4 +8MATE for SharePoint

8MATE for SharePoint integrates all SharePoint resources within 8MAN. This way the analysis and
administration of access rights are standardized across various resources and systems. Your organization
benefits of 8MANSs capabilities to display information quickly and concisely allowing you to make
changes with a few simple clicks.

8MAN shows access rights in a tree structure. This allows you to quickly see who has access to which
SharePoint resources. The scan comparison report tells you which changes have been made to access
rights and provides you with revision proof reports of all historical activities.

8MATE for SharePoint allows you to assign access rights to SharePoint resources within the 8MAN UL.
You can also standardize group assignment and naming conventions with the 8MAN Group Wizard.

S8MAN
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4.4.1 Services for Administrators and Data Owners

4.4.1.1 Identifying access rights on SharePoint resources

Background / Value
8MATE for SharePoint i identifies all SharePoint access rights within 8MAN. This way the analysis and

administration of access rights are standardized across various resources and systems.

Additional Services

Report: \Who has access to what?

Report: What do users/groups have access to?

Changing access rights to SharePoint resources

Setting the naming convention for AD Groups

Step by step process

1. Select "Resources".

8MAN ,

@ Start & Resources  [=] Pen S & Accounts G ard B M ction [0 Logbook @ Scan comparision ( 2- NaVigate to the deSired
Resources 3y pocumens SharePoint resource .

| @ Resources fiter frst evet ) P aon

g botrion g | 2 Acese ighs =—ws 3. Select an access right.

Active Directory
File server
@ SharePoint
- 613 SRV-8MAN SRV-BMAN (Application)
=l dema.co... Default
-840 13 Portal Home httpi//portal éman-demo. comPortal Home
g/ JportalSman
g /JportalSeman

Description

+ 4. 8MAN displays the accounts
o with access rights in a flat
: list.

c
E
¢
@
c
@

This system library was c... 3
http://portal 8man-demo,co... Use the Events it to po.. =
http://portal 8man- library c
http://portal 8man-
http://portal 8man-
http://portal 8man-
http://portal 8man-

it and approve pages, st ite...

a 5, b

Accounts with permissions
| 1 ht: Fz

Create a links list when y...
.. Company News Home

This system library was c... At 3
@ Users @ Groups @ Contacts @ Computers

http://portal 8man-
Site Collection Documents_http://portal 8man-
© Site Collection Images  http://portal 8man-
http://portal 8man-

This system lorary ws c... B puiLTiNVdministrators
e Stte(Diclory, WeD) @ 5p_Farm (8man-demo\SP._Farm)

.. This system liorary was c... Name PSE?
B
-
B

http://portal 8man-
htp://portal 8man-
http://portal 8man-
http://portal 8man-

Use the style library to st.. @ 5p_install (8man-demo\sP_Install)
.. A place for team or pers...
Use the Team Discussio...

.. This system library was c...

Purpose Groups

< >
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4.4.2 Services for Administrators

4.4.2.1

Background / Value

Identifying divergent access rights in the tree structure

Just like file servers, SharePoint resources also inherit access rights. SMAN shows divergent access
rights, regardless of whether they were added or removed. If the chain of inheritance is broken, SMAN
will show this in the SharePoint tree structure. You can make corrections or leave them as is, if the

directory has special protection requirements.

Additional Services

Report: \Who has access to what?

Report: What do users/groups have access to?

Changing acsess rights to SharePoint resources

Setting the naming convention for AD Groups

Step by step process

8MAN

@ Start & Resources = Permissions & Accounts @ Dashboard & Multiselection M Logbook

Resources

© Scan comparision

[ &=

full path Description Accessrights | Folder Size

Active Directory
-

SRV-EMAN (Application)
0w Default
http://portal 8man-demo,com Portal Home

.com/, Intranet: httpi//portal/

S8MAN

1. Select "Resources".

2. The green arrow indicates
that some of the sub-
directories contain divergent
access rights.
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8S8MAN
th Start & Resources

Resources

& Accounts ® Dashboard Multiselection [ Logbool

1. The green circle with the
exclamation mark indicates
G that the access rights of this

(@ Resources ftter frst et

i—Emsws:?
® Portal Home

full path Description Accessrights | Folder Size
SRV-BMAN (Application)
o Default , Intranet httpi/portal/

http://portal 8man-demo.com Portal Home

peopl or partners...

to customize the C..

http://portal Sman- ment Center site
http://portal 8ms
httpi//ports
hitp://ports This system library was created by the Publishing feature t

he Events list

hitp//portal 8man-

proved form temy

o.. This system library was created by the Publishing feature to store...

Create a links list when you have links to Web pages o other reso...
Company News Home

This system library was created by the Publishing feature to store...
HTMLor be insert...

.. The Search Center results

Site Collection Documents  hitp://portal.8man-ce

o.. This system library was created by the Publishing Resources featu...

directory differ from its

, parent.

The directories with
divergent access rights are
listed in a window below
with a drill down option.

[Fiae Giferent rom parent. [ ocaments

—
/Allltems aspx 1

@ Fiter 1 3
Path Sizefitem: | Deny | Inheritance| @ | ©
BT (http://portal.8man-demo.com/Docs/Documents/IT) 16
B3 Sales (nttpi/portal.8man-demo.com/Docs/Documents/Sales) e a z 3
I Marketing ) a8 2 s
e T e 1
_ S . : 1. Select a sub-directory.
8MAN shows all access
# e rights, which correspond to
T From [} Documents  (httpi//portal.& )
- o ‘ Irua E,I " (http//portal.8man-demo.com/Docs/Documents/IT) | th e ”pa ren t' ! d ] recto ry_
£ 3. 8MAN shows all divergent
S ) 1. 1,0 ; 11 access rights. A "Plus"
http://portal 8man-demo.com Portal Hom Nome HEIPE B H g 3 ] ) . .
e - HOMEHE g HEEE signifies added access rights
e 1 while a "Minus" signifies
http://portal.8m: .
e s . removed access rights.
Wi ot oo, U e o e v v
> v
#,Portal Home Owners v v
Rights different from parent [ Documents ht; 2, Restricted Readers v
(@ Bl s L -
Path Sizefitem _Deny Inheritance @ © © 5P_Farm (8man-demo\SP_Farm)
11T (nttpi//portal.6man-demo.com Docs/Documents/IT) > =i o | (Bmzn—t;::ﬂ:\“m j N2 v
[ Marketing DX ) a 2 s le Resource Readers. v

© 2017 Protected Networks GmbH



76 | Access Rights Management

4.5 +8MATE: Analyze & Act

4.5.1 Identifying recursive groups using the web client

Background / Value

Groups can be members of other groups. Active Directory allows "children" to become "parents" within
their own family tree. If the nested group structure loops in a circular way group membership
assignments become ineffective and nonsensical. Through these recursions or circular nested groups
every user who is a member of any of the recursive groups is granted all of the access rights of all of the
groups. The consequence is a confusing mess of excessive access rights. 8MAN automatically identifies
all recursions in your system. We highly recommend removing the recursion by breaking the chain of
circular group memberships.

Additional Services

The deeper your group structure the more likely you are to have circular nested group structures. We
therefore recommend keeping an eye on the number of nested group levels.

Idenitfying recursive groups (using the rich client)

Break the circle by managing group memberships (using the rich client) or removing group
memberships using the webclient.

Step by step process

e r— - °®R Login to the web client.

< C | @ https//srv-8man.8man-demo.local/#/login

Powered by Protected Networks

V8.0 2931676 15.5.2017_1:17
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R\ = -°®® 1 Afterlogin you see the web

= C | @ nttps//srv-8man.8man-demo.local/#/dashboard T .
client homepage.
2. 8MAN shows an overall

O Recerfification ~ Analyze - Requesting - % Workflows - - demoadmin ~

S — o Risk Management What would you like to do next? ra tl'n g I'n th e area IIRI'Sk
< = Orders "
vigh kvl e Management”.

F\gg

a n - The higher the number the
100 higher the risk level.

L* Click the tile.

l o Newscenaro
All AD user accounts 357

o 4 Remove
> Directory permissions
©  Group memberships
Al AD group accounts 267
<

s oo 1. 8MAN shows a rating for
€ = C [ & hups//sv-smans dashboard ¥ % . .

the risk factor "Groups in
recursion”.

# Home < Recerfification - ik Analyze ~ E Requesting ~ % workflows ~ ® - & demoadmin ~

Risk Assessment Dashboard 2 C/ k ,,M. P . k "
igh Risk Level
Print View
® High Risk
@ Medium Risk
o Lowrk 100
o . L4 Accounts where password never o
Inactive accounts Groups in recursion Globally accessible directories
e expires e
Risk Leval Risk Level Risk Level 0 Risk Leval
56 01357 accounts 33 01267 oroups 342 01357 accounts 51 01503 dirsctories
—_— Sman-demolocal = sman-demolocal _ sman-demoocal = tsnv-gman
2
More + Minimize Risks | wore - [uimmze mek]  More - Minimize Risks ~ More - Minimize Risks
. °
. Directories with unresolved SIDs Directories with direct access Directories with changed e
Risk Level Risk Level Risk Level
101503 dreclories 476 01503 directores 2001503 directories
— \env-gman —_— \env-gman _— \onv-man
More - Minimize Risks ~ More ~ Minimize Risks ~ More + Minimize Risks
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B 8MAN Web x

8MAN lists all groups in
recursion.

A Home O Recertification -

1

l . p— 2. Usesorting, filtering and
Groups in recursion (33)

e Groups In recursion: 8man-demo Jocal n T group in g to ana /y ze th e
Domain name  x l Type, Name v I c | Create Report da ta'

Type  Name + Regfiested Action v - Available Actions

= rrm——— [ 3. Select the rows to display in

o GutGetarnteGruppe (8man-demo\GutGetarnteGruppe)

5o the grid and in the reports.

o @ 1Ring 1 (8 1Ring 1) .

e s 4. Export the data into Excel.
Gl ] 10 Ring 1 (81 10 Ring 1)

8] e 10Rng2 5. Create a report in PDF- oder
o ® 10 Ring 3 10 Ring 3)

s e 2Amg 10 2 CSV-format. Save the report
o ® 2Ring 2 2Ring 2) .

o e 2Rm:3 @ 2Rmza) or e—mall It.

o ® 3Ring 1 3Ring 1)

o @ 3Ring 3 (81 3Ring 3)

o @ 4Ring 1 (8 4Ring 1)

o @ 3Ring 2 3Ring 2)

o @ 4Ring 2 (81 4Ring 2)

o ® 4Ring3 4Ring 3)

G ] 5Ring 1 5Ring 1)

e e 1Rig3 (8 1Ring3) g

S8MAN
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4.5.2 Identifying users with never expiring passwords using the web client

Background / Value

One key security requirement within any organization is that passwords are changed regularly. Use the
scenario to find accounts where this requirement has not been activated. View this information in the
web interface and create reports.

Additional Services

Resetting passwords (using the rich client)
Changing password options (using the rich client)

Step by step process

- o

TR - “. Login to the web client.

demoadmin

8man-demo

English

Login as current Windows User

Powered by Protected Networks
V8.0 2031676 15.5.2017_1:17
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'8 suanwes x\
<

After login you see the web
client homepage.

2. 8MAN shows an overall

C | @ nttps//srv-8man.8man-demo.local/#/dashboard T

O Recerfification ~ Analyze - Requesting - % Workflows - - demoadmin ~

S — o Risk Management What would you like to do next? ra tl'n g I'n th e area IIRI'Sk
< = Orders "
vigh kvl e Management”.

F\gis

a n - The higher the number the
100 higher the risk level.

I * Click on the tile.

l o Newscenaro
All AD user accounts 357

o 4 Remove
> Directory permissions
©  Group memberships
Al AD group accounts 267
<

P o 1. 8MAN shows a rating for
€ = C [ & hups//sv-smans dashboard ) . "

the risk factor "Accounts
where password never

# Home < Recerfification - ik Analyze ~ E Requesting ~ % Workflows - - & demoadmin ~

Risk Assessment Dashboard EXpII’ES "
igh Risk Level 2 I k ,,M. .. . k "
Print View . Click on Inimize risKs .
® High Risk
@ Medium Risk
@ Lowrsk 100
o . 4 Accounts where password never o
Inactive accounts Groups in recursion Globally accessible directories
18 expires e
Risk Leval Risk Level Risk Level 0 Risk Leval
56 01357 accounts 33 01267 oroups 342 01357 accounts 51 01503 dirsctories
—_— Sman-demolocal = sman-demolocal _ sman-demoocal = tsnv-gman
2
More + Minimize Risks| | More « Minimize Risks | More - [immze mere]|  wore - Minimize Risks
. °
. Directories with unresolved SIDs Directories with direct access Directories with changed e
Risk Level Risk Level Risk Level
101503 dreclories 476 01503 directores 2001503 directories
— \env-gman —_— \env-gman _— \onv-man
More « Minimize Risks ~ More ~ Minimize Risks More - Minimize Risks

S8MAN
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B 8MAN Web x

13d8e3

IAccounts where password never expires
(342)

Accounts where password never expires: 8man-demo.local

Domain name x

Type, Name v

Type  Name  Requested Action

L] 4 Domain name:8man-demo.iocal(342 ftems)
Clean - Admin (8man-demo\Clean - Admin)

sa-8mansvc (8man-demo\sa-8mansvc)

sa-ExcViewer (8man-demo\sa-ExcViewer)

sa-HQ-vRanger (8man-demo\sa-HQ-vRanger)

5a-SP_CacheADM (8man-demolsa-SP_CacheADN

53-SP_Crawl (8man-demo\sa-SP_Crawl)

sa-SP_Farm (8man-demolsa-SP_Farm)
5a-SP_Install (8man-demolsa-SP_Install)

5a-SP_MySite (8man-demo\sa-SP_MySite)

5a-SP_Pool_Intranet (8man-demolsa-SP_Pool_int

sa-SP_Pool_Portal (8man-demolsa-SP_Pool_Port;

sa-SP_Profile (8man-demo\sa-SP_Profile)

sa-SP_Search (8man-demo\sa-SP_Search)

sa-sql (8man-demo\sa-sql)

sa-SP_Services (8man-demolsa-SP_Services)

demoadmin (8man-demo\demoadmin)

Bill Anz (8man-demo\8ill Anz)

cradmin (8man-demo\cradmin)

AEEEEEEEEEEEEEEEEEE

| ¢[00 € || 000 P P ¢ € 0k k Kk € K

Anna Lyse (8man-demo\Anna Lyse)

B

Direct Excel export 2 .

Create Report

Available Actions

8MAN lists all accounts
where password never
expires.

Use sorting, filtering and
grouping to analyze the
data.

Select the rows to display in
the grid and in the reports.

Export the data into Excel.

Create a report in PDF- oder
CSV-format. Save the report
or e-mail it.
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4.5.3 Identifying globally accessible directories using the web client

Background / Value

If "Everyone accounts" are used for the assignment of access rights, (almost) everyone has access to the
connected resources. The consequence is an excessive assignment of access rights and a high
probability for unauthorized access. These go against the principle of least privilege and should
therefore not be used. Before deleting permissions you should assign specific groups to the appropriate
resources.

"Everyone accounts" are:
e Everyone
e Authenticated Users

e Domain-Users

Additional Services

Removing permissions from globally accessible directories in bulk

Step by step process

o ”“_ 1. Login to the web client.

/8 auanwe

€ C | @ ntps//srv-8man 8man-demolocal/#/login

Login as current Windows User

Powered by Protected Networks
V8.0 2931676 15.5.2017_1:17
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R\ = -°®® 1 Afterlogin you see the web

= C | @ nttps//srv-8man.8man-demo.local/#/dashboard T .
client homepage.
2. 8MAN shows an overall

O Recerfification ~ Analyze - Requesting - % Workflows - - demoadmin ~

S — o Risk Management What would you like to do next? ra tl'n g I'n th e area IIRI'Sk
< = Orders "
vigh kvl e Management”.

F\gg

a n - The higher the number the
100 higher the risk level.

L* Click the tile.

l o Newscenaro
All AD user accounts 357

o 4 Remove
> Directory permissions
©  Group memberships
Al AD group accounts 267
<

P o — 1. 8MAN shows a rating for
e = the risk factor "Globally
accessible directories”.

# Home < Recerfification - ik Analyze ~ E Requesting ~ % workflows ~ ® - & demoadmin ~

Risk Assessment Dashboard 2 C/ k ,,M. P . k "
igh Risk Level
Print View
® High Risk
@ Medium Risk
o Lowrsk 100
o . L4 Accounts where password never o
Inactive accounts Groups in recursion Globally accessible directories
18 expires e
Risk Leval 0 Risk Level Risk Level 0 Risk Leval
56 01357 accounts 33 01267 oroups 342 01357 accounts 51 01503 dirsctories
—_— Sman-demolocal = sman-demolocal _ sman-demoocal = tsnv-gman
More - Minimize Risks ~ More ~ Minimize Risks ~ More ~ Minimize Risks | More +
. °
. Directories with unresolved SIDs Directories with direct access Directories with changed e
Risk Level Risk Level Risk Level
101503 dreclories 476 01503 directores 2001503 directories
— \env-gman —_— \env-gman _— \onv-man
More - Minimize Risks ~ More ~ Minimize Risks ~ More + Minimize Risks
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Direct Excel export
Create Report

Available Actions

B 8MAN Web x
A Home O Recertification -
[Giobaly accessibie directories (51 s
9 permissions

Drag columns here to create groups. 3 columns selected v

Path  Account + Rights  Requested Action ~
i \srv-8maniciean! source\ciean! 1\05 - NULL DACLINUIDACL Everyone | Ful control
o 1110 - Ungewolte it Everyone | Full control
© | vsrv-gmanicieant 1110 - Ungewolte it Everyone | Full control
© |\sv-8mancleant sourcelclean! 2105 - NULL DACL\UIDACL Everyone | Full control 1
5] ean! 2110- Ungewolte it Everyone | Full control
© |vsrv-gmancieant 2110 Ungewolte it Everyone | Full control I
) | \srv-8man\cleant sourceiclean! 3105 - NULL DACL\NUIDACL Everyone | Full control I
5] 8 lean! 3110 - Ungewolte i Everyone | Full control | |
© |vsrv-gmancieant 3110 - Ungewolte it Everyone | Full control
© |\srv-8manicleant sourcelcleant 10105 - NULL DACL\NUIDACL Everyone | Full control
G smanicleant 1010 - Ungewollte i Everyone | Full control
El 1010 - Ungewollte i Everyone | Ful control
3 |\srv-Bmanicleant sourcelcleant 6105 - NULL DACLINUIDACL Everyone | Full control
© |vsrv-8mancieant 6110 Ungewolte 1 Everyone | Full control
o 6110 - Ungewolte it Everyone | Full control
0 |\sv-Bmanicleant sourcelcleant 5105 - NULL DACLINUIDACL Everyone | Full control
© |vsrv-gmancieant 5110 - Ungewolte it Everyone | Full control
o 5110 - Ungewolte it Everyone | Full control
| © |\srv-8man\cieant source\clean! 7\05 - NULL DACLINUIDACL Everyone | Full control
‘D Bman\cleant 7110 - Ungewolte it Everyone | Fullcontrol o
« »

S8MAN

8MAN lists all globally
accessible directories.

Use sorting, filtering and
grouping to analyze the
data.

Select the rows to display in
the grid and in the reports.
Export the data into Excel.
Create a report in PDF- oder
CSV-format. Save the report
or e-mail it.



Permission Analysis

4.5.4 Identifying inactive accounts using the web client

Background / Value

Inactive accounts can be used for data theft and manipulation without being detected. Since most
inactive accounts are remnants of past employees, they are often a symptom of a communication
problem between HR and IT. 8MAN displays all inactive accounts in Active Directory with a last logon
older than 30 days. Remove or deactivate accounts that are no longer needed.

Additional Services

Report: inactive accounts
Deactivating accounts in bulk (8MATE Analyze & Act and 8MAN Enterprise required)

Step by step process
o x\ = - ™= | ogin to the web client.
< C | @ https://srv-8man.8man-demo.local/#/login 5

ogin as current Windows User

Powered by Protected Networks
V8.0 2931676 15.5.2017_1:17
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'8 suanwes x\
<

After login you see the web
client homepage.
2. 8MAN shows an overall
R — o B e e rating in the area "Risk
’ e Management".

a n - The higher the number the
100 higher the risk level.

C | @ nttps//srv-8man.8man-demo.local/#/dashboard T

O Recerfification ~ Analyze - Requesting - % Workflows - - demoadmin ~

&
=

F\gis

L* Click the tile.

l o Newscenaro
All AD user accounts 357

o 4 Remove
> Directory permissions
©  Group memberships
Al AD group accounts 267
<

o o 1. 8MAN shows a rating for
& > C [ @ hups//sv-smans dashboard ¥ % . " .

the risk factor "Inactive
accounts”,

# Home < Recerfification - ik Analyze ~ E Requesting ~ % Workflows - - & demoadmin ~

Risk Assessment Dashboard . P . .
2. Click "Minimize risks".
High Risk Level
S 100

° °
Inactive accounts Groups in recursion Accounts where password never Globally accessible directories
18 expires e
Risk Leval Risk Level Risk Level 0 Risk Leval
56 01357 accounts 3301267 groups 342 01357 accounis 51 01503 dirsctories
—_— Sman-demolocal = sman-demolocal _ sman-demoocal = tsnv-gman
2
More + [inmze o] vore - Minimize Risks  More ~ Minimize Risks ~ More - Minimize Risks
) ° ’ L4 Directories with changed access
. Directories with unresolved SIDs Directories with direct access pe
Risk Level Risk Level Risk Level
101503 dreclories 476 01503 directores 2001503 directories
— \env-gman —_— \env-gman _— \onv-man
More ~ Minimize Risks More ~ Minimize Risks More ~ Minimize Risks
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b o ~ L 8MAN lists all inactive
’ accounts.

# Home O Recertification ~ E Requesting ~
: Use sorting, filtering and
@ e o e @ + I grouping to analyze the
5 columns selected Create Report da ta
+ Lastlogon - Days since lasflogon v lsactivated  + Requested Action v 2 Available Actions ‘
LY 4 Domain name:8man-demo.local(56 items) N N
. - 3. Select the rows to display in
o & Azubi, Andy (8man-demo\Andy Azubi) 3772016 436 true . . .
o e (v i | the grid and in the reports.
[s] & |Moe Zarelia (8man-demo\Moe Zarella) 372016 436 true .
IO e 4. Export the data into Excel.
o] & |sue Permarkt (man-demo\Sue Permarkt) 3712016 |436 true
|8 © |inniRawasser (6man-demowinni Ravassen) arnoteass e 5. Createa report in PDF- oder
5] & |Erkan Alles (8man-demo\Erkan Alles) 372016 436 true
O & ummamnaemaaa anme s e CSV-format. Save the report
3] & |Tom Ate (8man-demoiTom Ate) 372016 |436 true .
[s] &  |MelOdie (8man-demoMel Odie) 3712016 436 true ore-m GII It.
o & |Karl Kulation (8man-demo\Karl Kulation) 372016 |436 true
[5] & |citta Rensolo (8man-demo\Gitta Rensolo) 372016 |436 true
=] & |Ansgar Agentor (8man-demo\AAgentor) 372016 436 true
5] & |Hacke, Petra (8man-demo\Petra.Hacke) 372016 |436 true
o Q Krise, Christiane (8man-demo\Christiane Krise) 31712016 436 true
o & |silie, Peter (8man-demo\Peter Silie) 372016 |436 true
o] & |Rosi Ne (8man-demo\Rosi Ne) 3712016 |436 true
E & |Anna Lyse (8man-demo\Anna Lyse) 3712016 |436 true -

© 2017 Protected Networks GmbH



88 | Access Rights Management

S8MAN



5. Documentation & Reporting
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5.1 All Technologies

5.1.1 Reporting on 8MAN Access Rights Management activities (Logbook

report)

Background / Value

All changes made with 8MAN Enterprise are automatically recorded in the log book. This ensures
compliance with a number of legal and best-practice standards and saves the time of manual
documentation. The log book report allows you to capture events by person or event type within any
desired time period. This ensures fully transparent processes and documentation.

If your license agreement includes 8MAN Visor as well as SMATE AD Logga, AD events will be recorded
in the log book.
Additional Services

The security monitoring features expands documentation to include any administrative actions
performed outside of 8MAN.

Step by step process

. Select "Logbook".

M Logbook

8MAN

A Start & Resources [ Permissions # Accounts @ Dashboard & Multiselection © Scan comparision

Permission Analysis

Documentation & Reporting

5 vsphere

‘ @ Who has the privilege?

® Where does a user/group have
access?

User Provisioning

& Active Directory B3 File server

@ Create new user or group ‘ ® Edit directory access rights

@ Edit group memberships

Security Monitoring

@ Who did what, except authorized
users (SoD)?

@ Who did what?

® Who made changes?

S8MAN

B File server

@ All “Authenticated users®

@ All ‘Everyone' permissions

administrator
@ Al users with direct access

@ Permission difference

® Who has access through which
permission groups?

O configuration

® Convert XML imy

@ Report configuration import

& Active Directory
@ Account Details

® Inactive accounts

® Local accounts

@ Users and groups (Kerberos, Last

& Active Directory B3 File server @ Unresolved SIDs logon)
" o ® Where have employees of a
@ AD Logga Report @ Detailed permission changes manager access (file server)? & Exchange

|
24
%

‘ @ Exchange mailbox permissions.
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Version: 7

A . 1. Click on "Report”.

n
& Start & Resources Permissions £ Accounts @ Dashboard [ Multiselection [ Logbook @ Scan comparision 2- SEIeCt 8MAN Iog bOOk
n
Logbook From 6 month ago until Today > [ruesday, February 14, 2017 report 3

| @ Fieer
| showallcommen s

port for the selected date.

'AD Logga Report
Allows SMAN adrministrators to exccute AD Logga Reports

® Timew Author Comment
88 953AM AD Logga SRV-BMAN
88 953AM AD Logga SRV-8MAN

8

Tue 211272017
Thu 2/9/2017
Wed 2/8/2017
Mon 2/6/2017
Tue 1312017
Thu 172612017
Wed 1/25/2017
Tue 1/24/2017
Mon 1/23/2017
Fi 17202017
Thu 171972017
wed 1173072016
Tue 117292016
Thu 1171772016

events

86 Logga
AD Logga on collector SRV-8MAN:

G v e mlaelele n e | cangesintoti

AD Logga switched off for domain 8man-demalocal

s [=TEo = Emmo

Enter a title for the report
and add a comment.

8MAN Logbook report
. Select the desired time-

Title. ‘ng X i
[ P period for the report.

=

Define the range of the
report.

Actions

. Define the desired report
E—— settings.

Include AD Logga events

Start the report.

~ Settings

The output o
Report exec

E ctiv
Send email is Deactivated
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5.2 Active Directory

5.2.1 Reports for Managers

5.2.1.1 Employees of a Manager

Background / Value

Data Owners that have some knowledge of Active Directory can view attributes and group memberships
of their employees.

The report utilizes information from the attribute "manager" in Active Directory.

Additional Services

For more detailed information and the inclusion of assigned file server resources we recommend the
report:
Where have employees of a manager access (file server)?

Step by step process

1. Select "Start".

; n
p— ard @ Mubiselection [l Logbook @ Scan comparision  ® 2. Click on "Manager-
n
Employees".
Permission Analysis Documentation & Reporting
‘ @ Where does a user/group have () vSphere ® Reports overview Q configuration
access? ‘ @ Who has the privilege? @ Where has the user/group @ Convert XML import file

@ Report configuration import
® Who has access where?

User Provisioning & Active Directory

B File server ® Actount Detait

ccou ils
& Active Directory EJ File server @ All*Authenticated users® i
@ Inactive accounts

@ Create new user or group ‘ ® Edit directory access rights permissions

@ All *Everyone' permissions ® Local accounts

® Allowner i I. Manager-Employees p

® Edit group memberships

@ All users with direct access (=D M:'":?" and group
q o memberships
Security Monitorin ission di
y g O R el @ Users and groups (Kerberos, Last
& Active Directory L File server O T e logon)
. o @ Where have employees of a
2 ‘ @ AD Logga Report @ Detailed permission changes = i B Exchange
24 O ‘:’s::‘:;;’;'ft xcspteythorizad @ Who has access through which ‘ @ Exchange mailbox permissions
’ permission groups?
® Who did what?
® Who made changes?

S8MAN
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Enter a title for the report
and add a comment.

B0y i ovess . Define the range of the
Report configuration Manager-Employees
- report.

[@n | . Define the desired report
T settings.

mp— . Start the report.

mes of groups to purpose group name

© 2017 Protected Networks GmbH
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5.2.2 Reports for administrators

5.2.2.1 Displaying user account details

Background / Value

Capturing account details is key to a professional Active Directory Management.

The following information is shown in a structured report:

e Expiration date of the account e Lastlogin

e Display name e Object GUID

e Userlogin name e ObjectSID

e Common name e SAM Account Name
e Defined name e SAM Account type

E-mail address e Group memberships
LDAP ADsPath

Parents + children

Step by step process

1. Select "Start".
Bl Mulselection [0 Logbook @ Sean comparsion 2. Click on "Account Details".

£ Accounts @ Dashboard

Permission Analysis Documentation & Reporting
‘ @ Where does a user/group have () vSphere @ Reports overview [l Q configuration
2
access ‘ @ Who has the privilege? ® Where has the user/group @ Convert XML import file
access?

@ Report configuration import
@ Who has access where?

User Provisioning ) &b Active Directory
B File server wm
& Active Directory B3 File server o Al cated users' o

i @ Inactive accounts
@ Create new user or group ‘ ® Edit directory access rights permissions

@ Al "Everyone’ permissions @ Local accounts

® Edit group memberships
® All owner not administrator @ Manager-Employees
@ Al users with direct access @ OU Members and group
s ity Monitori memberships
ecuri! onitorin ission dif
y 9 O LT @ Users and groups (Kerberos, Last

@ Unresolved SIDs logon)

& Active Directory B File server
® Where have employees of a

| ® AD Logga Report ® Detailed permission changes o secon i sereen? Bl Exchange

@ Who did what, except authorized

® Who has access through which ‘ @ Exchange mailbox permissions

=]
24
users (SoD)? -
permission groups?
@ ® Who did what?

@ Who made changes?

S8MAN
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Enter a title for the report
and add a comment.
Define the range of the
report.

Define the desired report
settings.

Account Details

Report configuration Account Details

Toe [ presse «

Comment [ Comment Q search @ Fitter

Selected accounts I 2 612 ‘
[@ue @ |

Name a
Resalve group membership & BMAN-complete (8man-demo\MAN-complete) ~

R — 8 bt e st o A . Start the report.

D it e E )
@ adadmin (8man-demo\adadmin)
8 Adam French (Sman-demo\AFrench)
© Administrator (man-demo\Administrator)
dmiristrat
Q Admiristrators (Administrators)
& Adrian Stilwell (Bman-demo\AStilwell)
@ Ageo Corp Globsl Group 1 (man-deme\Ageo Corp Global Group..

/B Agco Corp Local Group (Bman-dema\Ageo Corp Local Group)
p 1 8man-d o 1)

~ Settings & Agogbo, Charles (8man-demo\Charles Agogbo)

& Aide Mann (8man-demo\Aide Mann)

& Aido, Tom (8man-demo\Tom Aido)

& Akbar, Mohammed (8man-demo\Mohammed Akbar)

Report execution mode started manually & Aldock, Don (8man-demo\Don Aldock)

The output formatis PDE
Create report for all accounts in one document.

Store on specific path is Deactivated & Alex Boone (Bman-demo\ABoone) .

o 1 - |

Send email is Deactivated

8man-demolocal © RES= @ <Latest scan>
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5.2.2.2 Finding inactive accounts (users or computers)

Background / Value

Inactive accounts can be used for data theft and manipulation without being detected. Since most
inactive accounts are remnants of past employees, they are often a symptom of a communication
problem between HR and IT. 8MAN displays all inactive accounts in Active Directory. You can delete or
deactivate old and redundant accounts.

Additional Services

Deleting a user and their permission

Deleting a user account by using the "soft delete" feature

Deactivating a user account

Step by step process

1. Select "Dashboard".
# Start & Resources [ Permissions o Accounts @ Dashboard [# Multiselection [0 Logbook @ Scan comparision @ 2. Click on "Inactive accounts".

SMAN

)  Users and other accounts
Reporting
Users 429
& Active Directory Users (Disabled) 6
'® Local accoun . ‘Administrators (Disabled) 0
@ Users and groups (Kerberos, Last ~ Groups
logon)
Al Groups 183
EJ File server Groups with members (w/o recursions) 104
Empty groups 7
Groups n recursions 3
Users)) 428
27
@ All owner not adminis 7
@ All users with direct access 35
® Unresolved SIDs 43
Global distribution groups 0
Universal distribution groups 2
Local distribution groups 0
~ OU / Contacts / More
Computers 4
‘Computers (disabled) 0
Depth of nested groups e
Contacts o
Foreign users o
Organizationa Urits 2
2 B
2 1 ~ Top 5 Kerberos Tokens [Bytes]
B 2 N 4 ° ‘Quinton Patton (8man-demo\QPatton) 1584
Depth v
Ready ‘Sman-demo.ocal “°<L3E§Q§mn> - 6]

S8MAN
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Enter a title for the report
and add a comment.

Define the range of the
Report configuration Inactive accounts
— report.

Comment [ Comment.

Inactive accounts

Define the desired report
e settings.

Start the report.

[ Exclude deactived accounts

Inactive Users

Al users of a selected domain
ot logged on for a given period,

~ Settings

The output formatis CSV
Report execution mode started manually
Store on specific path is Deactivated
Send email is Deactivated

Sman-demolocal + NESNN= © <Latest scan>

R ove  NSERT  PAGELAYOUT  FORMULAS | DATA | ReVIEW  VIEW A eVieW e data I.n e repor
(2] Connections . N Y. Clear S " 7 =] *3 Show Detail R th d t th p t. / f

Bl s B DEme s T B2 F B X B B oF

Fom Fom from FomOter bising  Refsh 7" 2] son onteng | Joo Fluh Remove D2 Comsldae Wt Resiontips | Group Ungrup St . . .

Adcess Wb Tof Sources~ | Comnections | A+ dtinks anced  Columns il Dupicates Validaton~ i~ e using his torical scan data there

Get bxternai Data Connectons sort s Fier Dsta Tools Outine s
020 - | pays (pifference to current date) ' may be differences in the days
A [ c D | E F G H [4]

1 [Title Allusers of a selected domain H th l t l H

> ot lgged o for agivenperio. since the lastiogin.

3 Comment -

4 Author $8MAN-DEMO)\cradmin

5 Used time zone W. Europe Standard Time (UTC+01:00:00)

6 |Date 2/16/2017 1:02:45 PM

7 |Version 7.6.131.0

8

o [Scantime

10f8man-demo.local Active Directory 2/14/2017 10:00:03 PM. I

n

12  Configuration

13 Selected resources:

1 +gman-demo.local (DC=8man-demo,0C=local)

1s

6 Threshold (days): 90

17

18

19 Detected scan problems

20 No scan errors detected.

21

22 Report for ‘8man-demo.local [Please take note that...

23 [ The listed dates are the dates discovered during our scan.

24|Name [~Ipath [~JLast Logon Timestamp 2 Davs[leferemz.Li current date)

25 5P_S de »_Se CN=SP_S U: A its, DC= :37:14 PM 1006 B

26 |Eric Reid i (CN=Eric Reid, DC: ),DC=local PM 859

27 Akbar, \kb: d ,DC= 843

28 Quinton ,DC: ds DC=le 11/25/2014 3:31:09 PM 813

29 |ad DC=8man-demo,0C: :06: 60

30 |Ali Mente (8man-demo\Ali Mente)  CN=Ali Mente,OU=TestUsers,DC=8man-demo,DC=local 603

! ! iShed (s sz bt 02 =

« MAN_Report 20170216130305¢8667 @ ™TeT — ]
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5.2.2.3

Background / Value

Report: OU Mitglieder und Gruppenzugehorigkeiten

8MAN allows a quick review of any groups and user contained in an Organisational Unit (OU). This
ensures that you can obtain a complete overview of all users and groups within any OU.

Step by step process

Version:

8M

A& Start

S8MAN

AN

& Resources

Permission Analysis

® Where does a user/group have
access?

User Provisioning

& Active Directory

® Create new user or group

@ Edit group memberships

Security Monitoring

& Active Directory

‘ @ AD Logga Report

Permissions

o Accounts

(& vsphere

‘ @ Who has the privilege?

EJ File server

‘ ® Edit directory access rights

EJ File server
@ Detailed permission changes

@ Who did what, except authorized
users (SoD)?

@ Who did what?

® Who made changes?

OU Members and group memberships

@ Dashboard

Report configuration

e [

& Multiselection

® Reports overview

@ Where has the user/group
access?

@ Who has access where?

B File server

@ All "Authenticated users”
permissions

® All ‘Everyone' permissions

@ All owner

[0 Logbook

© Scan comparision

Documentation & Reporting

Q configuration

® Convert XML import file

@ Report configuration import

& Active Directory
@ Account Details
@ Inactive accounts
@ Local accounts

@ Manager-Employees

@ Al users with direct access
@ Permission difference
@ Unresolved SIDs

@ Where have employees of a

permission groups?

manager access (file serven)?

@ Who has access through which

® OU Members and group
memberships

@ Users and groups (Kerberos, Last
logon)

B Exchange

‘ @ Exchange mailbox permissions

OU Members and group memberships

Comment | Com)

GPaths &0rganizational categories

Show lower-level OUs and contsiner in report

v Options

v Filter for related objects

~ Settings

& Active Directory
+-B % 8man-demo.local

© Domain Controllers

© ForeignSecurityPrincipals

© 5 TestUsers

O Users

@ @ © 1 vSphere-Roles

Discard

- EEIN= © <Latest scan> -

1. Select "Start".
2. Click on "OU members and

group memberships".

Enter a title for the report
and add a comment.

Define the range of the
report.

Define the desired report
settings.

Start the report.
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5.2.2.4 Identifying users and groups

Background / Value

The user and group report shows all users and groups in AD and some of their properties and attributes.

User accounts

Two key factors shown in this view are the Kerberos token and last logon timestamp. The latter shows
you the last login of the AD accounts on your network, across all domain controllers.

The size of the Kerberos token is an expression of the number of group memberships. Many group
memberships indicate the possibility of excessive and / or redundant access rights. If the maximum size
of 64KB is exceeded, it is no longer possible for the user to log into the network.

In addition the following information is also displayed:

e Account expiry date
e Password expires yes/no

e Admin account yes/no

Groups

Displays direct and indirect group memberships as well as account type (local, global, universal)

Step by step process

1. Select "Dashboard".

: n n
# Start & Resources [ Permissions o Accounts @ Dashboard  [@ Multiselection [0l Logbook @ Scan comparision ~ ® 2. Click on "Users and groups .

SMAN

~ Users and other accounts

Reporting
429
& Active Directory

® Inactive accounts

® Local accounts

I
® Users and groups (Kerberos, Last ~ Groups

logon)

Al Groups 183
B3 File server ‘Groups with members (w/o recursions) 104
@ All*Authenticated users' [EE] Emety groues e
o Groups n recursions 3
Tne largest group (Domain Users (8man-demo\Domain Users) 428
Ed
7

@ All ‘Everyone' permissions [EZ]
@ All owner not administrator [EZ]

@ Al users with direct access 35

® Unresolved SIDs Local security groups. 5
Global distribution groups )

2
0

~ OU/ Contacts / More

Computers
Depth of nested groups Computers disabec)

Contacts

Foreign users

4 e 6 & &

Organizational Units.

~ Top 5 Kerberos Tokens [Bytes]

Depth Quinton Patton (8man-demo\QPatton) 1584 .
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Users and groups (Kerberos, Last logon)

Report configuration

e [ree

Access Rights Management

Users and groups (Kerberos, Last logon)

Enter a title for the report
and add a comment.
Define the range of the
report.

Comment [Comment

Objects

© Active Directory

Define the desired report

8man-demolocal

A

A Settings

The output format is XLS
Report execution mode started manually
Store on specific path is Deactivated
Send email is Deactivated

Hove

INSERT  PAGELAYOUT ~ FORMULAS | DATA VIEW

settings.
Start the report.

8man-demolocal

S8 =T © <Latest scan>

“ Open the report in Excel and

() Connections 3. W Clear L= - R = N <m = Show Detail
o[> [s [ oo 2 T, B0 B X Be =8 &
From From Fom From Other _ Bising  Refresh % o Flash Remove  Data  Consolidate Whatf Relationships Group Ungroup Subtotal . .
Heees W Ten Souces-. | Comeions Al DL EdiLinks Voadnced Coums 11 Dupteots Veldaton- Anais- o app /y the desired f//ters
Get External Data Connections Sort & Filter Data Tools Outline ) :
A3 - DisplayName v
C L E 13 G H 1

Report of all users for 8man-demo_local

adadmin (3man-demo\adadmin) No Account never expires

S8MAN

1

2

3

4

5 Yes WA WA User 4 4
6 |Adam French (8man-demo\AFrench) No /Account never expires  No NA A User 2 1
7 |Administrator (8man-demo\Administrator) No Account never expires  Yes 2/16/2017 1:02:41 PM 2/14/2017 11:40:29 AM  User 10 18
8 , Adam (8r de \d: No /Account never expires  No NA User 3 2
9 |Adrian Stillwell (8man-demo\AStillwell) No /Account never expires  No NA 5/27/2015 3:06:13PM  User 4 2
10 |Agogbo, Charles (8man-demo\Charles Agogbo) No Account never expires  No NA NIA User 2 1
11 Aide Mann (3man-demo\Aide Mann) Yes Account never expires No WA WA User 2 1
12 |Aido, Tom (8man-demo\Tom Aido) No Account never expires  No WA WA User 2 1
13 /Akbar, Mohammed (8man-demo\Mohammed Akbar)  No Account never expires  No WA 10/27/2014 92750 AM User 2 1
14 Aldock, Don (8man-demo\Don Aldock) No /Account never expires  No NA NA User 2 1
15 Alex Boone (8man-demo\ABoone) No /Account never expires  No NA NA User 4 2
16 Alexandre Sourzac (8man-demo\ASourzac) No /Account never expires  No NA NA User 3 1
17 |Ali Bye (8man-demo\Ali Bieh) No Account never expires  No NA NA User 3 8
18 Ali Mente (8man-demo\Ali Mente) No /Account never expires  No 5/29/2013 11:47:02 AM | 6/24/2015 1:47:3PM  User 3 4
49 /Alin Johnson (@man-demo\AJohnson) No Account never expires No WA WA User 2 1
20 | Ammy Tiwana (8man-demo\ATiwana) No Account never expires  No WA WA User 4 9
21 Anda, Lou (8man-demo\Lou Anda) No Account never expires  No WA WA User 2 1
22 Andrew Susac (8man-demo\ASusac) No /Account never expires  No NA NA User 3 7
23 | Angel Carreras (8man-demo\ACarreras) No Account never expires  No NA NA User 4 9
24 Anick, Mike (8man-demo\Mike Anick) No /Account never expires  No NA NA User 2 1
25 Anny Time (8man-demo\ATime) No Account never expires  No NA NA User 5 3
26 Anthony Davis (8man-demo\ADavis) No Account never expires  No NA NIA User 6 8
27  Aiitan, Sam (8man-dema\Sam Avitan) No Account never expires  No A WA User 2 1
28  Ayshen, Don (8man-demo\Don Ayshen) No Account never expires  No WA WA User 2 1
29 Baba, Al (8man-demo\Ali Baba) No Account never expires  No WA WA User 2 1
30 Back, Helen (8man-demo\Helen Back) No /Account never expires  No NA NA User 3 1
31 Baltelli, Luca (8man-demo\Luca Baltelli) No /Account never expires  No NA NA User 2 1
32 Banks, Robin (8man-demo\Robin Banks) No /Account never expires  No NA NA User 2 1
33 Barrie Kenyon (8man-demo\BKenyon) No Account never expires  No NA NA User 2 1
34 Barrow, Will (8man-demo\Will Barrow) No /Account never expires  No NA NA User 2 1
35 Bart Postema (8man-demo\BPostema) No Account never expires No WA WA User 7 1
36 Bath, Burt (8man-demo\Burt Bath No Account never expires  No WA WA User 2 1

« | configuration || 8man-demo.local Users || sman-demolocal Groups | @& {1 — o]
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5.2.2.5 Identifying local accounts

Background / Value

The local account report displays local administrative rights on end points. This way you can see which
administrators and users have access to which end point. In this scenario the principle of "least
privilege" applies. The report thereby gives you a complete picture regarding access rights in your
organization as local accounts are not visible through AD group memberships.

Step by step process

BM 0 . 1. Select "Dashboard".

; n n
& Start & Resources [ Permissions & Accounts | ® Dashboard | @ Multiselection (3 Logbook @ Scan comparision @ 2. Click on "Local accounts”.

~ Users and other accounts

Reporting
& Active Directory

@ Inactive accounts

® Local accounts

@ Users and groups (Kerberos, Last ~ Groups
logon)
Al Groups 18
EJ File server Groups with members (w/o recursions) 04
Empty groups 76
@ All ‘Authenticated users' [EF] P grou
permissions Groups in recursions 3
Users) 426
@ All ‘Everyone' permissions [EZ]
27
@ All owner not administrator EZ] 2
@ All users with direct access 35
@ Unresolved SIDs *
Global distrbution groups )
Universal distrbution groups 2
Local distribution groups 0
~ OU/ Contacts / More
4
Depth of nested groups @
o
)

12

2 1

~ Top 5 Kerberos Tokens [Bytes]

1 2 E 4 5
Depth Quinton Patton (8man-demo\QPatton) 1584

s [ETEo. = o

Enter a title for the report
and add a comment.

Local accounts . Define the range of the

Report configuration Local accounts

Tree e report.
Sty Define the desired report
settings.
© bor ot . Start the report.

© TestGroups
© 1 TestUsers

© Users

© 13 \Sphere-Roles.

~ Settings

The output format is XLS
Report execution mode started manually
Store on specific path is Deactivated
Send email is Deactivated

© 2017 Protected Networks GmbH



102 |

Access Rights Management

5.2.3 Organizational Help for Administrators

Besides automated documentation and reports 8MAN also includes a number of additional
documentation features. These allow you to add post-its to objects manually or give AD groups aliases
with the "purpose groups" feature.

5.2.3.1 Add notes to user accounts and groups

Background / Value

Flag user and group accounts with post-its. This allows you to add tasks directly to individual objects.

Step by step process
— . Right-click on an account and
S—= " "
B Permissions & Accounts @ Dashboard [ Multiselection I Logbook D Scan comparision @ SeleCt Add NOte from the
context menu.
R,
o e T e s

Ch: iberships...
a ange group memperEnps SAM Account Na... C-Level

SAM Account Type (268435456) Group Object
LDAP ADsPath  LDAP://Bman-demoocal/CN=C-Le.

&

Bruce Ellington (man-demo\BElington) Chris Cook (8man=_CoPY 25 Path jard) Sas,

B B B B

. ,
O o = CXRERE o

S8MAN
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Permissions

Permi

@ Where does a user/group have
access?

User Provisioning
& Active Directory
@ Create new user or group

® Edit group memberships

irity Monitoring
[El Notes
25 Notes creted

btive Directory

D Logga Report

Stil C-Level?

Add

Cancel

8man-demolocal =3 © -Latest scan> - [O)

& Accounts @ Dashboard

(9 vsphere

‘ @ Who has the privilege?

B File server

@ Edit directory access rights

1 File server

® Detailed pen

changes

@ Who did what, except authorized
users: (SoD)?

@ Who did what?

@ Who made changes?

Multiselection

M Logbook

@ Scan comparision

Documentation & Reporting

® Reports overview

@ Where has the user/group
access?

® Who has access where?

Bl File server

@ All ‘Authenticated users’
permissions

Al Everyone' permissions

All owner not administrator
Al users with direct access
Permission difference

Unresolved SIDs

Where have employees of a
manager access (file server)?

Who has access through which
permission groups?

QO Cconfiguration
@ Convert XML import file

@ Report configuration import

& Active Directory
Account Details
Inactive accounts
Local accounts

Manager-Employees

OU Members and group
memberships

Users and groups (Kerberos, Last
logon)

B Exchange

® Exchange mailbox permissions

S demoloca ~ TSRO © catestscam

1

. Add a comment.
. Click on "Add".

N

Select "Start".

Click on the hexagon to
access your notes.

© 2017 Protected Networks GmbH
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The list shows all notes. You can
trigger a number of different
functionalities by right clicking
on the note.

Your 8MAN Notepad

[@re

reated - Name
2/16/2017 5:1927PM & 1 Chris Cook (Bman-demo\CCook) Stil C-Level?

(7 still C-Level?
/102015 2:27:44 PM
772072015 1127:42 AM
77202015 1122:49 AM
/202015 95403 AM
772072015 93232 AM
772072015 93134 AM
77272015 10:08:08 AM
1212015 10:04:28 AM
67242015 2:42:19 PM
6/12/2015 2:39:40 PM
/472015 104024 AM
3/31/2015 40051 PM
3/30/2015 102939 AM
<

Show in accounts view..

Change group memberships...

Q

... New group with comment *All Users in AD"
15 Marketing Events Team (8man-... New group was created with comment “create” Unlock user
5 Andrew Susac (8man-demo\AS... New user was created with comment "
B Chris Cook (8man-demo\CCook) New user was created with comment
15 Jimmy Ward (8man-demo\/Ward) New user was created with comment

Deactivate account.

Change password options

15 Bruce Elington (man-demo\BEL.. New user was created with comment . Reset user password

15 John Thompson (man-cema\T... New user was created with comment “new Member of the team. Soft delete user account
9ecTded-d919-4867-b3d0-133791... New user was created with comment "New member of team. * Delete account

13 Torrey Smith (Bman-demo\TSmi... New user was created with comment "New User in our Company. |1 4 sibutes
15 John Hoffman (Bman-demo\JHo.. New user was created with comment "didd"
5 Ricky Requester (8man-dlemolRi... New user was created with comment "Create me!" Delete note
15 SEnice Test (Bman-demo\Serv.. New user was created with comment *testlkhaetolasdehfidykisj”

1 Ao Corn Glabal Groun 1 (Bma... New aroun was created with comment “ddd”

@®PEPEPREQPPPRPE

sman-demolocal - NS ="] @ <Latest scan>

S8MAN
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5.2.3.2 Purpose Groups: Giving aliases to groups

Background / Value

Purpose groups add clear descriptions to AD groups. Normally these groups have very technical naming
convention and so it is often difficult for an Administrator to tell what the purpose of an AD group is.
Adding aliases can make the picture much clearer.

The alias descriptions are only visible in the 8MAN Ul. The actual group names remain the same in
Active Directory.

5.2.3.2.1 Creating a purpose group

Step by step process

Right-click on an AD group.
Select "Create Purpose Group"
from the context menu.

& Accounts ® Dashboard [ Multiselection M0 Logbook €@ Scanc

« = Graph =

2, Select account
B Show in Resources View.
B Show access rights to resources...

b Report: Where has the user/group access?
@ Report: A Details

© 2017 Protected Networks GmbH



106 | Access Rights Management

Give the AD group an alias
and add a description for
the group.

Click on "Create".

Create Purpose Group

Status of changes: Pleas:

@ 13 C-Level (8man-demo\C-Level)

5.2.3.2.2  Deleting or modifying a purpose group

Step by step process

Version:

BMAN . 1. Select "Resources".
]

# Start & Resources Permissions &% Accounts @ Dashboard Multiselection [T Logbook @ Scan comparision i 2- SeleCt the deSirEd purpose
Resources [ ® crevel @man-demorc tevel group by right-clicking on it.
8 s -~ i " 3. Select "Delete Purpose
EEEZ{:!W : I::hm it GrOUp " or ”MOdlfy Purpose

S Group" from the context

SAM Account Na.. C-Level
SAM Account Type (268435456) Group Object
LDAP ADsPath  LDAP://8man-demo.local/CN=C-Le.

The removal process only
o affects the purpose group, the
added description in SMIAN.
Non changes are made to
Active Directory.

S8MAN
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5.3 File server

5.3.1 Management Reports

5.3.1.1 Where do users and groups have access?

Background / Value

The report "where do users / groups have access?" Lists all access rights of user and group accounts to
selected file server directories.

Step by step process

1. Select "Start".

@ Start & Resources [ Permissions & Accounts  ® Dashboard [ Multiselection (1] Loghook @ Scan comparision ~ ® 2. Clickon "Where has the
user/ group access?".

SMAN

Permission Analysis Documentation & Reporting
‘ ® Where does a user/group have () vSphere @ Reports overview QO Cconfiguration
B
aceess? ‘ ® Who has the privilege? @ Where has the user/group @ Convert XML import file

access?

® Repor iguration import

| @ Who has access where?

User Provisioning & Active Directory

B File server on et

(ccount Details

& Active Directory EJ File server ® All“Authenticated users” o s -~
o nactive accounts

@ Create new user or group ‘ @ Edit directory access rights permissions
® Edit group memberships ® All“Everyone’ permissions @ Local accounts

@ All owner not administrator @ Manager-Employees

@ OU Members and group

@ Allusers with direct access ©
memberships

Security Monitorin ission i
y g SIReLion it @ Users and groups (Kerberos, Last
& Active Directory EJ File server @ Unresolved SIDs logon)
. o @ Where have employees of a
‘ @ AD Logga Report @ Detailed permission changes e e By Exchange
st Sopr e @ Who has access through which ‘ @ Exchange mailbox permissions.

users (SoD)?

® Who did what?
® Who made changes?

permission groups?

© 2017 Protected Networks GmbH
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Enter a title for the report
and add a comment.

Wo hat ein Benutzer/Gruppe Zugritf? . Define the range of the
Report-Konfiguration Wo hat ein Benutzer/Gruppe Zugriff? repo rt. You are on /y a b /e to

Titel [Tt J

Bitte auswshlen x

= | add users where the
e © EBenutzer @ Gruppen i
S e R manager attribute has been

O Jeder O Authentifizierte Benutzer O Domanen Benutzer N (Erstellu.

@ niEs (nhneshar[!rlh(md — % Sam Salas(der B KSM\;:demﬂ\'Sam.SakS) setan d Wh iCh h aveava Iid
s, Som (e o
Data Owner configuration.

[0 Wo hat Benutzer/Gruppe keinen Zugrift
Nur Pfadle mit geznderten Berechtigungen bericksichtigen

Define the desired report

e @) &Orgenisations Kotegorien .
— settings.

Start the report.

~ Einstellungen

Das Ausgabeformat ist PDE ¥
Erzeuge den Report fi alle Konten zussmmengefasst in einem Dokument,
Reportausfiihrung wird manuell gestartet

Speiche st deaktiviert

E-Mail Versenden st deaktiviert

S8MAN
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5.3.1.2 Who has access to what?

Background / Value

Data owners and managers know who should have access to which resources. Full transparency is very
important especially for directories containing sensitive information. The report "Who has access to
what?" gives you a full overview of all access rights (for example "read only" and "write") including users
who can execute these access rights.

The report allows responsible managers to make information based decisions in order to answer two
central questions:

e Who should have access to what? (Increase in data security)
e Which access rights should exist? (improvement of data integrity)

Additional Services

Changing directory access rights

Step by step process

Select "Resources”.

8MAN ,

th Start & Resources [l Permissions R Accounts @ Dashboard  [4 Multiselection [ Logbook @ Scan comparision o} 2- ngh t'CIICk ona dlreCtOfy

Resources o s e - that you are responsible for.
[Aree U Mo B st Admisretos chans
iministators Change ouner . " .
o U [y 1 Crange mbastce 3. Click on Report: Who has
B Active Directory ~ Access rights B
il server lsa® o access where?" from the
o8y P | Ei s
0By : HEINE I HEI context menu.
75 K8 i & 3 2 83 3 3§ £
K8 £ : 3833538588 &
stnytes
0Byte 8 v B&0
08yee 8F v vV eI
oByte aa v v oeD
oByte a v e
OByte | \-@ Special permission Sa
oByell >
oByte
@ SharePoint Accounts with
eenge | @ w0 |
BvSphere dlter
@ Purpose Groups | @ Users @ Groups @ Contacts @ Computers |
Name '+ how often granted  Inheritance
&5 Anny Time (man-demo\ATime) 1 a
&1 Anthony Davis (Bman-demo\ADavis) 1 a
B2 suTiNVAdministrators 28 @ e
@ Copyas path Be BUiLTINWUsers 24, B
s creaTOR OWNER 1 ]
& 13 John Bennett (man-demo\Bennett) 1 a
5 Jones, Gareth (man-demo)\Gareth Jones) 1 a
&1 Michsel Baars (8man-demo\MBaars) 1 a
B N7 AuTHORVSYSTEM 1 ]
& 139 Sales, Sam (8man-demo\Sam Sales) 1 a
p man-demolocal u&qmﬂ can>_~ JNO)
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Who has access where?

OOy ——

Transate nsmes of groups to purpose group name
~ Details

~ Filter

~ Group settings

~ Options

~ Settings

The output formatis PDF

Report exec e started manually
eactiv

Store oy ated
Sender

Who has access where?

Report configuration Who has access where?

Tith [Title Access right report on resources with detailed permissions.

Comment. [Comment

Objects
paths &or I cotegories
Sales (\\srv-8man\Qrganization\Sales)|

Levls o rescive under th slctd resrce

Translate names of groups to purpose group name
v Details

v Filter

q» Group settings

Group and member

roups will be replaced by their members, Listview

~ Settings

The output format is BDE ¥

I Access right report on resources with detailed permissions.

S8MAN

Name the report and add a
comment.

The selected resource is
automatically included in
the list of objects to be
analyzed. You can add
further resources.

Open "Group Settings".

In order to reduce
complexity we recommend
selecting the user view. All
other settings are targeted
at expert users.

Start the report.
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Feogad B, BMAN Report Who has sccess wrer? et Verify whether the listed users
should have access. You should
also check to see if the access
rights of some users can not be

Title B8MAN Report: Who has access where?

Used time zone W. Europe Standard Time (UTC+01:00:00)

Scantime Bman-demo local Active Directory 21162017 10:00:02 PM reduced for example from "full
srv-Bman File server 2/16/2017 10:00:03 PM ) X
access" to "read & write". This
== = N ensures a higher level of data
Number of levels to resolve under the selected resource: 1 Integrlty

Show only resource objects with changed access rights.
Resolve group members till level 1.

‘Scan problems No scan errors detected.

Report for Sales (\\srv-8man\Organization\Sales)

Sales
\isrv-Bman\Organization\Sales I =
1.1 1
g 1Ei% g
1 §ide
i §:¢ i
L
T
pidedd
i
1228111
& Anny Time (8man-demo\ATime) v
& Anthony Davis (8man-demo\ADavis) v
& BUILTIN\Administrators Ve
& BUILTINWsers v av
& CREATOR OWNER v
& John Bennett (3man-demo\JBennett)
& Jones, Gareth (8man-demo\Gareth Jones) & v
& |_ES_md (8Bman-demo\l__ES_md) v
& Michael Baars (8man-demo\MBaars) v
& NTAUTHORITY\SYSTEM v

5.3.2 Reports for Administrators

5.3.2.1 Identifying usage of "everyone"

Background / Value

If the "Everyone" account is used for the assignment of access rights, (almost) everyone has access to
the connected resources. The consequence is an excessive assignment of access rights and a high
probability for unauthorized access. 8MAN displays all access rights for the "Everyone" account. These
go against the principle of least privilege and should therefore not be used. Removing the "Everyone"
account automatically is not possible. Before manually deleting accounts you should assign groups to
the appropriate resources. Afterwards you can add the desired members to the group.

Additional services

Also keep an eye on the critical Authenticated Users.

Removing permissions from globally accessible directories in bulk
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Step by step process

Version:

8S8MAN

# Start & Resources

Permission Analysis

® Where does a user/group have
access?

User Provisioning

& Active Directory

@ Create new user or group

® Edit group memberships

Security Monitoring

& Active Directory

@ ‘ @ AD Logga Report

Permissions

Access Rights Management

A Accounts

& vsphere

‘ @ Who has the privilege?

EJ File server

‘ ® Edit directory access rights

EJ File server
@ Detailed permission changes

@ Who did what, except authorized
users (SoD)?

@ Who did what?

® Who made changes?

All ‘Everyone’ permissions

shboard

& Multiselection

0 Logbook

© Scan comparision

Documentation & Reporting

® Reports overview

@ Where has the user/group

access?

@ Who has access where?

EJ File server

@ All ‘Authenticated users”
permissions

@ All owner not administrator

@ All users with direct access
@ Permission difference
@ Unresolved SIDs

@ Where have employees of a
manager access (file serven)?

@ Who has access through which
permission groups?

Q configuration
@ Convert XML import file

@ Report configuration import

o Active Directory
@ Account Details
@ Inactive accounts
@ Local accounts
® Manager-Employees

@ OU Members and group
memberships

® Users and groups (Kerberos, Last
logon)
B Exchange

‘ @ Exchange mailbox permissions

All Everyone’ permissions

l? File server
@ sv-gman

~ Settings

The output format is XLS

started manually

Deactivated

S8MAN

- BERNEN @ <latestscan> -

1. Select "Start".

2. Click on "All 'Everyone'
permissions”.

Enter a title for the report
and add a comment.

Define the range of the
report. You are only able to
add users where the
manager attribute has been
set and which have a valid
Data Owner configuration.

Define the desired report
settings.

Start the report.
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[ HOME | INSERT  PAGELAYOUT  FORMULAS  DATA  REVIEW  VIEW

‘A
XD e e e ==E e B B P BRI i i /n' the e){ample you see
P romarae BT U Oc A SSEEE ElMegelCome v § 0 %0 W Condonal formatas Col et Dl fomat Stk Fnd directories that everyone has

Clipboard n Font 5 Alignment. [} Number n Styles Cells Editing

[ :[x v 7] -] access to.

A 1 c D E F G H J K L [ N

B
Report for Organization (Vsrv-8man|Organization)

1
2

3 Path Right Deny
4 |Nisv-Bman\Organization\R&D Read & execute

5 \srv-8man\Organization\R&D\Berlin Office Read & execute

6 |Wsnv-Bman\Organization\R&D\Coding Read & execute

7 Nsn-8man!OrganizationR&D\Coding'Source Code Read & execute

3

<« | configuration |_Organization ( srv-gman Org #2 ® t [ 1

5.3.2.2 Wer kann wo iiber welche Berechtigungsgruppen zugreifen?

Background / Value

The report "Who has access through which permission groups?" shows the groups that give access to the
selected resource and the users that are members of said groups.

Instead of analyzing individual directories you could also view this information in the Organizational
Categories section of the Data Owner configuration.

Step by step process

“MAN

1. Select "Start".

. " .
# Start & Resources [= Permissions & Accounts @ Dashboard [ Multiselection [0 Logbook @ Scan comparision @ 2. Click on "Access RIghtS
n
Groups".

Permission Analysis Documentation & Reporting
‘ @ Where does a user/group have (5 vSphere @ Reports overview Q configuration
7
access ‘ @ Who has the privilege? @ Where has the user/group @ Convert XMLimport file
access

@ Report configuration import
® Who has access where?

User Provisioning & Active Directory

L3 File server o Account Deti
ccou ils
& Active Directory £ File server @ AllAuthenticated users’
. @ Inactive accounts

@ Create new user or group ‘ @ Edit directory access rights permissions
@ Local accounts

@ Edit group memberships @ All "Everyone’ permissions
@ All owner not administrator @ Manager-Employees
® Al users with direct access @ OU Members and group

memberships

Security Monitoring (@) Permizziordifiarance @ Users and groups (Kerberos, Last

& Active Directory B3 File server @ Unresolved SIDs logon)

@ Where have employees of a
manager access (file serven? B4 Exchange

O Wi s rs) @ Who has access through which ‘ @ Exchange mailbox permissions
users (SoD)? B nas
permission groups?

@ Who did what?

=}
24
@ Who made changes?

‘ @ AD Logga Report @ Detailed permission changes
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Enter a title for the report
and add a comment.

Define whether the report is
organized by individual
directories or by
organizational categories
from the Data Owner

Report: Who has access through which permission groups?

- | configuration.
B Report evecution mode sarted manualy
= Define the range of the
4 B
(] report.

Click on "Show details".

To keep the report concise
and meaningful, we

Report: Who has access through which permission groups? recommen d Ilm Itln g th e
number of directory levels.

B Report execution mode started manually i Add more fi/ters an d
properties to specify the
report further.

— —C o . Start the report.

Permission groups to report FMERW L Propagation Tag
L] Full control IYSYYY B D b
[ Modify YYYYY DS D [md| | o
[ Read & execute ¢¢Y 4 DD

4] Read < oeDn|

O wiite ¢ bDoDw]

[ List folder contents ¢ oe

[ Traverse folder Ca=!
] Special permissions

S8MAN
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HOME | INSERT  PAGELAYOUT ~ FORMULAS  DATA  REVEW  VIEW ‘A
Ty e G a8 S o Ewerer B P 5 B[ Zeer iy
Dac- e h e g DI M
T Sromatpaner ® T U H O A MergeCenter = - %6 e Tane- sy o e e i s

Clipboard 5w Font 5w Algnment 5 Number 5w styes cells Edting ~
a1z i x v & | ccook v
A | ] Le] ) [ F 6 H I J K L M N | 0 P @ RS |T U Vv I
1 [Data Owner's organizational category: Not configured
2 |Title Demo
3 | Author SMAN-DEMO\cradmin
4 |pate 2/20/201710:29
5 |comment
3
7 10101 010101 010102 010103 010104 010105010106 010107 0102 010201 01
i md md r md r md r md r md r md md r md rmd rmd r md
9 |ad \dam (Adam Administrat X x x x x x x
10| ABoone AlexBoone (ABoone) x x x x x x x
11| ATime Anny Time (ATime) x
2 ADavis Anthony Davis (ADavis} x xx xx xx X x x x xx X
13 [ ccook t
"
15 Frank Gore ‘Gore, Frank (Frank Gore) x x X X X X X X
16 Jward Jimmy Ward (Jward) x x x x x x x
17 JBennett John Bennett (JBennett) x x x x x x x
18 JThompson John Thompson (JThompson) x x x x x x x
19 Gareth Jones Jones, Gareth (Gareth Jones) x x x x x x x x x x
20| Amanda Lynn Lynn, Amanda (Amanda Lynn) x xx xx xx xx x x xx x
21 Mary Chen Mary Chen x x x x x x x x x x
22 MBaars Michael Baars (MBaars) x x x x xx x x
23 patrick.willis Patrick willis (Patrick. Willis) x x x x x x x
24| Qpatton Quinton Patton (QPatton) x xx xx xx xx x x xx x
25 RPatrick Robert Patrick (RPatrick} x x X X X X X
26 Tsmith Torrey Smith (Tsmith) x x x x x x x
27
28 1\\srv-8man\Organization
20|01 01 \\srv-Bman\Organization\Finances
30 0101 01 y =]
< SMAN Report 2017022010203085d3e ® i [l ] b

5.3.2.3

Background / Value

Berechtigungsdifferenz-Report

The report contains a list of all
user accounts and file server
paths, as well as the
corresponding access rights
groups.

The "Permission differences" Report compares the access rights on your file server at two different
points in time and shows you how your access rights situation has changed.

Step by step process

EMAN

A Start & R

Permission Analysis

(& vsphere

® Where does a user/group have
access?

‘ @ Who has the privilege?

User Provisioning

& Active Directory EJ File server
@ Create new user or group ‘ @ Edit directory access rights

@ Edit group memberships

Security Monitoring

& Active Directory EJ File server

‘ ® AD Logga Report
4

® Detailed permission changes

@ Who did what, except authorized
users (SoD)?

@ Who did what?

@ Who made changes?

on m

® Reports overview

@ Where has the user/group
access?

@ Who has access where?

EJ File server

@ All “Authenticated users®

permissions
.
.

Al “Everyone per

All owner not admi

Al users with direct access

nresol

Where have employees of a
manager access (file server)?

Who has access through which
permission groups?

Logbook

Documentation & Reporting

Q configuration
® Convert XML import file

@ Report configuration import

& Active Directory
@ Account Details
@ Inactive accounts
@ Local accounts
® Manager-Employees

@ OU Members and group
memberships

@ Users and groups (Kerberos, Last
logon)
B Exchange

@ Exchange mailbox permissions.

aman-demolocal ~o<um§m> -

Select "Start".

Click on "Permission
difference".
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Enter a title for the report
and add a comment.

Permission difference

Define the range of the

report including the dates
——————————  I=7= - and times of comparison.
PR PO S . Define the desired report

o settings.

oo Tt venecaseroen . Start the report.
v Advanced options
v Sort and view options

~ Settings

The output formatis PDF

5.3.2.4 Identifying unresolved SIDs

Background / Value

SIDs (Security Identifiers) are character strings that are used to identify user and group accounts in
Active Directory. SIDs become unresolved when users or groups with direct access rights are deleted in
AD. By using unresolved SIDs insider threats can gain access to sensitive resources.

8MAN clearly identifies unresolved SIDs in your system.

Additional Services

Identifying and deleting unresolved SIDs (using the rich client)
Removing unresolved SIDs in bulk (using the web client)

S8MAN
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Step by step process

I n n
8MAN Select "Start”.
& Start & Resources Permissions &% Accounts @ Dashboard  [Z Multiselection [0 Logbook @ Scan comparision @ CliCk on ”Unreso,ved S/Ds ”-

Permission Analysis Documentation & Reporting
‘ ® Where does a user/group have () vSphere @ Reports overview [l QO Configuration
2
aceess? ‘ ® Who has the privilege? ® Where has the user/group ® Convert XML import file
access?

@ Report configuration import
@ Who has access where?

User Provisioning - & Active Directory
ile server

@ Account Details
& Active Directory EJ File server .

Al “Authenticated users™ .
e @ Inactive accounts
@ Create new user or group ‘ ® Edit directory access rights permissions

AllEv ermissi @ Local accounts
@ Edit group memberships eryone’ permissions

@ Manager-Employees

@ OU Members and group
memberships

.

@ All owner not administrator
® Al users with direct access
L

Security Monitoring

Permission diffe
rmission difierence ® Users and groups (Kerberos, Last

& Active Directory EJ File server logon)
’ i Where have employees of a
a ‘ ® AD Logga Report ® Detailed permission changes o T B Exchange
L ‘:’;‘:’s‘:'s::;')“ except authorized ® Who has access through which @ Exchange mailbox permissions.
¢ permission groups?
@ Who did what?

@ Who made changes?

Erman-demolocal - © <ot s> -

Enter a title for the report
and add a comment.

Define the range of the
Report configuration Unresolved SIDs
Title [Iite r 6’ p Or t.

Comment [ Comment

Unresolved SIDs

Define the desired report
settings.

Start the report.

~ Settings

The output format is XLS
Report execution mode started manually
Store on specific path is Deactivated
Send email is Deactivated

8man-demolocal ~ RES=0 @ <Latest scan>
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[ HOME  INSERT  PAGELAYOUT  FORMULAS  DATA  REVIEW  VIEW

PO —— B P B B [E) Teen by i o Open the report in Excel. In this

[ r S - — T = Zoe :

P o ® T U DA £ Sveacma - § 0% (WS Gom e S BT et example an unresolved SID is
Clipboard k) Font ] Alignment k] Number k) Styles Cells. Editing ~

[ R | 1 identified for the directory "IT".
= A \wgl'!“a" | c | D E F G H J K L M ]

Path Right __Unresolved SID
[Modify | S-1-6-21-1178734647-297574235-3966573622-2071 |

Path report about unresolved owner SID.

10 All accounts have been resolved
1

count3 B M- ————+ o
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5.3.2.5 Identifying users with direct access

Background / Value

Direct access rights should be avoided at all costs and be replaced by group access rights. Firstly, direct
access rights are inefficient because every user has to be managed independently. Secondly, each
directory needs to be examined individually to ensure the removal of all direct access rights. SMAN
shows you all direct access rights on your file server(s) in one simple report.

8MAN strictly adheres to Microsoft Best Practice and assigns a group for every access right.

Additional Services

Removing direct access rights (using the rich client)

Step by step process

1. Select "Start".

SMAN

. " . .
@ Start & Resources [ Permissions  o& Accounts @ Dashboard [ Multiselection [0 Logbook @ Scan comparision ~ ® 2. Click on "All users with direct
access”
Permission Analysis Documentation & Reporting
@ Where does a user/group have (0 vSphere @ Reports overview [l QO Configuration
access? ‘ @ Who has the privilege? @ Where has the user/group @ Convert XML import file
access?
@ Report configuration import
® Who has
User Provisioning b Active Directory

£ File server o Account Deti
ccou ils
& Active Directory £ File server © All“Authenticated users® o it "
. nactive accounts

® Create new user or group ‘ @ Edit directory access rights permissions
@ Edit group memberships @ Al "Everyone’ permissions @ Local accounts

@ Manager-Employees

administrator

Members and
® All users with direct access | e ou e group

Security Monitorin ission di
y 9 O R el @ Users and groups (Kerberos, Last
& Active Directory B3 File server @ Unresolved SIDs logon)
. 5 @ Where have employees of a
‘ O (oAl e = manager access (file serven? B Exchange
® Who did what, except authorized

® Who has access through which ‘ ® Exchange mailbox permissions.
permission groups?

users (SoD)?

@ Who did what?

@ Who made changes?

9
()
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Enter a title for the report
and add a comment.

e — Define the range of the
R — comme report including the dates
and times of comparison.
Define the desired report
settings.
Start the report.

All users with direct access

~ Settings

The output format is XLS
Report execution mode started manually
Store on specific path is Deactivated
Send email is Deactivated

sman-demolocal ~ NESN=S © <Latest scan>

Il HOME  INSERT  PAGELAYOUT  FORMULAS  DATA  REVIEW  VIEW

roci i o e B = Taven - Open the report in Excel. SMAN
Ao O P L AT E @D B iy i
Paste P . . . . . . <o 00 Conditional Formatas Cell Insert Delete Format " Sort & Find & N N N .. N
T Stomupine 81U S04 R T § 1% 1 e P st DRI lists all directories with direct
Clipboard I} Font ] Alignment ] Number I} Styles Cells Editing ~
o ‘| access rights.
A B [ D E F G H J K [«
1 [Report for ‘Organization (Wsv-8man\Organization)
2
3 Path user name Right Deny
4 | Wisv-8man\Organization cradmin (8man-demolcradmin) Full control
5 |\isn-Bman\Organization\Finances Chris Cook (8man-demo\CCook) Modify
6 | \isv-Bman\Organization\Finances\Accounts Payable Chris Cook (8man-demo\CCook) Modify
7 Open Chris Cook (8man-demo\CCook) Modify
8 \snv-Bman\Oy Open ‘cradmin (8man-demo\cradmin) Full control
9 Paid Chris Cook (8man-demo\CCook) Modif
10 Paid\New folder  Chris Cook (8man-demo\CCook) Maodify
Paid\New folder  cradmin (§man-demo\cradmin) Full control
12 | \isrv-8man\Organization\Finances\Accounts receivable Chris Cook (8man-demo\CCook) Maodify
13 | \isnv-8man\Organization\Finances\Expens es Chris Cook (8man-demo\CCook) Maodify
14 Project Chris Cook (8man-demo\CCook) Modify
15 | \\srv-8man\Organization\Finances\Home Ali Mente (8man-demo\Ali Mente) Read & execute
16 | \\srv-8man\Organization\Finance s\Home Chris Cook (8man-demo\CCook) Modif
17 | \isv-8man\Organization\Finance s\New Project directory Chris Cook (8man-demo\CCook) Modify
18 | \isrv-8man\Organization\Finances\Offices Chris Cook (8man-demo\CCook) Maodify
19 | \isrv-8man\Organization\Finance s\Offices\Berlin HQ Chris Cook (8man-demo\CCook) Maodify
20 |W\srv-8man\Organization\Finance s\Offices\London Chris Cook (8man-demo\CCook) Maodify
21/ \srv-8man\Organization\Finance s\Salaries Chris Cook (§man-demo\CCook) Maodify
22 | \\srv-8man\Organization\Finance s\Salaries\Berlin Chris Cook (8man-demo\CCook) Maodify
23 \isrv-8man\Organization\Finances\Salaries\Minchen Chris Cook (8man-demo\CCook) Modify
24 \\srv-8man\Organization\Marketing\Events\The Art of Security\2011 ‘cradmin (8man-demol\cradmin) Full control
25 |\\srv-8man\Organization\Marketing\Events\The Art of Security\2012 ‘cradmin (8man-demolcradmin) Full control
26 \\srv-8man\Organization\Marketing\Events\The Art of Security\2013 cradmin (8man-demo\cradmin) Full control
7
28 1
29
30
kil
32
33
34 |
35 =
| configuration |_Organization ( srv-gman Org #2 ® i A0 ] o]
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5.3.2.6 Verzeichnisse identifizieren, deren Besitzer nicht Administratoren
sind

Background / Value

8MAN shows you all directories where the owneris not a local administrator group.
By excluding these owners you can avoid undesired access right changes.

Step by step process

Version:

SMAN

Select "Start".

# Start & Resources e A Awmrs () Sl 6 Wriskst 66 et ) Senammmriten @ . Click on "All owner not
administrator".

Permission Analysis Documentation & Reporting
‘ ® Where does a user/group have (9 vSphere @ Reports overview [l Q configuration
7
access ‘ ® Who has the privilege? ® Where has the user/group ® Convert XML import file

@ Report configuration import
® Who has access where?

User Provisioning & Active Directory

EJ File server o Account Detai
\ccount Details

& Active Directory L3 File server @ All“Authenticated users”
e @ Inactive accounts

® Create new user or group ‘ @ Edit directory access rights permissions
@ Local accounts

@ Edit group memberships @ All ‘Everyone' permissions
@ All owner not administrator @ Manager-Employees

@ OU Members and group

@ All users with direct access ©
memberships

Security Monitorin ission i
y g O b meliers @ Users and groups (Kerberos, Last
& Active Directory EJ File server O Wre=lmels logon)
" . ® Where have employees of a
a ‘ @ AD Logga Report @ Detailed permission changes = i B Exchange
O Dl s i ) @ Who has access through which ‘ @ Exchange mailbox permissions

users (SoD)? 2
permission groups?
@ Who did what?

® Who made changes?

9
)

Enter a title for the report
and add a comment.

All owner not administrator

Define the range of the
report.

i Define the desired report
:Mm settings.

m Start the report.

Report configuration All owner not administrator

Projects

~ Settings

The output format is XLS
Report execution mode started manually
Store on specific path is Deactivated
Send email is Deactivated

- EEIN= © <Latest scan> -
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[ HOME  INSERT  PAGELAYOUT  FORMULAS  DATA  REVIEW  VIEW

.H .
BES b ok k SE e S B B D EEE I i i Qpen the.> repor't in Excel. SMAN
past Tu- T 5-A- agesiCartr « § < % » |4 3 Condoml Frmatac Col nz Dokt Format Sort& Find& /IStS a” dlrectorles Whose

I Fomat Painter Formatting - Table~ Styles<  ~ LT Fitere Select-
[ pan | owners not administrators.

Clipboard w Font 5 Alignment. 5 Number w styles Cells Editing

a3 Jix v &

A | B | ¢ b E F_ G _H J K [=

Report for

‘Organization (Wsv-8 man\Organization)

Path
Vorv-Bman\Organization
\lsrv-Bman\Organization!Finances

\isn-Bman\Organization Marketing\Events\The Art of Secuity (2011

[P PR

At of
10 Wisrv-8man\Organization\Marketing\Events The Art of Security\2013
1

S8MAN

Open
PaidiNew folder

‘Cradmin (Bman-demo\cradmin)
Finance (8man-demolFinance)
cradmin (8man-demolcradmin)
cradmin (8man-demo\cradmin)
cradmin (Bman-demo\cradmin)
cradmin (8man-demolcradmin)
cradmin (8man-demolcradmin)

Configuration | Organization ( srv-8man Org #2
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5.3.2.7 Das Konto "Authentifizierte Benutzer" auf Berechtigungen priifen

Background / Value

The report shows all directories where the account "Authenticated Users" has access. Just like the
"Everyone" account, his technical user account should never be used to grant access to sensitive
resources. Scan the report for sensitive directories and remove the access rights for "Authenticated
Users".

Additional Services

Identifying usage of "everyone"

Step by step process

1. Select "Start".

# Start & Resources [ Permissions &% Accounts @ Dashboard [ Multiselection [0 Logbook @ Scan comparision ~ ® 2. Click on "All 'Authenticated
Users'permissions”.

8MAN

Permission Analysis Documentation & Reporting
® Where does a user/group have () vSphere @ Where has the user/group Q configuration
access? access?

‘ @ Who has the privilege? @ Convert XMLimport file
@ Who has access where?
@ Report configuration import

& Active Directory

Bl File server

User Provisioning
® Account Details

. . - @ All'Authenticated users'

® Create new user or group ‘ ® Edit directory access rights ® Local accounts ® All Everyone permissions
@ Edit group memberships ® Manager-Employees @ All owner not administrator
@ OU Members and group @ All users with direct access
s ity Monitori memberships @ Permission difference
ecurity Vionitoring [ :.Lsge:‘;nd groups (Kerberos, Last O C=Iens
& Active Directory EJ File server @ Where have employees of a
| ® AD Logga Report ® Detailed permission changes B2 Exchange B
| B silox P O e e T

@ Who did what, except authorized e
users (SoD)? .
@ ® Who did what?

@ Who made changes?
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Enter a title for the report
and add a comment.

All "Authenticated users’ permissions . De fin e t h eran ge o f t h e
Report configuration AllAuthenticated users’ permissions.
report.
Define the desired report
settings.
- § e . Start the report.

~ Settings

The output format is XLS

S8MAN



Documentation & Reporting | 125

5.4 +8MATE for Exchange

In the areas of Documentation & Reporting the AddOn 8MATE for Exchange provides the following
functionality.

Report: Who has access to what?

Report: Identifying Mailbox access rights

5.4.1 Management Reports

5.4.1.1 Who has access to what?

Background / Value

Managers and team leads know best who should have access to what. Having an understanding of your
access rights situation is extremely important, especially for public Exchange folders and mailboxes.
The report "who has access to what?" provides an overview of all users and their access to public
folders. In addition 8MAN highlight the access right "send as", due to its potential risk.

Step by step process

. Select "Resources".

SMAN

th Start & Resources = Permissions A Accounts @ Dashboard [ Multiselection [0 Logbook @ Scan comparision . Right CliCk on any or a”
s 1 @y pilc Flders — public folders. Select the
L - e report "Who has access
I full path Desciption | Accessrights | FolderSize ll .\ /g pccess rights 2@ P .
ot where?" from the context
@SharePoint £ o3

Exchange E
o Il menu.

BB SRV-EXCHANGE 8man-demo.local @ All permissions

‘ ult (Exchange\Default) /"
i & Anonymous (Exchange\A. Vg

Marketing1@8man-demolo...

Support1@8man-demo.local 6

Accounts with permissions

Users/groups with access right: All permissions

[ @Ficer 2|

|. Users @ Groups @ Contacts @ Computers \
Name -l ¥

| Anonymous (Exchange\Anonymous) 1
0 Defautt (Bxchange\Defaut) 1

Ready Sman-demolocal ~ © <Latest scan> ~ [0
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Who has access where?

Report configuration

Title [Iite

Comment [ Comment

Levels to resolve under the selested resource

Translate names of groups to purpose group name
v Details
~ Filter

~ Group settings

v Options

~ Settings

S8MAN

Who has access where?

Access right report on resources with detailed permissions.

Enter a title for the report
and add a comment.

Define the range of the
report. In order to reduce
complexity, we recommend
selecting "user view" in the
"group settings" area. All
other settings are targeted
at expert users.

Define the desired report
settings.

Start the report.
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5.4.1.2 Identifying mailbox permissions

Background / Value

8MAN generates a variety of reports that shows Mailbox access rights. These include:

Mailbox directories and their access rights

Properties (Mailbox size)

Deputies for Mailboxes

Out of Office notices

Mailboxes and their directories require a high degree of security. However, in practice they often
contain excessive access rights. It is extremely important to maintain an overview of these rights as
folders often contain sensitive Emails.

Additional Services

"Send As" access rights are shown in the report "\Who has access to what?".

Step by step process

Select "Start".

SMAN

. " .
& Start & Resources  [=] Permissions & Accounts @ Dashboard ¥ Multiselection [ Logbook @ Scan comparision ® . CIICk on EXChange MGIIbOX

P "

permissions .

Permission Analysis Documentation & Reporting
‘ @ Where does a user/group have () vSphere ® Reports overview QO Configuration
access? ‘ ® Who has the privilege? ® Where has the user/group ® Convert XML import file
access?

@ Report configuration import
@ Who has access where?

User Provisioning & Active Directory

3 File server o AccountDetat
ccou ils

& Active Directory EJ File server © All“Authenticated users® o "
. nactive accounts

® Create new user or group ‘ ® Edit directory access rights permissions
@ Edit group memberships @ Al "Everyone’ permissions @ Local accounts

@ All owner not administrator @ Manager-Employees

@ OU Members and group

® Al users with direct access
memberships

Security Monitorin ission dif
y g O e aelieem @ Users and groups (Kerberos, Last
& Active Directory EJ File server @ Unresolved SIDs logon)
" . ® Where have employees of a
a ‘ @ AD Logga Report @ Detailed permission changes e i B Exchange

. wne. ‘:'S::;‘)“ except authorized @ Who has access through which (@3] ® Exchange mailbox permissions
’ permission groups?

@ @ Who did what?

® Who made changes?

rmon demolocal "°<Latﬁsts:an> g o
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Exchange mailbox permissions.

Report configuration

Exchange mailbox permissions

~ Properties

~ Settings

The output format is BDE

B Al Public Folders
B Mailboes

& (empty category)
--E185% Abott - Carter
M2, Aot Peter
- ) Administrator, Adem

- & Baltell, Luca

S8MAN

Enter a title for the report
and add a comment.

Define the range of the
report.

Define the desired report
settings.

Start the report.
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5.5 +8MATE for Sharepoint

In the areas of Documentation & Reporting the AddOn 8MATE for Exchange provides the following
functionality.

Report: Who has access to what?

Report: Where do users and groups have access?
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5.5.1 Management Reports

5.5.1.1 Who has access where?

Background / Value

Managers and team leads know best who should have access to what. Having an understanding of your
access rights situation is extremely important, especially for sensitive SharePoint resources. The report
"Who has access to what?" provides an overview of all users and their access to SharePoint.

The report allows responsible managers to make information based decisions in order to answer two
central questions:

e Who should have access to what? (Increase in data security)

e Which access rights should exist? (improvement of data integrity)

Additional Services

Managing access rights to SharePoint resources

Step by step process

1. Select "Resources".

8MAN

& Start & Resources [ Permissions o Accounts @ Dashboard [ Multiselection [0 Logbook @ Scan comparision @ 2. ngh t-click on a SharePoint
l #] o, 5 Poral Home e - resource. Select the report
[ reourees s o e e o " o
full path Description Aceessrights Foldersize J| ~ #f Access rights G V4 Who has access to What'
E Active Directory

el » Descpion from the context menu.

SRV-EMAN (Application)

v

list to cu.
ler site

&7 OpenLoghook

nd edit pages, list...

Copyas path
B Comrese: Can edit and aporove paces. st e..

Images hitp://portal 8man-
Links httpi//portal éman-
News http://portal 8man-
Pages http://portal 8man-
Reusable Content
Search httpi//portal 8man-
Site Collection Documents _itp://portal 8man- o
© Site Collection Images  http://portal 8man- This system library was c...
.Site Directory web Name -l

ny News Home

Accounts with permissions

Users/groups vith sccess right: All permissions
[@Fie o |
| @ Users @ Groups @ Contacts @ Computers |

Sites http//portal Sman
© Style Library. htp://portal gman Use the style library to ... O cdodmin (Bman-demoadadmin) S ~
=S (LT 2 A= @15 Administrator (8man-demo\Administrator) 24
- [TT] Team Discussion http://portal.8man- Use the Team Discussio.. &5 Ammy Tiwana (8 Sh
[T WorkflowTasks it portl8man-demos.co. Tissystem brary was .. -
Exchange s
vSphere ny 34
© Purpose Groups & 19 Anthony Davis (Bman-demo\ADavis) 1
T 1
& 15 8aum, Adam (8man-demo\Adam Baum) 6
&1 Bruce Elington (8man-dema\BEliingtor) ETN
B BUILTINAdministrators 1 v
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Who has access where?

Report configuration

Title [ Title

Comment e

v Details
v Filter

~ Group settings

Levels to resolve under the selected resource
Translete names of groups to purpase group name

P

Groups will be replaced by their members, Listview

5.5.1.2

Background / Value

Who has access where?

Access right report on resources with detailed permissions.

Where do users and groups have access?

Enter a title for the report
and add a comment.

Define the range of the
report. In order to reduce
complexity, we recommend
selecting "usersview" in the
"Group settings" area. All
other settings are targeted
at expert users.

Define the desired report
settings.

Start the report.

The report "Where has the user/group access?" lists the access rights of user and group accounts to
selected file server directories in one simple document.

Step by step process

Version:

8MAN

# Start & Resources

Permission Analysis

@ Where does a user/group have
access?

User Provisioning

& Active Directory

® Create new user or group

@ Edit group memberships

& Active Directory

‘ @ AD Logga Report

39
©

Permissions

Security Monitoring

& Accounts

& vsphere
‘ @ Who has the privilege?

EJ File server

‘ @ Edit directory access rights

EJ File server
@ Detailed permission changes

@ Who did what, except authorized
users (SoD)?

@ Who did what?

® Who made changes?

@ Dashboard

[ Multiselection

M Logbook

@ Scan comparision

Documentation & Reporting

@ Reports overview

Py ® Where has the user/group
access?

@ Who has access where?

EJ File server

@ All ‘Authenticated users"
permissions

@ All ‘Everyone' permissions
@ All owner not administrator
@ All users with direct access
® Permission difference

® Unresolved SIDs

@ Where have employees of a
manager access (file server)?

@ Who has access through which
permission groups?

Q configuration

® Convert XML import file

@ Report configuration import

& Active Directory
@ Account Details
@ Inactive accounts
@ Local accounts
® Manager-Employees

@ OU Members and group
memberships

@ Users and groups (Kerberos, Last
logon)
B Exchange

@ Exchange mailbox permissions

TR 0 5 CXEEEEN O

Select "Start".

Click on "Where do
Users/Groups have
access?".
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Who has access where?

Report configuration

Title [ Title

Comment [ Comment

Levels to resolve under the selected resource
Translete names of groups to purpase group name

v Details
v Filter

~ Group settings

P

Groups will be replaced by their members, Listview

S8MAN

Who has access where?

Access right report on resources with detailed permissions.

Enter a title for the report
and add a comment.
Define the range of the
report. In order to reduce
complexity, we recommend
selecting "user view" in the
"group settings" area. All
other settings are targeted
at expert users.

Define the desired report
settings.

Start the report.
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5.6 +8MATE: Analyze & Act

With Analyze & Act we combine services of Documentation & Reporting and User Provisioning. This
includes flexible reports and bulk operations for user accounts and file server directories.

Analyze & Act is accessible via aweb client.
You can find the services in the following areas:

Documentation & Reporting

e All AD accounts

e Accounts with no password expire

e All groups in recursions

e Show directories to which all users have access

User Provisioning

Active Directory

e Deactivating Accounts in bulk

e Changing password options in bulk

e Resetting passwords in bulk

e Changing attributes in bulk

e Executing scripts on user accounts in bulk

Executing scripts for directories in bulk

File server

e Executing scripts for directories in bulk
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5.6.1 Flexible Reporting

Background / Value

With the 8MATE Analyze & Act you can create flexible reports. Initially the reports are based on the
following scenarios:

e All AD accounts

e Accounts with no password expire

e All groups in recursions

e Show directories to which all users have access

The "flexible" part refers to the free choice of attributes to be displayed in the report.
E.G.:

e E-Mail

e Telephone number

e Company

e Department

e Description

e Account expiration date

Complementary Services

Once the report has been created you can trigger the following services:

Active Directory

e Deactivate accounts in bulk

e Change password options in bulk

e Reset passwords in bulk

e Change attributes in bulk

e Execute scripts on user accounts in bulk

File server

e Execute scripts for directories in bulk

S8MAN
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The process in single steps

5 AN Weo - Anapzese X

£ en < 1. Clickon ,Analyze".

EMAN & m”"’_::‘w — 2. Pick a scenario.

3. Press "Start the
calculation...".

. Qm—

Analyze Scenarios

Al scenarios >

All AD user accounts

ANAD useraccounts

Aoccounts where password
ever xpres

A grovps in recursion
A direcores wih unsecure
‘parmisson groups.

& smon-cemoteca

e <=+ In the example all AD accounts

BMAN  #tome  liRocorfeation - luAnalyzs - 1 Roquesting = % Workfows - - & crodmin - are ShOWI’)

1. You can use the dropdown-
menu to choose the listed
attributes.

2. You can also group, sort
and filter the items.

e . 3. Export the data into Excel or

e create an SMAN report.

B i
ferat e ety

S — If you wish to execute bulk

o e emon demoviom A
[dmiisiotr fmon-camoviarinsioion I

R . operations with any items,
4. activate the checkboxes and

" 5. chose an action in the
"Available Actions" list.

All'AD user accounts (353)

st
S| Wicosol xchange Genehmigungs Acss man-d
(Gost o demo st

s
8 [aonmotinm amoGromon

8 oo
omaoaBT IO SSTSCd
FealhWiibord76b74920b44ec79de260343333be0s |

[}
HEHE
g
{
£
L1
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6.1 Active Directory

6.1.1 +8MATE AD Logga

The problem

Changes to Active Directory or file servers are made by a variety of employees. This means that you run
the risk of serious security risks without comprehensive monitoring.

Security risks often occur when group memberships give unauthorized employees access to sensitive
documents. If group memberships are revoked again immediately, the security incident is usually not
recognized.

Confusing processes

Confusing processes can only be improved if the current process can be analyzed and understood. Who
manages group memberships and resets passwords? Where do problems occur and where is more
coordination required. Analyzing past mistakes can be very beneficial in designing a solid process for
group assignments.

The solution

8MAN creates transparency of the access rights situation in Active Directory. The AD Logga expands this
transparency to include the entire history of access rights changes in your system. This even includes
any changes made outside of 8MAN. Security relevant temporary group memberships thereby become
completely transparent. Through our configurable reports all activities related to user accounts, objects,
groups and attributes become fully tracable and transparent.

AD Logga helps you in the following ways
e Giving Administrators a complete picture of all AD activity, allowing them to optimize processes.

e Auditors recognize security incidents and all involved parties. This way the appropriate remedies can
be implemented.

e Management needs certainty. AD Logga provides this by capturing relevant internal security data and
allows you to improve processes.

© 2017 Protected Networks GmbH



138 | Access Rights Management

6.1.1.1 Monitoring changes to specific event types

Background / Value

The 8MATE AD Logga allows you to monitor current processes in your Active Directory. 8MAN even
captures all changes made with native tools including temporary changes. From a security perspective
any actions related to event types and event authors are extremely important.

Monitoring of event types Monitoring of event authors
Changes to: e User

e Attributes e Group

e Users e Computer

e Computers
e Groups

e Passwords
e Accounts

e Members

Additionally you are able to filter according to object class and attribute. Please note that these settings
are geared towards expert users. If you apply a filter for a rare object this may cause the report to
deliver unexpected results.

Additional services

Setting alerts for AD objects

Step by step process

S8MAN
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8S8MAN

# Start & Resources

Permission Analysis

® Where does a user/group have
access?

User Provisioning

& Active Directory
@ Create new user or group

@ Edit group memberships

Security Monitoring

& Active Directory

AD Logga Report

Report configuration

Permissions

£ Accounts

(9 vSphere

‘ @ Who has the privilege?

EJ File server

‘ ® Edit directory access rights

EJ File server

® Detailed permission changes

@ Who did what, except authorized
users (SoD)?

@ Who did what?

@ Who made changes?

@ Dashboard

Title [Iite

[ Multiselection

M Logbook

Scan comparision 2-

Documentation & Reporting

® Reports overview

@ Where has the user/group
access?

@ Who has access where?

B File server

@ All "Authenticated users”
permissions

Al “Everyone per

All owner not admi
Al users with direct access
Permission difference

Unresolved SIDs

Where have employees of a
manager access (file server)?

Who has access through which
permission groups?

QO Configuration
@ Convert XML import file

@ Report configuration import

& Active Directory
@ Account Details
@ Inactive accounts
@ Local accounts
@ Manager-Employees

@ OU Members and group
memberships

@ Users and groups (Kerberos, Last
logon)
B Exchange

‘ @ Exchange mailbox permissions.

‘Srman-demolocal »oqm;m .

AD Logga Report

Comment [ Comment

Report tme range Fuxed time span 2/13/2017 11:36 AM < 2/15/2017 11:36 AM

Domains

enan-demolocal

Event Type

Event Author

Please s

To search for events of all users leave this ield empty

Object Class
» Settings

The output format is XLS ¥

Create report for all accounts in one document.
Report execution mode started manually

Store on specific path is Deactivated

Send email is Deactivated

~ Save your report configuration

Sman-demolocal - |41

=" © <Latest scan> -

Select "Start".
Click on "AD Logga Report".

Enter a title for the report
and add a comment.

Define the date range of the
report.

Select domains whose
events should be captured
in the report.
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Define the range of the report

by setting filters. By definition

AD Logga Report filters exclude the selected
Reportconigurtion A0 Logga Report data.

1. Add thetype of events that
you would like to include in
the report.

2. Add the authors of reports
that you would like to
include in the report.

—_— 3. Add all object classes that

o ot o 5 you would like to include in

Create report for all sccounts in one document.

| ~ Report of monitored Active Directory events.

|Event Type

4. Add all attributes that you
would like to include in the
report.

By saving AD Logga report
configurations as templates
AD Logga Report you can save valuable time by
e S reusing complex report

Event Type configurations.

~ 1 Template available

i 1. Select an existing template.

v Createdon v Author -

New Users Created 2/15/2017 11:55 AM 8MAN-DEMO\cradmin 2. Sa Ve th e Cu rren t
Chiect Clos configuration as a template.

Event Author

Attribute

~ Settings
Ovenite the used template with the current report configuration.

© . New
Save the eurrent report configuration in a new template,

Start Discard

=20 © <Latest scan>

S8MAN
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1. Define the desired report
settings.

AD Logga Report

2. Start the report.
Report configuration

Event Type

AD Logga Report

Report of monitored Active Directory events.

~ 1 Template available

Event Author

Name v Createdon ¥ Author -

Please sel r more user New Users Created 2/15/2017 11:55 AM BMAN-DEMO\cracimin

To search for events of all users leave this ield empty

Object Class

Attribute

. Save template
we this field empty. Name: Name
Description [Descriprion (optional
 Settings © [l overwite

Overwrite the used template with the current report configuration.
The output format is XS ¥

Report execution mode started manually
Store on specific path is Deactivated
Send email is Deactivated

Creste report for all accounts in one document. ‘O  New

Save the current report configuration in a new template,

gman-demolocal ~ RES=0 @ <Latest scan>
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6.1.1.2 Identifying temporary group memberships

Background / Value

8MATE Logga closes a number of important security gaps. One of the most important one is temporary
group memberships. Insider threats grant themselves access to secret directories, copy data and the
revert back to the original state after performing their desired actions. Without the AD Logga these
types of activities remain completely undetected.

Additional Services

Setting alerts for AD objects

Step by step process

1. Select "Start".
2. Click on "AD Logga Report".

@ Dashboard & Multiselection

8MAN

# Start & Resources [ Permissions & Accounts [0 Logbook @ Scan comparision

Permission Analysis

® Where does a user/group have
access?

User Provisioning

& Active Directory

® Create new user or group

® Edit group memberships

Security Monitoring

& Active Directory

a ® AD Logga Report |83

o

©

S8MAN

5 vsphere

‘ @ Who has the privilege?

EJ File server

‘ @ Edit directory access rights

EJ File server
@ Detailed permission changes

@ Who did what, except authorized
users (SoD)?

@ Who did what?

@ Who made changes?

Documentation & Reporting

@ Reports overview Q configuration

@ Where has the user/group @ Convert XMLimport file

® Report configuration import
@ Who has access where?
& Active Directory

EJ File server
@ Account Details

@ All ‘Authenticated users™ .
iesi ® Inactive accounts

@ All ‘Everyone' permissions

® All owner not administrator @ Manager-Employees

® OU Members and group
memberships
@ Users and groups (Kerberos, Last
logon)
B Exchange

ess (file server)?

ss through which
permission groups?

‘ @ Exchange mailbox permissions

Eman-demalocal ~g<nmmn> - o}



AD Logga Report

Report configuration

AD Logga Report

Title [Titte:

Event Type

Comment [ Comment

| [ @i

Report time range Fixed time span 2/13/2017 12:04 PM -

115/2017 1204 M

Account activated

Domains

8man-demolocal

Account locked
Account unlocked

Changed attrib

Event Type

Member added!

Computer created
Computer deleted
Group created

Event Author

L

Other abjects created
Other objects deleted

‘%Mgmmddm
‘ lember removed

Removed attribute.

Object Class

d ]

~ Settings

The output format is XLS
Create report for all sccounts in one document.
Report execution mode started manually
ecific path is Deactivated
Send email is Deactivated

User created
User deleted

~ 1Template available (@

Security Monitoring

Enter a title for the report
and add a comment.

Define the range of the
report. For the event type
select "member added" and
"member removed".

Define the desired report
settings.

Start the report.
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6.1.1.3

Background / Value

Identifying locked user accounts

In the best case scenario, an attempted Login with someone elses account ends with a locked user
account. The AD Logga shows you from which computer the attack occurred.

Additional services

Setting alerts for AD objects

Step by step process

Version:

8MAN

# Start & Resources Permissions & Accounts

Permission Analysis

(& vsphere
‘ @ Who has the privilege?

@ Where does a user/group have
access?

User Provisioning

& Active Directory B3 File server

@ Create new user or group ‘ @ Edit directory access rights

@ Edit group memberships

Security Monitoring

& Active Directory B3 File server

@ AD Logga Report ]

® Detailed permission changes

@ Who did what, except authorized
users (SoD)?

@ Who did what?

@ Who made changes?

AD Logga Report

Report configuration

T T

& Multiselection

[0 Logbook

@ Dashboard

© Scan comparision

Documentation & Reporting

@ Reports overview

@ Where has the user/group
access?

@ Who has access where?

B3 File server

@ All ‘Authenticated users'
permissions

® All ‘Everyone' permissions
@ All owner not administrator
@ All users with direct access
@ Permission difference

@ Unresolved SIDs

@ Where have employees of a
manager access (file serven)?

® Who has access through which
permission groups?

QO Cconfiguration
@ Convert XML import file

@ Report configuration import

& Active Directory
@ Account Details
@ Inactive accounts
@ Local accounts
® Manager-Employees

@ OU Members and group
memberships

® Users and groups (Kerberos, Last
logon)
B Exchange

@ Exchange mailbox permissions

8man-demoocal v © <Latest scan>_~ |§0)

AD Logga Report

Comment | Comment

Report time range Fixed time span 2/18/2017 1:36 PM - 2/20/2017 1:36 PM

Domains

Account activated

8man-demolocal

Account unlocked

Changed attrib

Event Type

Account locked|

Computer created
Computer deleted
Group created
Group deleted

Event Author

Object Class

~ Settings

The output format s XS ¥
for

path is Deactivated
Send email is Deactivated

Member removed
Other objects created
Other objects deleted
Removed attribute
Reset password

User created

User deleted

~ 1Template available 4
T

1. Select "Start".
2. Click on "AD Logga Report".

Enter a title for the report
and add a comment.
Define the range of the
report.

For the event type select
"Account locked"

Define the desired report
settings.

Start the report.
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6.1.1.4 Monitoring password resets

Background / Value

With the 8MATE AD Logga you can monitor the process of resetting passwords. Within this process there
is an inherent security risk. For example, if a helpdesk employee secretly resets the password of a
manager or executive, they can sign on with a temporary password and gain access to sensitive
information. The Manager would probably not notice this and only be confused about why is password
is no longer valid, perhaps even thinking that he forgot his password, and then simply request a new
one from support.

Additional Services

Setting alerts for AD objects

Step by step process

B 1. Select "Start".
# Start & Ressourcen Berechtigungen & Accounts @ Dashboard  [@ Mehrfachauswahl M Logbuch @ Scanvergleich 2. Click on "AD LOggG Report".

eMAN

Berechtigungs-Analyse Dokumentation & Reporte
‘ ® Wo haben Benutzer/Gruppen 5 vsphere ® Reportiibersicht & Active Directory
Zugriff?
vt ‘ ® Wer hat ein Zugriffsrecht? ® Wer hat wo Zugriff? @ Benutzer und Gruppen (Kerberos,
. Last logon)
® Wo hat ein Benutzer/Gruppe
Zugriff? @ Inaktive Konten
Benutzer-Verwaltung . @ Konto-Details
B Fileserver
& . . B3 i @ Lokale Konten
Active Directory = Fileserver @ Alle ‘Authentifizierten Benutzer' e
PR— e K o Berechtigungen ® Mitarbeiter von Managern
Gruppe anlegen bearbeiten @ Alle Besitzer nicht Administrator @ OU Mitglieder und
o Gruppenzugehérigkeiten
@ Gruppenmitgliedschaften @ Alle direkt berechtigten Benutzer
bearbeiten
@ Alle ‘Jeder' Berechtigungen By Exchange
@ Berechtigungsdifferenz-Report @ Exchange Postfach-
R ) - o Berecr Berechtigungen
Sicherheits-Uberwachung erechtigungsgruppen

@ Unaufgeldste SIDs
‘ ® Alarme verwalten & Active Directory
@ Wer hat wo Zugriff auf

[ @ £ Logga Report Fileserver? (CSV)

R OO rileserver
@ Wo haben Mitarbeiter eines
@ Dateizugriffe Managers Zugriff (Fileserver)?

® FS Logga Berechtigungsverlauf

@ Wo haben Anderungen
stattgefunden?

@ Hat ein unerlaubter Zugriff ) )
e stattgefunden (SoD) Report-Konfiguration »

o 10100 JSRINN © heuemer s ORI
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AD Logga Report

Report-Konfiguration

Access Rights Management

AD Logga Report

Ereignistyp

| aFiter

Reportzeitraum Fester Zeftraum 01022014 13:30 -

Attribut entfert

Doménen

8man-demolocal

Attribut gesndert
Attribut hinzugefigt
Benutzer erstelt

Benutzer gelascht

Ereignistyp

Computer erstellt

Kennwort zuracksetzen

Computer geloscht
Gruppe erstelit
Gruppe geloscht

Kennwiort zuricksetzen

Ereignis-Autor

Konto aktiviert

Bitte wahlen Sie einen oder mehrere Benu
ler B

Konto deakiviert
Kanto entsperrt
Konto gesperrt

Mitglied entfernt

Objekt Klasse
h

Mitglied hinzugefigt

‘Sonstige Objekte erstellt

 Einstellungen

Das Ausgabsformat ist XLS *
Reportausfiihrung wird manuell gestartet
Speiche st deaktiviert

E-Mail Versenden st deakiviert

+ 1Vorlage verfiighar

‘Sonstige Objekte geloscht

8MAN-DEMO.LOCAL -

S5 @ <Neuester Scan>

H S ADLogga o
Datei Start nlayout  Formeln  Daten rifen  Ansicht QU ndt 9, Fr
A389 M Fe o
1 B | c | D | L F L[4
1 [Zeit Objekt Objekiklasse Ereignis Attibut Name A
2 | 26.02.2014 16:56 cradmin (8man-demolcradmin) Bino, Al (Bman-demo\Al Bino) Userfuser) Kennwort zurtcksetzen [I
3 |28.02.2014 15:40:35 cradmin (man-demolcradmin) Zifer, Lou (8man-demolLou Zifer) User(user) Kennwort zurtcksetzen
4 11.03.2014 09:15:01 Administrator (3man-demo\Administrator) Zifer, Lou (8man-demolLou Zifer) User(user) Kennwort zurticksetzen
5 13.03.2014 14:50:42 Administrator (3man-demo\Administrator) Zifer, Lou (8man-demo\Lou Zifer) User(user) Kennwort zurtcksetzen
5 10.03.2015 11:49:04 neadmin (8man-demo\neadmin) Borg Inge (man-demolinge. Borg) User(use) Kennwort zurlcksetzen
7 110.03.2015 12:31:32 neadmin (3man-demolneadmin) Borg. Inge (man-demolinge. Borg) User{user) Kennwort zurlicksetzen
8 110.03.2015 16:12:28 Administrator (3man-demo\Administrator) Krise, Christiane (3man-demolChristiane Krise) User(user) Kennwort zurlicksetzen
10.03.2016 15:47:05 Administrator (8man-demo\Administrator) Ander, Ole (8man-demo\Ole Ander) User{user Kennwort zurlicksetzen
010.03.2015 16:50:09 neadmin Aber, Mark (Bman-demo\Mark Aber) User{user Kennwort zurlicksetzen
11]10.03.2015 16:50:09 neadmin Alien, Amold (8man-demo\Amold Alien) User{user Kennwort zurlicksetzen
12[10.03.2015 16:50:09 neadmin Aloe, Vera (8man-demo\Vera Aloe) User{user) Kennwort zurticksetzen
13[10.03.2015 16:50:09 neadmin Ander, Ole (8man-demo!Ole Ander) User(user) Kennwort zurtcksetzen
14110.03.2015 16:50:09 neadmin Ander, Cori (8man-demo\Cori Ander) User(user) Kennwort zurticksetzen
1510.03.2015 16:50:09 neadmin (8man-demolneadmin) Aner, Dominik (man-demo\Dominik Aner) User(user) Kennwort zurtcksetzen
16110.03.2015 16:50:09 neadmin Angebrandt, Angie (8man-demo\Angie Angebrandt) User(use) Kennwort zurlcksetzen
7110.03.2015 16:50.09 neadmin Agfel, Adam (8man-demo\Adam Apfel) User{user) Kennwort zurlicksetzen
810.03.2015 16:60:09 neadmin Abeit, Andi (8man-demo\Andi Arbeit) User(user) Kennwort zurlicksetzen
910.03.2015 16:60:09 neadmin Am, Armin (man-demo\Armin Arm) User{user Kennwort zurlicksetzen
0110.03.2015 16:50:09 neadmin Aroni, Mark (8man-demo\Mark Aroni) User{user Kennwort zurlicksetzen
1/10.03.2015 16:50:09 neadmin Asil, Claire (man-dema\Claire Asil) User(user Kennwort zurlicksetzen
210.03.2015 16:50:09 neadmin Auer, Karl (8man-dema\Karl Auer) User{user) Kennwort zurticksetzen
310.03.2015 16:50:09 neadmin Auhss, Ann (8man-demo\Ann Auhss) User(user) Kennwort zurtcksetzen
4110.03.2015 16:60:09 neadmin Autsch, Anke (8man-demo\Anke Autsch) User(user) Kennwort zurticksetzen
510.03.2015 16:50:09 neadmin (8man-demo\neadmin) Azubi, Andy (8man-demo\Andy Azubi) User(user) Kennwort zurtcksetzen
510.03.2015 16:50:09 neadmin Baba, All (3man-demo\Ali Baba) User(use) Kennwort zurlcksetzen
710.03.2015 16:50:09 neadmin Bach, Klara (man-demolklara Bach) User{user) Kennwort zurlicksetzen
310.03.2015 16:60:09 neadmin Baer, Johannes (3man-demoJohannes Baer) User(user) Kennwort zurlicksetzen
9 10.03.2015 16:60:09 neadmin Baer, Roy (3man-demoiRoy Baer) User{user Kennwort zurlicksetzen
)10.03.2015 16:50:09 neadmin Baem, Al (man-demo\Al Baem) User{user Kennwort zurlicksetzen
31(10.03.2015 16:50:09 neadmin Balken, Dan R. (8man-demo\Don R. Balken) User(user Kennwort zurlicksetzen
3210.03.2015 16:50:09 neadmin Becher, Joe Kurt (man-demolJoe Kurt Becher) User{user) Kennwort zurticksetzen
10.03.2015 16:5009 nead Beter, Walter mo\Walter Beiter) User(user) Kennwort -
Konfiguration | Ereignisse er Konfiguration : [0 ] [
Bereit i E -—— -+ 1m0%

S8MAN

1. Enter a title for the report
and add a comment.
Define the range of the
report. For the event type
select "reset password".
Define the desired report
settings.

4. Start the report.

Open the report in Excel. On the
tab "events" you can see a list
of all passwords that have
been reset.
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6.1.1.5 Analysing AD Logga events with the logbook

Background / Value

By using the reports you can regularly analyze all the tracked events at a detailed level. You can find the
information needed much faster by using the logbook.

Additional Services

Monitoring changes to specific event types

Identifying temporary group memberships

Identifying locked user accounts

Monitoring password resets

Setting Alerts for Active Directory objects

Step by step process

1. Choose "Logbook”.
Set the time frame for the

8MAN

ahl

1
M Logbuch @ Scanvergleich

& Start & Ressourcen = Berechtigunger & Accounts ® Dashboard & Mehrfachausv

5 Freitag, 7. Oktober 2016 logbook analysis.
[@reer 2 | .
= ”"“'";" [ETTT——— | 3. Use the filters to focus on
52 Kommentar .
i ii - the desired events.
! Ela
o | gt 4. Select all events of one day.
2 06 66 [
man-demo\cradmin)
Mo 05122016 | 2 2 tor (Bman-demo\Administrator)
Fr 02122016 & “ & 1312 cradmin Der brauch ad hte, damit
Do 01122016 4 e #8 1304 ADLlogga SRV-BMAN
Mi 30112016 3 3 8 1303 ADLogga SRV-BMAN
Di  22.11.2016 6 2z 4 n”\Z:SE NT-AUTORITAT\SYSTEM
Mo  14.112016 8 4 4
bi 11102016 0 [
Mo 10.102016 G 2 ©
v ooz [ Jo v e T JElE o |
Do 06102016 8 il v
i 0si0206 w : H O . N
Mi 03082016 < H vs 4
Wi 27072016 B P AD Logga fur 8man-demolocal
Di 26072016 2 2 1 Anderung durch cradmin (8man-dema\cradmin):
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o

Freitag, 7. Oktober 2016

M Logbuch

!
i
- &
2 :
I
T
Do 01.122016 a
Mi  30.11.2016 3
o x1izois [
B mhEmn| A
o 21100 [HE Bl
Mo  21.11.2016 4 4
o 1911200 B G
e =
o 1amz0te a

Di 11102016
Mo 10.102016
Fr 07102016
Do 06102016

3 o |B|E B =

n o o B & -
= = @0
;

=

a
S EEEEEEE

Mi 05102016
Mi 28002016 7

Mi 03082016 1 . 1
Mi 27072016 2

Di 26072016 3 2

Autor

1312 cradmin
eradmin (gman-demol cradmin)

cradmin (gman-demolcradimin)

inistrator (§man-demo\Administ

trator)

Kommentar

brauch ad hte, damit

AD Logga fur 8man-demolocal

|

ing durch

Gruppenmitgied Cle: lean -

* hinzugefigt.

Bereich ein- baw. ausklappen

S8MAN

Select a cell (an event type)
to filter the results to your
request.

8MAN displays all results.
The footsteps indicate the
AD Logga results. Select a
result.

8MAN displays all details to
the result.
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6.1.2 +8MATE Alerts

8MATE Alerts uses AD Logga monitoring technology and expands this with an alert function. If anyone
manipulates sensitive accounts or groups the administrator or any other designated employee with an
email address can be informed.

6.1.2.1 Setting alerts for groups

Background / Value

Employees receive their access rights through group memberships. Especially sensitive groups grant
access to secret folders and other important resources. SMATE Alerts allows you to actively monitor
specific AD groups so that an alert is received if new members are added.

Due to the nested group structures in Active Directory it is important to monitor group memberships,
that occur from new indirect memberships. For example: The group "secret data" is a memberin the "C-
Level" group which is being monitored. SMATE Alerts will notify you even if members are only added to
the "secret data" group since these users are also indirect members of the "C-Level" group.

Additional services

Setting alerts for user accounts

Managing alerts

Step by step process

Find the desired group by
entering its name into the
search field.

2. Right click on the group and
select "Create alert" from
the context menu.

8MAN 1

# Start & Resources Permissions & Accounts @ Dashboard [@ Multiselection M Logbook @ Scan comparision

« > Graph "

8 Change group memberships..
& Creste new user or growp

B Move object

&4 Creste Purpose Group

@ Addnote

27 Open Logbook
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S8MAN

Create alert

Create an alert for ‘Domain Admins (8man-demo\Domain Admins)’ that
will execute the selected actions when occured.

Event Group memberships changed

2 Cbserve indrect group memberships

¥

Action Send email

P e
Enter

s by separating them with a semicolon.

Language [ English

(971 Dbl Eurgh s onon

Action Write to Windows event log

New policy to manitor domain adrmins group.

Name the alert and add a
comment.

Activate the checkbox to
include indirect group
memberships in the alert
functionality.

You can select any number
of email recipients.
Additionally alerts can be
displayed in the windows
eventdisplay.

You must enter a comment.
Create the alert.
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6.1.2.2 Setting alerts for user accounts

Background / Value

The 8MATE AD Logga allows you to monitor the process of resetting passwords. Within this process
there is an inherent security risk. For example, if a helpdesk employee secretly resets the password of a
manager or executive, they can sign on with a temporary password and gain access to sensitive
information. In this scenario the designated users are informed.

Additional services

Setting alerts for groups

Step by step process

Find the desired user by
entering their name into the
search field.

SMAN |

th Start & Resources [ Permissions &% Accounts

Right-click on the user and
B o s ' select "Create alert" from
o e the context menu.
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S8MAN

Create alert

Create an alert for "Domain Admins (8man-demo\Domain Admins)’ that
will execute the selected actions when occured.

Action Send email

[

e s by separating them with 2 semicolon,

Language [Ergian

({07 i, Edmburgh, oo, London

Action Write to Windows event log

Some]

Enter a title for the alert.

Select an event for which
you want to receive the
alert.

You can select any number
of email recipients.
Additionally alerts can be
displayed in the windows
event log.

You must enter a comment.
Create the alert.
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6.1.2.3 Managing alerts

Background / Value
You can modify saved alerts at any time on the 8MAN home page.
Step by step process

0 Logbook

8MAN

1. Select "Start".
2. Click on "Manage alerts".

# Start & Resources Permissions % Accounts shboard B Multiselection © Scan comparision

Permission Analysis Documentation & Reporting

(9 vsphere O Cconfiguration

‘ @ Who has the privilege?

® Reports overview

® Where does a user/group have
access?

@ Where has the user/group
access?

® Convert XML import file

User Provisioning

& Active Directory

® Create new user or group

@ Edit group memberships

Security Monitoring

) @ Manage alerts

EJ File server

B3 File server

‘ ® Edit directory access rights

& Active Directory

‘ @ AD Logga Report

@ Who has access where?

EJ File server

@ All "Authenticated users”
permissions

@ All ‘Everyone' permissions
@ All owner not administrator
@ All users with direct access
@ Permission difference

® Unresolved SIDs

@ Where have employees of a
manager access (file server)?

@ Who has access through which
permission groups?

@ Report configuration import

& Active Directory
@ Account Details
@ Inactive accounts
@ Local accounts
@ Manager-Employees

@ OU Members and group
memberships

® Users and groups (Kerberos, Last
logon)
B Exchange

@ Exchange mailbox permissions

@ Detailed permission changes
@ @ Who did what, except authorized
users (SoD)?
@ Who did what?
o ® Who made changes?

8MAN displays a list of all
alerts. Select the desired
entry.

Manage Alerts

Manage alert definitions system-wide.

Edit the existing alert
configuration.

Delete the alert. The
modification of alerts is fully
captured in the log book.

State Resource Event Action Name.

o Clevel (8man-demo\C-Level) Group memberships changed Send email “C-Level" group membership changed (8man-demo\C-Level)

ming) Send email Group memberships changed for Domain Admins (8man-demo
)

Write to Windows event log  \Domain Admins)

Send email

Password reset Write to Windows event log

o jbadmin (8man-demo\jbadmin) Password reset for jbadmin (8man-demo\jbadmin)
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6.2.1 +8MATEFS Logga

The Problem

Security risks often arise when temporary access rights to sensitive documents are granted to
unauthorized employees. These documents can then be read, deleted or even copied. If the access
rights are removed immediately thereafter, then the security incident remains undiscovered. Who
copied which files can no longer be understood.

Confusing processes

Confusing access rights assignments can not be improved if the current state can not be analyzed. Who
grants rights to whom and why? Where are problems commonplace? Which activities require more
coordination? Only by analyzing past mistakes can you implement a sensible access rights process for
your organization.

The solution

8MAN creates transparency over the access rights situation on your file server. The FS Logga expands
this transparency to the entire access and change history in your system. Even actions performed
outside of 8MAN are captured. Temporary access rights and other changes with security implications
become understandable immediately.

By configuring reports you can identify differences in your access rights structure. Access and changes of
sensitive data, including deleting copying, moving and modifying are logged with the FS Logga.

This is what you can achieve with the FS Logga

e Administrators get a full picture of all actions being performed on a given file server. This allows you
to optimize access rights processes.

e Auditors can easily identify security incidents related to sensitive date including the involved actors.

e The executive department can be certain: The FS Logga provides all necessary data for more security
and process improvement and makes security related incidents completely transparent.
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6.2.1.1 Monitoring access to sensitive data

Background / Value

As afirst step you have hopefully limited access rights to sensitive directories. As a second step we
recommend the continuous monitoring of access by individual users, including the exact actions that
they performed. This ensures full process transparency for especially sensitive data and information.

As of version 8.0, the FS Logga reports can be executed in atimed manner. In addition, we have
installed additional filter options. In previous versions, filter functions could only be applied to the
finished Excel report.

Additional services

Change directory access rights

Step by step process

1. Select "Start".
2. Click on "Who did what?".

Permissions & nts @ Dashboard [ Multiselection M Logbook @ Scan comparision

Permission Analysis Documentation & Reporting
‘ @ Where does a user/grouphave () vSphere ® Reports overview Q configuration
access?
‘ ® Who has the privilege? ® Where has the user/group access? @ Convert XML import file
® Who has access where? ® Report configuration import
User Provisioning & Active Directory £ File server
@ Account Details @ All ‘Authenticated users’
& Accounts & Resources permissions
@ Inactive accounts
@ Create new user or group ‘ ® Edit access rights @ Al ‘Everyone’ permissions
@ Local accounts
@ Edit group memberships @ All owner not administrator
® Manager-Employees.
@ All users with direct access
@ OU Members and group
. . . memberships ® Permission difference
Security Monitoring
® Users and groups (Kerberos, Last ® Unresolved SIDs
- - I
‘ @ Manage alerts & Active Directory logen) @ Where have employees of a

manager access (fle server)?
‘ ® AD Logga Report B Exchange

Bl File server ® Who has access through which

@ Exchange mailbox permissions ermission groups?
@ @ Who did what, except authorized | < " " oo
users (SoD)?
® Who did what? |3
Who made changes?
a

Ready SMAN-DEMOLOCAL ~ | 3 [@ <Latestscan> -] @ []
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1. Enter a title for the report
and add a comment.
Specify the period of time
forlogging events in the

Who did what? . 2.

Who did what?

T report.
= S s 3. Add resources. You can only
e add resources that are
e (S included in the FS Logga
L configuration.
e 4. Add recorded actions.

~ Settings
The output formatis PDF ¥

rage path is not configured
Send email is Deactivated

SMAN-DEMOLOCAL ~ @ <Latest scan> ~

Add authors. Use filter and
search to find the desired
Who did what? ~ users.

Report configuration Who did what?

R . Define the desired output
e Q search (5 a Fllt: Settin gS.’

| Adan™ Tofe X |

[@ e @owm | - Format: PDF or XLS
R & - Scheduling of regular
reports

- Saving location

- send via e-mail
Start the report.

actions

~ Settings

The output format is BDE ¥

SMANDEMOLOCAL - @ cLatestzcan> -

S8MAN
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7. Role & Process Optimization

S8MAN



Role & Process Optimization

7.1 Delegation of tasks

8MAN includes a variety of functionality that can benefit users who are not Administrators. SMAN
includes functionality that can benefit users that are not Administrators, depending on the size of your
organization, sensitivity of your data as well as existing processes. Please note the following example:

Company Size IT Manager / Administrator Data Owner Help desk
Auditor / Data (Manager / Team
Security Officer Lead)

50+ Sees all reports All BMAN

functionality

500+ Sees all reports Analyzing all access |Analyzing and
rights, Creating administrating
users, Managing access rights of

user and group their employees to
accounts file servers.
>5.000 Sees all reports Analyzing all access |Analyzing and Standardized user
rights and administrating creation and
administration of |access rights of continuous account
AD groups their employees to |management
file servers.
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7.1.1

Background / Value

Applying an 8MAN account to a specific security role or data owner

There are two possibilities of involving data security officers and auditors in security related processes.

e Grant the user read only access to SMAN.

e Define which reports are relevant and 8MAN will send them to the user automatically in the desired

frequency.

7.1.1.1 Creating aread only account with SMAN

Background / Value

Involve security officers in the process of access rights management by granting them read-only accecss.

This allows them to generate their own reports.

These settings can be found in the 8MAN configuration module. You can find more detailed information
in the Installation and Configuration Manual, chapter Managing SMAN Users.

Step by step process

8MAI 1 configuration

2 » I

Available accounts List of accounts which can use BMAN

Credentials for searching 8man-demo\administrator 9 How does the 8MAN User Management
work?

Q rick 4X A Fitter 23
The 8MAN User Management allows you to configure,
e roups o ts shall be able to log into VAN and
which features of 8VAN they shall be able to use.
Name - Name Role

& Keiner, Rick (8man-demo\Rick Kleiner)
& Patrick Wills (3man-demo\Patrick Wills

After activating the User Management you can search
users and groups - just not built-in groups - on

> e left. The search happens directly on your Active
frectory. By dragging an entry to the right side or

+ puble dlicking it you grant that user or group access
the BMAN.

Robert Patrick (8man-demo\RPat.| Auditor S -

Robert Patrick (8man-demo\RPatrick)

wly created BMAN users can do read by default (All
hers). On the right you are able to configure what 2

ber can do: either just look at data and create.

ports, or additionally change or even administrate

/AN, You can also deactivate or delete users from

‘Access List. You are not able to cut your own

 Extended user management

rights.
A A
Users will also be added to the 8MAN users list or
E ¢ activated when they log into the SMAN while the User
g 5 § E j Management is disabled (default behavior).
: E *_5. 3 £ g 5 Users will not yet be able to access 8MAN when only
i 8 12 s § Hl their primary group has access.
EI -
Yyvyaaaaace In a multi domain environment you might want to

~ change the credentials used for the search by

Views selecting it in the selection above.

Dashboard
©6©ecoe o0 e u

lows some statistics and analyses concerning Active Directory.

©© e 0000 0 bt

‘Shows users, groups and other accounts in graphical form.

Multi selectis
© 000066 e g Tuixktn

‘Shows Active Directory in tabular form to allow the selection of multiple objects.

Sean comparison
©OBoocoe000e Allows 8MAN users to compare two scans.

©© 0 0 00 0 @ v

nd the i hts

©© ©® @ ® ® @  Resources with Active Directory access rights

joadmin @ localhost €1

S8MAN

Start the SMAN
configuration.

Change to "User
Management".

Use the search field to find
the desired account.

Use drag&drop to move the
account to the correct
column.

In the column, select
"Auditor".

The settings are active
immediately.
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7.1.1.2 Scheduling reports

Background / Value

You can involve security personell in the process of access rights management by assigning reports to
the relevant security officers. S8MAN sends the reports in the desired frequency. The process is identical
for all reports.

We recommend sending a selection of management reports to the role responsible for security. The
reports are easy to read and only contain the necessary information.

8MAN Management Reports:

Active Directory

Employees of a Manager
Displaying user account details

File server

Who has access to what?
Where do employees of a manager have access to?
Where do users and groups have access?

Exchange

Who has access to what?
Identifying mailbox permissions

SharePoint

Who has access where?
Where do users and groups have access?
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Step by step process

CRANY e Select the desired report. Click
on "started manually" in the
Who has access where? "Settings" area.

Report configuration Who has access where?

Please select resource(s)

Resources

Objects [EFile server
EJpaths ¢

Bman
clean! dest share

Levels to resolve under the selected resource

Translate names of groups to purpose group name sers)

[® SharePoint
~ Details (@ Exchange
~ Filter

v Group settings

+ Options

~ Settings

BMAN  version: 7.6.151.0 Determine th e frequency.

Activate the mode
"Generate reports
Scheduled Report Configuration peri jodicall y "

Time schedule Click on ”Apply”.
©[E on demand

Do not schedule, the task will only be started on demand

© [ paily Settings
© 5] weekly

o ] monthly |

© | quarterly

(U7 Dubin, Ednburgh, Gebor Lorion

monthly, every 1. day of the month, 12:00 PM - GMT

© [ Yearly Standard Time (UTC +00:00:00)
Comesponds o 1200 PM UTC

Repeate mode

Generate reports periodically

) Generate report only once

S8MAN
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BMAN verson Click on "Deactivated".

Who has access where?

Report configuration Who has access where?

Please select resource(s)

Resources

Objects [BFile server
Gpaths & 0rganizational categories @ [ srv-8man

Organization rv-8rman\Organizaton)

els 1o resolve under the selected resource
s of groups to purpose group name I
v Details (@ Exchange
~ Filter

v Group settings

+ Options

~ Settings

monthly, every 1. day of the month,

Repor
12:00 PM - GMT Standard Time (UTC+00:00:00)
Daactivat

BMAN  verson: Activate emails.

Activate the option "Add
report as email
attachment".

Determine who should
e receive the email. You can
enter more than one
recipient.

Click on "Apply".

8man-dlemo local
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7.1.2 Delegating management of directory access rights to data owners

Background / Value

One of the most important processes in improving the security situation in your organization is the
delegation of access rights to managers and team leads in your organization. As an Administrator you
can, in close coordination with management, nominate Data Owners and assign resources. This has the
distinct advantage that management decides who should have access to what information and is
involved in the process of access rights assignment.

Decentralize security expertise and transfer the responsibility for directory management
to data owners.

Chairman

CED

General
Manager

Financial Marketing Accounting HR
Manager Manager Manager Manager

22

Sales
Team

122 21

S8MAN
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7.1.2.1 Defining data owners and assigning resources

Background / Value

Data Owners and Managers have the responsibility to protect digital resources in their departments.
8MAN allows you to delegate this individual responsibility effectively. The following example shows a
typical configuration.

These settings can be found in the 8MAN configuration module. You can find more detailed information
in the Handbook for Installation and Configuration, chapter Managing 8MAN Users ff. and Data Owner ff.

Step by step process

EIPAY @migoetion v Sl Start the SMAN configuration
module and select "Data
8MAN Configuration OWner".

Server status

Uptime: 3 days
Version: 761510
Logged in users: 2

joadmin @ localhost €1
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8MAN configuration

Data Owner configuration

User & Group selection

Organization categories marketing
Create ) Delcte  Import Export Report
by pit Wi .e’ Assigned workfow Domain [8man-demo local v
Search & Kesp Default Single Step Data Owner Autharization
II o I Qs @ @ e
peludece Data Owners
Q @& Patrick Willis Bman-... X - &
|5 . BMAN Demo Company | @i [ | [

| @ show inherited entries |

| @ Show inherited entries.

Name

L. HR

Name. Inherited o

8, Patrick Willis (SMAN-DI

| manufacturing

P Data Oner
Read, change

and create reports

[5) Ricky Requester (8M

i/ 1T Helpdesk

User role
“HRequester
.

&, Patrick Wil (man-demo\Patrick Willis)

Data Owner configuration

.. OU Data Owner Audito
(O g creste reports 7 HR
R&D @ Mo |/ Userdefined
No sccess t0 BMAN oo ot
,,,,, SharePoint Site
,,,,, SharePoint Team
Resource selection
[Qeosn ]
Resources a
[ &riter 2 | lActive|Directory,
| @ Show inherited entries | R
e R I
QActivE Directory (1)
s demelocs OCiman-demo 0C=local) o |,
OFile server (1) [
L [ Marketing (Wsrv-Eman\Organization\Marketing) rvos [
L
L
L
@ SharePoint
Exchange .

User & Group selection

marketing

.. OU Data Owner
R&D

SharePoint Site

SharePoint Team

Organization categories marketing
Creste Edit Delete Import Export Report -
oy At W © Asigned workfon Domain [ 8man-demoJocal
Q search Keep
'., o mp—— | Qsearcr @) 4 Fier
[@mcusecomene | § a0 owners 308 e
Patrick Willis (8man-.. X -
|z +. BMAN Demo Company | @i [ | [
i M | @ Show inherited entries |} | @ showinnerited entries. | Name
= & Patrick Wilis (8man-demo\Patrick Wills)
! e Name Inherited from User role Name Inherited from User role
t
rrrrr manutacturing & patick Wills (BMAN.DI Dats Owner ~ [| & Ricky Requester (84 HRequester

Resource selection

Resources

[@aw

2

[ Qsearen

@ Active Directory ~

| © show innerited entries

Name
5 Active Directory (1)

- & Bman-demoJocal (DC=Bman-dema, DC=local)
3 File server (1)
L []Marketing (\srv-8man\Organization\Marketing)

S8MAN

metediongy @
X B2

Access
o/

Ho/
-+

-0 E srv-8man
2 clant cestshore

Exchange v

Create an organizational
category, for example
"Marketing".

Select the newly created
category.

Use the search field to find
the desired account.

Use drag & drop to move
the account to the column
"Data Owner".

Select the desired role in the
column "User rights".

Use drag & drop to move
resources out of the
"Resource selection" into the
"Resources" section. You are
also able to search for
resources.

Mark the resources as
"requestable" in SMATE
GrantMA.

Mark the resources as
“changeable”.

Please note the access to Active
Directory is required to use the
group wizard.

3.



7.1.2.2 Enabling Data Owners to manage access rights to file server
directories

Background / Value

8MAN allows you to delegate different roles and responsibilities relating to user management. We
recommend starting with a simple definition of a Data Owner. This Data Owner is able to see (SMAN
Visor) and change (8MAN Enterprise) access rights to file servers for their employees and areas of
responsibility.

These settings can be found in the 8MAN configuration module. You can find detailed information in
the Handbook for Installation and Configuration, chapter Managing 8MAN Users ff. and Data Owner ff.

7.1.3 Delegating user provisioning processes to the help desk

User provisioning processes are easy to delegate. With 8MAN you can delegate all of these
responsibilities to your help desk. We recommend starting with the delegation of simple account
management. Depending on the qualifications of your employees it is possible to expand the
responsibilities gradually.

Processes that you can delegate to help desk with SMAN

Active Directory Exchange

Create a user from a template Create Exchange mailbox

Delete a user and their access right Manage Manage mailbox size

attributes Manage out of office notices
Activate / Deactivate user account Change access rights to mailboxes
Unlock user

Reset password

Delete user account ("Soft Delete")
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7.1.3.1 Defining your help desk and assigning resources with SMAN

Background / Value

8MAN relieves Administrators and allows the delegation of standard processes to your help desk. Todo
this, you must define help desk responsibilities and assign a domain.

These settings can be found in the 8MAN configuration module. You can find detailed information in
the Handbook for Installation and Configuration, chapter Managing 8MAN Users ff. and Data Owner ff.

7.1.3.2 Assigning responsibilities to help desk employees

Background / Value

8MAN allows you to define very specific responsibilities to individual help desk employees. The
following example shows a typical assignment of responsibilities.

These settings can be found in the 8MAN configuration module. You can find more detailed information
in the Handbook for Installation and Configuration, chapter Managing 8MAN Users ff.

Step by step process

8MAN configuration 1 rsion:

Start the SMAN
— configuration module.

g ;

Available accounts List of accounts which can use 8MAN n n
i How does e sanusermanagement: 2. S€lECt "User Management".
L rele i | A rier » :\orsllj’AN User M nt all to confi
Trers @ Croups O Conoc: T e 3, Select a change role
N o Rol which features of SMAN they shall be able to use.
B Oreey onmpement et [ O = | B e — ( columns 3- 7) . Chan ge the
for users and groups - just not built-in groups - on

& Campbell, David (BMAN-DEMOL.. | Data Manager the left. The search happens directly on your Active
Directory. By dragging an entry to the right side or
double dlicking it you grant that user or group access
to the BMAN.

name of the role by clicking

& Ali Mente (8man-demo\Ali Mente) | Human Resources

& Torrey Smith (8MAN-DEMO\TSm..| Human Resources

8, Robert Patrick (man-demo\RPat..| Auditor

8 Help Desk (man-clemo)\Help De... | Auditor

@) Administators
Full access to BMAN

~ :mndmzmnagemem

LI IIIIT

/T Helpdesk

7 Deta Manager
E § E g |/ Department Head
! i i |2 Human Resources
E : 5 i é iE @ i oo
1 EEEEE
Yraaaaas
Views

Dashboard
00 © 068 88 omestisics an anayses conceming Actve Directory

©© 00606 6 o Awut

Shows users, groups and ather accounts in graphical form.

Multi selection
90 © 0 68 8 0 g hivebirecoryin tabular form o allow theselcton of muipl abjects

©© 6666 6 @ Sancomprisn

Allows VAN users to compare two scans.

©© 0 000 0 @ Re=ource=

Shows all resources and the correspon:

oeeeceoee Resources with Active Directory

S8MAN

Newly created BMAN users can do read by default (All
Others). On the right you are able to configure what 2
user can dos either just look at data and create
reports, or addlitionally change or even administrate
BMAN. You can also deactivate or delete users from
the Access List. You are not able to cut your own
rights.

Users will also be added to the SMAN users list or
activated when they log into the BMAN while the User
Management is disabled (default behavior).

Users will not yet be able to access 8MAN when only
their primary group has access,

Ina multi domain environment you might want to
change the credentials used for the search by
selecting itin the selection above.

4.

jbadmin @ localhost <] 6

on the pen icon. You can
then activate or deactivate
the individual views and
functionalities of the role
"Help Desk" as desired.
Use the search field to find
the desired account.

Use drag & drop to move
the account into the right-
hand column.

Assign the role "Help Desk"
to the account.



Role & Process Optimization | 169

7.2 Creating approval processes

7.2.1 The simple authorization process. Approving and rejecting actions as an
Administrator

Background / Value

8MAN allows you to fully empower your data owners and help desk, or to keep them on a tight leash.
Initially, especially for help desk we highly recommend enabling the "request mode"to require
approval of certain access rights changes. Once you have established processes you can gradually
remove the requirement for approvals.

Step by step process

BMAN configuration 1 rsion /n the 8MA N Configuration
B module select "Change
Buthoration Configuration">"Authorization
Request A:::: "
a - '
g . .
Activate or deactivate the
Ot b i sty it A 2 administrator approval mode.
© Bl administrator Approval
Any changes performed by 2 Data Owner within 8MAN must be authorized by an SMAN Administrator. & &

© 2017 Protected Networks GmbH
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Administrators are able to see
open requests on the home
page. Click on the hexagon.

SMAN i -

# Start & Resources Permissions A Accounts @ Dashboard & Multiselection M Logbook Scan comparision @

Permission Analysis Documentation & Reporting
@ Where does a user/group have () vSphere @ Reports overview Q configuration
access?
‘ @ Who has the privilege? @ Where has the user/group @ Convert XML import file
access?
® Report configuration import
® Who has access where?
User Provisioning . & Active Directory
ile server
2 Fil
o B i @ Account Details
& Active Directory 2 File server ® AllAuthenticated users* )
. @ Inactive accounts
@ Create new user or group ‘ ® Edit directory access rights permissions
® Al “Eve . - @ Local accounts
® Edit group memberships eryone’ permissions
@ All owner not administrator @ Manager-Employees
@ All users with direct access $ OU Members and group
s ity Monitori memberships
ecuri onitorin Permission diff
y 9 @ Permission difference ® Users and groups (Kerberos, Last
| @ Manaae alerts & Active Directory @ Unresolved SIDs logon)
4 Requests ® Where have employees of a
i @ AD LoggaReport manager access (file server)? B Exchange
4 33 Waiting for authorization o b " -
Who h: thr jh which xchange mailbox permissions:
> ® Detailed permission changes @ Who has access rough whid o P
permission groups?
33 ® Who did what, except authorized
users (SoD)?

® Who did what?

@ Who made changes?

s e T

Right click on a request and
make your decision.

Authorization requests

Details Comment Authorization comment

& Modify access rights (1 change pending) for | need modify rights.
Puilis \srv-8man\ES\HR

Created on
6/10/2015 3:24 P.
Author

v Maodlify access rights (1 i need access.
RRequester srv-8man\ES\R&D

Crested on

6/4/2015 11:02 A.

Author Moclify access rights (1 change pending) for

PWilis srv-8man\ES\HR

Createa
5/15/2015 11:23...
Author Modify access rights (1 change pending) for
" \\srv-Bman\ES\Marketing

Created on
5/14/2015 3:28P.
Author

. Mocify access rights (1 change pending) for I need access
PWillis Document Center (http://portal.8man-demo.com/Docs)

Crested on

5/14/2015 328 P.
Author Modify access rights (2 changes pending) for We need access
PWills srv-8man\ESHR

Created on
5/12/2015 1135...
Author

> Modify access rights (1
PWilis \Nsry-Bman\ES\HR
reated on

LA o

8man-demo.local - [} @ <Latest scan>

S8MAN



BMAN  version: =1 1. You mustenter a comment.
2. Click on "Apply".

S T
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7.2.2 +8MATE GrantMA: Designing complex approval flows.

The problem

Administrators spend a lot of time on the assignment of access rights. In the classical process the
decision (Manager) over access rights is separated from the technical implementation (Administrator).

The Administrator generally doesn't know you should have which access rights.

The Solution

It is much more efficient to combine the responsibility and technical implementation of access rights
into one smooth process. This way only the actors necessary for the process to work are involved.
8MATE GrantMA uses a workflow that only involves an employee and their supervisor (Data Owner).

e The employee requests access rights to needed resources via a web portal.

e The data owner decides which requests are approved for his area of responsibility.

The GrantMA workflow has the following advantages:

e The Administrator is no longer part of the process and can focus on his core responsibilities.

e The Data Owner decides who can access which information since he is the one that knows which
employees need access to which resources in order to do their job.

e All changes are saved in the 8MAN log book.

7.2.2.1 Ressourcenverantwortliche im Webclient definieren

Background / Value

With version 8.0 8MAN releases new features to move the GrantMA configuration into the web client.
We inserted the new role "Resource Owner". Assign this role completely using the web client. Due to
the requirements of our customers we designed a direct assignment between the Resource Owner and
the resource - without the need of creating organizational categories in the data owner configuration.
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Additional Services

Defining individual approval workflows

Step by step process

(wa 2 o ”“' Login to the web interface with

€ C | @ ntps//srv-8man 8man-demolocal/#/login | 8

e
# Home

S8MAN

| cemcaamn

gman-demo ]

English

Login as current Windows User

Powered by Protected Networks
V8.0 2931676 15.5.2017_1:17

s oo n—- 1. Click the gear-wheel.

i

2. Select "Resource owners".

¥ Workflows ~ ~ & demoadmin ~

# Home O Recertification ~

it Analyze - 2 Requesting ~

Risk Management What would you like [JilS]
Waiting for Approval [}
o E Orders

High Risk Level

o -
O Recertification
100

o New
o Statistics

\EEE

i Analyze

[, New Scenario
Al AD user accounts 357

5] £ Remove
o Directory permissions
o Group memberships

Al AD group accounts 267
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v All Resources

> Active Directory

» clean! source

b cican! target J
3 [ B

© > Assets

» nicht gucken

» Rechnungen

»GF

> Home

»iT

Q

» Marketing

(4 » Personal

» Vertrieb

» Vorlage

» Hardware

» Software

Assigned resource owners

IR searcn history

Never Tab X )/ B MAN Web x\

& C|ahp

# Home O Recertification ~

=

@ ¥ All Resources

» Active Directory

» clean! source

» nicht gucken

» Rechnungen

»GF

» Home

»iT

QR

» Marketing

© » Personal

> Vertrie

» Voriage

> Hardware

> Software

lu: Analyze ~

R Requesting ~

% Workflows ~

Assigned resource owners

» cleant target © Dee, Dan (8man-demo\Dan
N oce)
[ ¥ Finanz
2 » Gehalter

[N search nistory

S8MAN

) H--Ea
S\ 1. Search forresources or
¢>cla 7l . .
alternatively navigate
B through the tree.

Gray text color indicates

. — AllResources / Fileserver / srv-8man / Finanz / Gehliter P— that no resource owner is
elg v £ 70, Mo (eman demoon o ® . assigned to the directory.

Green text color indicates an
existing assignment.

The icons indicate
assignments and
assignments in
subdirectories.

Find an user or a group.

Click a search result to set
an assignment.

Delete an existing

All Resources / Fileserver / srv-8man / Finanz / Assets :
—— o=  assignment.
® ¥ srv-gman © Arbeit, Andi (8man-demo\andi Arbeit) Bl 2|
@ Search my domain only
Acchive
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B - o “ - . . .
== Voomm & Design individual workflows
= C|a | i

with the new role resource
owner as an approver.

My approval process 5

What is your approval process there for?

1. Approval step

@® Add Approver

Data Ouners f the requested organizaion category |
OMAR Admin {ed in this approval step?
Manager of requester ‘

Owner of requested resource
BaT8 OWNETS of OTganzaton Category.

User / Group.

—®—

e
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7.2.2.2 Defining individual approval workflows

Background / Value

8MATE GrantMA allows you to design individual approval workflows for each organizational category.
You can design as many steps in the process as required. The last approver in the process is also the one
making the formal change request.

Step by step process

1. Select "Workflows".

& https://srv-2man 8man-demo local/#/dashboard £ - &7 | & 8maN Web - Home x

SMAN  #rome . recorication - L. Analyze - pmm~ o. apamn- | 2. Click on "Create”.

| |
| 7 Manage existing

Welcome, jbadmin

Q

Waiting fol roval All AD accounts o
atling for App vser What would you like to
0 431 do next?
E Orders
= - New
All accounts where password My
never expires . m
Approve
18
[i: Recertification
= - New
All groups in recursion e Statistics
3 it Anatyze
| New Sc
All directories with unsecure &
permission groups
52 v

Give the workflow a title.

@ https://srv-2man 8man-demo local/#/workflowsisUpdate=False L - @ || & 8MAN Web - Workflow Det... %

SMAN  #rome  birscoricaton - b Anaiyze - 12 Requesting - | % Worktows s. apana- | 2. Give a short, concise
description of the
workflow’s purpose.

ﬁ\ny approval process 2 |
q What is your approval process there for?
1. Approval step
@ Add Approver
What should be checked in this approval step?

S8MAN
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B i A T [ ——— 1. Name the approval step.
SMAN & rome  lieconfcaton -l analyze - 2 Requestng - | % workdows - s apuma- | 2. Add oneor more approvers

You can also add multiple
approvers for any step, which
can be useful in case of
vacation or illness.

My approval process 2

Demo]

. Approval step | 3. Describe the approval step.
4. Add any additional steps in
P Vhat shouid be checked in this opproval step? I the appro Val process.

9|

|
@ hitps://srv-Bman 8man-demo local/#/workflowsisUpdate=false £ - @ || @ sMAN Web - Workflow Det... % . Add an Gddi tional S tep .
SMAN 8 rome  bireceticaton -l naiyze - 2 Requesting « % worklows - s. apama- | 2. Delete an approval step.
— 3. Generate the workflow.
®
1. Approval step

& Data Owner of requested resource @ @ Add Approver

What should be checked in this approval step?

o< ] o)

2. Approval step

@ Add Approver

What should be checked i this approval step?

© 2017 Protected Networks GmbH
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You have created a new
workflow. 8MAN switches
to the "Manage workflows"
view.

2. Click on a workflow to make

- changes

Active workflows oarch i orkdows 3. Delete the workflow.

2 hitps://srv-2man 8man-demo local//workflows P - & 2| & 8MAN Web - Manage existii. %

SMAN # Home [ Recerfification - ik Analyze ~ 12 Requesting - & Workflows - & . & badmin

Default Si Data Owner @ ®
Avtomatically generated workflow for compaibilty reason

R o
Demo.

7.2.2.3 Assigning approval workflows to individual resources

Background / Value

Connecting available resources with individual workflows.

Step by step process

8MAN  configuration 1 LM ], Start the SMAN
Data Ouner configuration © configuration module and

Organization categories marketing User & Group selection

& s e wfmesees ] Select "Data Owner”.

Creste Edit Delete Import Export Report

Il—fz's'::‘:‘“""‘"‘ Data Owners & Default Single Step Data Owi Ath ti - Qsearts @ 4 fiter . .
aMAN Demo Company Care S Ao o oo o cnpiiy e = 2. Select an organizational
2 Fiiter Approval steps 1 o
HR | @ show inveritd entr . category.

e

Data Owner of Organisation
Name The data owner of the organisation Userrole

... manufacturing etk Wil GMAN proval roles JRequester . .
m—— S " i 3. Assign the desired

Click this link to change or remove the assigned workflow

ST workflow.

R&D

SharePoint Site

SharePoint Team

Resource selection

[ Qsearen
@ Active Directory
i - 2 } ol server
p—— ‘

Resources

Name Inherited from Access Exchange

= Active Directory (1) Template
L. &, 8man-demolocal (DC=8man-demo,DC=local) o/
= File server (1)

L~ [JMarketing (\srv-8man\Organization\Marketing) rHo/

joadmin @ localhost <1

S8MAN
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7.3 Data Owner: Recertification of existing access rights

Background / Value

Safety regulations demand for the implementation of the principle of least privilege. This is why data
owners must check periodically the access rights situation of their resources.

With the re-certification process you obtain the possibility to check and change the access rights
situation to your resources.

You receive an e-mail with the instructions to the re-certification process. Then you decide for each
user and resource if the access right should stay or be removed.

Your desired changes will be transferred automatically to the administrator.

Complementary Services

Change file server access rights

The process in single steps

€ | @ ntips/jv-Bmanaman-demolocal dashboerd T x|

= Click on "Recertification".

@ Home | L. Recertifcaion - [ L anayze - 2 Reqvesting - 2 7in Ben
8MAN

Welcome, Zin, Ben

‘Waiting for approval All AD user accounts.

What would you like to do
0 353 next?
Rordes
Allaccounts where password never < o
expires

Aoprove

341

Al groups in recursion

33

Al directories with unsecure
permission groups.

a

€ 3 C [ @ npsssmam: LRI

Click on "Start new
Recertification". Click on one or
more directories. The directories
selected are shown on the
right. Click on "Start new
recertification”.

SMAN  #vome  lurecertfication - anaiyze = R Requesting - &2in, Ben -

Recertification
What do you like fo do?

In progress recertifications ~

© 2017 Protected Networks GmbH
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c-cla v
SMAN  # vome  liRecerifcation - lu: Anaiyze ~ 12 Requesing - 87in,Ben -
. . Configuration Reports.
Recertification (339) [
Pob x AcessRighs x sconmmsseced |~ | [IERRIED
Available Actions
pon R T Account + Memberof + lAccassRi.. ¢ £« L. v Ackn + Gomm.. + B

0 4Path:\av-aman\Finanz 58 fems)

) 4ccoss R Fullconiol 24 s

© [cradmin (3mon-demotcrodmn) Dominan-Admins fom...|fullconirl

vz | & |NTAUTORTATSYSTEM

© [s0-5P_Fam Bman-demrse-5P_fam pren— amen

5 AN o - recetfics X\

I aceep
The occess ight s corrct ond should remon a5

The occess rightshoukd b removed as soon
possile

4 N = 0pen 3391
[ cad cion 01
) mswio

- o .

B SMAN W Recerifes x (L) Hi-|o .
€ Cca « 061e-4054.975-3225: vl
SMAN  #rome  lurecerication -l analyze = 12 Requesting - 87in,8en -
o v Configuration Reports
Recertification (339) [

S ————

& |NraUroRTAnSYSTEM

© [s0-5P_Fam Bman-demrse-5p_Fom pren———

@ [Cloan- Admin tBman-demo\Clean - Admin) | DomGnen-Adnins (Bma..|ullconol

© [s0-5P instol Bman-demovso 5P insial | Doménen-Admins l3me.

BEEEEEEE

Available Actions

The occess right shoukd b removed as soon o
possile

Progress
2B
4 \ mopenza
- | secedscina
%  msennis)
A

S8MAN

. You can either accept or

remove the permissions.
Activate all Users which should
keep their permissions first.
Click on "Accept".

Subdirectories are only
displayed, if they contain
deviating permissions.

Please fill in a comment. Your
notes will be saved in the
system for documentation.

Do the same for the
permissions you want to
remove. Your decision is
marked in the colum "action".
Click on "Final Execute". The
Administrator gets a list of your
decisions for implementation.

Temporary permissions of user
accounts, which are also
authorized with a permission
that never expires, will

. become ineffective and not be

shown in the marked column
above.

If you click on "Final execute" your administrator receives almost every time an e-mail
with your desired changes. This is why we recommend to do the recertification in one go.
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7.3.1 E-mail notifications for recertification

8MAN sends you an automatic
reminder when the
recertification is complete.

Beendigung der Rezerlfzierung
durch den DataOwner

Durchfihrung

4

Rezertifizierungstumus

Start der
Rezertifizierung

If you don't finish the recertification within the period, 8MAN stops the process and you
and your administrator receive an email about the missing execution.

7.4  +8MATE GrantMA workflows for employees

By using the 8MATE GrantMA self-service portal, employees are able to request access to individual
resources in your organization. The next few pages contain examples of some some common
workflows.

Service overview

Requesting file server access rights from Data Owners

Initiating an order through procurement (Open Order)
HR requests a user account creation from help desk

© 2017 Protected Networks GmbH
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7.4.1 Requesting file server access rights from Data Owners

Background / Value

Employees can request access rights to file server directories from Data Owners by using the 8MATE
GrantMA self-service portal.

You can configure a variety of different processes and involve the relevant decision makers, depending
on your security requirements.

Additional Services

Creating approval workflows

Step by step process

1. Enteryour username and
password.

2. Click on "Login".

& https://srv-8man.8man-demollocal/#/login P~ @ C| @ sMmaN Web- Login

SMAN & vome

Powered by Protected Networks
v 7.6 68218ad 17.2.2017_17-3

S8MAN
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@ hitps:

P - @ C || @ sMAN Web - Home

Click on "New Request".

SMAN  #rome 2 reavestog -

& Ricky Requester ~

[ New Request

I I Ll
i | | | D My Requests

Welcome, Ricky Requester

H \ My Requests

‘ W Open (20

. 1 Rejected (0)

1 Approved and executed (01

What would you like to
do nexi?

'H Orders

= My

IS 34 willshow the person

SMAN  # rome 12 reguestng -

requesting access to new

& Ricky Requester ~
resources the exact resources

Create a new request
‘ ‘ Start

that are available to them.

Select the desired resource and
click on "order".

& sharePoint Team

‘Organizations
‘ ‘ Aciion Resource Details
‘_ & manufacturing Organization I
‘ ‘ &  SharePoint Site Organization

Organization

© 2017 Protected Networks GmbH
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=TT 1. Select an access category.
2. Click "add to shopping cart".
e -

>

Sales
\\srv-8man\OrganizatiorSales

Add additional resources if
desired.

Click on "Order Basket".

type=1 afd-dad0-a7a3- O ~ @ C || @ 8MAN Web - New Request %

BMAN # Home 1 Requesting - & Ricky Requester ~

Create a new request

start / Sales
~
Resources
Aciion Resource Details
File server - Directory
eque:

q OB Markefing \\srv-8man\Organization\Marketing
File server - Direclory

q OE Sales \\srv-8man\Organization\Sales

S8MAN
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& https://srv-8man.8man-demo.local = /basket

P - & C| @ 3MAN Web - Order Basket

SMAN  # vome 2 reavestog -

A
© orderBasket & Ricky Requester ~

Thank you for your request.

From: Sales

Resource Type

8 Markefing File server - Diractory

B sales File server - Directory

Resources will be requested for:

B © ~dd Grantee
g

Options
Read & Execute ®
Modiy ®

q Please add a comment

Input required.

& hitps://srv-3man 8man-demo.local/= request.

DO~ @ C | @ 3MAN Web - My Requests %

SMAN  # rome 12 reguestng -

>

& Ricky Requester ~

My Requests (3/3)

Rler | Filer

2/27/201712:28 PM. 2 x Flle server

Requesied by: Resources requested for:
& Ricky Requester & Ricky Requester

State Resource Type

@ Open Markefing File server

@ Open Sales File server
11/30/2016 4:23 PM 1 x File server
11/30/2016 4:10 PM 1% File server

| @open [ClClosed L Failure during execuiion

Comment:
Demo.
Next approver

Data Owner of
requested resource

Data Owner of
requested resource

7.4.2

Background / Value

Requesting directories

Delete the order entries.

2. Add a recipient to your
order. You are able to
request access for other
users.

3. Remove the recipient. You
can also remove yourself
and only request access for
other users.

4. You must enter a comment.

5. Start the request.

Once confirmed, 8MAN shows
you an overview of your
requests.

1. Open or close the detail view
of an order.

2. You can see more details.

3. Resend a notification email
to the approver.

4. Cancel your order.

Order new directories using the GrantMA self service portal. This feature is useful for companies that
follow restrictive policies for directory creation. We recommend that you allow the creation of
directories up to the level three or four below the share only after requesting and approving.

Find resources quickly with the search.

© 2017 Protected Networks GmbH
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Additional Services

Requesting file server permissions from the data owner

Step by step process

Log in as the requester.

S8MAN

ricky.requester

gman-demo|

English

Login
Login as current Windows User

Powered by Protected Networks
V8.0 0043604 18.5.2017_1:18

H--En
N %)/ 8 oumen A\wm Start a new request.
<« C | @ nttps//srv-8man.8man-demo.local/#/dashboard H

LR d

& Ricky Requester ~

What would you like to do next?

E Orders

~

S8MAN
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B-oEN

e 1.

€ C|a LR A

& Home & Ricky Requester ~

Find the desired resource.

2. Alternatively: Navigate to

the desired resource.
Click "Request" in the

Create a new request

ql 3.

Start / Search/ Marketing

"Create new objects" area.

oy
Create new objects
Action Resource Details
Request B Create directory File server - Directory
~
Resources
Action Resource Details

Request ialle; JVINY

e

Elyer

e O 2 presse
LSt O Ef Produktbeschreibung BMAN

Labal O B secret Projects

Request [alle: SVEREY

8

File server - Directory
\lsrv-8man\Marketing\Events

File server - Directory
\'srv-8man\Marketing\Flyer

File server - Directory
\'srv-8man\Marketing Presse

File server - Directory

\lsrv-8man\Marketing\Produkibeschreibung

8MAN

File server - Directory

\isrv-8man\Marketing\Secret Projects

File server - Directory
\'srv-8man\Marketing\Vorlagen

B BMAN Web x\

1. Givethe new directory a

%252F

Create directory

New directory in \\srv-8manMarketing. Please insert the name.

Directory name I

name.

Place the order in the
shopping cart.
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" --Ea

B 8MAN Web

& (AN}

i

Ricky Requester -

Create a new request
Search resource Q
Start / Search/ Marketing
~
Create new objects
Action Resource Details
B Create directory il server - Directory
~
Resources
Action Resource Details
il server - Directory
eq OB Events \\srv-8man\Marketing\Events
il server - Directory
eq OB Fyer \lsrv-8manMarketing\Flyer
File server - Directory
et OB Presse \'srv-8manMarketing\Presse
il server - Directory
OB Produdbeschrebung BMAN \isrv-8man\Marketing\Produkibeschreibung
BMAN
il server - Directory
— © B secret Projects \isrv-8man\Marketing\Secret Projects
File server - Directory
eq O Vorlagen \lsrv-8man\Marketing\orlagen
[ o-c-Ea
/ 8 smanweb x\Wh
& — C [ @ nitps//srv-8man8man-demolocal/#/basket % %

# Home

I Requesting ~ & Ricky Requester ~

Thank you for your request. (1)

Search/Marketing ~

Resource Type options

8 Create directory File server - Directory Flyer2017

Please add a comment

S8MAN

2\ "™ Click the shopping cart.

8MAN will show you the
order basket with your
requests.

Alternatively, delete your
request.

You must enter a comment,
e.g. a ticket number.

Close your request.
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7.4.3 GrantMA: Allowing HR employees to request user account creation from
the helpdesk

Background / Value

The 8MATE GrantMA self-service portal allows HR employees to create user accounts for new
employees. Instead of sending user information to IT, the entry and creation of a new user account are
combined into one simple step. IT simply has to approve the request.

This process is especially useful for departments with high employee turnover and/or a project
oriented approach.

Step by step process

1. Enteryour user name and
password.

2. Click on "Login".

2 https://srv-3man 8man-demo.local//login L - &C| @ smanWeb-Login x

EMAN & rome

Powered by Protected Networks
V7.6 68218ad 23.2 20171917

Click on "New Request".

& https://srv-2man 8man-demo local/#/dashboard £ - &7 | & 8maN Web - Home x

SMAN  #rome R requesting - & Ricky Requester -
| [ New Request I
@ My Requests.
Welcome, Ricky Requester
My Requests What would you like to
do nexi?
E Orders.

Hopen
. [ Rejected (01 v

1 Approved and executed (2)

© 2017 Protected Networks GmbH
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Select "new user" and click on

(@ https://srv-2man Sman-d izatic 4 22662 O = @ © || @ BMAN Web - New Request %
n n
SMAN & rome B Reauestng - P Request”.
Create a new request
Start HR
Create new objects -
Adlion Resource Details
B Moniacuring -new grovp e
I B Moniacuring - newuser G oot |
A
Resources
Adion Resource: Details
O& m f\l:nﬁ“r’:;;\[g’;':zaﬁm\m
https://srv-8man 8man-demo local/
« |5 P ——— T T Y] PrTT—r— Enter the relevant information
for the new user. Fields
Manufacturing - new user indicated in red are mandatory

Creates a new user

or contain invalid entries.

Create a new user

8man-demo.local

[ d @8man-demo local

‘ Exomple Lid.

S8MAN
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After entering all required
information click on "Add to
(= shopping cart".

L2 ()| @ hitps://srv-Bman. Bman-d izt 4550-0e53-622662 O ~ @ © || @ 8MAN Web - New Request %
L

[ ademo@sman-demolocel

\ Example Lid.

Manager ‘ CN=Adrian Siilwell, 0U=TestUsers DC=8man-demo,DC=local

Location | Berin

Beschrebung | This s an autematically generated descriplion for Dave Dema’ with the

e — T T [T — Add additional resources if

~| desired. Click on "Order
SMAN #tome B requesiing - & Ricky Requester -
[eowa] Bockot

Create a new request

Start / HR

~
Create new objects
Adion Resource Details

Create grou

[l Manufacturing - new group Creqlesg a n:wgmup
@ morsacurng s oo

~
Resources
Adion Resource Details

o File server - Directory
eq O we \\srv-8man\Organization\HR
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2 hitps://sr-2man 8man-demo local/#/basket

D - 8 & | & eMANWeb - Order Basket

SMAN  #rome 5 seqeng -

© orderBasket & Ricky Requester +

>

Thank you for your request.
‘ ‘ From: HR
‘ ‘ ‘ Resource Type Options.

8 Manufacturing - new user

® Add Grantee
& Ricky Requester ®

Create user account

Resources will be requested for:

qnemol

L~ & | @ MANWeb - MyRequests %

& Ricky Requester ~

>

SMAN 8 rome 2 e -
PPN
K B

My Requests (2/6)

D New Request

3/8/2017 4:25 PM

‘ 2/27/2017 1:45 PM

Requesied by:

& Ricky Requester

State Resource
@ Open Markefing
© Open Sales

| ‘ ‘ Flter ‘ﬁ\'er Elu.mi [ Failure during execution
| 2

1x Template

2 x Flle server

Resources requesied for: ‘Comment:
& Ricky Requester Demo.
Type Next approver
File server FY Dot Owner of
requested resource
File server Data Owner of

requested resource

S8MAN

You can delete an order
entry.

You must enter a comment.
Start the order.

Select "My Requests" to
view all requests.

Filter by "Open".

You can see which
approvals are next in line.
View additional details.

Resend a notification email
to the approver.

Cancel your order.



Role & Process Optimization

7.5 +8MATE GrantMA Workflows for Data Owner / Administratoren

7.5.1 Informing approvers of new requests via email

Background / Value

To prevent approvers from having to proactively check for open approval requests on the SMNA home
page, we recommend activating approval emails.

Additional services

Creating / Changing approval processes

Step by step process

AN @nyeion Wt Navigate to "Change
configuration -> GrantMA" in
Srann the 8MAN configuration.
e oo o Activate the Email option. We

recommend activating both
options so that both the
requestor and the approver are
kept informed.

Normally, ing a resource izatic is y s trigg: i i role "data owner of the organization category”, the data owners

® of this category have to approve.

In however, izati i ich i ierarchi to the ordered is i i ins the
‘approver role "data owner of izati izati ie i is closest approve.

cradmin @ localhost €1

~ Example of an Email

Genehmigung erforderlich o
notification.

Sehr geehrte(r) cradmin,
Rosi Ne hat eine GrantMA Bestellung aufgegeben, die eine Genehmigung ven Ihnen erfordert. Die Bestellung wurde am 15.11.2016 um 15:29 Uhr aufgegeben.
Auf der SMATE GrantMA Seite kénnen Sie die Bestellung genehmigen oder ablehnen.
Bestelliibersicht
Rosi Ne schrieb den folgenden Bestellkommentar:
“Fiir Demozwecke."
Folgende Positionen wurden fur
+ Rosi Ne

bestellt:

Bestellnr. Name Typ Optionen Genehmigungshistorie

12 s Fileserver | Andern

Mit freundlichen GriiBen
BMATE GrantMA
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7.5.2 Approving or denying a request in the self service portal

Background / Value

Depending on the chosen settings, you will receive approval requests for individual ordering processes.
This allows administrators and data owners to stay in the loop.

Additional Services

Defining individual approval workflows

Step by step process

Log in with approver
credentials.

@ https://srv-Eman.8man-demo.local/#/login £~ @G| @ 8MAN Web - Login x

SMAN  # rome

Powered by Profecied Networks
v 7.6 68218ad 17.2.2017_17:3

S8MAN
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P - & C| & 8MAN Web - Home x

Click on "Waiting for Approval”.

8MAN

# Home [ Recerfification -

lu: Analyze ~ ' Requesting ~

In this example there is 1
request waiting for approval.

>

& Sam Sales ~

Welcome, Sam Sales

Waiting for Approval
1

O

All AD user accounts

430

O

All accounts where password
never expires

18

All groups in recursion

3

All directories with unsecure &
permission groups

0

Click on the tile.

What would you like to
do next?
H Orders
= New
oy
= Approve

|ut: Recerfification
- New
- Statistics

L. Analyze

| = New Scenario

Open a pending request to

P~ @ | @ 8MAN Web - Approve x
VTN —— I see the position.
2. View details to the
individual positions.
3. Select one or more
Pending Requests ] positions.
& Ricky Requester 2/97/2017 1:29 PM 2 x Flle server 4 CI/Ck on "Approve" or
Requesied by: Resources requested for: Comment: " . "
& Ricky Requesier &, Ricky Requester . | R eje ct’.
State Resource Type
@ Open Marketing File server
@ Open Sales File server
4
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2

Approve

Please enter a comment to complete the action.

-ac

eb - Approve
SMAN Web - Appr x

S8MAN

1. You mustenter a comment.
2. Click on "OK".

The comment is stored in the
logbook and ensures revision-
proof documentation.



8. User Provisioning
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8.1 Active Directory

8.1.1 Administrator

8.1.1.1 Creating a user account

Background / Value

With 8MAN you can quickly create standardized user accounts. You can specify this process by creating
the appropriate templates for different roles and then delegate it to your help desk.

Additional Services

Creating templates for account creation (Part Il Technical documentation)

Step by step process

1. Click on "Start".

SMAN

: "
& Start & Resi =l Pen & Accounts @ Dashboard [ Multiselection M Logbook @ Scan comparision ~ ® 2- CIICk on Create new user or
n
group”.
Permission Analysis Documentation & Reporting
‘ ® Where does a user/group have () vSphere ® Reports overview O Configuration
access? ‘ @ Who has the privilege? @ Where has the user/group @ Convert XMLimport file

® Report configuration import
® Who has access where?
User Provisioning &b Active Directory

] File server °n et
\ccount Details
& Active Directory B File server @ All*Authenticated users”

P @ Create new user or group ‘ ® Edit directory access rights permissions

@ Edit group memberships @ All ‘Everyone' permissions

@ Inactive accounts

@ Local accounts

@ All owner not administrator @ Manager-Employees
@ OU Members and group

® All users with direct access °
s it itori memberships

ecurt Monitorin ission dif
y 9 O G eliere ® Users and groups (Kerberos, Last

‘ ® Manage alerts & Active Directory iUnc=cbied SiD=) L2908

@ Where have employees of a

‘ @ AD Logga Report manager access (file server? B Exchange

B File server

e @ Detailed permission changes @ Who has access through which ‘ @ Exchange mailbox permissions

permission groups?

® Who did what, except authorized
users (SoD)?
@ Who did what?
e ® Who made changes?

S8MAN



User Provisioning

8MAN offers 4 standard
templates. You can generate as
many of your own templates as
you wish. We recommend using
. templates as a foundation as

S v— this simplifies and speeds up

Create a new user with a SAM-Account-Name customized for administrators

— the process.

Create anew group

Create new account within the Active Directory

Please select the type of account you want to create

Manufacturing - new group
Creates  new grou

Manufacturing - new user
Creates a new user

S sccos 1. Select a User template.
2. Click on "select".

Enter the required
Create new account within the Active Directory ji nfO rmation.

Create elements in the selected domain: 8man-demo.local MO d/fy the OU [:f desired,
Add any additional LDAP

attributes.
~ LDAP attrbutes . You can designate group
— memberships while creating
e the user.

Display Name
Home Directory
User

~ Group memberships
Accounts

|2 @ marketing

The user will automatically become a member of

Name the groups specified here,

8 Marketing (Bman-demo\Narketing)

You can either search for a graup or select a group

© 2017 Protected Networks GmbH
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1. Determine your password

i L A (i options.

‘ ) 7 2. 8MAN allows you to decide
~ Group membersips when you want to activate
e —_— ® or deactivate the account.

| & @ Marketing (Eman-demo\Marketing) X -8

Create elements in the selected domain: 8man-demo.local

The user will automatically become a member of

Name the groups specified here.
& Marketing (Bman-demo\Marketing)

Vou co either search fora group orseecta group

~ Password options

ssword 3 Hide passuord

y © B8] Actiate on 12017 1200 © @) Dorotactivate
on 4/21/2017 12:00 AM

~ Create mailbox (Exchange)

Credentials 8man-demo\sa-8mansve

Please add @ comment.

1. Determine the email
Create new account within the Active Directory sett in g S. YO uarea b /e to
Create elements in the selected domain: 8man-demo.local em ai/ acti\/a te it /a ter’ I:f yo u
~ User activation
 Q scomtemmeitey © [0 Acooton 12017 120080 © @ 0ot i create the account without
[ ) account expires on 472772017 1200 a1 .
a mailbox.

~ Create mailbox (Exchange)

o 2. Determine which credentials

Mailbox Database Mailbox Database 1917641830

P 0 are used in order to create
Archive Database Mailbox Database 1917641880 v the neW account in AD.

ActiveSync

feenere e : 3. You must enter a comment.

Outlook Web App (OWA)

Outlook Web App (OWA) Policy Default Immediatel

y
Execute this task immediately and wait untl the changes have been mace.
IMAP v "

i““”’*“”"’ Sensitive administrative

o iffy;w actions should always contain
an explanation why the
account is being created
and/or what it is for. We
recommend adding a ticket
number and information who
requested the account

creation.

Status of changes: .

4. Complete the action
immediately or later, or save
the job and complete it
later.

S8MAN
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8.1.1.2

Background / Value

Creating groups and adding users

8MAN allows you to create standardized groups quickly and easily. Each process is automatically

documented.

Additional Services

Managing group memberships

Step by step process

[

8MAN

# Start & Resources Permissions & Accounts @

Permission Analysis

® Where does a user/group have
access?

User Provisioning

& Active Directory

P @ Create new user or group

@ Edit group memberships

Security Monitoring

‘ @ Manage alerts
B File server
@ Detailed permission changes
@ @ Who did what, except authorized
users (SoD)?
® Who did what?
@ ® Who made changes?

5 vsphere

‘ @ Who has the privilege?

EJ File server

‘ @ Edit directory access rights

& Active Directory

‘ @ AD Logga Report

Multiselection

[0 Logbook

© Scan comparision

Documentation & Reporting

® Reports overview

@ Where has the user/group

access?

@ Who has access where?

EJ File server

@ All ‘Authenticated users"
permissions

@ All ‘Everyone' permissions
@ All owner not administrator
@ All users with direct access
@ Permission difference

@ Unresolved SIDs

® Where have employees of a
manager access (file server?

@ Who has access through which
permission groups?

O configuration
@ Convert XML import file

@ Report configuration import

& Active Directory
@ Account Details
@ Inactive accounts
@ Local accounts
® Manager-Employees

@ OU Members and group
memberships

® Users and groups (Kerberos, Last
logon)
B9 Exchange

@ Exchange mailbox permissions.

Create new account within the Active Directory

Please select the type of account you want to create

Administrator

Create a new user with a SAM-Account-Name customized for administrators

Group
Create a new group

Manufacturing - new group

Creates a new group

Manufacturing - new user
[

Service Account

Create a new user with a SAM-Account-Name customized for sevice accounts

User
Create anew user

1. Select "Start".

2. Click on "Add a new user
account or group”.

8MAN offers 4 standard
templates. You can generate as
many of your own templates as
you wish. We recommend using
adapted templates as a
foundation as this simplifies,
standardizes and speeds up the
process.

1. Select a group template.
2. Click on "Select".
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Enter the required
T et e ' information.
Create elements in the selected domain: 8man-demo.local Ch ange th e O U [f' des irEd.

Add additional LDAP
attributes.

kB © LDAP Attributes

Determine the group scope.

ﬂl o . Determine the group type.
[© @Gibigmp ‘

© & Universsl group

~ Group Type

|0 & seaurity group
(© %, Distribution group

~ Members

Credentials <not set> /i
Please add @ comment & mmediately

Cancel

8man-demolocal © <Latest scan> -

You can designate users
Create account within Active Directory X Wh ile crea tin g th e gro up-

Create elements in the selected domain: 8man-demo.local

Determine the login
I information for creating the

OU Selection QU=TestGroups

new group in AD.
v LDAP Attributes

~ Group Scope
O Lol group
[P @Gemigow
© & Universal group.

~ Group Type

| & secuity group
(© #, Distribution group

~ Members

Accounts

|2 rcef @
Users (1) pecified here will automatically
&8 q i i em! 3

Groups (0)

rch for d

=

8man-demolocal - © <Lstestscan>

S8MAN
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1. You must enter a comment.
Create account within Active Directory

Create elements in the selected domain: 8man-demo.local

Sensitive administrative

Descrpton [Demo

i [ actions should always contain
o an explanation why the

~ Group Scope account is being created

O Local group. -

8 @iz and/or what it is for. We

© & Universal group . .

P recommend adding a ticket
(o8 re number and information who
~ Members requested the account

i\q ricky Becue i roscin the background (thi overiay willclosch creation.

Thesccounts ol Dt e endo i oy s overtoy i o)
Youcn sefB et s tasa oot i i of vour e

i s Sk Yoot ity 2. Complete the action

s e 35 s fan i P N 2 immediately or later, or save
— it as a job.

— T o © <Lote poperaut |

8.1.1.3 Managing group memberships

Background / Value

8MAN allows you to manage group memberships quickly and easily. You can also see which group(s) the
group is a member of.

Step by step process

ZMBMAN 5 1. Select "Accounts".
2

s & 9 Permisions & Accounts € B Mukselection 0 Loghook @ Scan comparision  ® 2. Usethe search field to find

-« ! Graph B the desired account.

3. Right-click on the account
and select "Change group
memberships" in the
context menu.

Alternatively you can also select
"Edit group memberships" on
the 8MIAN home page.

8 5 8 7 8 && Delete account

W) Edit attributes
Chis G Cook) Jimmy Ward 33 Move object \Sam.Sales)

B B Add note B
& Open Logbook
R Create alert

@ Manage alerts

Ready Copyas path
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Use the search field to find
the desired user or group.

Use drag & drop to move
@ 19 C-Level (8man-demo\C-Level) users and gr‘OupS In tO the

Has the following direct members

JJlam : right column to add new

g i e group members (children).

: Use drag & drop to move a
group to the middle column.
This creates a new group
membership (parent).

Right-click and use the context
menu to remove memberships
Add / remove group memberships (paren ts and Ch i/dren)

Accounts  New Templotes Paste Clear @ B C-Level (Eman.demo\C-Level) immedia tely orona designated
[ @8 sman-complete @m... X = % | 1sa os i
[are date.

Name
& hido, Tom (Bman-demo\Tom Aido)
&8 SMAN-complete (8man-demo\8MAN-comple... @8 dmgMAN-complete
@  Building B { ilding B) B
B 1_ES Finances md (8man-demo\l_ES Fi., Chris Gook (3man-demo\CCook)
& Patents (8man-demo\Patents) Jime 10\UWar
& VPN (8man-demo\VPN)

Credentials 8man-demo\sa-8mansve

Please add a comment

S8MAN
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1. You must enter a comment.

1. Make changes immediately
or save and schedule them
e T for later.

= s Fiter 5
Name If [&re
& hido, Tom (8man-demo\Tom Aido)
=

Add / remove group memberships

Accounts  New Templates Paste Clear

ple.. - & b aido, (Tom Aida)
Builing B (Bman-demo\Building E) & Bruce Elington (Bman-demo\BElington)
1_ES Finances md (8man-demo\l_ES Fi.. &  Chris Cook Bman-demohCCook)
Patents (8man-demolPatents) & Jimmy Ward (8man-demo\Ward)
VPN (8man-demo\VPN) 8 @) Sam Sales (3man-demo\Sam.Sales)

Credentials 8man-demo\sa-Bmansvc

A below. The execution option *Save" is currently not available for this reason.

Demo.

Immediately
Execute this task immediately and wait until the changes have been made.

Status of changes: ... In background

Execute this task in the background (this overtay will close).
Overnight

Evecute this task at the end of this day (this overlay will lose).
Schedule..

Execute this task at a point in time of your choice.

san-cemoiocal - FEREY )
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8.1.1.4 Deleting empty groups

Background / Value

Over time, empty groups accumulate in your Active Directory. These reduce performance and diminish
transparency. We recommend deleting these groups. 8MAN always deletes user accounts and groups
including all permissions on file servers. This prevents unauthorized SIDs and reduces security risks.

Groups without members could be system groups. These should not be deleted.

Step by step process

8MAN - 1. Switch to the Dashboard.

H n
 Start & Resources [ Permissions & Accounts @ Dashboard [ Muliselecon (1 Logbook @ Scan compariion  © 2. Double-click on "Empty
n
. A Users and other accounts groups .
Reporting
Users. 429
& Active Directory Users (Disabled) 6
@ Inactive accounts Administrators 12
® Lol accounts Administators (Disabled) 13
@ Users and groups (Kerberos, Last ~ Groups
logon)

EJ File server

@ All ‘Authenticated users' [El]

@ All ‘Everyone’ permissions
@ All owner not administrator [[F]

® All users with direct access [}

@ New and unused shares Local security groups. »

@ Unresolved SIDs Global distribution groups )
Universal distribution groups 2
Local distribution groups 0

~ OU/ Contacts / More

Computers

‘Computers (disabled)

B
13
Depth of nested groups Contacts o
13
i

Foreign users

Organizational Units.

2 5 ~ Top 5 Kerberos Tokens [Bytes]

1584

1528

Crm o = CXTRPE o

S8MAN
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8MAN

& Start

& Resources Permissions £ Accounts Dashboard Multiselection

M Logbook

@ Scan comparision

8MAN automatically
switches to the multi-select
view.

The scenario "Empty

| groups" is active. The listed

Multiselection 9 @ Multiple elements
mpty groups Deactivate scenario [ ~ Children
Qe | | X
O Users @ Groups O Contacts O Computers ‘ @ Users @ Groups @ Contacts
© Computers
Name N
- Name
B Drsadrmins (3man-demo\Drsacming) - L]
7 selectal Coten
[ Copy Cirl+C
12 Show in accounts view..
B Show access rights to
& Report: Where has th
@ Report: Account Details
& Change group memberships...
& Create new user or group.
femo\l_ES_Marketing IT re)
5 ) & Create Purpose Group
o @ Add note
&) Open Logbook
R Crestestert
(3 Copyaspatn
@ piprofisD! o v Tree
(@ 1 Protected Users (8man-demo\Protected Users) v Attributes

8man-demolocal

Delete accounts

Status of changes: ...

Accounts to delete Required credentials

Name Resource
® Empty Group 10\ (Bmar mpty Group 10) £, SMAN-DEMOLOCAL
® Empty Group 2 (Sman-deme\Empy Group 2)

@ Empty Group\ (8man-demo\Empty Group1 )

ess rights where those groups are used. Pleas

= make sure that you really wa

[ Immediately
Cancel

(SIN= @ <latestscan> *

ntto

groups are all empty.

Select the groups that you
are sure can be deleted.
Right-click and select "Delete

Account” from the context
menu.

If required change the login
which will be used to delete
the group in AD.

Activate the option
"Remove access rights" and
prevent the occurance of
unresolved SIDs.

You must enter a comment.

Start the deletion process.
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8.1.1.5 Moving objects in Active Directory

Background / Value

8MAN is able to move objects, meaning user accounts, group accounts and computers from one OU into
another. This may be required if one of your users moves location or new group policies are applicable.
8MAN fully documents all movement among OUs.

Step by step process

Use the search field to find

8SMAN 1 ) ,
# Start & Resources Permissions & Accounts @ Dashboard Multiselection M Logbook ©@ Scan comparision the de'SIred ObjeCt'
-« Graph - am| 2. Right-click on the object.
g You can do this in the
@ S e s g st "Accounts" view. Then select
@ Report: Account Details
P— "move object".
g =
Aritan, Sam (8man-demo\Sam Aritan)
=]
Ready. 8man-demolocal “°<Lat§s¢§mn> - o)

3 : 1. If required change the login
which will be used to move
the object.

2. Select a destination path.
e 3. You must enter a comment.
2 o Som oo )OS G- Tt e 4. Start the process.
lease choose the target path
B> @A reosesciectatrgetoan

lease add a comment.

‘8man-demolocal =9 © <Latest scan> < O)
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8.1.1.6 Reducing multiple groups to a single group

Background / Value

On organized AD should have a limited number of groups. 8MAN allows you to easily combine
historically accumulated and unnecessary groups. The following example shows the creation of a
central help desk group. 8MAN allows you to simply copy all of the desired members and then combine
them into one group.

Step by step process

Select "Multiselection".

8MAN

# Start & Resources [ Permissions o Accounts @ Dashboard Multiselection [0l Loghook ~ @ Scan comparision ~ © 2. Apply fl/ters to flnd the
Multiselection & Multiple elements. desired gro ups.
A desk 40f 185 X ~ _Children

7 3. Select the groups.

4. Select all desired users and
o g copy them into the
B clipboard. (For example
CTRL+A and CTRL+C).

(Grtmeri® Groups O Contacts O Computers

- Name

Remote Desktop Users (8man-demo\Remote Desktop Users)

v Tree

v Attributes

e T

Right-click and select "Create
new user or group".

SMAN

# Start & Resources [=] Permissions Accounts @ Dashboard Multiselection (11 Logbook @ Scan comparision

& Multiple elements

Multiselection
| @ desk aortes || » Children
|o Users @ Groups O Contacts O Computers \

5 ]

Groups @ Contacts

Name -

|28 15 Help Desk (Bman-demo\Help Des
[ 19 1T HelpDesk mo\IT HelpDesk) - Name E3
11T ServiceDesk (8man-demo\IT ServiceDesk) & 19 Aido, Tom (8man-demo\T... 2
[ Remote Deskiop Users (Bman-demo\Remote Deskiop Users) 3 selectall Cui+A & 1 Smith, Alin (8man-demo\.. 1
[ Copy Ctr+C & [ Smith, Gary (man-demo\. 1
& 1 Smith, James (man-demo... 1
& 1 White, Charles (8man-dem... 2

[ Copyas path

v Tree

v Attributes

e T I
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1. Name the new group.
Create new account within the Active Directory 2. |n the ”Members " area C/iCk

Create elements in the selected domain: 8man-demo.local n n
on "Paste”.

Common NamelCemval Help Desk .'

OU Selection CN=Users

v LDAP attributes

~ Group area
@ Localgroue
|© @ 6iobel group

© & Universs! group

~ Group type
|© & securty group.

© 2, Distiuton group

~ Members

Accounts

[Sho . ®

The accounts specified here will automatically
become members of the new group.

Credentials $man-demo\sa-8mansve

Please add a comment

8man-demolocal

Allmembers of the

e B T oo previously selected groups

Create elements in the selected domain: 8man-demo.local are n O W in th e n eW gro up
o e s "Central Help Desk".

v LDAP attributes

~ Group area . You must enter a comment.
O & Local group

[@@oamizmr . Start with the creation of a
© & Universal group
new group.

~ Group type
| & securty growp
© %, Distribution group

 Members
Accounts

IQ Search @

8 Aido, Tom (8man-dema\Tom Aido} The accounts specified here will automatically

& Smith, Ahin (Bman-clemo\Ahin Smith) ome members of the new g

& Smith, Gary (man-demo\Gary Smith)
& smith, Jr Smith)
& White, Charles (8man-demo\Charles White)

You can search for users and groups.

Credentials 8man-demo\sa-8mansve

8.1.1.7 Changing password options

Hintergrund/Mehrwert

Passwords should be changed regularly. Set the required password options.

Additional Services

Changing password options in bulk

S8MAN
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Step by step process

1. Finden Sie den gewiinschten
Benutzer mit der Suche.

2. Rechtsklicken Sie den

1

~ Etem - Graph B & silie Peter (8man-demo\PetersSilie)

A Filter 27 Y. Account seleks il

. Account selektieren feport - B B d
PR enutzer, z. B. in der

a Name M eige in der Ressourcen-Ansicht... ntribute I
@ & Clevel (Bman-demo\C-.. 1 B Zeige die Zugriffsberechtigungen.. . h d
® & vomnar s e Accounts-Ansicht un
@ 1 Koche (8man-demo\Kache) 1 @ Report: Wo haben Benutzer/Gruppen Zugriff? ufdatum des... Konto lauft nie ab

mon-Name  Peter Silie . " .
LT Support md (Bman-de... 1 Report: Konto-Details
o e tee ® i —— wdhlen "Kennwortoptionen
B 1 _Vertieb Projekte md (8m... 1 & Andem der Gruppenmitgliedschafien.. figename. 'sz:-:,vm B " .
Ii_Finanz Rechnungen lst (.. 1 Ein neues Benutzerkonto oder Gruppe anlegen ame e d K

B 5L | e [ oot 14225 . dndern" im Kontextmenii.
@ 1 Soles unbedestendeGruppe.. 1 & Benutzer entsperren ctempel der le... 07.03.2016 17:42:29 (Mitteleurops...
98 5 1 8MAN-komplett (gman-de... 3 19_sccounsdesciveren ﬂ"':‘;:ﬂ :ﬂf'ss“r@“m"*mm‘
88 5 15 acchuiding01 (8man-demo.. 1 [ ——— e s it

) - - - -ecTa-ddde-8e33-dA631...
%) Lol dendoee | Beme Kemmvor 2o dsten e
® > © EchtiangerGr Al 1 @ Benutzerkonto loschen (*Soft Delete”) rgruppe 513

jangerGruppennameAls...
@ 3 1 Kantine (Bman demertontin.. 1 & Kontoloschen jil-Adressen  smtpSile Peter@®8man-demo.local
S smtpPeterSilie@8man-demo.com

B > 191_DS.GF.md (Bman-demorl.. 1 ] Attribute bearbeiten miPeterSiie@aman democe
B > 1 1_DS Vertieb Projekte S.r.. 1 Objekt verschicben SMITP:PeterSiie @8man-demoJocal
B2 5 1 1_Finanz_ Gehsiter Wegdorf.. 1 Account Na... Peter.Silie
B » ) 1_ITmd @man-demo\l_IT... 2 Merkzettel hinzufiigen AccountTyp  (805306368) User Object
B > 1 _Verticb Projekcte re (6ma.. 3 &) Gftne Logbuch hname Siie
@2 » 1 li_Finanz Gehslter Ist (8ma... 1 @ Alrm anlegen tooptionen gsmi/m‘s:)z::a.db oot
3 public (SRVAMANSQLEXPRESS) 1 Das Kennwort dieses Kontos auft
8 > [ Vertrieb (8man-demo\Sales) 1 8 [-RH Als Pfad kopieren
88 > 19 VPN Eman-demo\e) 2 -
&) A\ © alle-Mitarbeiter (8man-dem... 2 Silie, Peter (8man-demo)\Peter Silie) Organisationseinh.. TestUsers
@ A 1 1_DS Vertricb md gman-d.. 2 LDAPADsPath  LDAP:/Bman-demoocal/CN=Pet...
2 4 1 1GF Rezepte_re (Bman-dem... 2 B lockouttime 0
v Baum
Bereit BMAN-DEMOLOCAL ~ | 03 [ @ <Neuester San> ] @ []

Legen Sie
Kennwortoptionen fest.
Sie mlissen einen
Kommentar eingeben, z. B.
"Ticketnummer",
"Beauftragt von" oder
"Genehmigt von".

Starten Sie das Rlicksetzen.

Kennwortoptionen dndern
Status der Anderung: Kennwortoptionen indern
Anmeldung 8man-demo\administrator

& B silie, Peter (8man-demo\Peter.Silie)

| Benutzer muss das Kennwort bei der nachsten Anmeldung andern
] Benutzer kann das Kennwort icht andern

(ennwort lauft nie 3b

Bitte cinen Kommentar eintragen

Abbrechen

Bereit 8MAN-DEMOLOCAL © <Neuester Scan>
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8.1.2 Helpdesk

8.1.2.1

Background / Value

Removing a user and their permissions

With 8MAN you can delete the user from AD and remove all of their access rights on the file serverin

one easy action.

Step by step process

8S8MAN

# Start & Resources [=] Permissions & Accounts

-

I O Nick X~ &

@ Dashboard Multiselection [0 Logbook @ Scan comparision ~ ®

Graph

Delete account

Status of changes: ...
Accounts to delete

& Dupp,Nick Bman-demo\Nick Dupp)

IS

e I
Showinf
B show

@ Report: Where has the user/group access?

@ Report: Account Details

& Change group memberships..

Required credentials

- Resource

SMAN DEMIOLOCAL
Hrvoman

are known to BMAN,

Use the search field to find
the desired user.

Right-click on the user and
select "Delete account" from
the context menu. You can
do this in the accounts view.

If required change the
credentials to remove the
access rights.

. Activate the option

"Remove access rights" to
avoid unresolved SIDs on file
servers.

You must enter a comment,

forexample "ticket number"
or "authorized by".

. Start the process.
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8.1.2.2 Managing group and user attributes

Background / Value

With 8MAN you can easily manage attributes for users accounts in a flat list. All actions are
automatically documented.

Step by step process

8M A0 - 1. Use the search field to find
the desired user or group.

# Start & Resources Permissions & Accounts @ Dashboard Multiselection M Logbook @ Scan comparision

= Graph am| 2. Right-click on the user or
group. You can do this in the
accounts view.

@ Report Account Details

& Change group memberships...

B & Create new user or group

\ & Chanse pssword spons
A Reset user password

\ @ Soft delete user account

g _Deiete account

PN ] it attributes.

S Vove obeet

/ @ Add note
[ Open Logbook
R Createalert
-2
el (3 Copyas path
Dupp, Nick (8man-demo\Nick Dupp)
s e T

1. Change the desired
Edit attributes attributes.

2. You must enter a comment.
3. Startorplan the change.

& Dupp, Nick (8man-demo\Nick Dupp)

Given Name [Nick
forsam

Reapply creation rules for all attributes

@

Description

Display Name
Employes Id
b Category
[Home Directory.
Home Drive
Home Phone
information

Initials
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8.1.2.3  Unlocking user accounts

Background / Value

Unlocking user accounts is one of the most frequently performed action of most help desks. SMAN
makes the password reset revision proof. All actions are documented in the logbook.

Additional Services

If employees use native tools to unlock a sensitive account, AD Logga will capture all activity. Especially
sensitive accounts can be monitored with SMATE Alerts.

AD Logga: Identifying locked user accounts

8MATE Alerts: Monitoring a user account

Step by step process

Use the search field to find
the desired user or group.

SMAN 1

th Start & Resources [ Permissions & Accounts @ Dashboard Multiselection M1 Logbook @ Scan comparision

- Graph am| 2. Right-click on the user or
group and select "Unlock
g Report Where hs the srroup access? user" from the context
) Omm’ T menu. You can do this in the

accounts view.

g -2 Copy as path

Dupp, Nick (8man-demo\Nick Dupp)

S8MAN
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3 . 1. You must enter a comment,
forexample "ticket number"
or "authorized by".

2. Start the unlocking process.

Status of changes: .
Credentials 8man-demo\sa-8mansve
& Dupp, Nick (8man-demo\Nick Dupp)

The current user will be unlocked in Active Directory.

Ticket nr, 123456] = Immediately

Cancel

‘8man-demolocal =9 © <Latest scan> < O)

© 2017 Protected Networks GmbH
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8.1.2.4 Deactivating a user account

Background / Value

If you deactivate an account with 8MAN, this is equivalent to a normal deactivation in Active Directory.
The user account remains in the OU.

Additional services

Deleting a user with soft delete

Step by step process

1

& Accounts

Graph

&

S8MAN

v2

Copy as path
Dupp, Nick (8man-demo\Nick Dupp)

Sman-demolocal ~9<Lm5m> g o

Use the search field to find
the desired user.

. Right-click on the user and

select "deactivate account”
from the context menu. You
can do this in the accounts
view.
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You must enter a comment,
forexample "ticket number"
or "authorized by".

. Start the process.

Deactivate user account

Status of changes: Deactivate the user...

Credentials 8man-demo\sa-8mansve

& Dupp, Nick (8man-demo\Nick Dupp)

ticket number 123456

8.1.2.5 Deleting a user account by using the "soft delete" feature

Background / Value

When deleting a user with "soft delete" all of their access rights remain intact. The account is moved to
a'Trash" OU and deactivated. This account can no longer be used since the "Trash" OU is part of a strictly
limited group policy.

Step by step process

BM T . Use the search field to find
1

# Start & Resources Permissions & Accounts @ Dashboard [ Multiselection [0 Logbook @ Scan comparision the deSired user.
- Graph am| 2. Right-click on the user and
select "soft delete account”
Jip— from the context menu. You
R can do this in the accounts
aluser @man-dermoall-usen) - view.

Dupp, Nick (8man-demo\Nick Dupp)

- ernan-cemolocal -°<Laoﬁs(s:an> - o}
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1. You mustenter a comment,
forexample "ticket number"
or "authorized by".

2. Start the process.

Soft delete user

Status of changes: Soft delete user...
Credentials 8man-demo\sa-8mansvc
& Dupp, Nick (8man-demo\Nick Dupp)

The user will be deactivated in Active Directory.
Move the user in the OU path OU=Recycle. 0U=TestUsers

ticket number 123456

S8MAN
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8.1.2.6 Resetting passwords

Background / Value

Resetting passwords is one of the most common tasks performed by help desks. 8MAN allows an easy
and secure way of resetting passwords. All sensitive actions are documented in the log book. If an
employee uses native tools to reset a password and illegally tries to access that user account, the
incident is captured with AD Logga. Especially sensitive user accounts can be monitored with 8MATE

Alerts.

Additional services

8MATE AD Logga: Identifying locked accounts
8MATE Alerts: Monitoring a user account

Step by step process

1

& Accounts @ Dashboard  [@ Multiselection [ Logbook @ Scan comparision

halng Graph "

& Change group memberships...

& Create

new user or group

&

Dupp, Nick (8man-dem\Nick Dupp)

Ready ‘8man-demoJocal "°<Late§(§:an> ~ 6]

Use the search field to find
the desired user.

Right-click on the user and
select "reset user
password". You can do this
in the accounts view.

© 2017 Protected Networks GmbH
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Determine your password
options.

You must enter a comment,
forexample "ticket number"

or "authorized by".
Start the reset process.

[T —

Status of changes: Reset user password
Credentials 8man-demo\sa-8mansve

& Dupp, Nick (8man-demo\Nick Dupp)

[ Immediately
Cancel

S8MAN
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8.2 Fileserver

8.2.1 DataOwner

8.2.1.1

Background / Value

Changing folder permissions

Access rights should be easy to assign and revoke. You can do this quickly and easily for the employees
in your department. You don't need any special knowledge of Active Directory and / or file servers.

Simply decide what type of access rights you would like to assign: modify or read and execute.

In order to maintain data integrity we recommend assigning change rights only to carefully selected

employees.

Step by step process

4 & sam Sales (8man-demo\Sam Sales)
See more results

Groups
& sales (8man-demo\Sales)

Contacts (0)

displayname: Sam Sales cn: Sam Sales...

displayname: Sales cn: Sales samacco...

&8 Sales-APAC (8man-demo\Sales-APAC ) cn: Sales-APAC samaccountname: Sal...

Permission Analysis

@ Where does a user/group have
access? SharePoint Resources (1)
‘ ® Whd Tro o

Mailboxes (1)

& Sales, Sam
User Provisioning VSphere (0)
Public Folders (1)
& Active Directory B3 File s{ B Sales
® Create new user or group | o can Mailbox Folders (0)

Active Directory Resources

@ Edit group memberships 8 Sales
& Sales-APAC

Distribution Group (1)

. PP #; sales

Security Monitorin

Yy 9 Exchange Account (1)

‘ @ Manage alerts B Activi Yk sales
Exchange Contact (0)

| ® a0y
B File server Purpose Groups (0)

o Q
Sales \\srv-8man\Organization\Sales
& vsph aTes Bxterna ST Bmamorganizatiomoales\sales E..

http//portal.8man-demo.com/Docs/D...

Sam.Sales@8man-demo.local

Folder: Sales
R see more resuits
cn: Sales name: Sales
cn: Salles-APAC name: Sales-APAC

Name: sales Identity: sales SAM Accou..]

Name: sales Identity: sales Email-Addr...

1. Use the search field to find
the desired directory.

2. Click on the search result.

D Scan comparision

figuration
wert XML import file

ort configuration import

e Directory
ount Details
ktive accounts

al accounts
Inager-Employees

Members and group
mberships

1s and groups (Kerberos, Last
lon)

jange

@ Detailed permission changes

® Who did what, except authorized
users (SoD)?

® Who did what?

® Who made changes?

@ Who has access through which
permission groups?

@ Exchange mailbox permissions

Sman-demolocal ueam;m g o
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8MAN switches to the

SMAN . o
Resources" view.

th Start & Resources [P Sions £ Account ® Dashboard [ Multiselection [ Logbook @ Scan comparisio
= ‘ d EEETE we- 2. Select a sub-directory if
L@ fewrees s et (] P ——— ; ; Lt
. e e 36 desired by right-clicking on
~ Access rights .
5a® B it.
\\srv-8man -
o8ye 3 ;8 - n :
on - 11,18 i1 3 Select "Modify access
= E;ig’é"‘:l
75K8 HEE i s & 28 1 n
e —— . rights...".
OByte & vvvvvv
44 bytes Y R
Oz aa S
344 Bytes A , v
0Byte >
o8ye
losharePoint e Accounts with permissions All permissions
levsnh [ @viter 0 |
EvSphere
lopurpose Groups | @ sers @ Groups @ Contacts @ Computers |
Name 2 how often granted  Inheritance
© 19 Anny Time (8man-demo\ATime) 1 a
I 13 Anthony Davis (8man-demo\ADavis) 1 a
e s rage
CREATOR OWNER 1 -
a
ones, Gaeth (3 A Gareth Jon a
2ar a
&
| 1 Sarm Sales (Bman-demo\Sam Sales) a

8MAN switches to the

1 . .
Permissions"” view.

& Start & Resources = Permissions & Accounts ® Dashboard @ Multiselection M Logboo
[Ty ——— + e 2. 8MAN shows you the
|2 @ searer 1 > Fileserver > srv-8man > Organization > Sales > | Name Value ;
T oy o iy e i directory that you are
Owner B BUILTINAdministrators Change owner

oaae B0 e e working on. You can change
= I this directory.

Name Name

B 1_Organization Sales md (Bman-demo\l_Organizatio 3' 8MA N s h ows yo u a”
' i existing access rights in the
e M G categories "Modify" and

8 e o) "Read & execute".

¥ Miscellaneous rights

Switch to horizontal view

CEETER o = X o

S8MAN
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8MAN

# Start

& Resources

& Permissions & Account: ® Dashboard Multiselection [0 Logbook

2
E=n Jreure

© Scan comparisio

B > Fileserver > s-Bman > Organization > Sales >

Sales Copy as path Create directory Delete Refresh

Owner By BUILTINVAdministrators Change owner
Inheritance (3 Off Change inheritance
Read & execute

8.0 | Orgarization_Seles.md (Emem e Organizaton. | | & ol Aido, Tom (man-cemo\Tom Aido)

< >
Members of 8MAN Groups

& Sam Sales (8man-demo\Sam Sales)

¥ Miscellaneous rights

Switch to horizontal view

& Permissions & Account: ® Dashboard Multiselection [0 Logbook

r | Resource

© Scan comparisio

& Aido, Tom (8man-demo\Tom Aido)

& Aido, Tom (Eman-dema\Tom Aido)

Er— |

B > Fileserver > s-Bman > Organization > Sales >

Sales Copy as path Create directory Delete Refresh

Owner By BUILTINVAdministrators Change owner
Inheritance {3 Off Change inheritance

Modify

Read & execute

Name
88 3 |_Organization Sales_md (Bman-demo\l_Organization
< >
Members of SMAN Groups
Nome

& Sam Sales (8man-demo\Sam Sales)

¥ Miscellaneous rights >

Switch to horizontal view

Report *
A Attributes Edit.
Name Value
Account Expires  Account never expires
Common Name ~ Tom Aido
e CN=Tom Aido, 0U=TestUsers,DC=...

Aido, Tom
e Tom

Last Logon Neverlogged on

email address Tom.Aido@8man-demo.local

Name (RON) Tom Aido

(Object GUID ba20954c-ace-4518-24c3-03 1014,
Object SID 5-1-5-21-1178734647-267574235-
Primary Groupld 513

Proxy Addresses  SMTPiTom Aido@8man-demolocal
[SAM Account Name  Tom Aido

[SAM Account Type  (805306368) User Object

Surname Aido

User Account Control 512/ 0x200

8man-demo.local ~°<Latﬁs¢smn> ~ o]

Use the search field to find
the desired user or group.
You can enter the content
into the clipboard, for
example an 8MAN Text.
8MAN will then find known
objects and filter them from
the text.

Use drag & drop to move
the users into a column and
assign corresponding access
rights.

1. The useris added to the
column.

2. Click on "Apply".

© 2017 Protected Networks GmbH
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1. You must enter a comment.

2. Start the access rights
change.

Change access rights

. Sales
be \isrv-8man\ Organization!Sales

Owner B BUILTIN\Adminsrators

e

ig ido, Tom
Read & execute D197 1

~ Group Wizard options

rm e e comment

S8MAN
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8.2.1.2 Creating a protected file server directory

Background / Value

Managers and team leads can use 8MAN quickly and easily to create protected file server directories.
This is done by creating a directory, removing all inheirited rights and then adding new access rights.
The result is a protected directory that only selected users have access to.

Step by step process

Version:

SMAN ,

Select "Resources”.

# Start & Resources Permissions &% Accounts Dashboard Multiselection [0 Logbook @ Scan comparision @ 2. Na vigate to the desired
Resbiices 2y Project x folder.
A\ cts\Project X
[ resoures s st v ) 5 crdin Gman-demotcrsdmn)_ Change cuner

g rectpton | et ot ety £4 - 3. Right-click on the desired
[ Active Directory ~ Access rights

i laae 0 object and select "Create

\srv-8man

E\Datalclean! dest share 0Byte ol % B : d . " h
Fi i HHREIE i irectory" from the context
EAData\Organization 76 K8 g 8 ,=3 AR-A 3
E\DataProjects o8y 2 23353 ¢8 5 menu
oByte .
s &8 vV VS
Rescan directo
e v o8ye a VS
|5 Report: Who has access where? 0By a v 2
Moy accesscights o8 &
1 0Byte
3 C 9 >
et Accounts with permissions Al permissions
(@ vSphere @ Change owner =
[PPurpase Groups @, Change ineriance [ & s
| @ usess @ Groups @ Contacts @ Computers |
£ Open Logbook
Name & how often granted | Inheritance
) Copy aspath E BUILTINAdministrators 1 &
BULTINUsers 24 %@
(9 15 cradmin Bman-demo\cradmin) 1 &
B CREATOR OWNER 1 a
E& NT AUTHORITYASYSTEM 1 a

Name the directory.
Activate the option.
You must enter a comment.

A WDNR

Start the creation of a new
directory.

Create directory

£ Sales

\\srv-8man\Organization)Sales.

Owner Bk BUILTIN\Administrators
Inheritance

Status of changes: ..

File server credentials 8man-demo\sa-8mansvc

2 Break inheritance for the new directory

[ —
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Access Right

8MAN

th Start & Resources

Resources

Management

= Permission: Account Dashboard 4 Multiselection M Lc ok

# | o 1 Project X Special Files

[ Resources fittr firs tevet

Active Directory.

(2] clean! dest share
B
[E organization

[ Projects.

Report ~
\\erv-8BmariProjects\Project X\Project X Special Files
[} po BB BUILTINVAdministrators Change owner
Inheritance (3 OFf Change inheritance
full path Description  Accessrights | Folder Size
~ Access rights
=X
\srv-gman .
EAData\clean! dest share 0Byte = iF] &
e i wres §iL.i% 0 & f
E\Data\Organization 76 K8 T8 % 2 £33 i
EAData\Projects 0Byte EZ = i s d 5 £
0Byte 5 All permissions
2168ytes a vvvvvy o os
2168ytes a v v  os
0Byte a8
0Byte
0Byte >
0Byte
@ Delee directory Accounts with permissions Al permissions
@ Change owner I @ Filter 4 ‘

& Change inheritance

|. Users @ Groups @ Contacts @ Computers

& Open Logbook

Name

E BUILTINWdministrators
BUILTINWsers

B CREATOR OWNER

B NT AUTHORITY\SYSTEM

Copy aspath

& how often granted _ Inheritance

1
26
1
1

el
a8
a

8MAN

& Resources

& Start

Accounts New Templates Paste Clear

= Permissions Accounts Dashboard [ Muiltise M Logbook

Resource

Scan comparisic

Bs BUILTIN\Users

[ @ searer @

E] > Fileserver > sn-gman > Projects > ProjectX > Project X Special iles

Name
& Aido, Tom (Eman-dema\Tom Aido)

& Smith, Gary (8man-demo\Gary Smith)

& Smith, James (Bman-demo\James Smith)
& White, Charies (8man-demo\Charles Whi...

Project X Special Files Copy as path Create directory Delete Refresh

BUILTIN\Users
v Children

Owner  Bg BULTINAdministrators Change owner
Inheritance {3 Off Change inheritance
Modify

Name

v Miscellaneous rights

Switch to horizontal view

v Tree

~ Attributes

Name

Report -

Value

S8MAN

1. Navigate to the newly
created directory.
Right-click on the directory
and select "Modify access
rights..." from the context
menu.

Remove all unnecessary access
rights.
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: 1. Usethe search field to find

- Q search 3
- the desired users and
0 = Pe o Acco D 0. o Il Lo 00 0 o
Accounts New Templates Paste Clear | Resource Be BUILTIN\Users grOUpS
| BN ] > Fileserver > sv-8man > Projects > ProjectX > ProjectX Special files BUILTIN\Users Report *
Project X Special Files oot e ey e s | o ctgn 2. Usedrag & drop to move
Owner B BUILTIN\Administrators Change owner v Tree

nentnce 5 o - R the desired accounts into
Moty S e the access rights columns.
& smith, James (8man-demo\James Smith)

\g:wp, - R 3. Start the process.

v Miscellaneous rights 5
Switch to horizonta view Apply
Ready E

olocal *°<Latﬁs¢smn> - o]

8MAN lists all planned access

right changes. In the following

example "Sam Sales" receives
"change" rights to a new

B D e ot i protected directory.

Owner B BUILTINVAdmiistrators
Inheritance (3 OFf

Change access rights

File server credentials for change 8man-demo\sa-Bmansvc

Active Directory change credentials 8man-der

= Remove access rights for BUILTIN\Users
with Read & execute L1510 &

~ Group Wizard options

‘Please odd a comment.

© 2017 Protected Networks GmbH
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Click on the tab "All
changes". You can then see
allindividual steps

Change access rights performed by the Group

+ Project X Special Files ; d
BT R e oo Projc XSpeci Fies Wizard.
Owner B BUILTINAdministrators

Inheritance (3 O

S You must enter a comment.

Active Directory change credentials Bman-demo\sa-8mansvc

e e Start the process.

o= Remove access rights for BUILTIN\Users
with Read & execute 1657 (3

4 Create new group |_Projects Project X Project X Special Files s
off set access rights for |_Projects_Project X_Project X Special Files_md
Modify L1593

et Smith, James (8man-demo\James Smith) will be acded to group |_Projects Project X Project X Special Files.md
4 Create new group li_Projects_Project X st with group type DomainLocal
B List rights to add li_Projects_Project X_Ist
i nts B 5
Path \\srv-8man\Projects\Project X\.
I_Projects Proiect X Proiect X Special Files md will be added to st arous li

~ Group Wizard options

Fm e e comment

Sman-demolocal + [RESN= © <Latest scan>

8MAN Qi ~fter the execution, 8MAN will
A Start & Resources & Permissions & Accounts @ Dashboard [Z Multiselection m Logbook ® ShOW you the resu,t'

Accounts tev Tt pae s | Resource 8 o, om aman-semovomair 1, N@W, automatically created
[& @ searen % ||B > Fileserver > s-Bman > Projects > ProjectX > ProjectX > Project X Special Files Report -

Name Project X Special Files Copy a5 path Create directory Delete Refresh il & Autributes it gr ou pS .
& Aido, Tom (8man-demo\Tom Aido) Owner % BUILTIN\Administrators Change owner Name Value
& Dupp, Nick (Bman-demo\Nick Dupp) Inheritance 3 OFF Change inheritance Account Expires  Account never expires 2. M b h
Soum v ’ ’ . Members of the new
mith, Gary (8man-demo\Gary Smith) | Common Name Tom Aido
& Smith, James (8man-demo\James Smith) Modify Read & execute Distinguished Name  CN=Tom Aido, OU=TestUsers,DC=...

S o . groups.
Nar Nam

Given Name. Tom
m B |_Projects Project X_Preoject X Special Files_md (Bman-( | 88 [ |_Projects Praject X_Preoject X Special Files re [Bman—d\l

Last Logon Neverlogged on
email address Tom.Aido@8man-demo.local
Name (RON) Tom Aido
(Object GUID ba20954c-ace-4518-24c3-03 1014,
N s e 5 Object SID 5-1-5-21-1178734647-267574235-

Primary Groupld 513

Members of 8MAN Groups Members of 8MAN Groups Proxy Addresses  SMTPiTom Aido@8man-demoJocal
Name. Name. [SAM Account Name  Tom Aido
Dupp, Nick Bman-demo\Nick Dupp) 'S Ado, Tom (8man-demo\Tom Aido) iz i
Smith, James (8man-demo\James Smith) e y
User Account Control 512./0x200

This s a default account type that .
User Principal Name  Tom.Aido@example.com
LDAP ADsPath LDAP://8man-dema local/CN=Tom.

¥ Miscellaneous rights

Switch to horizontal view . N

S8MAN
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8.2.2 Administrator

8.2.2.1 Removing multiple access rights on file server directories

Background / Value

Multiple access rights often occur through nested AD group memberships. They are often a symptom of
a confusing group and AD structure. Access rights to a particular resource should only be achieved
through one group membership. 8Man allows you to remove multiple access rights quickly and easily.

Additional services

Identifying multiple access paths to file server directories

Step by step process

1. You have identified "Tim

SMAN

o . .
th Start & Resources ermissions &% Accounts @ Dashboard & Multi L 0 Logbook @ Scar Tralnee as haVIng mu,tlple
. - access paths.
o . i L e 2. Right-click on the account
T and select "Show in account
eo. oo i view" from the context
76K8 3 g
o LA menu.
0Byte Bl
EEFE boen
0Byte ! [SR=TRY
PR [
E\Data\Templates 0Byte
B Sh: int v (5] Comm
overmene rouss o E—
34n 3x)
ﬂ Bae® ) Modify\Tim Trai in-demo)
ﬂ B3 [) Modify\l_Orgar larketing_md (8man-demo)\Marketing (8man-demao)\Tim Trail
T o
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& Accounts

ssions Dashboard  [# Multise

- > Graph

(fman-demc)_E

1LES ket
$ Mg e

MAN-complet
complete)

md (8man-
trketing_md)

a s

Tim Trainee (8man-demo\Tim Traines)

B

& Tim Trainee (man-demo\Tim.Trainee)
Report ~
A Attributes Edit
Name Value
Account brpires Account never expires
| Common Name Tim Trainee
ir Name CN=Tim Tr Ol
Display Name Tim Trainee
(Given Name. Tim
Last Logon Never logged on
Name (RDN) Tim Trainee
|Object GUID Sed1c22d-6c44-43cf-987c-631b854.
ObjectsID S-1.5-21-1176734647-207574235-
Primary Growp ld 513
SAM Account Name  Tim Trsinee
[SAM Account Type  (805306368) User Object
Surnsme. Trinee

User Account Control 512/ 0:200
This s a default account type that r
TimTrainee@3man-demolocal

LDAP://8man-clemo.local/CN=Tim..

User Principal Name
LDAP ADsPath

<

‘Sman-demoocl ~e<mm§m> .

& Accounts

8MAN

oard Multiselection

& Start $S

« >

& Tim Trainee (8man-demo\Tim.Trainee)

7, Selectaccount

B Showin Resources View.

B Show access rights to resources...

< o PN B2 G Report: Wihere has the userfgroup access?
complete)

@ Report Account Details

Change group membershi

& Unlock user

@ Deactivate account

& Change password options
S Reset user password

@ Soft delete user account

" & Delete account
[ it atiributes

Move object

g_md (8mar

frketing_md)

& Enable mailbox
Add note

£ OpenLogbook
R Createalert

Copy as path

&

Tim Trainee (8man-demo\Tim Trainee)

B

Report ~
~ Atributes Edit
Name Value
[Account Expires  Account never expires
[Common Name ~ Tim Trainee
CN=Tim Trainee.Ol
Display Name Tim Trainee
Given Name Tim
Last Logon Neverlogged on
Nome (RON) Tim Trainee
(Object GUID Scd1c22d-6c44-43cH-98Tc-631b854.
Object SID $-1-5-21-1178734647-297574235-

Primary Groupld 513
[SAM Account Name ~ Tim.Trainee

[SAM Account Type  (805306368) User Object
Surname Trainee

User Account Control 512/ 0x200

This is a default account type that r.
. Ti demolocal

LDAP ADsPath LDAPy/8man-demolocal/CN=Tim...

<

S8MAN

Use the AD graph to analyze
multiple access paths.

Right-click on the account and
select "Change group
memberships" from the context
menu.
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1. Remove the group
membership.

Add / remove group memberships . You must enter a comment.

Accounts  New Templates Paste Clear & 8 Tim Trainee (8man-demo\Tim.Trainee)

[Roms 8] niemenbeet . Start the process.

[ @

Name
& Aido, Tom (Bman-demo\Tom Aido)
& Dupp, Nick (Bman-demo\Nick Dupp) @
88 Marketing (Bman-demo\Marketing) P
2 Sith, Gy (B ey St =)
& sith, James (& it o8
& White, Charles (man-demo\Charles White)

Name.
Domsin Users (3man-demo\Domain Users)
|_Organization Marketing_md (8man-demo\l_Organization Marketing_md)

EERE T e —
1 selectall CuisA

Lo Ctrl+C
9% Remove Dl

SETE

———

Status of changes: ...

Sman-demolocal ~ NESM=S @ <Latest scan>

Q@ search

memberships you still need

# Start & Resources Permissions & Accounts @ Dashboard & Multiselection M Logbook © Scan comparision

Resources b

B 15 Marketing Report -
\\srv-8r O

[ @ e B Coi LT to remove the direct access
full path Description Accessrights  Folder Size ¢ .

| Active Director ~ Access rights

e PP rights.

[ srv-8man srv-8man
[2 cleant dest share E\Data\clean! dest share: 0Byte

Boovn Emmmn s i1.11. 111 2 Right-clickon the desired
B[] Organization EAData\Organization 76 K8 T 8 5§ £ 2 g o 35 ¢ .
L o t:2ifsisi ¢ directory.
B 344 Bytes (@ AN permissions
f» 0Byte i@ Full control a vvvv vy [=)_2Rs]
s ey —— e | amosy ss -~ wss 3. Select "Change access
k> Y 0Byte i@ Read and Execute Ba NG v =]k

408 Bytes L-@Special permission H

= . o ) rights"from the context

ey i e — menu.
levsphere o Accounts with All permissions
FPurpose Groupe e [am Toa< |

| @ Users @ Groups @ Contacts @ Computers |

27 Open Logbook
Name | how often granted | nheritance
5 Tim Trainee (8man-demo\Tim.Trainee) 24y 2x1

2 Access paths.
A 255 [ ModityTim Trainee (Emanrdemﬂ)/

3 CI8 D3 Modify\_Organization Marketing_md (8man-demo)\Tim Trainee (8man-demo)

Copy as path
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o 1. Select f'he des:re:ld user and
A Start 3 ource = Permissions ) ogboc D Sc nparision ) Chose Remove ‘

*
Accounts New Tenbi: ute G | Resource S & Tim e smancemormmaneey 2, StArt the removal process.
IE' S N N 2, Show in accounts view..
earc File server > sn-8man eport
I — eport
N Marketing th Create directory Delete Refresh il & Autributes Edit
ame & Report: Where has the user/group access?
& Aido, Tom (man-demo\Tom Aido) Owner Bs BUILTIN\Adminis{ @ Report Account et Name Value
& Dupp, Nick (8man-demo\Nick Dupp) Inheritance (@ On epart fecount el (Account Bxpires  Account never expires
88 Marketing (Bman-dema Marketing) - & Change group memberships... |Common Name Tim Trainee
& Smith, Gary (8man-demo)\Gary Smith) Modify & Uniock CN=Tim Trainee 0!
& Smith, James (8man-demo\James Smith) rleckuser Display Name. Tim Trainee
& White Charles (man-demol\Charles Wh.. @ Deactuate account ame Given Name Tim
2 @ |_ES_md (Bman-demo\l_| & Change password options lishilizzrm Neverlogged on
0} LES Marketing.md 8ma| 9 Reset user password PeEmLE L) Name (RON) Tim Trainee
& O Tim Trainee (Gman-cemo\ g 1ot vrersccount (Object GUID Scd1c22d-6c44-43cH-087c-631b854,
B8 3 |_Organization_Marketin & Deete ot (Object SID 5-1-5-21-1178734647-207574235-
¢ Primary Groupld 513
Y editatibutes SaM Account Name - Tim Traines
Membersof SMAN Groups | [SAM Account Type  (805306366) User Object
Surname Trainee
Name en ook
e B £ OpenLogbook User Account Control 512/ 0200
arketing (8man-demo\l @ ¢reate alert This i a default account type that £,
Tim Trai . T demolocal
LDAP ADsPath LDAP/Eman-demoocal/CN=Tim..

¥ Miscellaneous rights

Switch to horizontal view

Srman-demolocal ~9<Lm5m> g

1A . Verify the result in the resource

M Start & Resources [5] Permissions & Accounts @ Dashboard [ Multiselection ogbook @ Scan comparisi view.

Resources & [ 1 Marketing oot -
7 \v-Bmen\0 i
[ @ Resources fter st vt ] Fowner B BULLTINVAdministrators Change ovner
Inheritance @ On Change inberitance:
full path Description | Access ights | Folder Size "

[0 Active Directory ~ Access rights

le server aa

H srv-8man \srv-8man

[Z] cleant dest share E\Data\clean! dest share 0Byte g 3 : 8 g‘ i H
f» @[] clean! source share EADatal\clean! source share OByte A 2 E k-
B[] Orgenization EAData\Organization 76 kB NTFS § g % g < g e 3 f g
L e G 1313348131 ¢
> [REIEE 3atytes  MEAN permissions
P> e ospe 1 &8 vvvvv v ns0n
P> £30 19 Marketing 408 Bytes aa v =E-gul
d 0o reo 08y aa v o&Dn
[30 1 sales 408 Bytes aa
[ Templates E\Dato\Templates oByte
[ Users EAData\Users 0Byte N ’
(@ SharePoint ~ £ Comments
[® Exchange . —
[@vSphere Accounts with All permissions
(& Purpose Groups [@tm T |
| @ Users @ Groups @ Contacts @ Computers |
Name A_how Inheritance

13 Tim Trainee (8man-demo\Tim.Trainee) 1

Access path \

& [I65 [) Modify\Tim Trainee (8man-demo)

man-demolocal ~e<um;m> g

S8MAN
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8.2.2.2 Removing direct permissions

Background / Value

Direct access rights should be avoided at all costs and replaced by group access rights. Firstly, direct
access rights are inefficient because every user is managed independently. Secondly, each directory
needs to be examined individually to ensure the removal of all direct access rights. S8MAN shows you all
direct access rights on your file server(s). You can then use drag & drop to turn direct access rights into
group access rights.

Additional Services

8MATE Clean! allows you to automatically remove direct access rights and turn them into group
memberships.

8MATE Clean! Handbook: Replacing direct permissions with group memberships
8MATE Clean! Handbook: Deleting direct access rights

Step by step process

1. You have identified direct
access rights.

2. Right-click on the affected

SMAN

# Start & Resources [l Permissions & Accounts @ Dashboard [ Multiselection [ Logbook @ Scan comparision

Resources % 0 7 1y Marketing
I 2 ‘ \srv-8r
Fesources e st evel T Nowner  Bs ULTIAdministrstors Change auner ;
il ot Descrption ccess ight | Folder Soe Inheritance ﬂ.Dn Change inheritance dlr eCtOf y.
(@ Active Directory ~ Access rights " .
2a®Ha 3. Select "Modify access
0Byte ol = ] 3 g . n
oo P18 P rights" from the context
76 KB T 2§ 55 & w3 g
£:3383 3z & £
75K EAR SN = 3 & &
st R menu.
08yte VSIS Den
408 Bytes N oen
oBye N R EEIRER
408 Bytes v [=E RS
0Byte N BeD
oBre VY EEILS
>
~ 2 Comments
Accounts with permissions_Modify
| 0 |
| @ users @ Groups @ Contacts @ Computers |
a -
a
a
a
a
a
a
a
a
a .
atestscan>_ JRO)
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8MAN Drag the user into the SMAN
#h Start & Resources [= Permissions ount: ® Dashboard [ Multi ) 0 L Scan comparisi grOUp.

Accounts New Templates Paste Clear | Resource & Tim Trainee (8man-demo\Tim.Trainee)
Q@ search % ||B > Fileserver > sn-Bman > Organization > Marketing > Report -
Name Marketing Copy as path Create directory Delete Refresh ll o Agtributes Edit
& Aido, Tom (man-demo\Tom Aido) Owner B BUILTINAdministrators Change owner Name Value
& Dupp, Nick (8man-demo\Nick Dupp) Inheritance @ On Change inheritance Account Expires  Account never expires
88 Marketing (8man-demo\Marketing) |Common Name Tim Trainee
& Smith, Gary (8man-demo)\Gary Smith) Modify Read & execute 0l
& Smith, James (8man-demo\James Smith) Display Name. Tim Trainee
& White, Charies (8man-demo\Charles Whi.. Name (Given Name Tim
B @ BULTINWsers lishilizzrm Never logged on
B8 ) 1_ES_Marketing_re (8man-demo\l_ES_Marketing_re) Name (RON) Tim Trainee
(Object GUID Scdc22d-6c44-43cH-987c 630854
(Object SID S-1-5-21-1176734647-297574235-
< > Primary Groupld 513
SAM Account Name  TimTrainee
Members of SMAN Gups [SAM Account Type  (805306368) User Object
Surname Trainee

8 Marketing (Bmpn-demo\Marketing) User Account Control 512/ 0x200

This is a default account type that
Ti demolocal

LDAP ADsPath LDAP://8man-demoocal/CN=Tim.

~ Miscellaneous rights

Switch to horizontal view .

1. Thedirect access right for
"Tim Trainee" will be
removed.

8MAN

th Start & Resources  [=] Permissions ount: ® Dashboard & Multiselectio M L ok D Sc omparisi

Accounts New Templates Paste Clear l§ Resource & Tim Trainee (8man-demo\Tim.Trainee)

L1 > Fileserver > sn-Bman > Orgaization > Marketing > Report ~ . .
Markeing st s s e s |+ s w 2. The group membership will
& Aido, Tom (Eman-dema\Tom Aido) Owner B BUILTIN\Administrators Change owner Name Value .
& Dupp, Nick (man-dema\Nick Dupp) Inheritance @ On Change inheritance | Account Bxpires Account never expires b e a S S I g n e d .
88 Marketing (8man-demo\ Marketing) [Common Name ~ Tim Trainee
& Smith, Gary (man-demo\Gary Smith) Modify Read & execute CN=Tim Trainee,O! .
n n
& smith, James (Bman-demaames Smith) Display Name Tim Trainee . ICK ONn p p y .
& White, Charles (8man-demo\Charles Wh.. Name Name Given Name Tim
Bafa 1_ES_md (8man-demo\l_ES_md) B @ BUILTINWUsers = Etpien
Marketingm¢ | B8 () I_ES_Marketing_re (man-demo\l_ES_Marketing_re) Narme (RON) Tim Trainee
Object GUID Scallc22d-6cdd-43cf 98Tc 6354,
=L EET Object SID 5-1-5-21-1178734647-297574235-.
< > primary Groupld 513

[SAM Account Name ~ Tim.Trainee
[SAM Account Type  (805306368) User Object
Surname Trainee
User Account Control 512/ 0x200
This s a default aceount type that r.
Ti y

LDAP ADsPath LDAPy/8man-demolocal/CN=Tim...

~ Miscellancous rights

Switch to horizontal view Apply

‘Srman-demolocal - © <Lotest sam>

S8MAN
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You can see the individual
steps in the detail view.

You must enter a comment.
Change access rights
. Start the change process.

5 Marketing
= \\srv-8man\Organization\Marketing

Bs BUILTINAdministrators
& on

an-demo\Tim. Trainee) will be addled to group |_Organization Marketing md

~ Group Wizard options

Please add a comment.
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8.2.2.3 Removing corrupted inheritance

Background / Value

Broken ACLs (Access Control Lists) interfere with NTFS inheritances on file servers. As a consequence
the sub-directory will not receive the correct inheritance, despite this feature being activated. SMAN
shows all so called "Broken ACLs" and removes these by reapplying the proper inheritances.

Step by step process

Sogenannte "Broken ACLs" (Access Control Lists) sind Fehlerin der NTFS-Vererbung auf dem Fileserver.
Die Folgen: Das Unterverzeichnis erhalt nicht die korrekt vererbten Berechtigungen, obwohl die
Vererbung aktiviert ist. SMAN zeigt "Broken ACLs" und entfernt diese lber die erneute Anwendung der
Vererbungsfunktion.

Weiterfuhrende Services

Abweichende Berechtigungen im Bulk entfernen (im Webclient)

Der Prozess in einzelnen Schritten

1. Wihlen Sie "Ressourcen".

=] Berechtigungen & Accounts @ Dashboard [# Mehrfachauswahl M Logbuch D Scanverg 2' Klappen Sie den BereiCh auf’

Ressourcen i Vertrieb

2 resourcen auerster Saumebere itern 1
[ J

Besizer
o ] ] - Lam
“ Frei formati
® Active Directory =
~ Zugriffsberechtigungen BEC R
ER )
hare H
< i s
are - s 3 £ £
EAR-SIPRE IO AR A .
IEE R RN
£33 23838288 2:
5 Alle Berechtigungen N
riff & vvvv v [=}2js)
da v EE
ind Ausfishren =1 v v =] Ru]
‘--m Spezielle Berechtiquna Al v
< >
> -
Konten mit igung
| & iter 7 |

| @ Benvtzer @ Gruppen @ Kontakte @ Computer |

Name A wie oft berechtigt Verer

& 19 2016.03.07Benutzer Test (man-demo\2test) 26

5
PEPEEPEEDBEDDD

Ly
Bereit BMAN-DEMOLOCAL | &3 [© <Newester San> ] @ []

S8MAN
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8MAN listet alle
Unterverzeichnisse mit
abweichenden Berechtigungen

gleich

Ressourcen ol Vertrieb Report ~
[ resoucen 1] e — a Uf .
- ) ) o Vn:lbmjg & A - Vererbung anpassen

oo | B s—en AN dem gelben Schloss
i la a erkennen Sie eine fehlerhafte
Di\clean! source share 5 ( =E H 5

Ml Cxtan e e HEE IR « | Vererbung.

> - DAGF § § g I § é § g w§ §5

= - DA\Home 2

o e Andem gﬂ - j - j j j Sﬂg ; ) . .
B lesnund st 84 v v weo .| Nutzen Sie die Sortierfunktion

Lm Spezielle Berechtiquna Ad
<

in der Spalte "Vererbung".

>
Konten mit Bere

]
< > | @ Benutzer @ Gruppen @ Kontakte @ Computer |
zur i Ressource  [2] Vertrieb \\snv-Bman\Vertricb
Name o wie oft berechtigt Vererbung

"Naw 24 > ~
Prad GroBe/Am Verweigem Vererbung @ © | if € Aber, Mark (8man-demo\Mark Aber) 24 BT
[] 19 Hersteller (srv-8man\Vertrieb\Hersteller) 408 Bytes a s 10 || 1 ADLoggaTester Bman-demolaTester 28 8
F 15 Kunden (Wsrv-8manVertrieb\Kunden) 344 Bytes a 2 10 @ Administrator (8man-demo\Administrator) 5 Sl
e e A 4 1o | Alen Amold (eman-demo\imold Aler) 24 )
P st (erv-8manVertreb\Test) 03y 5 3 |5 Aoe Vers Bman-demotvera Aloe) 28 ET)
1159 offentiicher ag (Wsrv-Bman\Vertrieb\6ffenticher ag) 408 Bytes o o || 19 ander,Cori (Bman-demolCori Ander) 28 8
ul=) 408 Bytes i 24 BTy
uj:) i fch.. 512 Bytes e q 24 Y
Hinweis: Die Veferbung ist fehlerhaft. 24 B
Der Ordner hat ficht die gleichen Berechtigungen wie im 24 Y
Gbergeordneted Ordner. In vielen Fallen liegt ein verschobener Ordner 24 a4

vor, bei dem did Berechtigungen mitgenommen wurden, 24 28 .

Bereit SMAN-DEMOLOCAL ~| & [@ <NeussterSan> -] @ []

Klicken Sie auf einen Eintrag.

8MAN zeigt ihnen in allen
Details, welche

@ suche

ard [# Mehrfachau:

Ressourcen £
[ 2 Ressourcen aut erster Baumebere 1 7] Jvon Bvenren qsn-amanvertriet) h i 1 h /|
Ko Do o G Berechtigungen sich im
vollstandiger Pfad il i Ver .
oivene - |2 = Vergleich zum
Diclesnt source share sl s
Poi g s
Ciclean! target Share s & & 3 H 0 b d ; h H
e NEEET IS Ubergeordneten Verzeichnis
oer HE
B 2 5512 EH - d
DAIT A Hinzugefiigte oder entfernte Berechtigungseintrage (5) an er n'
DMarketing & @ Administratoren (8man-demo\Administratorer) () [s[=Tu]
D\Personal & O Adminitstoren Eman-demo\idminitratorer)  © o
D\VerneD) & @ Administratoren (man-demo\Administratorer)  © 0
B Administratoren (man-demeiAdministratoren)  © [=]
& © demoadmin (Eman-demo\demoadmin) ® B
~ Unveréndert(6)
& @ ' Benutzer (Bman-demo)\Benutzer) v [=]=]
@& @ 1 Benutzer (Bman-demo\Benutzer) v Bs0n
@ SharePoint & B ersteusreeszer v &0
. @& ® 10D md (eman-demo\DS_md) v oD
v & B NTAUTORTATSYSTEM v oen
Zur i Ressource [] Vertrieb \\srv-8man\Vertrieb @& B 1 sam Sales der Boss (man-demo\Sam Sales) M=l
I A Hinzugefugte oder entfemte Vererbung (2)
i |& ® 91 rmsupport md (Bman-demol_IT Support.. [=]=]s)
Plad GroBe/An | Verweigem | Vererbung | @ @ ® LT support re (man-demo\l_IT_Support re) oen
[ 19 Hersteller (\\srv-8mani\Vertrieb\Hersteller) 408 Bytes 5
F1 ' Kunden (\srv-8man\Vertrieb\Kunden) 344 Bytes a 4
15 Projekte (\stv-Bman\Vertrieb\Projekcte) al'c] fal 4
et (\rv-eman Verineb 220 Otyte 2
m):] 408 Bytes a8 2
= ) St @ a 7
< >
Bereit 8MAN-DEMOLOCAL | &3 [@ <Newsster s> -] @ ]
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Navigieren Sie zu dem
Unterverzeichnis, bei dem
Sie die fehlerhafte

Ressourcen Report L
[ax i Vererbung korrigieren
feimtns | A Zugrifisberechtigungen — WO”en.
E 8 ) )
cs fd. 44 2. oder 3. Klicken Sie auf
NTFS £ rg 34 1% % fesc
HEERER LB E "Vererbung anpassen".
@ vvvv v [=}2js)
Di\Vertrieb - v v v osD
~[10 13 Hersteller a o v
~F3© 1 Kunden a
~[@ 1 offentlicher ag
= @ 1) Projekte < >
= erzeichnis neu scannen i Konten mit igung
Evsphers v [@rr = |
< > | @Benutier @ Gruppen @ Kontakte @ Computer |
Abweichende B gy verzeichnis anlegen en Ressource [ Test \\srv-8man\Vertrieb\Test i i
[@rier |t Verichni oschen | a0 e iRt oo e N
GréBe/An: Verweigem Vererbung @ © & Aber, Mark (8man-demo\Mark Aber) 28 E1°)
% 2 ADLogga T?er (B;nnnd:mo\ATestzr] :A ?2
PR syt ey -
s Prad kopieren 22 :g
24 xm
26 P
26 B2
& ) Ann Essay (Eman-demo\Ann Essay) i: 22
& 1 Anna Lyse (8man-demo\Anna Lyse) 24 B .
Bereit SMAN-DEMOLOCAL | © [@ <NeussterSan> ] @ []
° 1. Aktivieren Sie die
Vererbung.
2. Setzen Sie die Vererbung auf
die Unterverzeichnisse
Test . . . ..
i durch. Im Beispiel hier fiir
- alle Unterverzeichnisse von
- " "Test".
: e 3. Sie miissen einen
* g Kommentar eingeben.
(] Vererbung durchsatzen
s @ . N
fm:nm: Vererbung fiir alle Elemente unter dem selektierten wl:d;re:\":v"?esewﬂden . J’ 4. Sta rten Sle dle A usfuh run g.
a
e e o e e S 9
A SEms 9
aer <
sereit 8MAN-DEMOLOCAL © <Neuester Scan>
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Click on the arrow to view divergent access rights for the activated resource.

Select the desired file server. 8MAN indicates the broken ACLs with a yellow exclamation mark. See
example "Home".

Select the identified directory and click on the hammer icon in the top right-hand corner.

Select the identified directory and click on the hammer icon in the top right-hand corner.

Click on the inheritance slide lock to interrupt the chain of inheritance. This way the ACLis renewed.
Comment your action and click on "Now".

You can then activate the inheritance.

You can then verify if the broken ACL s still shown.

You can sort the entries in the column "Inheritance".
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8.2.2.4 Identifying and deleting unresolved SIDs

Background / Value

SIDs (Security Identifiers) are character strings that are used to identify user and group accounts in
Active Directory. SIDs become unresolved when users or groups with direct access rights are deleted in
AD. Unresolved SIDs allow manipulation of the security token. By using unresolved SIDs insider threats
can gain access to sensitive resources. 8MAN clearly identifies unresolved SIDs in your system allowing
you to easily delete them.

Step by step process

8M AN . 1. Select "Dashboard".

B n n
& Start & Resources Permissions o Accounts @ Dashboard Multiselection 01 Logbook ~ @ Scan comparision ~ ® 2. Click on "Unresolved SIDs".

. ~ Users and other accounts
Reporting
Users 81
& Active Directory Users (Disabled) 6
@ Inactive accounts Administrstors 13
Administrators (Disabl 0
® Local accounts (Orapled
@ Users and groups (Kerberos, Last ~ Groups
logon)
Al Groups 190
B3 File server Groups with members (w/0 recursions) 2
Empty groups 7
@ All ‘Authenticated users' ] Py areces
permissions Groups n recursions 3
Users) 430
@ All ‘Everyone' permissions [EZ] )
Builtin security groups b
@ All owner not administrator [EE} Global security groups .
@ All users with direct access ] Universal security groups 35
® Unresolved SIDs p Localsecurity groups 8
L Glob distribution groups 0
Universal distribution groups 2
Local distribution groups 0
~ QU/ Contacts / More
Computers 4
Depth of nested groups Computers (disabled) 0
Contacts 0
Foreign users 0
Organizational Units 2
14
2 1 ~ Top 5 Kerberos Tokens [Bytes]
! : : ¢ B Patton (Eman-d 1584
pestn Quinton Patton (8man-demo\QPattor) .

Enter a title for the report
and add a comment.

Sueledsbe . Define the range of the
p ig il Unresolved SIDs
i Report on all unresolved SIDs on the file server report'
Define the desired report
settings.

Start the report.

~ Settings

The output format is XLS

Report exec ‘ode started manually

h is DS
Send email is Deactivated
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rD X% cut
.

B Copy -

INSERT

PAGE LAYOUT

[ —

FORMULAS  DATA

B WapTet

VIEW

B2 e e

Zacin 5y ‘B open the report in Excel.

e e s Contmot s o ot e o T S e . .

i R o B e e O s s 1. Switch to the file server tab.
[ na “li [ v A | Wenesmano g

] 5 — . R S« . w2 2. Allunresolved SIDs are

10/ All accounts have been resohved
1

Path report about unresolved owner SID.

listsed in the report.

th Start & Resources & Account: ® Dashboard & Multiselection [0 Lc ok Scan comparis
Resources % J - Events Report
Nsrv-8r \O1
[ & e e e U fowme B sutadmmsiators Crongeouner

. Select "Resources”".
Select an affected directory.
. Right-click on the directory

Active Directory.

20 clean! dest shore

B deseremeien

SharePoint
Exchange
vSphere
Purpose Groups

full path Description

\srv-Bman

E\Data\clean! dest share:
E\Data\clean! source share
E\Date\Organization

& Rescan drectory

EADat
EADat

@ Delete directory
@ Change owner
& Crenge inheritance

27 Open Logbook

Copy as path

Accessrights  Folder Size

0Byte
0Byte

76 k8
75K8

344 Bytes
0Byte
408 Bytes
0Byte
0Byte
0Byte
OByte
408 Bytes
0Byte
0Byte

Inheritance @ On Change inheritance

~ Access rights

ca®@ OB
g3 : d
NTFS I
HEE
aa v v v v
aa v
i - v
e

<

Write

AN
CUC Read

and select "Modify access
rights" from the context
., menu.

Special per.
Propagation

=] Ru}
oen
oD

Accounts with All permissions

[@re

| @ Users @ Groups @ contacts @ Computers

Name
18 £ Pl Sam (8man-demo\Sam Pull)

I8 13 Quinton Patton (8man-demo\QPatton)

S, 1 Russell Walker (8man-demo\RWalker)

1 Steven Joseph (8man-demo\SJoseph)

9 Terry Mathis (8man-demo\TMathi)
& 19 Tim Trainee (8man-demo\Tim Traine<)
8 1 Torrey Smith (gman-dema\Tsmith)

178734647-207574235

Srman-demolocal ~eqm§m> -
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' 1. Select the SID.
8MAN
N n n
# Start & Resources  [3 Permissions ® Dashboard [ Multiselection [0 Logbook @ Scan comparision @ 2. Click on "Remove".

Accounts New Templates Paste Clear || Resource @ 5-1-5-21-1178734647-297574235-39... 3 C/’Ck on ”Apply”

Iq @ search % [JB > Fileserver > sn-8man > Organization > Marketing > Events > Report *
Name Events Copyas path Create directory Delete Refresh | ~ Actributes

& Aido, Tom (8man-demo\Tom Aido) Owner B BUILTINAdministrators  Change owner Name Value

& Dupp, Nick (man-dema\Nick Dupp) Inheritance f@ On Change inheritance

88 Marketing (8man-demo\Marketing)

& Smith, Gary (man-dema\Gary Smith) Modify Read & execute

& Smith, James (Bman-demo\lames Smith)

& White, Charles (8man-demo\Charles Whi... Name

s @ BUILTINWsers

B8 @ 1_ES_md (8mar
= s @ |_ES Marketing_re (Bman-demo\|_ES_Marketing_re)

Bo @ | ES Marketind

v Miscellaneous rights

Switch to horizontal view

e dsmoiocal - RN © clotest o -

: - 1. 8MAN lists all planned
changes.

1. You must enter a comment.

- 2. Start the removal process.
Owner BB BUILTINVAdministrators

File server credentials for change 8man-demo\sa-Bmansvc
Active Directory change credentials Bman-demo\sa-8mansvc

e Remove sccess rights for -1-5-21-117873464 1 n
with Modify B0 3

~ Group Wizard options

tease add a comment
Cancel

8man-demolocal 0 @ <Latestscan> |0

S8MAN
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8.2.2.5 Determining naming conventions for access groups

Background / Value

8MAN puts an end to random naming of groups. Administrators determine the appropriate naming
convention, which will be used for all AD groups created with 8MAN Group Wizard.

You can determine the naming convention in the 8MAN configuration module.

Step by step process

8MAN  configuration 1 rsion

Start the configuration

module and navigate to

n : ; n
o i o it s s Change Configuration" -
Automatic update of 8MAN group names [ Simulete changes only (smulation Earliest run after day(s) at 1200 am.
If this option is checked, SMAN group names ) " F H / "
will automatically be adjusted in case the name > I e server .
ofits directory or the configuration of the. Use following demain groups:
naming format has changed. @ local O global O universal | O local and global [] Create global groups within the account domain 2 S I h d . d
e s W o . Select the desire
it he next hange action 1 SHAN, erforms an iitial checl on options will be provided (e.g. Group

Wizard usage or the name of access right groups.

SharePoint resource. You

~ Access Categories

Y- can enter different settings
e AT for each resource.
Eﬁg” . 3. Determine the naming
G convention. Please note

O oo O mmetoa[ < 1o veis 3 e that BMAN will show you a

Name format:

[ eBemen |

(]

=, e=—— preview.

O g e Tz
Preview:

9.8GP_Share_Folder1_Folder2_Folder3_Folder4_md

v Blacklist

Configuration Status

@ Groun Wirard Setfinas: Confiauration successfully lnaded.

jbadmin @ localhost €1

8.2.2.6 Changing directory ownership

Background / Value

Mit 8MAN andern Sie einfach den Besitzer von Verzeichnissen. SchlieBen Sie die User vom Besitz von
Verzeichnissen aus, kénnen Sie unerwiinschte Berechtigungsanderungen verhindern.

Additional Services

Verzeichnisse identifizieren, deren Besitzer nicht Administratoren sind
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Step by step process

- . Widihlen Sie "Ressourcen”.

] @ef ©F 2. Navigieren Sie zum
gewtlinschten Verzeichnis.
Alternativ nutzen Sie die

~ Zugriffsberechtigungen Suc h e.
oa a

Ressourcen * 719 Projekte

[ @ Ressourcen auferster Baumeben ftern

Y v

Co e
volistandiger Pfad Beschreibung  Berechtigungen Verzei

elx| |53 i 3. 8MAN zeigt Ihnen den
NTEs Ry il i1 s .
e _ HEIE IR IR AR I I aktuellen Besitzer.
o ke TIZYI00 5% 4. Klicken Sie auf "Besitzer
e o 8 coo o pEe .

v ‘ : , dndern".

« & Kommentare

>
Konten mit

| @ 357 |
| @ Benvtzer @ Gruppen @ Kontakte @ Computer |
Purpose G
u’:;;:: e Name 4 wie oft berechtigt Vererbung
Easy Connect - CSV t (Bman-demo\2test) 1 a ~
Easy Connect - SQL 1 a
SharePoint l& ﬁa
4 ax
1 a
1 a
& 1 Ander, Cori (8man-dlemo\Cori Ander) 1 a
& 19 Ander, Ole (man-demo\Ole Ander) 1 a
n 1 a
ini 1 &
& 1 Angebrandt, Angie (man-dema\Angie Angebrandt) 1 a
& 19 Ann Essay (8man-demo\Ar 1 a
< N > &1 Anna Lyse (eman-dema\anna Lys: a .
Bereit > -] ® []

Wéihlen Sie einen neuen
Besitzer.

Legen Sie fest, ob die
Anderung nur fiir das
Eesitzeyandeen : aktuelle oder auch fiir alle

£ 1 Projekte

e untergeordneten

Besitzer (& Administratoren (8man-demo\Administratoren)

oy B durchgefiihrt wird.

Status der Anderung: ...

Anmeldung 8man-demo\administrator

e e o S . Sie miissen einen
Kommentar eingeben.

Starten Sie die Ausflihrung.

e

SMAN-DEMOLOCAL

S8MAN
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8.3 +8MATE for Exchange
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8.3.1 Help Desk

8.3.1.1 Creating a mailbox (email enable users)

Background / Value

If your license agreement includes 8MATE for Exchange you can create Mailboxes (email enable users)
with 8MAN.

Step by step process

Version:

SMAN 1

Select the desired User or
distribution group (type:
universal).

A Start & Resources Permissions &% Accounts @ Dashboard Multiselection [0 Logbook @ Scan comparision

- > Graph E— & [ | & Tim Trainee (8man—demD\Tim.Traineev)
SO - "« 2. Right-click on the user. You

8 e b et can do this in the Accounts

<o o e view.
L e 3. Click on "Enable mailbox"
(Object SID S-1-5-21-1176734647-297574235- from the context menu. Th IS

Primary Groupld 513

option is only available if no
Ny e mailbox has been created

T
LDAP ADsPath LDAPy/Bman-demeJocal/CN=Tim..

8 Enabl
T Add note

£ Open Logbook y Et'
R Creste alert
T T oy os poth

Tim Trainee (8man-demo\Tim Trainee)

<« >

Ready. 8man-demolocal @ <Latest scan> ~ [0

Determine the Exchange
options.
Enable mailbox
. You must enter a comment,
& B Tim Trainee (8man-demo\Tim.Trainee) .
forexample a ticket
number.

. Start the creation of the
mailbox.

[ Archive Database

Mailbox Database 1917641880 (Default) v
@ - conneciiviry

Activesync

icy [ Default (Default)
ow

map

POP3

MAPI
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8.3.1.2 Changing mailbox permissions

Background / Value

8MATE Exchange displays the access rights to Mailboxes in the resource view. Mailbox access rights are
shown as follows: "Owner", "Full access", Read Access rights" and "Administrate". Additionally you can
also assign the following access rights to individual users: "Full access", "Send as" and "Receive as".

Step by step process

Use the search field to find the
desired mailbox.

8MAN

th Start & Resources [ P s 4 [D Scan comparision

Resources Directories (0)
SharePoint Resources (0)
lhoes())

[ @ Resourcesfter

foll path & Eric Zann ezann@man-demo.com |
|| Active Directory Phere (0)
;‘: il Public Folders (0)
int ;
Ex;’:“g'e Mailbox Folders (0)
l8vSphere Active Directory Resources (0)
Purpose Groups Distribution Group (0)

Exchange Account (1)
&, Eric Zann Name: Eric Zann Identity: ezann Email-Address: e....
Exchange Contact (0)

Purpose Groups (0)

Ready ‘Sman-demoocal ”e(LaEﬁsmn) - e}

Right-click on the mailbox and
select "Modify access rights"

8MAN @ -

Star esources =] & Accounts @ board @ Multi o [0 Logbook omparision
& Start & R t I 0 Logbook r
aoiiras ] iczam ... Jromthe context menu.
[@ resources 2|
full path Description Access rights Folder Size Database EURPROSDGO91-db126
[© Active Directory A )
~ [
File server A Access rights @8 »
[BSharePoint £
A
s 5% 3%z
BRI
38 3 (3223
0l permissions N
@328 (107 ) i 8 Richard Pickman (& .
samB (0% |2 NT AUTHORITVSE v v
e i EURPRDOS\Administo ° v
InBwf| - EURPRDOBDO ) v
INB | EURPROOBEnterpr ) v
smB %I EURPRDOB\Organization.. e v
24 Show in accounts view.. 6B (030 7 NTAUTHORMVSYSTEM 2
o 0] - NTAUTHORINETWORK.. v
6mBf| I PROMGTON\Wiew-Only Or... v
M| PROTSIONitUsers v
A ssmsaogf] i EURPRD0SPubii Folder.. v
6MB (0%) L FIRDRNOR\Fuchanaa Sens L/
i Ty © ssme 29l accounts with permissions
wdyer@8man-dem| 6MB (@
£ & Edit Out of Office Users/groups with access right: All permissions
(BvSphere [[@Fieer 5
Open Logbook
[£Purpose Groups & Opentog | © vsers @ Groups @ Contacts @ Computers |
[ Copyas path Nome %
EURPRDOS\Adm 28 A
EURPRDOS\D: in Admins 28
EURPRDOS\Enterprise Admins 28
EURPRDOB 1
. | eoreRooBEchange Trusted Subsystern 1
~ EURPRDO8\Managed Availability Servers 1 hd
= CIETE o = O o
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Version:

8MAN @

X~

© Scan comparision

& jbacinin »

®

# Start & Resources [ Permissions & Accounts @ Dashboard Multiselection 0 Logbook
Accounts New Templstes Paste Cear || Resource
Q. @ earch 2 [ > Exchange > Smandemocom > Maiboxes > EricZam >
Eric Zann
Full Access Send As Send On Behalf
Name Name Name
NT AUTHORITVSELE 2,3 Richard Pickman (3man-demorcor
Rita Young S smith,
m—
< >« >

~ Miscellaneous rights

‘Switch to horizontal view

Change access rights

&=, Eric Zann

ezann@8man-demo.com

S8MAN

Use the search field to find
the desired account.

Use drag & drop to move
the account to an access
rights column.

Click on "Apply".

You must enter a comment,
forexample a ticket
number.

Start the access rights
change.
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8.3.1.3 Managing out of office notices

Background / Value

8MAN allows help desk to set out of office notices for employees without gaining access to email
content.

Step by step process

Use the search field to find the
desired Mailbox.

8MAN

D Scan comparision @

th Start & Resources

Resources

[ 2 Resources fiter first evel

Directories (0)
SharePoint Resources (0)

Moilboes 1)
full path & Eric Zann e.zann@8man-demo.com I
[® Active Directory S
File server Public Folders (0)
::;::::“ Mailbox Folders (0)
I vSphere Active Directory Resources (0)
Purpose Groups Distribution Group (0)
Exchange Account (1)
& Eric Zann Name: Eric Zann Identity: ezann Email-Address: e....
Exchange Contact (0)
Purpose Groups (0)

8S8MAN

Right-click on the Mailbox and

Q zann X%
select "Edit Out of Office" from
th Start & Resources [ & Accounts ® Dashboard [ Multiselection M Logbook
~ao— el g Eiczom .. thecontext menu.
[ & Resources fitter s tevet 2 |
full path Desciption  Accessrights | FolderSize [l g e o0t-do12e
(@ Active Director X p
orie sarver ~ & Access rights EX Y4
[@SharePoint .
g s i
e s. 5§ _i1i:
7 All Public Folders 53 HH 3 E 5 H
#, Distribution Groups . =] =2
P & Al permissions A
> Delmar Atkins datkins@8man-demo.com 210 8, Richard Pickman (6man-de...
> dward@8man-dema.com 2641} < NTAUTHORTVSELF - -
> Maibox  DiscoverySearchMailbox(D9.. 3 Qo EURPRDOG\Admiristrator © v
IS ’ Admins [ v
> fmorgan@8man-demo.com Report: Who has ] 3 v
5 & Report: Account Details @, EURPRDOB\Organization... e N
> Jenny Bames Jbames@8man-demo.com 2. Showin accounts view.. & NTAUTHORTYSYSTEM ~
> Richard Pickman " pickman@8man-demo.com % Change group memberships.. & NTAUTHORTYINETWORK.. v
> Rita Young ryoung@8man-demo.com €, PROMGTO \View-Oniy Or... A
> Umberto Eco umberto.eco@8man-derno... & Moty acces ights. €, PROTSEOWitUsers v
IS % Editemail adresses ., EURPRDOB\Public Folder... v
> Wendy Adams wadams@8man-demo.com % Delete PR e =
g o §3_Edit mailbox and email size 7l Accounts with permissions
> William Dyer wdyer@8man-demo.com
‘SRV-EXCHANGE 8man-demo.local « Users/groups with access right All permissions
here
P“v . &) OpenLoghook | &riter 15
rpose Groups | @ vsers @ Groups @ Contacts @ Computers |
Copy as path
Name ¥
%, EURPRDOS\Administrator 28 ~
9, EURPROOE\Domsin Admins 26
9, EURPRDOS\Enterprize Admins 26
2, EURPRDO8\Exchange Servers 1
9, EURPRDO8\Exchange Trusted Subsystem 1
Sewvers 1

< >
EURPRDOS\Managed Availabil

sran-cemolocal ~ © <Locstscom> -
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S8MAN

Out of Office

= EricZann

ezann@8man-demo.com

I am Out of Office
From Tuesday, March 7, 2017 100 AM until Tuesday, March 14,2017 1:00 AM 3%
Send a reply once to each sender inside my organization with the following message

[ {Also send reply to.

Determine the out of office
settings.
You must enter a comment,

forexample a ticket
number.

. Start the process.
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8.3.14

Background / Value

Managing mailbox and email size

Managing mailbox size is a common task for help desk. 8MAN allows you to make these quickly and

efficiently.

Step by step process

8MAN

th Start & Resources

Resources

[ 2 Resources fiter first evel

Active Directory
File server
SharePoint
Exchange
vSphere
Purpose Groups

full path

Directories (0)
SharePoint Resources (0)
Mailboes (1)

D Scan comparision

& Eric Zann

ezann@man-demo.com |

S
Public Folders (0)

Mailbox Folders (0)

Active Directory Resources (0)
Distribution Group (0)
Exchange Account (1)

&, Eric Zann

Exchange Contact (0)
Purpose Groups (0)

Name: Eric Zann Identity: e.zann Email-Address: e....

8S8MAN

X~ & jbadmin ~
Star! lesources M Logbook Scan comparision ®
th Start & Re 0 Logbook F
Resources # | = Eric Zann Report -
[ & Resources fitter s tevet 2 |
full path Description Accessrights | Foldersize M (g oo oencoot-dbizs
[® Active Directory K .
[ File server ~ A Access rights B@ OF
[®SharePoint B
g s i
8man-demo.com S- g 33 2
B All public Folders 53 HH 3 E 5 H
%, Distribution Groups . S 2 22
Matlbores (@A permissions -
> Delmar Atkins diatiins @Bman-demo.com 210 2, Richard Pickman (Bman-die..
> Dexter Ward dward@8man-dema.com 264} & NTAUTHORTVISELF v v
> rch Mailbox DiscaverySearchMailbox{D9... 3 ‘., EURPRDO8\Administrator ) v
> Y =2 Admins e v
4 — ey 5 Report Who has access where? ©, EURPRDOB\Enterprise Adim. e v
> @ Report: Account Details ., EURPRDO8\Organization... ) v
> Jenny Bames !, Showin & NT AUTHORITV\SYSTEM 7
> Richard Pickman & o s NT AUTHORITY\NETWORK... v
ange
> Rita Young ryoung@8man-demo.com €, PRDMGTO1\View-Only Or... v
> Umberto Eco & Vodity s 8, PROTSBOVUsers v
> % Editemail add €, EURPRDOB\Public Folder... v
emell cddresses.. ©_5ioRnNR - - -
: Wendy Adams wadams@8man-demo.com ® Delcee
el - Accounts with permissions
S Willom Dyt P 1 ot aioox and emai sz | p
'SRV-EXCHANGE 8man-demo.ocal ¥ £t Out of Offce Users/groups with access right: All permissions.
phere | @i 5|
Open Logbook
[@Purpose Groups £ OpenLog | @ vsers @ Groups @ Contacts @ Computers |
Copy as path
Py a5 p e L%
%, EURPRDOS\Administrator 28 ~
., EURPRDOE\Domain Admins 28
., EURPRDO\Enterprise Acmins 2&
2, EURPRDO8\Exchange Servers 1
9, EURPRDO8\Exchange Trusted Subsystem 1
Seners 1

< >
EURPRDOS\Managed Availabil

sran-cemolocal ~ © <Locstscom> -

Use the search field to find the
desired mailbox.

Right-click on the Mailbox and
select "Edit mailbox and email
size" from the context menu.
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S8MAN

Mailbox Size

s, Eric Zann
ezann®

man-demo.com

Mailbox Size

Email Size

154 fagmaxi
154 |8

Credentials <notsets &\

imum size for outbound emails

um size for inbound emails

iease add a comment

—

Status of changes: -

Click on "Customize" to
change the mailbox size.
Quickly add 1 GB of storage.
The increments can be
adjusted in the
configuration module.

Click on the pen icon to edit
the maximum email size.
You must enter a comment,
forexample a ticket
number.

Start the process.
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8.3.1.5 Managing email addresses

Background / Value

With 8MAN you can assign and remove multiple e-mail addresses to mailboxes, distribution groups and
contacts.

The process is documented automatically.

Step by step process

Use the search field to find the
desired mailbox.

8MAN

Users (1)
& Delmar Atkins (8man-demo\D.Atkins) displayname: Delmar Atkins cn: Delm;
Groups (0)

Contacts (0)

Directories (0)

# Start & R

Mailboxes (1)

&7 Delmar Atkins
preTe oy g

Public Folders (0)

Mailbox Folders (0)

Active Directory Resources (1)

8 Delmar Atkins (D.Atkins)

Distribution Group (0)

Exchange Account (1)

2, Delmar Atkins

Purpose Groups (0)

8MAN Logbook (0)

Permission Analysis

d.atkins@8man-demo.com

@ Where doesa user/group have () vSpl
access?

‘ ® Who wert XML import file

ort configuration import

cn: Delmar Atkins name: Delmar Atkins

User Provisioning e Directory
int Details
& Active Directory =) File sq Name: Delmar Atkins Identity: d.atkins.... . .ccounts
@ Create new user or group ‘ ® Edit
fal accounts

@ Edit group memberships

® Manager-Employees

® All owner not administrator
@ Al users with direct access @ OU Members and group
. - memberships
Security Monitoring @ Permission difference @ Users and groups (Kerberos, Last
‘ ® Manage alerts & Active Directory © Unresolved sib= osen)
| ® A0 Logga eport ® amagorsccon s srvery B2 Exchange

Who has access through which ‘ @ Exchange mailbox permissions.

permission groups?

3 File server
® FS Logga access rights change .
history

® Who did what, except authorized
users (SoD)?

® Who did what?

® Who made changes?

sronoeo 0o [N © e

8MAN

# Start

Right-click on the Mailbox and
select "Edit email addresses"
from the context menu.

& Resources = Per A Accounts comparision

Resources

%[ o Delmar Atkins
1= 4

Report ~

@ Resourcesfter firt level 2
[ J

full path Description Access rights | Folder Size

SMAN-DEMOLOCAL ~

:i‘l:':i'f"‘"y ~ & Access rights
SharePoint
D Exchange 1 _ 2
‘8man-demo.onmicrosoft.com eI E 5
£ Al Public Folders \ HEIHED
44, Disrbution Groups o=
Al permissions. N
A — E R & NT-AUTORITAT\SELBST /' v
1 Report: Who has access where? ol o e ) v
E 5 Discovery Search Moo il LLICCESS (O 3 o v
- 2 Eric Zamn 14 Edit email addresses 12 [ 6 MB ° ~
E 2 Francis Morgan T ST emaTI 3 6MB < v
- & Henry Amitsge B Edit Out of Office 13 58 v
E 2, Jenny Bames 2 6MB v
- & Richard Pickman 27 Open Logbook 3 6MB v
- & Rita Young 2 6 M8 v
E & Umberto Eco Copyas path 2 sme v
- d " & wwme
E & Wendy Adems. wadams@8man-demo.com 2 sMe v .
- 2 Wilbur Whateley wahateley®8man-dema.co.. u Y oo =
E & Willam Dyer wdyer@8man-demo.com 1 sme Accounts with pen
. Users/groups vith access right: All permissions
[[@Fieer B |
| @ Users @ Groups @ Contacts @ Computers |
Purpose Groups
BSAP-System Name -~ ¥
& SharePoint 2010 ., EURPRDOB\Administrator 28 -
SharePoint Online ., EURPRDO8\Domain Admins 28
., EURPRDOB\Enterprise Admins 28
., EURPRDOB\Exchange Servers. 1
&, EURPRDOB\Exchange Trusted Subsystem 1
S EURPRDOB\Managed Availability Servers 1
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Edit email addresses

= Delmar Atkins

daatkins@8man-cemo.com

S8MAN

. Add an email address or

delete an existing one.

. Select the primary email

address.

Double-click the field where
you want to enter or change
the address.

You must enter a comment,
forexample the ticket
number.

. Start the process.
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8.3.1.6 Managing distribution group memberships

Background / Value

8MAN allows you to manage the members of distribution groups. This includes the addition and
removal of recipients as well as the nesting within other groups (parent child relationships). The
process is automatically documented.

Step by Step process

SR — % Use' the s.earf:h ﬂeld to find the
v desired distribution group.

& Start & Resources [= Per CIE! & Sam Sales der Boss (8man-demo\Sam.Sales) displayname: Sam Sales der Bos... RESIEUREUIEHED]
Groups Q see more resuits
1) EX_Sales (8man-demo\EX_Sales) cn: EX_Sales samaccountname: E...

& Vertrieb (8man-demo\Sales) cn: Sales samaccountname: Sales
Contacts (0)

Permission Analysis B (] g
SharePoint Resources (0)

@ Where does a user/group have (5§ vSphq Mailboxes (1) iguration
access? ‘ o Whd &7 Sam Sales der Boss SamSales@8man-demo.local vert XML import file
vSphere (0)
Public Folders (1) ort configuration import
Sales Folder: Sales
User Provisioning Mailbox Folders (0) e Directory

Active Directory Resources X See more results

ount Details

& Active Directory 3 File name: Sales i
' . ktive accounts
@ Create new user or group ‘ ® Ediy —
Il accounts
@ Edit group memberships Name: sales Identity: sales SAM... _Employees

Name: sales Identity: sales Email..| Members and group

. . . = @ o imberships
Security Monitoring urpose Groups (0)
8MAN Logbook Q see more results rs and groups (Kerberos, Last
‘ ® Manage alerts & Active 11/4/2016 5:07 PM - sam.sales \\srv-8man\Vertrieb\Projekte\Ges¢™"
P Folder created User name: sam.sales
B File server ‘ 11/4/2016 12:01 AM - cradmin Mike Mustermann jange
= - User or computer account activated Comment: Ticket-Nr. 123456 Be... mailbox
. o
36 . :ﬂl.:rgyga access rights change | Dermmission groups? I

® Who did what, except authorized
users (SoD)?

@ Who did what?

4
e @ Who made changes?

BMAN-DEMO.LOCAL ~ Q<Latestsmn> - Jfo]

8MAN

1. You are focusing on the

# Start & Resources [ Permissions &% Accounts @ Dashboard [ Multiselection [0 Logbook @ Scan comparision deSIred grOUp.
Resources o], wles 2. Right-click on the group and
== select "Change group
memberships".

Properties

full path Description Accessrights  Folder Size

=2@»

~ A& Access rights

<
@ Exchange N
-8 &p Bman-demo.onmicrosoft.com $% 3
B3 At Public Folders \ T s
#, Distribution Groups
& Richard Pickman (8man-... /"
£, development development@@man-demo.
‘externalConsultants@8man... By Armitage (man-d v
® Report Account Details 2
S Shouin

@vSphere & Change group memberships.. p
Purpose Groups !

P-System B Modity access righs.
arePoint 2010 13 Edit email addresses..
@SharePoint Online 8 Editmanager..

& it moderation.

& Create Purpose Group

47 Open Logbook
Accounts with permissions

Copy as path
ks Users/groups with access right: All permissions

[@Fieer 2|
|. Users @ Groups @ Contacts @ Computers \

Name NEY
1
1

2., Richard Pickman (8man-demo.onmicrosoft com\pickman)
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Add / remove group memberships

Accounts New Templates Paste Clear

dQ Q@& sam Sales der Boss (.. X ~ & I Is dir

&, sales (8man-demo.onmicrosoft.com\sales)

of

Has the following di

[@ e

1| [@rier

8 Sam Sales der Boss (man-demolSam Sales)

3 remore|

Credentials <not set> /iy
—

Delmar.
Francis Morgan (8man-dem
Grigory Kossonossow (8m

2 Jenny Bames (Bman-demo.

Pleose add a comment.

S8MAN

Find an account.

Use drag & drop to move
the account to a column, to
assign a group membership.
You can remove
memberships with the
"Remove" button.

You must enter a comment,
forexample a ticket
number.

Click on "Immediately".
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8.3.1.7 Managing distribution group permissions

Background / Value

8MAN allows you to change who can send emails from which distribution groups. As usual, this is
automatically documented. The most relevant cases are "Send as" and "Send on behalf". The former s
especially sensitive since it is not clearly indicated who actually sent the Email. With "Send on behalf"
on the other hand the "deputy" sender s clearly visible.

Step by step process

Use the search field to find the
desired mailing list.

8MAN

[ BN U SR S EEEU I 2 Sam Sales der Boss (8man-demo\Sam.Sales) displayname: Sam Sales der Bos... RESECIRCIEREELEY
Groups See more results

1¢) EX_Sales (8man-demo\EX_Sales) cn: EX_Sales samaccountname: E...
8 Vertrieb (8man-demo\Sales) <n: Sales samaccountname: Sales
Contacts (0)
Permission Analysis DI g
SharePoint Resources (0)
@ Where doesa user/group have () vSphq Mailboxes (1) iguration
access? ‘ o whd vnsi iam [soa)les der Boss SamSales@8man-demolocal | e
ere
PuZIic Folders (1) ort configuration import
Sales Folder: Sales
User Provisioning Mailbox Folders (0) e Directory
Active Directory Resources X see more results ount Details
& Active Directory D Files{ @ sales name: Sales )
= ) Ktive accounts
@ Create new user or group ‘ ® ki
Distribution Group (1) | accounts.
@ Editgroup memberships ] 4, sales Name: sales Identity: sales SAM... | mployees
change Account (1)
&, sales Name: sales Identity: sales Email.., "’flfe'sz’z and group
Security Monitoring [RilyE S5 () "
8MAN Logbook Q see more resuts rs and groups (Kerberos, Last
‘ ® Manage alerts & Active 11/4/2016 5:07 PM - sam.sales \\srv-8man\Vertrieb\Projekte\Gesd®"
‘ o a0y Foldercreated _ User name: sam.sales
BJ File server 11/4/2016 12:01 AM - cradmin Mike Mustermann jange
User o computer account activated Comment; Ticket-Nr, 123456 Be... mailbox

FS Le rights ch: -
® o secessrights change | pemission groups? ‘

® Who did what, except authorized
users (SoD)?

® Who did what?

® Who made changes?

4

GMAN-DEMOLOCAL ~o<mﬂsm> g o

Find the desired distribution

SMAN

@ Start & Resources = Permissions & Accounts @ Dashboard & Multiselection M Logbook @ Scan comparision group'
Resources e 2. Right-click on the group and
= select "Modify access rights"
from the context menu.

full path Description  Accessrights | Folder Size
@ Active Directory 2@ %
File server

SharePoint

S Exchange

-8 & Bman-demo.onmicrosoft.com
b L@ [ Al Public Folders

Send As

BAll permissions.
{8 Richard Pickman (8man-.. /.
rrrrr 8 Henry Armitage (8man-d. v

srv-exchange13.8man-demy

phere = ..
Purpose Groups I

SAP-System mb
@SharePoint 2010 - =

@ SharePoint Online § Editmanager..

& Editmoderation.

&3 Create Purpose Group
& OpenLogbook

Accounts with permissions

Copy as path
B Copysp Users/groups with access right: All permissions

| @ Users @ Groups @ Contacts @ Computers |
Name -l

1
&, Richard Pickman (8man-demo.onmicrosoft com\r pickman) 1
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: 1. Usethe search function to
find the account.

@ Search o

rccouns e 2. Usedrag & drop to assign

Q@& sam Sales der Boss (8man-de... X ~ g‘ %, > Exchange > 8man-demoonmicrosoftcom > Distribution Groups > sales

s - the desired permission.

Nage
& 5am Sales der Boss (8man-demo\Sam.Sales)

Sendas Send on Behalf — 3. Select an entry and use the

a ) (s s context menu to remove a

3
Sarm Sales der Boss (8man-demo\Sam Sales) ..
\ permission.

4. Click on "Apply".

~ Miscellaneous rights
< 1 >

Sihtc bl e |

SMAN-DEMOLOCAL ~

1. Entera comment.

2. Start the access rights
change.

Change access rights

ES sales

sales@8man-demo.com

Credential for changes <not set> /iy

Ticket 123456

SMAN-DEMO.LOCAL

S8MAN



User Provisioning | 259

8.3.1.8

Background / Purpose

Changing the moderation of distribution groups

With 8MAN you can quickly modify the moderation of distribution groups. The process will be
documented automatically.

If no moderators are nominated the role is filled out by the manager of the group.

Step by step process

8MAN

# Start & R

Use the search field to find the
desired distribution group.

Groups See more results
1¢) EX_Sales (8man-demo\EX_Sales) cn: EX_Sales samaccountname: E...
8 Vertrieb (8man-demo\Sales) <n: Sales samaccountname: Sales
Contacts (0)
el g Directories (0)
Permission Analysis I g
SharePoint Resources (0)
‘ @ Where doesa user/group have () vSphq Mailboxes (1) iguration
2 .
access? ‘ o whd v.sa iam [soa)les der Boss SamSales@8man-demolocal | e
phere
Public Folders (1) ort configuration import
D sales Folder: Sales
User Provisioning Mailbox Folders (0) e Directory
Active Directory Resources X see more results ount Details
& Active Directory D Files{ @ sales name: Sales )
) Ktive accounts
@ Create new user or group ‘ ® ki
. Distribution Group (1) || accounts
Edit group memberships. . L
Name: sales Identity: sales SAM... Employees
change Account (1)
£, sales Name: sales Identity: sales Email.., M:'"':?" and group
) N mberships
Security Monitoring [RilyE S5 ()
8MAN Logbook Q see more resuts rs and groups (Kerberos, Last
‘ ® Manage alerts & Active 11/4/2016 5:07 PM - sam.sales \\srv-8man\Vertrieb\Projekte\Gesd®"
o a0l Foldercreated User name: sam.salles
B1 File server ‘ 11/4/2016 12:01 AM - cradmin Mike Mustermann jange
) T User or computer account activated Comment: Ticket-Nr. 123456 Be... mailbox
36 @ FS Logga access rights change - h T
History permission groups?
® Who did what, except authorized
users (SoD)?
® Who did what?
@ Who made changes?

sronoeo 0o [N © e

1. You are focusing in the
desired group.

2. Right-click on a group and
select "Edit moderation".

8MAN

#h Start

[0 Logbook

& Resources A& Accounts ashboard & Multiselection © Scan comparision

Resources

Properties

full path Description Accessrights  Folder Size
patt iptic o 2@ »

~ # Access rights

Send On

Behalf
Send As

~B & 8man-demo.onmicrosoft.com

[1 All Public Folders \
2 ¥, Distribution Groups.

&, development

@ All permissions
& Richard Pickman (8man-...
2 Henry Armitage (8man-d

N

development@8man-demo.
externalConsultants@8man...

® Report: Account Details

4 Showin accounts view...

- Bz srv-exchange13.8man-dem|

BvSphere # Change group memberships..
Purpose Groups
EISAP-System £ Modify access rights..

@ SharePoint 2010
SharePoint Online

1% Edt email adresses..

r
& Edit moderation. p

&3 Create Purpose Group
& OpenLogbook

Accounts with permissions

Copy as path.

Users/groups with sccess right: All permissions
[@re
| @ Users @ Groups @ Contacts @ Computers |

#*
1
1

Name -

& Richard Pickman (8man-demo.onmicrosoft.com\r pickman)
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Edit moderation

4, sales
sales@&man-demo.com

R V=sag=+ sentto thi group have to be. moderator. Please check i
enabling the moderation.

Accounts Templotes Paste Clear Moderators

(> | o ]| S s cer o oman-cemaiams.

& Sam Sales der Boss (8man-demo\Sam Sales)

Senders without moderation

8., Delmar Atkins (8man-demo.onmicroso...

| ® Notify all senders when their messages aren't approved.

© Notify senders in your organization when their message aren't approved.

© Don't notify senders when their messages aren't approved.

Credentials <not set> /i)

Please add a comment.

S8MAN

SMAN-DEMOLOCAL -

Activate or deactivate the
moderation of the
distribution group.

Use the search field to find
accounts.

Use drag & drop to move
accounts to the
column"Moderators" or
"Sender without
moderation" (Whitelist).

Determine the workflow for
rejected messages.

You must enter a comment,
forexample a ticket
number.

Start the process.
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8.3.1.9 Changing the manager of distribution groups

Background / Value

8MAN allows you to quickly change managers for distribution groups. The process is automatically
documented. In the default settings, managers are the only ones allowed to change the configuration.
Step by step process

Use the search field to find the
desired distribution group.

8MAN

& Start & Reso

& Sam Sales der Boss (8man-demo\Sam.Sales) displayname: Sam Sales der Bos... REEECIRCIIERELT)
Groups Q see more results

1) EX_Sales (8man-demo\EX_Sales) cn: EX_Sales samaccountname: E...
& Vertrieb (8man-demo\Sales) cn: Sales samaccountname: Sales
Contacts (0)
el 2 Directories (0)
Permission Analysis irectories (0) g

SharePoint Resources (0)

® Where does a user/group have () vSphq Mailboxes (1) iguration
access? ‘ o Whd vlsi :am (Soa)les der Boss SamSales@8man-demo.local vert XML import file
phere
Public Folders (1) ort configuration import
Sales Folder: Sales
User Provisioning Mailbox Folders (0) e Directory
Active Directory Resources X see more resuits ount Details
& Active Directory D Filesy @ sales name: Sales )
® ' Ktive accounts
@ Create new user or group ‘ ® i
Distribution Group (1) | accounts
@ Edit group memberships ] %, sales Name: sales Identity: sales SAM... I Employees
change Account (1)
2, sales Name: sales Identity: sales Email... :;'a:f’z and group
Security Monitoring [RiryrEe Erens(E) "
8MAN Logbook Q see more results rs and groups (Kerberos, Last
‘ ® Manage alerts & Active 11/4/2016 5:07 PM - sam.sales \\srv-8man\Vertrieb\Projekte\Ges¢"™
‘ o apy  Foldercreated User name: sam.salles
B3 File server 11/4/2016 12:01 AM - cradmin Mike Mustermann jange
- User or computer account activated Comment: Ticket-Nr. 123456 Be... mailbox

=]
)

@ FS Logga access rights change o = I
history permission groups?

® Who did what, except authorized
users (SoD)?

® Who did what?

® Who made changes?

GMAN-DENOLOCAL - eqmmw -

1. You are focusing on the

SMAN
desired group.

# Start & Resources issi A A s @ Dashboard @ Multiselec Il Logbook @ Scan comparision

Resounces . 2. Right-click on the group and
[ e select "Edit Manager".

all path Description Acces rghts Flder ize o rr— =@

@ Active Directory
ile server
@SharePoint
& Exchange
--B1& Bman-demo.onmicrosoft.com
£ Al Public Folders \
2 ¥, Distribution Groups.
£, development development@@man-demo.
externalConsultant=@8man...

Send On

Behalf
Send As

Al permissions
8 Richard Pickman (8man-.. /"
2 Herry Armitage (Bman-d. v

@ Report Account Detas

B srv-exchange13.8man-dem] ¢+ ShOW in accounts view...

EvSphere @ Change group memberships..
Purpose Groups
©5AP-System B Modity access rights.

@SharePoint 2010 ’
@SharePoint Online 8 Edit manager...

&4 Create Purpose Group
&) Open Logbook

Accounts with permissions

Copy as path.
e Users/groups with access right: All permissions

[[@Fiter 2 |
| @ users @ Groups @ contacts @ Computers |

Name |
1
1

2, Richard Pickman (8man-demo.onmicrosoft.comr pickman)

8MAN-DEMO.LOCAL ~ @ <latest scan> ©
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Edit manager/owner

4, sales
sales@&man-demo.com

Accounts

Q2o

Name

| & sarm seies e s (8man-cemosomseles

Name

demo.onmicrosoftcom\d atkins)

S8MAN

Use the search field to find
the desired accounts.

Use drag & drop to move
accounts to the column
"Moderators" or "Send
without

moderation" (Whitelist).
You can also remove
accounts.

You must enter a comment,
forexample a ticket
number.

. Start the process.
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8.4 +8MATE for SharePoint

8.4.1 DataOwner

8.4.1.1 Managing SharePoint permissions

Background / Value

8MATE for SharePoint integrates all SharePoint resources into 8MAN. This way all analytical and
management tasks are centralized with access rights management processes for other resources. You
can conveniently view all access rights across your network and make changes quickly and efficiently.

Step by step process

Select "Resources".

8MAN <o

# Start | & Resources | 5 Per A Accounts @ Dashboard [ M (0 Logbook @ arision @ 2. Navigate to the desired
Resources 2l Events Report ~ resource.

[@recrt

Inheritance @ On

s verpion nccsrgns | rotrsive | » A Access rights «—w» 3. Right-click on the resource

Description

Active Directory

File sarver

(& Share Point

L2 srv-aMAN SRV-BMAN (Application)

La ... Defaul

.0 19 porta Home itp:/porta Sman-demo comPortal Home

Hitp://portalman-democo... A st of people your tea..
Use tocu.

and select "Modify access
rights" from the context
menu.

hitp//portal 8man-demo,co.. Document Center s

This system library.

Report: Who has access where?

@#pprove
5 Moy access ighs. e @Restricted Resd
when y... Restricted Interfaces for Tra...Can
2 OpenLogbook o @ View Only
S oy @Full Read (Policy) as full e
con @Full Control (Policy) Has full control

httpi//portal éman- . The Search Center di

-~ [B Site Collection Documents  http://portal man.

- [[1@ Site Collection Images  htp://portal gman.
g pilfpor

This system library

This system library Accounts with permissions

-8 Stes eite{ DRECIonyWeD) Users/groups with access right: All permissions
-@ 3O Style Library Use the stle lbrary tost.. ra I
0 Tosks Fiter 70
[T Teom Discussion Witpi/fportalBman. . | @ users @ Groups @ Contacts @ Computers |
-~ [ Workflow Tasks http://portal.8man-demo.co... This system library was c... Name . *
Exchange
vthe': @ 1 2dadmin (8man-demo\adadmin) ErS ~
Purpose Groups Administrator (& o\Administrator) :i
44
54
34
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o
- @ zann X v
0 = o D 0 o 1 Logboo o o
Accounts New Templates Paste Clear [l Resource
Q @ seorch g‘ [ > SharePoint > SRV-8MAN > httpi/portal.8man-demo.com/ > Portal Home > Events >

Events Copy as path

Inheritance (3 Off

Full Control Contribute Read

& smith, James (8man-demo\Jarmes Smith)
& White, Charies (8man-demo\Charles White)

[inike] Events

Name
%, Poral Home Vembers
e Dupp, Nick (Eman-demo\Nick Dupp)

B ortlHome
©  spinstal Gman-cemo\sP

~ Miscellaneous rights

‘Switch to horizontal view

Members of 8MAN Gr

7
[ o[ 5

& Aido, Tom (8man-demo\Tom Aido)

‘Aido) fr  Lists_Events. crd

Add new permissi
es A new member Dupp, Nick (8 e <

por  Lists Events_ 3

 Lists Events co

v Group Wizar

d options

tease add a comment.

—

S8MAN

8man-demolocal - B

1. 8MAN switches to the

"Permissions" view.

2. Usethe search field to find

the desired accounts.

3. Usedrag & drop to move an

account into an access
column to assign access
rights.

4. Use the context menu to

remove a user.

5. Click on "Apply".

1. Verify planned changes.
2. You must enter a comment.
3. Start the change process.
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8.4.2 Administrator
8.4.2.1 Determining naming conventions for access groups

Background / Value

8MAN puts an end to random naming of groups. Administrators determine the appropriate naming
convention, which will be used for all AD groups created with 8MAN.

Only SharePoint 2010 and 2013 with the 8MATE using the server side object model.

Step by step process

8MAN configuration 1 rsion

. Start the configuration

MN — module and navigate to
e ChangeContguration e fome B "Change Configuration" -
e e :
e Ea >"File server".
e = 2. Select the desired
Credential for changes 8man-demo\sp install & i
o Ll SharePoint resource. You
2LOMAN crovs can enter different settings
Group-specific characters
= — foreach resource.

3. Determine the naming
convention. Please note

i o that 8MAN will show you a

— preview.

[ URL Acesss coagary tog

v Blacklist

joadmin @ localhost €1
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8.5 +8MATE: Analyze & Act

With Analyze & Act we combine services of Documentation & Reporting and User Provisioning. This
includes flexible reports and bulk operations for user accounts and file server directories.

Analyze & Act is accessible via aweb client.
You can find the services in the following areas:

Documentation & Reporting

e All AD accounts

e Accounts with no password expire

e All groups in recursions

e Show directories to which all users have access

User Provisioning

Active Directory

e Deactivating Accounts in bulk

e Changing password options in bulk

e Resetting passwords in bulk

e Changing attributes in bulk

e Executing scripts on user accounts in bulk

Executing scripts for directories in bulk

File server

e Executing scripts for directories in bulk

S8MAN
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8.5.1 Deactivating user accounts in bulk

Background / Value

After a security breach it often makes sense to deactivate accounts in bulk. You can do this quickly and
easily in the web interface.

Complementary Services

Changing password options in bulk

Deleting accounts in bulk (soft delete)

Step by step process

o Bi-ls

AN e L= o - . .
et s i <=1 Click on "Deactivate Account”.

SMAN 8 tore b tocritcoion - lsAroan | 2 faquesing - Wordows - 8- Bauimin-

All'AD user accounts (353)

A

8
°
8
°
8
°
8
&
8
°
8
&
a
8
a
a
8

5 o rarec <\ a

= Lo - . .
T : - Click on "Execute Action". You
must enter a comment, for
example a ticket number.
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8.5.2 Deleting accounts in bulk (soft delete)

Background / Value

Nach einem Security Breach oder der Auflésung einer Abteilung macht es Sinn, mehrere Konten
gleichzeitig zu |6schen. Erledigen Sie dies bequem im Webclient.

Additional Services

Kennwort Optionen im Bulk dndern

Konten im Bulk [6schen (soft delete)

Step by step process

R o :._. 1. Login to the web client.

S8MAN

demoadmin

8man-demo

Engiish

Login as current Windows User

Powered by Protected Networks
8.0 2931676 15.5.2017_1:17

P 5 =-c®m g Click "Analyze".

€ C | @ nttps//srv-8man 8man-demo.local/#/dashboard

1

2. Click "New Analyze Session".

O Recerfification ~  [i: Analyze ~ H Requesting - % Workflows ~ (-1 & demoadmin ~

B NewAr

k A What would you like to do next?

Waiting for Approval
- = orde

O Recertification
100

o New
o Statistics

a

e

s Analyze

‘ o Newscenaro
All AD user accounts 357

- £ Remove
o Directory permissions
°  Group memberships

All AD group accounts 267

Q

hitps://srv-8man.8man-demoJocal/#/analyze.

S8MAN
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# Home O Recerfification - E Requesting ~ % Workflows -

Analyze Scenarios

All S
cenarios ~ All AD user accounts

Order history

All AD group accounts Domain name

Accounts where password

never expires @ 8man-demo.local

a--Ea
NeverTsb x)/ B emanwen x\
€ 5 C [ 8 nups//sm-amans i~ 1560 *

% . & demoadmin -

Groups in recursion
Inactive accounts
Group memberships

Globally accessible
directories.

Directories with unresolved
SIDs

Directories with direct
access

Directories with changed
access rights

File system permissions

/ B SMAN Web x\

& Home O Recerfification ~ E Requesting ~ % Workflows -

Configuration %

All AD user accounts: 8man-demo local

Domain name Type, Name Ml c =
| e Name s ~ Requested Action il -
|
Cula, Dr. A (8man-demo\Dr. A Cula)
Dampf, Hans (man-demo\Hans Dampf)
Dee, Dan (8man-demo\Dan Dee) 4

Dell, Nena (8man-demo\Nena Dell)
Dell, Ron (8man-demo\Ron Dell)

Delmar Atkins (8man-demo\D Atkins)

Dembesen, Kermit (8man-demo\Kermit Dembeser|

demoadmin (8man-demo\demoadmin)

Deny, Dita (8man-demo\Dita Deny)
Deuten, Ann (8man-demo\Ann Deuten)
Dezem Baer (8man-demo\DBaer)
Dezem Bar (8man-demo\DBar)

Dich, Roy (8man-demo\Roy Dich)

Diener, Anny (8man-demo\Anny Diener)

Dirk DataOwner (8man-demo\Dirk. DataOwner)

Discoverysuchpostfach (8man-demo\SM_98fda741
Dome, Max (§man-demo\Max Dome)

Drop, Dragan (8man-demo\Dragan Drop)

0| 0| €[00 00 0| 0|0 € 0 0| 0000 0o b CEESEEE

Du, Peer (8man-demo\Peer Du)

EEEEEEEEEEEEEEEE

Create Report

Available Actions

Reset password

Soft delete user account

Change password options.

Change Attributes

1. Click "All AD user accounts".
Select a domain.
Start the calculation.

8MAN lists all AD accounts.
2. Usesorting, filtering,
grouping and column
selection to locate the
desired rows.

Select the desired entries.
Click "Soft delete user
account”.
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B-oEN

/8 auanwe x\

¢ cla 156 w i

Soft delete user account

Execute for Dee, Dan (8man-demo\Dan Dee), Cula, Dr. A (8man-
demo\Dr. A Cula), Dapl ign: demolians Damon

Comment I [Please enter a comment

G

S8MAN

1. Leave a comment.
2. Click "Execute Action".

The job will be transferred to
the BMAN server and executed
there. You can find the status in
"Jobs overview".
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8.5.3 Removing unresolved SIDs in bulk

Background / Value

SIDs (Security Identifiers) are strings that are used to identify user and group accounts in Active
Directory. SIDs become unresolved when users or groups with direct permissions are deleted in AD. By
using unresolved SIDs insider threats can gain access to sensitive resources.

8MAN clearly identifies unresolved SIDs in your system. Delete unresolved SIDs in bulk using Analyze &
Act.

Additional Services

Identifying and deleting unresolved SIDs (using the rich client)

Report: Identifying unresolved SIDs (using the rich client)

Step by step process

e o ”“_ 1. Login to the web client.

€ C | @ ntps//srv-8man 8man-demolocal/#/login

Login as current Windows User

Powered by Protected Networks
V8.0 2931676 15.5.2017_1:17
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e B 1. Click "Analyze".
= C | @ https//srv-8man.8man-demodlocal/#/dashboard H . i
‘ ’ 2. Click "New Analyze Session".

O Recerfification ~  [i: Analyze ~ H Requesting -

Waiting for Approval
< B orders
High Risk Level o New
o My
o Al
o Approve

O Recertification

100 .
o Siaistics
L Analyze
l o Newscenaro
Al AD user accounts 357
- £ Remove
c
Directory permissions
Group memberships
All AD group accounts 267
<

hitps://srv-8man.8man-demoJocal/#/analyze.

Voo o) 1 Click "Directories with
S — unresolved SIDs".

. Select a file server.
. Start the calculation.

& Home < Recertification ~ E Requesting ~ % workflows ~ - & demoadmin ~

Analyze Scenarios

W

All Scenarios v Directories with unresolved SIDs

Order history Start calculation for your scenari

All AD user accounts

All AD group accounts File server

Accounts where password

never expires @ \srv-8man

Groups in recursion
Inactive accounts
Group memberships

Globally accessible
directories.

Directories with direct
access

Directories with changed
access rights

File system permissions

S8MAN
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DCTE 2\ "—“ 1. 8MAN lists all Directories
' with unresolved SIDs.
p— p— Use sorting, filtering,

[Directories with unresolved SIDs (2)|@ @cres v esves o onan group in gan d column
’ - ERELNELNECE - selection to locate the

S Accesstype ) Available Actions .
e desired rows.
3. Select the desired entries.

4. Click "Remove ACE".

O Recerfification ~ 12 Requesfing - % Workflows - ~ & demoadmin -

Fullcontrol  This folder, subfolders and files.

Remove ACE

[ H--El
BT 2\ 1. Leave a comment.
¢ > ¢ [anp Bmant 13110094-0820-4152-511 w

2. Click "Execute Action".

Remove ACE

°°m"'i I The job will be transferred to
| the 8MAN server and executed

. p— there. You can find the status in
'Jobs overview".
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8.5.4 Changing password options in bulk

Background / Value

Passwords must be changed regularly. You can manage password options across your entire
organization, quickly and easily in the 8MAN web interface.

Additional Services

Resetting passwords in bulk

Step by step process

B AN b Anape 0 X (L - lo . .
AT « <+ Click on "Change password
SMAN & tome s Recorifcation - b Analyza = 1 Roquesting - % Worklows - - & cradmin - Op tIOnS II'
AllAD user accounts (353) ot
Domanname x 7 columas seleced. Bl ¢ s | =
B EMAN b - Anas 0. 3¢ (L B[ - o . .
& oo S <+ : Click on "Execute Action". You

must enter a comment, for
example a ticket number.

S8MAN
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8.5.5 Resetting passwords in bulk

Background / Value

There are many use cases in which the passwords of several users must be reset simultaneously. You
can reset passwords in bulk in the web interface.

Additional Services

Deactivating user accounts in bulk

Changing password options in bulk

Step by step process

et s i <= Click on "Reset Password".

SMAN 8 tore b tocritcoion - lsAroan | 2 faquesing - Wordows - 8- Bauimin-

All'AD user accounts (353)

A

8
°
8
°
8
°
8
&
8
°
8
&
a
8
a
a
8

5 suanvies

o e B SRR, Enter g new Password. Enter a
comment, for example a ticket
number. Click on "Execute
action".
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8.5.6 Modifying attributes in bulk

Background / Value

With 8MAN you can change AD attributes in bulk. This is can be relevant during reorganizations such as a
merger and / or address change.

Step by step process
o — ser Click on "Change Attributes".

# Home L Recerfification - i Analyze - |2 Requesting - % Workows - @ - & cradmin -
8MAN

All'AD user accounts (353)

S

2ebot

10 0000 00| 0] 0 00| © 00| 15| 0 10 © 00 10| @ 10| @ 0 10|

FETTr—— o= o

¢ o e v - Activate the checkboxes for the
desired attributes and enter the
desired value.

S8MAN
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8.5.7 Executing scripts on user accounts in bulk

Background / Value

8MATE Analyze & Act allows you to use your own scripts. Just store them in the following directory and
you can use them in the 8MAN web client.

%ProgramData%\protected-networks.com\8AN\scripts\analyze

Additional Services

Executing scripts on directories in bulk

Step by step process

EE

o e B ERR Click on "Execute Script” after
e — you selected the desired AD

‘ accounts. Enter a comment for
documentation.
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8.5.8 Executing scripts for directories in bulk

Background / Value

8MATE Analyze & Act allows you to use your own scripts. Just store them in the following directory and
you can access them via the 8MAN Web interface.

%ProgramData%\protected-networks.com\8AN\scripts\analyze

Additional Services

Executing scripts on user accounts in bulk

Step by step process

B BUAN Wab - Arat s X

€0 trmmmnmm—————— . Clickon "All directories with
BMAN @1 Lootioton - lomarm - K s % wotis- -~ ynsecure permission groups”.
Choose from the parameters
Analyze Scanarios on the right and click on "Start
— Bidecifes wht Unsscues penmision icupe Calculation".

Allaccounts where password

€ o S +: Choose the directories you
BMAN 0t toncionn- JESEH Rospots - & v * *= | want to use for your script.
Configuration %

Click on "Execute Script" and
enter your script and comment
in the next dialogue.

Al &iredories with unsecure permission groups (51)

Al veryonc’ permissions, Al Authenicaed Usess pormission, Al Domin Users
pormissons.

Drog coums here o crecte grovps

path
5 | Warv-Bmancleon’ sourcadoon’ 1105 - NULL DACIWWUIDACL

\v-Brman!clean! sourcecon! 1005 - NULL DACLNUIDACL

\av-bmanlean! sourceceon’ 2105 - NULL DACIVNADACL

:[OEE IEEEEEE

e bmanlean! sourcececn! 405 - NULL DACINADACL

\-Brman\clnt sourceldeon 5105 - NULLDACLUNAIDACL

\ceon! 6405 - NULL DACIWADACL

Ve

\-Brman\clant sourceldeon 8105 - NULLDACLANAIDACL

EEEEEEEEEEEE
]
)
:
H
;

\ar-Gmanlean! source\cscn! 705 - MULL DACLANGIDACL
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8.5.9 Removing direct permissions in bulk

Background / Value

Direct permissions should be avoided at all costs and replaced by group permissions. Firstly, direct
access rights are inefficient because every user is managed independently. Secondly, each directory
needs to be examined individually to ensure the removal of all direct permissions. 8MAN shows you all
direct access rights on your file server(s). You can remove them in bulk using the web client.

Additional Services

8MATE Clean! allows you to automatically remove direct access rights and turn them into group
memberships.

Changing password options in bulk

Removing unresolved SIDs in bulk

Step by step process

P — - °®R 1. Login to the web client.

< C | @ https//srv-8man.8man-demo.local/#/login

Powered by Protected Networks
V8.0 2931676 15.5.2017_1:17
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e B — 1. Click "Analyze".

€ C | @ nttps//srv-8man 8man-demo.local/#/dashboard

‘ B g 2. Click "New Analyze Session".

O Recerfification ~  [i: Analyze ~ H Requesting -

Waiting for Approval
< B orders
High Risk Level o New
o My
o Al
o Approve

O Recertification

100

s Analyze
[p—
Al AD user accounts 357
o & Remove
Directory permissions
Group memberships
All AD group accounts 267
o
[ - cEm i . . .
/8 v \m 1. Click "Directories with direct
< > &[5 roma N =T

access".
. Select a file server.
. Start the calculation.

& Home < Recertification ~ E Requesting ~ % workflows ~ - & demoadmin ~

Analyze Scenarios

W

All Scenarios v

Directories with direct access
Order history
All AD user accounts
All AD group accounts File server
Accounts where password @ v

never expires

Groups in recursion
Inactive accounts
Group memberships

Globally accessible
directories.

Directories with unresolved
siDs

Directories with changed
access rights

File system permissions
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Domim . 1. 8MAN lists all direct
. — : permissions.

& Home O Recerfification ~ H Requesting - % Workflows -

Use sorting, filterin
Configuration % Reports g, 'f g’

|Directories with direct access (1445) {@ o v s wvamn group in gan d column
(o= s — selection to locate the

Path v File server Name _ Distinguished Name - Domain namf  Ayagilable Actions

Sv-BmanMarkeling\Flyen\USA srv-8man cradmin | CN=cradmin,CN=Users,DC=8man-demo,DC=local BMAN.DEMC d esire d rows.
'srv-8man\Marketing\Flyen\USA srv-8man Peer Sie |CN=Peer Sie,0U=TestUsers, DC=8man-demo,DC=local SMAN-DEMC
4 Remove ACE
-8man\Marketing\Flyer\Germany\moved srv-8man ccradmin  CN=cradmin,CN=Users,DC=8man-demo,DC=local ‘8MAN-DEMC 3 Sele Ct th e des ired en tries

f-sman Marketing\Flyer\Germany\moved srv-8man Peer Sie CN=Peer Sie,0U=TestUsers,DC=8man-demo,DC=local BMAN-DEMC

\srv-8man\Marketing\Flyer\Germany\moved srv-8man ‘cradmin  CN=cradmin,CN=Users,DC=8man-demo, DC=local ‘8MAN-DEMC . n "
\srv-8man\Marketing\Flyer\Germany srv-8man Peer Sie CN=Peer Sie,OU=TestUsers,DC=8man-demo,DC=local ‘8MAN-DEMC 4- C/ICk Rem O Ve A CE .
\srv-8man\Marketing\Flyer\Germany srv-8man ‘cradmin  CN=cradmin,CN=Users,DC=8man-demo, DC=local ‘8BMAN-DEMC
\srv-8man\Marketing\Flyer\Germany srv-8man ‘cradmin  CN=cradmin, CN=Users,DC=8man-demo,DC=local ‘8MAN-DEMC
ﬁw-ﬂman\Mamllng\FlyenGE srv-8man ‘cradmin  CN=cradmin,CN=Users,DC=8man-demo,DC=local ‘8MAN-DEMC
\srv-8man\Marketing\Flyer\GB srv-8man Peer Sie CN=Peer Sie, OU=TestUsers,DC=8man-demo,DC=local ‘8MAN-DEMC
\srv-8man\Marketing\Flyer\GB srv-8man ‘cradmin  CN=cradmin, CN=Users,DC=8man-demo,DC=local ‘8MAN-DEMC
\srv-8man\Marketing\Flyer\France srv-8man ‘cradmin  CN=cradmin,CN=Users,DC=8man-demo,DC=local ‘8MAN-DEMC
l\srv-8man\Marketing\Flyer\France srv-8man Peer Sie CN=Peer Sie, OU=TestUsers,DC=8man-demo,DC=local ‘8MAN-DEMC
\srv-8man\Marketing\Flyer\France srv-8man ‘cradmin - CN=cradmin, CN=Users,DC=8man-demo,DC=local ‘8MAN-DEMC
r‘w«&man\Mame‘lng\Flyer srv-8man Peer Sie CN=Peer Sie,OU=TestUsers,DC=8man-demo,DC=local ‘8BMAN-DEMC
\srv-8man\Marketing\Flyer srv-8man ‘cradmin  CN=cradmin, CN=Users,DC=8man-demo,DC=local ‘8MAN-DEMC
() Psrv-8man\Marketing\Events\The Art of Security 2011 srv-8man cradmin | CN=cradmin,CN=Users,DC=8man-demo,DC=local B8MAN-DEMC
0 Jsrv-8man\Marketing\Events\The Art of Security 2011 srv-8man Peer Sie |CN=Peer Sie, OU=TestUsers,DC=8man-demo,DC=local 8MAN-DEMC
-1 B\srv-8man\Marketina\Fvents. srv-Bman cradmin_| CN=cradmin CN=lIsers DC=8man-demo NC=local RMAN—DFM: hd
H - -Ea
5 s x 1. Leave a comment.
<« c‘ﬂ», 8man.8r 1be548-1228-47c8-ae1a-5947ad2ef0b1 Q\E

2. Click "Execute Action".

Remove ACE

Execute for \\srv-8man\Marketing Flyer\France, \\srv-

Vs

e : The job will be transferred to
comment e o the 8MAN server and executed
there. You can find the status in

"Jobs overview".

(14)
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8.5.10 Removing group memberships in bulk

Background / Value

Remove lots of group memberships fast using the web client.

Additional Services

Managing group memberships (using the rich client)

Step by step process

E— - °®R 1. Login to the web client.

S8MAN

demoadmin

8man-demo

English

Login as current Windows User

Powered by Protected Networks
V8.0 2931676 15.5.2017_1:17

) B --EN s L "
D 1. Click "Analyze".
&« C | @ https//srv-8man.8man-demo.local/#/dashboard | i

! a 2. Click "New Analyze Session".

O Recerfification -l Analyze + 12 Requesting - % Workflows ~ - Q, demoadmin ~

B New Analy

Risk Dashboa What would you like to do next?
Waiting for Approval 0
- 2 Ordes

High Risk Level

m O Recertification

o New
o Statistics

&
=

F\gis‘

. Analyze

> New Scenario

Al AD user accounts 357
~ 4 Remove

c
o Directory permissions
°  Group memberships
All AD group accounts 267

hitps://srv-Bman.8man-demoJocal/#/analyze.
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8 amanwe x\

oo oEm

& (AN}

17231bcb7S

# Home O Recerfification - B Requesfing ~

Analyze Scenarios

AllS i
cenarios ~ Group memberships

Order history

i

demoadmin ~

All AD user accounts
All AD group accounts Select a group

Accounts where password
never expires

Groups in recursion

C-Level (8man-demo\C-Level)

Inactive accounts

[ Group memberships

Globally accessible
directories

Directories with unresolved
SIDs

Directories with direct
access

Directories with changed
access rights

File system permissions

/ B eMaN web x

e o b5fb-4095-8914-3717231bch75

# Home O Recerfification - % Workflows -

R Requesting ~

Configuration %
Q C-Level (man-demo\C-Level)

Reports

Direct Excel export

4 columns selected

IR
— Available Actions

C-Level (8man-demo\C-Level) Silie, Peter (8man-demo\Peter.Silie)

C-Level (8man-demo\C-Level) Hacke, Petra (8man-demo\Petra Hacke)

Execute script

4 Remove membership

1. Click "Group memberships".
2. Find a group.
3. Start the calculation.

1. 8MAN lists all members of
the previously selected
group.

2. Usesorting, filtering,
grouping and column
selection to locate the
desired rows.

3. Select the desired entries.

4. Click "Remove
membership".
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- N
Y s oma 2\ 1. Leave a comment.

c - cla 14-3717231bcb75 #) i
2. Click "Execute Action".

Remove membership

Execute for Krise, Christiane (8man-demo\Christiane Krise)

comment [ The job will be transferred to
4 ) the SMAN server and executed

there. You can find the status in
"Jobs overview".
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8.5.11 Removing permissions from globally accessible directories in bulk

Background / Value

If "Everyone accounts" are used for the assignment of access rights, (almost) everyone has access to the
connected resources. The consequence is an excessive assignment of access rights and a high
probability for unauthorized access. These go against the principle of least privilege and should
therefore not be used. Before deleting permissions you should assign specific groups to the appropriate
resources.

"Everyone accounts" are:
e Everyone
e Authenticated Users

e Domain-Users

Additional Services

Report: Identifying usage of "Everyone" (using the rich client)

Report: Identifying usage of "Authenticated Users" (using the rich client)

Step by step process

T oo ~ 1. Login to the web client.

i

demoadmin

8man-demo

English

Login as current Windows User

Powered by Protected Networks
V8.0 2931676 15.5.2017_1:17
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TR =™ g Click "Analyze".

= C | @ nttps//srv-8man.8man-demo.local/#/dashboard H

‘ J 2. Click "New Analyze Session".

O Recerfification ~  [i: Analyze ~ H Requesting - % Workflows ~ - demoadmin ~

B New
What would you like to do next?

Waiting for Approval
< B orders
High Risk Level New
o My
o Al
o Approve
100 O Recertification
o New
o Statistics
L Analyze
l o NewScenario
All AD user accounts 357
4 Remove
<
o Directory permissions
o Group memperships
All AD group accounts 267

Q

hitps://srv-8man.8man-demoJocal/#/analyze.

JE |- -El
/ 8 8MaAN Web x \ WA
€ - C [ & hups/sn-smana 499e-a3d #]

\

1. Click "Globally accessible
directories".

& Home O Recertification - E Requesting - % Workflows ~ % . & demoadmin -

2. Select groups.

Analyze Scenarios You can add one additional

All Scenarios v

Globally accessible directories

group. This is very useful for
catch-all" groups, e.g.

All AD user accounts

roup accounts n _ n
- myeompany-complete
3. Select a file server.
Inctiveaccounts o — 4. Start the calculation.

All'Everyone' permissions
Groups in recursion

@ All'Domain Users' permissions
Group memberships a
Globally accessible
pal Globally Additional group Search for group
directories selection

Directories with unresolved [ searchmy doman only
siDs

Directories with direct
access

Directories with changed
access rights Paths

File system permissions
\\srv-8man
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& o 1. 8MAN lists all globally
accessible directories.

2. Usesorting, filtering,

x\
& C | a g

& Home O Recerfification ~ E Requesting -+ % Workflows ~ % . & demoadmin ~

1

IGIobaIly accessible directories (51)|

Configuration % Reports

A Everone permssons Al AU enlcated Users permissions A Do Users grouping and column

9 permissions
(Create Report
Drag columns here to create groups. 3 columns selected v m

\srv-8man\clean! source\clean! 1105 - NULL DACL\NUIDACL

selection to locate the
desired rows.

Available Actions

Execute script

Full control

1110 - Ung

Full control Remove ACE

1110 - Ungewolte Everyone | Ful control

3. Select the desired entries.

smaniclean source\clean! 2105 - NULL DACL\NUIDACL.

Everyone | Full control

\srv-8mancleant 2110 - Ung Everyone  Full control 4 C/' k ”R A CE”
0 psrv-smanicieant 210 - Ungewollte definiert Everyone | Full control ° Ic émove N
5 Jisrv-8mancieant sourcelcleant 3105 - NULL DACLWUIDACL Everyone | Full control
0 Psr leant 3110 - Ungewolte defniert Everyone | Full control
5 bsrv-smanicieant 3110 - Ungewolte definiert Everyone | Full control
(0 Jsrv-8manicieant sourcelcieant 10105 - NULL DACL\NUIDACL Everyone |Full control
o psr eant 1010 - Ungewolte defimiert Everyone | Full control
0 Psrv-8manicieant 10110 - Ungewolte defimiert Everyone | Full control
5 Jsrv-8manicieant sourcelcleant 6105 - NULL DACLIUIDACL Everyone | Full control
0 psrv-manicieant 6110 - Ungewolte defmiert Everyone | Full control
o 6110 - Ungewolte definiert Everyone | Full control
5 Jsrv-8manicieant sourcelclean! 5105 - NULL DACLWUIDACL Everyone | Full control
0 psrv-smanicieant 5110 - Ungewolte defmiert Everyone | Full control
o 5110 - Ungewolte definiert Everyone | Full control
"\srv-8manicleant sourceiclean! 7\05 - NULL DACLINUIDACL Everyone | Full control
© |\srv-8man\cieant 7110 - Ungewolte defmiert Everyone | Full control -

e %)/ awavues x 1. Leave a comment.
2. Click "Execute Action".

Remove ACE

Execute for \\srv-8maniclean! source\clean! 10\10 - Ungewoliie

ot [ o The job will be transferred to
the 8MAN server and executed
there. You can find the status in
"Jobs overview".
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9.1 +8MATE Clean!

9.1.1 Identifying file path names that are too long

Background / Value

Placing files on directories whose path name exceeds 260 characters can cause all sorts of problems.
Often programs can't access them and editing functions such as "copy" or "delete" become unavailable.

8MATE Clean! shows all files on directory paths that are too long. We recommend manually moving
these files to the parent directory.

8MATE Clean! is managed and operated by our experienced System Engineers.
Contact us for more information: info@8man.com

S8MAN
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9.1.2 Archiving old file server data

Background / Value

Access Rights Management should also include archiving old, unused data, since the less data you have,
the easieritis to manage. 8MATE Clean allows you to mark data as "old" based upon specified dates.
The most commonly used indicator is the last read or write access.

You can decide if old data is moved to another storage system or remain in the old system when you are
migrating to new file server systems.

Additional services

If you would like to archive old data we first recommend creating a protected area and storing your old
data within.

8MATE Clean handbook: creating a protected area on a file server

8MATE Clean! is managed and operated by our experienced System Engineers.
Contact us for more information: info@8man.com

9.1.3 Pushing permissions to empty sub-directories through inheritance

Background / Value

Empty folders do not need different access rights than their parent directory. 8MIATE Clean! removes
these , by pushing inherited rights from parent to child folders. This prevents unneccessary load on
Kerberos token size and harmonizes your overall access rights situation.

Additional services

8MATE Clean!handbook: Deleting empty directories on afile server

8MATE Clean! is managed and operated by our experienced System Engineers.
Contact us for more information: info@8man.com
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9.1.4 Deleting empty directories on the file server

Background / Value

Empty folders can be automatically deleted. This cleans up the overall structure and prevents
unnecessary load on The Kerberos token size.

Additional services

If you are not sure of empty folders have been created intentionally please use the following service:

8MATE Clean! handbook: Pushing permissions to empty subdirectories through inheritance

8MATE Clean! is managed and operated by our experienced System Engineers.
Contact us for more information: info@8man.com

9.1.5 Correcting non-canonical access rights

Background / Value

Access control entries (ACEs) have a particular order in the DACL depending on their type. Specifically
ACEs that deny access are listed before ACEs that grant access. The order of ACEs significantly
determines the effective access rights of the user. You may encounter security risks, because
applications and programs can not be prevented from writing ACEs in a random order. SMATE Clean!
repairs non-canonical permissions and ensures that standards are reapplied.

Additional services

8MATE Clean! Handbuch: Replacing nhon-canonical permissions through overarching rights

8MATE Clean! is managed and operated by our experienced System Engineers.

Contact us for more information: info@8man.com

S8MAN
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9.1.6 Replacing non-canonical permissions through overarching rights

Background / Value

Access control entries (ACEs) have a particular order in the DACL depending on their type. Specifically
ACEs that deny access are listed before ACEs that grant access. The order of ACEs significantly
determines the effective access rights of the user. You may encounter security risks, because
applications and programs can not be prevented from writing ACEs in a random order. SMATE Clean
repairs non-canonical permissions and ensures that standards are reapplied.

Alternative service:

If you would like to ensure that permission differences remain between parent and child directory,
please use the following service:

9.1.7 Automatically replacing critical access rights

Background / Value:

There are a number of groups and accounts in the DACL that should not receive permissions under any
circumstances. These include the EVERYONE or CREATOR/OWNER accounts. These critical accounts, as
well as special Windows accounts are listed in the 8MAN blacklist and can not be granted permissions
with SMAN.

If critical access rights have been granted without 8MAN, then 8MATE Clean! can automatically replace
these for you. You can define which groups and direct permissions are replaced by which access rights
and 8MATE Clean! will implement your requirements.

Alternative services

© 2017 Protected Networks GmbH
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9.1.8 Identifying zero DACLs and replacing them with higher level permissions

Background / Value

The security descriptor may contain the value "0" for directories. In this case anyone could give
themselves access to a directory and its subfolders. Zero DACLs are created through faulty applications
that manipulate ACLs.

8MATE Clean! replaces zero DACLs with higher level permissions.
Please note: Zero DACLs can not be replaced on NetAPP or EMC2 servers. These are present by default.

8MATE Clean! is managed and operated by our experienced System Engineers.

Contact us for more information: info@8man.com

9.1.9 Replacing divergent access rights on a file server

Background / Value

Microsoft allows a variety of access categories. "Special rights" in particular often unnecessarily
complicate access rights assignments through their granularity and variety of combinations. Protected
Networks GmbH recommends working only with 3 access rights:

e Full control
e Modify

e Read & execute

8MATE Clean! allows you to change your access rights structure automatically and according to your
specifications. This significantly simplifies access management on your file servers.

Additional services

You can change the conventions for creating new permissions to match your ideal standard.
Installations & configuration manual: Selecting the access categories available in SMAN

8MATE Clean! is managed and operated by our experienced System Engineers.

Contact us for more information: info@8man.com

S8MAN
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9.1.10 Deleting divergent access rights

Background / Value

Microsoft allows a variety of access categories. "Special rights" in particular often unnecessarily
complicate access rights assignments through their granularity and variety of combinations. Protected
Networks GmbH recommends working only with 3 access rights:

e Full control

o Modify
e Read & execute

8MATE Clean! allows you to delete all undesired access rights. This way any users that had access to the
affected directories only through this permission path, will lose their access rights.

Additional services

8MATE Clean! allows you to modify existing access rights to match your ideal standard.

8MATE Clean! handbook: Replacing divergent access rights

8MATE Clean! is managed and operated by our experienced System Engineers.
Contact us for more information: info@8man.com
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9.1.11 Automatically removing critical permissions

Background / Value

There are a number of groups and accounts in the DACL that should not be granted permissions. These
include the EVERYONE and CREATOR/OWNER accounts. These critical accounts, as well as special
Windows accounts are listed in the 8MAN blacklist and can not be granted permissions with SMAN.

If critical access rights have been granted without 8MAN, then 8MATE Clean!

Alternative Services

8MATE Clean! handbook: Automatically replacing critical access rights

8MATE Clean! is managed and operated by our experienced System Engineers.

Contact us for more information: info@8man.com

9.1.12 Deleting direct permissions

Background / Value

Direct permissions are inefficient because users need to be managed individually. Direct permissions
cause unresolved SIDs when user accounts are deleted. These can then be used by other users to gain
unauthorized access to sensitive data. Direct permissions also increase the length of the ACL on your
file server and consequently the time needed to verify whether a user will get access to the requested
resource. They should be avoided and replaced with group permissions.

8MATE Clean! identifies all direct permissions on you file servers and deletes them.

Alternative services

If you still want the accounts with direct permissions to have access, we recommend replacing the
direct access rights:

8MATE Clean! Handbook: Replacing direct permissions with group memberships

8MATE Clean! is managed and operated by our experienced System Engineers.

Contact us for more information: info@8man.com
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9.1.13 Replacing direct permissions with group memberships

Background / Value

Direct permissions are inefficient because users need to be managed individually. They should be
avoided and replaced with group permissions. 8MATE Clean! identifies all direct permissions on you file
servers and turns them into group memberships.

This has the following advantages:

Direct permissions cause unresolved SIDs wehen user accounts are deleted. These can then be used by
other users to gain unauthorized access to sensitive data. Direct permissions also increase the length of
the ACL on your file server and consequently the time needed to verify whether a user will get access to
the requested resource.

Alternative services:

If access should be removed for accounts with direct access, then we recommend deleting all direct
permissions.

8MATE Clean! Handbook: Deleting direct permissions

8MATE Clean! is managed and operated by our experienced System Engineers.

Contact us for more information: info@8man.com
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9.1.14 Activating inheritance for directories with identical access rights

Background / Value:

Sometimes directories have identical access rights within the same tree, but inheritance is still
deactivated. 8MATE Clean! identifies these directories and activates inheritance. This simplifies access
management as access rights that are granted later to the parent directory are automatically inherited
by sub-directories.

Additional services:

We recommend the following service in order to further reduce Kerberos token load:

S8MATE Clean! Handbook: Deleting empty folders on file servers

8MATE Clean! is managed and operated by our experienced System Engineers.
Contact us for more information: info@8man.com

9.1.15 Removing permission gaps by aligning directory owners

Background / Value

According to Microsoft best practice administrators should be directory owners. If this is not the case,
then the directory owner is automatically granted full access. This access right should be reserved for
administrators. 8MATE Clean! ensures all directories have administrators as their owners.

8MATE Clean! is managed and operated by our experienced System Engineers.

Contact us for more information: info@8man.com
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9.1.16 Automatically reducing the depth of permissions on file servers

Background / Value

The maximum depth of permissions is defined in 8MAN configuration from the share level on. Any
divergent permissions are considered as "too deep" by SMAN.

8MATE Clean! replaces divergent permissions beyond the defined maximum with the permissions of
higher level folders.

It makes sense to harmonize permissions beyond a certain depth as this limits the complexity of
directory management and reduces overall IT effort.

8MATE Clean! is managed and operated by our experienced System Engineers.
Contact us for more information: info@8man.com
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10.1 +8MATE Matrix 42

10.1.1 For Employees

10.1.1.1 Order Fileserver Access Rights with Matrix 42

Please contact knowledge management for more information.

KM@8MAN.com

10.1.2 Fiir Data Owner und Administratoren

10.1.2.1 Accept or reject an inquiery in Matrix 42
Please contact knowledge management for more information.

KM@8MAN.com
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11.1 Software license acknowledgments

e Json.net, © 2006-2014 Microsoft, https://ison.codeplex.com/license

e JSON.NET Copyright (c) 2007 James Newton-King
https://github.com/JamesNK/Newtonsoft.Json/blob/master/LICENSE.md

e Irony Copyright (c) 2011 Roman lvantsov http://irony.codeplex.com/license

e Jint Copyright (c) 2011 Sebastien Ros http://iint.codeplex.com/license

e #ziplib 0.85.5.452, © 2001-2012 IC#Code, http://www.icsharpcode.net/opensource/sharpziplib/

e PDFsharp 1.33.2882.0, © 2005-2012 empira Software GmbH, Troisdorf (Germany),
http://www.pdfsharp.net/PDFsharp License.ashx

e JetBrains Annotations, ©2007-2012 JetBrains, http://www.apache.org/licenses/LICENSE-2.0

e Microsoft Windows Driver Development Kit, © Microsoft, EULA, installed on the computer on which

the FS Logga for Windows file servers is installed: C:\Program Files\protected-
networks.com\8MAN\driver (Usage only for FS Logga for Windows file server)

e NetApp Manageability SDK, © 2013 NetApp, https://communities.netapp.com/docs/DOC-1152 (Usage
only for FS Logga for NetApp Fileserver)

o WPF Shell Integration Library 3.0.50506.1, © 2008 Microsoft Corporation,
http://archive.msdn.microsoft.com/WPFShell/Project/License.aspx

e WPF Toolkit Library 3.5.50211.1, © Microsoft 2006-2013, http://wpf.codeplex.com/license

e Bootstrap, © 2011-2016 Twitter, Inc, https://github.com/twbs/bootstrap/blob/master/LICENSE

e jQuery, © 2016 The jQuery Foundation, https://iquery.org/license

e jquery.cookie, © 2014 Klaus Hartl, https://github.com/carhartl/jquery-cookie/blob/master/MIT-
LICENSE.txt

e jquery-tablesort, © 2013 Kyle Fox, https://github.com/kylefox/iquery-
tablesort/blob/master/LICENSE

e LoadingDots, © 2011 John Nelson, http://iohncoder.com

e easyModal.js, © 2012 Flavius Matis,
https://github.com/flaviusmatis/easyModal.js/blob/master/LICENSE.txt

e jsTimezoneDetect, © 2012 Jon Nylander
https://bitbucket.org/pellepim/jstimezonedetect/src/f9e3e30ele1f53dd27cd0f73eb51a7e7caf7b378/
LICENCE.txt?at=defaultjqguery-tablesort

e Sammy.js, © 2008 Aaron Quint, Quirkey NYC, LLC
https://raw.githubusercontent.com/quirkey/sammy/master/LICENSE

e Mustache.js, © 2009 Chris Wanstrath (Ruby), © 2010-2014 Jan Lehnardt (JavaScript) and © 2010-2015
The mustache.js community https://github.com/ianl/mustache.js/blob/master/LICENSE

e Metro Ul CSS 2.0, © 2012-2013 Sergey Pimenov, https://github.com/olton/Metro-Ul-
CSS/blob/master/LICENSE

e Underscore.js, © 2009-2016 Jeremy Ashkenas, DocumentCloud and Investigative Reporters & Editors
https://github.com/jashkenas/underscore/blob/master/LICENSE

e Ractive.js, © 2012-15 Rich Harris and contributors,
https://github.com/ractivejs/ractive/blob/dev/LICENSE.md

© 2017 Protected Networks GmbH
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e RequirelS, © 2010-2015, The Dojo Foundation,
https://github.com/jrburke/requirejs/blob/master/LICENSE

e typeahead.js, © 2013-2014 Twitter, Inc,
https://github.com/twitter/typeahead.js/blob/master/LICENSE

e Select2, © 2012-2015 Kevin Brown, Igor Vaynberg, and Select2 contributors
https://github.com/select2/select2/blob/master/LICENSE.md

e bootstrap-datepicker, © Copyright 2013 eternicode https://github.com/eternicode/bootstrap-
datepicker/blob/master/LICENSE

e RabbitMQ, © Copyright 2007-2013 GoPivotal, https://www.rabbitmg.com/mpl.htm!
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