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Your Focus Function

PERMISSION ANALYSIS

Multi-domain capable
Analyze multiple domains within your company structure.
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Parallel scans
8MAN parallel scan technology allows you to scan your network
in minutes.

4 Threads 128 Threads 128 Threads

Accounts / Active Directory Graph (AD)
Display of access rights and causes in a graphically intuitive mind
map.
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Analysis of Active Directory access rights
Understand which users have access rights to individual
AD objects.

DOCUMENTATION & REPORTING

8MAN Logbook
Complete chronological overview of all 8MAN activity on Active
Directory, file servers, SharePoint and Exchange.

SECURITY

Current access reports
- Reports on:
® Which users have access to a given resource?
® Which resources can a user access?
® Account detail report
@ Scan comparison: report showing effective changes
between two points in time

Scheduled Reports
Automatically generate and send scheduled reports.

Purpose Groups
Give your Active Directory groups meaningful names or
adliases that indicate their purpose.



Your Focus Function

SECURITY MONITORING

Active Directory Monitoring . . .
Tracks all Active Directory changes. All activity is captured . . .
in the 8MAN log book and/or provided as a report. . . .
. BMATE o BMATE 8MATE
o AD Logga o AD Logga o AD Logga
File server Monitoring . . .
Tracks all file server activity. All user activity is tracked down . . .
to the file level and documented in structured reports. : : :
: BMATE  ° BMATE  ° 8MATE
. FS Logga . FS Logga . FS Logga
Event Notification . . .
Configure alerts for specific users and groups : : :
(AD Logga required). . . .
: BMATE ¢ BMATE ¢ 8MATE
. Alerts . Alerts . Alerts
Nominate Date Owners
Designate managers to review and assign access rights. Analyze /

Access rights, made to order
Employees can request access rights through a web based portal.

8MATE
GrantMA

EFFICIENCY



Your Focus Function

USER PROVISIONING

User Creation
Standardize user provisioning through data owners and helpdesk.

Access Rights Management
Change access rights and Active Directory Groups via
drag & drop.

Manage Active Directory accounts

- Change AD attributes

- Reset passwords

- Activate, deactivate and delete accounts

- Set “out of office” nofices in Exchange

- Change access rights and AD Groups via drag & drop

Group Wizard
Automatic generation of AD groups according to Microsoft best
practice, when assigning file server access.

EFFICIENCY

Temporary access rights
Decide when access rights should be activated and when
they should expire.

N

TECHNICAL INTEGRATION

z . =0 . =0 . =0
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SharePoint . Lo . L5 . L5
Analyze, report and administrate access rights to SharePoint. : 8MATE for : 8MATE for : BMATE for
P . SharePoint . SharePoint . SharePoint
. Andlyze . Andlyze .  Analyze and
: : ¢ Administration
< Exchange : : :
m Understand access rights to public folders, mailboxes . . .
and calendars. . . .
0 Make changes to access rights, mailbox size and “out of office” Eim:iz); . Ei[\c/\,/:;f‘z); . Ei’rﬁ;ig’;
w notifications. . Analyze Analyze .+ Andlyzeand
: : ¢ Administration
Z vSphere . Gy 5y e
Identify high risk permissions. . . .
L Develop appropriate security concepts. . SMATEfor o SMATEfor BMATE for
. vSphere . vSphere . vSphere
. Analyze . Analyze . Analyze




Your Focus

Function

PROGRAMMING INTERFACES

Software Integration
Export account details, file share and server permissions.

Trigger changes to AD and file server environments through
other applications.

8MATE
Web API

read

8MATE
Web API

read

8MATE
Web API

read & write
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