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Access Rights Management Innovations according to product groups

1 Innovations according to product groups

New colors for better contrast
and visibility for all Uls / J J

Risk Assessment Dashboard -

) ; 8MATE Analyze & Act 8MATE Analyze & Act 8MATE Analyze & Act
central overview of risks

8MATE Analyze & Act:
new scenarios and flexible 8MATE Analyze & Act 8MATE Analyze & Act 8MATE Analyze & Act
reports

Scheduling and filtering FS Logga

8MATE FS Logga 8MATE FS Logga 8MATE FS Logga
- gg g8 g8
S8MATE FS Logga supports SSLfor 8MATE FS Logga 8MATE FS Logga 8MATE FS Logga

NetApp C-Mode

Assigning resource owners using

the web client, importing and x x 8MATE GrantMA
exporting the configuration
Regquesting directories using the

8MATE GrantMA
self service portal x x
Single Sign On to the self service x x SMATE GrantMA
portal
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Access Rights Management Innovations according to product groups

8MATE Analyze & Act:

8MATE Analyze & Act
new bulk operations x x Y
Executing scripts before and
after changes x x /

8MATE Sharepoint: executing

changes in SharePoint 2016 & 8MATE SharePoint 8MATE SharePoint 8MATE SharePoint
Online

Easy Connect:Importing access

rights from additional resources / / J

New h I d
seea\/;/chomepage ayout an J J /
Configuring scripts x x J

Configuring the SharePoint
Remote Connector

8MATE SharePoint 8MATE SharePoint 8MATE SharePoint
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Access Rights Management Innovations according to product groups

2 Permission Analysis

2.1 Risk Assessment Dashboard - central overview of risks

Background / Value

Incorrect permissions and settings cause security risks. The new risk assessment dashboard visualizes the top risk
factors with the highest impact on security. Start with an overall rating. Create a risk assessment report with one
click. Drill down into deeper analyzes with one more click.

8MAN displays the following risk factors:
e inactive accounts

® groups inrecursion

e accounts with never expiring passwords
e globally accessible directories

e directories with unresolved SIDs

o directories with direct permissions

o directories with differing access rights

Access Rights Management. Only much Smarter.




Access Rights Management Permission Analysis

Additional Services

You can start a lot of analyzes, reports and actions from the risk assessment dashboard. The following table faces the
web client services to similar rich client services.

8MAN Visor Editionen
Rich Client Web Client (Analyze & Act)

Report: inactive accounts

Identifying inactive accounts

identifying groups in recursion L . .
ying group Identifying groups in recursion

Report: identifying users with never expiring

passwords Identifying users with never expiring passwords

Identifying globally accessible directories

Report: identifying direct permissions o
Identifying unresolved SIDs

Report: identifying unresolved SIDs o . o
Identifying direct permissions

Report: everyone permissions T ] ] ] S o
Identifying directories with differing permissions

Report: authenticated users permissions

8MAN Enterprise

Rich Client Web Client (Analyze & Act)

Resetting passwords Resetting passwords in bulk

Removing a user and his permissions Changing password options in bulk

Modifying users and groups attributes Deactivating accounts in bulk

Unlocking an user Deleting accounts in bulk (soft delete)
Deactivating an user Removing group memberships in bulk
Changing password options of an user Removing direct permissions in bulk
Modifying group memberships Removing permissions from globally accessible

directoriesin bulk
Modifying attributes in bulk
Removing unresolved SIDs in bulk

Removing differing permissions in bulk

Executing scripts on user accounts in bulk
Executing scripts on directories in bulk

Access Rights Management. Only much Smarter.




Management

Step by step process

o oEm

/ B 8MAN Web X\
& C | & hetpsyssry demol 2sso=true o
# Home O Recerfification - [l Analyze - T Requesting - % Workflows ~ & demoadmin ~
Risk Management What would you like to do next?
Waiting for Approval 0
5  orders
High Risk Level New
My
Al
G Approve
100 <O Recertification
e New
Stalistics
[ Analyze
©  New Scenario
All AD user accounts 357
5 £ Remove
o Directory permissions
©  Group memberships
All AD group accounts 267
<
O -Em
/ B 8MAN Web x\

& C | @ https//srv-8man.8man-demo.local/#/risk-dashboard

# Home O Recerfification -

Risk Assessment Dashboard

[, Analyze ~

E Requesting -

% Workflows ~

High Risk Level

@ High Risk
@ Medium Risk
® LowRisk

2,

& demoadmin -

L]
Inactive accounts
.
Risk Level 1 00 Risk Level
56 01357 accounts
_— 8man-demolocal =
More ~ Minimize Risks More ~
L]
(] Directories with unresolved SIDs
Risk Level Risk Level
101503 directories
= \isrv-gman =
More ~ Minimize Risks More ~

°
Groups in recursion

1 6 Risk Level

33 01267 groups:

8man-demo.local

Minimize Risks More ~
L]
Directories with direct access
1 00 Risk Level
476 07503 directories
\srv-gman =
Minimize Risks More ~

Accounts where password never

expires °

1 00 Risk Level
342 0f 357 accounts
8man-demo.local =
Minimize Risks More ~

Directories with changed access

rights

100

20 01503 directories

srv-8man

Minimize Risks

Globally accessible directories

5101503 directories

Wsrv-gman

Minimize Risks

Access Rights Management. Only much Smarter.

n Analysis

1. Afterlogin BMAN shows the
homepage.

2. Inthe "Risk Management" area
you see an overall risk level
rating.

The higher the number the
higher the risk level.
Click the tile.

1. 8MAN shows an overall rating.

The print view offers an
overview of all risk factors
including explanations. Create a
comprehensive risk assessment
report with on click.

3. 8MAN shows all risk factors
with related ratings.




Access Rights Management Permission Analysis

Voo o 1. Get more details and
&« C | @ httpsy//sv-Bman.8man-demo.local/#/risk-dashboard Q] H

explanations of the risk factor.

Recalculate the risk factor. This
Risk Assessment Dashboard may take some time.

# Home O Recerfification ~ lu: Analyze ~ Requesting ~ % Workflows ~

b ! 3. Start the scenario.

@ High Risk
® Medium Risk .loo

® LowRisk

*® ® Accounts where password never
Inactive accounts Groups in recursion Globally accessible directories
° expires °
Risk Level 0 Risk Level 6 Risk Level 0 RiskLevel
56 01357 accounts 3301267 groups 342 0f 357 accounts 5101503 directories
—_— 8man-demo local = 8man-demo local —_— 8man-demo local = Verv-Bman

wore ~ Winimize Risks  More ~ WinimizeRisks  More wore ~ Winimize Risks

. ! m ith changed access
L] Directories with unresolved SIDs Directories with direct access
B rhs
RiskLevel Risk Level Risk Level
107503 directories 476 of 503 directories. 20 0f 503 directories
— Nsrv-gman _ tsrv-6man _ Yorv-Bman
More + Minimize Risks More + Minimize Risks More Minimize Risks
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Access Rights Management Permission Analysis

2.1.1 Identifying inactive accounts using the web client

Background / Value

Inactive accounts can be used for data theft and manipulation without being detected. Since most inactive accounts
are remnants of past employees, they are often a symptom of a communication problem between HR and IT. SMAN
displays all inactive accounts in Active Directory with a last logon older than 30 days. Remove or deactivate accounts
that are no longer needed.

Additional Services

Report: inactive accounts
Deactivating accounts in bulk (8MATE Analyze & Act and 8MAN Enterprise required)

Step by step process

Pmmm  § B - "®® | ogin to the web client.

Login as current Windows User

Powere d by Protected Networks
V8.0 2931e76 15.5.2017_1:17
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/ B BMAN Web.

x\

<€ c

@ nhttps//srv-Bman.8man-demolocal/#/dashboard

O Recertification ~

Waiting for Approval

[ Analyze ~

E Requesting ~

Risk Management

% Workflows ~

What would you like to do next?

[ E orders
High Risk Level New
My
o Al
> Approve

* N\
100

O Recertification

° New
Statistics
L. Analyze

All AD user accounts

All AD group accounts

357

267

Q

o New Scenario

& Remove

5 Directory permissions
o Group memberships

/ 8 8MAN Web

x\

& (€]

@ https//srv-Bman.Bman-demodlocal/#/risk-dashboard

Risk Asses:

< Recertification ~

# Home

sment Dashboard

[, Analyze ~

E Requesting ~

% Workflows ~

High Risk Level

@ High Risk
® Medium Risk
® LowRisk

2

[ ]
Inactive accounts

L
Risk Level 00 Risk Level
= 8man-demo local =

2

wors - e |

L ]
[ ] Directories with unresolved SIDs
More ~ Minimize Risks More ~

.
Groups in recursion
Risk Level
33 01267 groups
8man-demo local _—
Minimize Risks More ~
.
Directories with direct access
Risk Level
47601503 directories
tsrv-6man _
Minimize Risks More ~

Accounts where password never

Directories with changed access

Globally accessible directories
expires °

00 Risk Level

342 0f 357 accounts 5101503 directories
8man-demo_local = \erv-8man
Minimize Risks More ~ Minimize Risks

rights

20 01503 directories

srv-8man

Minimize Risks

Access Rig
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1. Afterlogin you see the web
client homepage.

2. 8MAN shows an overall rating
in the area "Risk Management".
The higher the number the
higher the risk level.

Click the tile.

1. 8MAN shows a rating for the
risk factor "Inactive accounts".

2. Click "Minimize risks".
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o o B --Em ;  SMAN lists all inactive accounts.

&« C | @ https//srv demol detailsid= 132e-9460-493f-8521-55065a7f99c6

2. Usesorting, filtering and
] grouping to analyze the data.

Inactive accounts (56) ° B — 3. Select the rows to display in the
P Lo Eﬁﬂﬂ = reateepor grid and in the reports.

Name  Lastlogon 7 Days since lasfllogon 7 Isactivated 1§ Action v/ - ilable Actions 4' EXpOrt the data Into EXCeI,

# Home O Recerification ~ E Requesting ~ % Workflows ~

ol # Domain name gman-demo.local(36 fems)

o Bieh, Ali (8man-demo\Ali Bieh) 2/28/2014 174 .

O & |Aeubt Amay Bman-demoanay A 5. Create a report in PDF- oder
o & |Pakdikoffa, Anna (8man-demo\Anna Pakdikoffa) 3712016 |436 true CS _ f S h

o & |Moe Zarella (8man-demo\Moe Zarella) 3712016 |436 true V ormat. Save the report or
=] & | Kai Sersiauten (8man-demo\Kai Sersiauten) 3712016 |436 true e-m aII It.

a 8 Sue Permarkt (8man-demo\Sue Permarkt) 3/712016 436 true

(=] © | Minni Ralwasser (8man-demo\Minni Ralwasser) 712016 |436 true

(=] & |Erkan Alles (8man-demo\Erkan Alles) 3712016 |436 true

=] & | Bill Anz (8man-demo\ill Anz) 3712016 |436 true

=] & |Tom Ate (Bman-demo\Tom Ate) 3712016 |436 true

5] & |MelOdie (3man-demo\Mel Odie) 3712016 |436 true

5] & |Karl Kulation (8man-demol\Karl Kulation) 3712016 |436 true

5] & |Gitta Rensolo (8man-demo\Gitia Rensolo) 3712016 |436 true

5] & |Ansgar Agentor (8man-demo\AAgentor) 3712016 |436 irue

5] & |Hacke, Pera (8man-demo\Pefra Hacke) 3712016 |436 true

5] ©® |urise, Christiane (8man-demo\Christiane Krise) 3712016 |436 frue

5] & |silie, Peter (8man-demo\Peter Siiie) 3712016 |436 true

o & |Rosi Ne (8man-demo\Rosi Ne) 3712016 |436 true

5] & |Anna Lyse (8man-demo\Anna Lyse) 3712016 |436 true >




2.1.2 Identifying recursive groups using the web client

Background / Value

Groups can be members of other groups. Active Directory allows "children" to become "parents" within their own
family tree. If the nested group structure loops in a circular way group membership assignments become ineffective
and nonsensical. Through these recursions or circular nested groups every user who is a member of any of the
recursive groups is granted all of the access rights of all of the groups. The consequence is a confusing mess of
excessive access rights. S8MAN automatically identifies all recursions in your system. We highly recommend
removing the recursion by breaking the chain of circular group memberships.

Additional Services

The deeper your group structure the more likely you are to have circular nested group structures. We therefore
recommend keeping an eye on the number of nested group levels.

Idenitfying recursive groups (using the rich client)

Break the circle by managing group memberships (using the rich client) or removing group memberships using the
webclient.

Step by step process

O "% | ogin to the web client.

3 C | @ nttps//srv-8Bman.8man-demo.local/#/login | i

BMAN 4 rome °

[ A Vel B |
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/ B BMAN Web. x\

<€ c

@ nhttps//srv-Bman.8man-demolocal/#/dashboard

O Recertification ~

[ Analyze ~

E Requesting ~

Risk Management

% Workflows ~

What would you like to do next?

Waiting for Approval 0
[ E orders
High Risk Level New
My
e Al
a ©  Approve
,Ioo O Recertification
° New
Statistics
L. Analyze
©  New Scenario
All AD user accounts 357
o & Remove
o Directory permissions
©  Group memberships
All AD group accounts 267
5]
E--En
/ 8 8MAN Web X\
<« C | @ https//srv-Bman.8man-demolocal/#/risk-dashboard LRI
& Home <O Recerfification - [l Analyze ~ E Requesting ~ % Workflows ~
Risk Assessment Dashboard
High Risk Level
@ High Risk
® Medium Risk
o Lowrsx 100
® ® Accounts where password never
Inactive accounts Groups in recursion Globally accessible directories
° expires °
Risk Level 00 Rick Level Risk Level 00 Risk Level
56 01357 accounts 3301267 groups 342 01357 accounts 5101503 directories
_— man-gemolocal = &man-demo local _— 8man-demo.local = Verv-8man
2
More « Minimize Risks | More [minmize Risr] I More + Minimize Risks | More - Minimize Risks
° ° Directories with changed access
L] Directories with unresolved SIDs Directories with direct access Nante
Risk Level Risk Level Risk Level
1 01503 directories 47601503 directories 20 01503 directories
— \srv-gman e Nrv-gman _ srv-8man
More ~ Minimize Risks More ~ Minimize Risks More ~ Minimize Risks
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1. Afterlogin you see the web

2.

Permission Analysis

client homepage.

8MAN shows an overall rating
in the area "Risk Management".
The higher the number the

higher the risk level.
Click the tile.

8MAN shows a rating for the

risk factor "Groups in
recursion”,

Click "Minimize risks".




Management

B-oEm
PR

/ B BMAN Web x \\WA

€ > 4 momm , o e

# Home O Recerfification ~

1

E Requesting ~ % Workflows ~

0 q Configuration &
IGI’OUPS in recursion (33)| e Groups in recursion: 8man-demo.local
= E—C e
Type  Name  Reqfiested Action v

ol # Domain name gman-demo.local(33 fems)

4
5

| Available Actions

o GutGetarnteGruppe (8man-demo\GutGetamteGruppe)

s] @ )

o ® 8

(=] @ 1Ring 1 (81 1Ring 1)
o @ 1Ring 2 (8 1Ring 2)
a @ 10 Ring 1 (81 10 Ring 1)
o @ 10Ring 2 (8 10Ring 2)
o ] 10Ring 3 (8 10Ring 3)
o ] 2Ring 1 (8 2Ring 1)
o @ 2Ring 2 (8man- 2Ring 2)
o ] 2Ring 3 (8 2Ring 3)
o ] 3Ring 1 (8 3Ring 1)
o @ 3Ring 3 (81 3Ring 3)
o @ 4RIng 1(8 4Ring 1)
o @ 3Ring 2 (8 3Ring 2)
o @ 4RIng 2 (8 4Ring 2)
o @ 4Ring 3 (8 4Ring 3)
o @ 5Ring 1 (8 5Ring 1)
o ® 1Ring 3 (8 1 Ring 3) >

Direct Excel export

Create Report

Access Rights Management. Only much Smarter.

n Analysis

8MAN lists all groups in
recursion.

Use sorting, filtering and
grouping to analyze the data.
Select the rows to display in the
grid and in the reports.

Export the data into Excel.
Create a report in PDF- oder

CSV-format. Save the report or
e-mail it.
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2.1.3 Identifying users with never expiring passwords using the web client

Background / Value

One key security requirement within any organization is that passwords are changed regularly. Use the scenario to
find accounts where this requirement has not been activated. View this information in the web interface and create
reports.

Additional Services

Resetting passwords (using the rich client)
Changing password options (using the rich client)

Step by step process

R H--o . .
& o x Login to the web client.
<« C | @ nttpsy/srv-8man gman-demolocal/#/login LIl
®
# Home
demoadmin
8man-demo
Englisn
Login as current Windows User
Powered by Protected Networks
8.0 2931676 15.5.2017_1:17
H-c

S BMAN Web x

1. Afterlogin you see the web

€ > G [a npsy ol client homepage.
~ lwaAnalyze - ' Requesting - % Workflows ~ .
T BT e 2. 8MAN shows an overall rating
Risk Management What would you like to do next? in the area ”RiSk Managemen t ”'
e o — The higher the number the
e s higher the risk level.
° Al . .
G | n g Click on the tile.
O Recertification
100 e
L. Analyze
| o New Scenario
All AD user accounts 357
o o Remove
o Directory permissions
o Group memberships
All AD group accounts 267

Access Rights Management. Only much Smarter.
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fomme o\ 1. 8MAN shows a rating for the
h risk factor "Accounts where
password never expires".

C | @ https//srv-Bman.8man-demo.local/#/risk-dashboard

& Home < Recerfification - [l Analyze ~ E Requesting ~ % Workflows ~ % - & demoadmin -

i . e
Risk Assessment Dashboard 2. Click on "Minimize risks".
High Risk Level
@ High Risk
@ Medium Risk
Ot 100
° o Accounts where password never
Inactive accounts Groups in recursion Globally accessible directories
9 v |
Risk Level Risk Level Risk Level Risk Level
56 0f 357 accounts 33 0f 267 groups 342 0f 357 accounts 51 of 503 directories
e 8man-demo.local = 8man-demo.local .. | 8man-demo.local = \srv-8man
2
More ~ Minimize Risks More ~ Minimize Risks More ~ [Minimize Risks] More ~ Minimize Risks
" N L] L] Directories with changed access
L ] Directories with unresolved SIDs Directories with direct access fights
Risk Level Risk Level Risk Level
B= \isrv-8man = \isrv-8man = \isrv-8man
More ~ Minimize Risks More ~ Minimize Risks More ~ Minimize Risks
/& omres <\ 1. 8MAN lists all accounts where
< C | @ https//srv demo.| details;id= '3-380a-47ac-83dd-2da23913d8e3 £ 3 ‘ H

password never expires.

# Home O Recerfification ~ 2 Requesting - % Workflows ~ & - & demoadmin ~

Use sorting, filtering and
grouping to analyze the data.

0 Configuration % Reports
Accounts where pGSSWOI'd never expires Accounts where password never expires: 8man-demo.local 4 Direct Excel export
!342 P — _ .
) 3. Select the rows to display in the
o L lmcmmme

mmn—— Avaiable Acions grid and in the reports.

Type  Name  Requested Action -

I T : 4. Export the data into Excel,

sa-8mansvc (8man-demo\sa-8mansvc) .
T 5. Create a report in PDF- oder
sa-HQ-vRanger (8man-demo\sa-HQ-vRanger) CS V_fo rmat Sa ve the I’eport or
sa-SP_CacheADM (8man-demo\sa-SP_GacheADN

sa-SP_Crawl (8man-demo\sa-SP_Crawl) e_m ail it.

sa-SP_Farm (8man-demo\sa-SP_Farm)

0 olojojo|o|o

O

sa-SP_Install (Bman-demo\sa-SP_Install)

O

sa-SP_MySite (8man-demo\sa-SP_MySite)

O

sa-SP_Pool_Intranet (8man-demo\sa-SP_Pool_Int|

sa-SP_Pool_Portal (8man-demo\sa-SP_Pool_Porti

O

sa-SP_Profile (8man-demolsa-SP_Profile)

O

sa-SP_Search (8man-demolsa-SP_Search)

O

sa-sql (8man-demo'sa-sl)

a

sa-SP_Services (8man-demo\sa-SP_Services)

o

demoadmin (8man-demo\demoadmin)

o

Bill Anz (8man-demo\Bill Anz)

o

cradmin (8man-demolcradmin)

o
Do| €[00 €[00 0000|0000 0|00 € & | 0 &k

o

Anna Lyse (8man-demo\Anna Lyse) -
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2.1.4 Identifying globally accessible directories using the web client

Background / Value

If "Everyone accounts" are used for the assignment of access rights, (almost) everyone has access to the connected
resources. The consequence is an excessive assignment of access rights and a high probability for unauthorized
access. These go against the principle of least privilege and should therefore not be used. Before deleting
permissions you should assign specific groups to the appropriate resources.

"Everyone accounts" are:
e Everyone
e Authenticated Users

e Domain-Users

Additional Services

Removing permissions from globally accessible directories in bulk

Step by step process

Bome . o B - "B/ ;1 login to the web client.

C | @ httpsy//srv-Bman.8man-demo.local/#/login #)

S8MAN

demoadmin

Login as current Windows User

Powere d by Protected Networks
V8.0 2931e76 15.5.2017_1:17
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Voo oY 1. Afterlogin you see the web
< C client homepage.

@ https;//srv-8man.8man-demo.local/#/dashboard T \

O Recertification » [l Analyze ~ E Requesting ~ % Workflows ~ 2

8MAN shows an overall rating

Rk Mengerment What would you e o do next? in the area "Risk Management".
s g The higher the number the
e higher the risk level.

“ ‘ ‘ ‘: o Click the tile.
]oo O Recertification

Waiting for Approval 0

2Eg

b3

©  New
©  Slatistics
L. Analyze
o NewScenaro
All AD user accounts 357
~ & Remove
o
o Directory permissions
©  Group memberships
All AD group accounts 267
o
H--Ea .
EEmm = 1. 8MAN shows a rating for the
< C | @ https//srv-Bman.8man-demo.local/#/risk-dashboard Q‘ H

risk factor "Globally accessible

& Home O Recerfification -  [ii Analyze ~ 12 Requesting ~ % Workflows ~ directo ries n
) . " o .. . "
Risk Assessment Dashboard . ICi Inimize risKs .
High Risk Level
@ High Risk
® Medium Risk
o lowrik 100
® ® Accounts where password never
Inactive accounts Groups in recursion Globally accessible directories
° expires o
Risk Level 0 Risk Level Risk Level 0 Risk Level
56 01357 accounts 33 01267 groups 342 01357 accounts 5107503 directories
_ 8man-demo local = gman-demo Jocal _— sman-demo.local = Yerv-8man
2
More - Minimize Risks More - Minimize Risks More -~ Minimize Risks More - [ Minimize Risks]
° ° Directories with changed access
° Directories with unresolved SIDs Directories with direct access Tants
Risk Level Risk Level Risk Level
101503 direclories 476 01503 direcories 2007503 directories
— \srv-8man _ Vrv-gman _ \srv-8man
More - Minimize Risks More ~ Minimize Risks More - Minimize Risks

Access Rights Management. Only much Sma




s Management

o\
/ B BMAN Web x\

detailsid=

€ - C | @ ntps/ssry d

14237-2e59-499e-23d0-047BB89S 4245

# Home O Recerfification

E Requesting ~

% Workflows ~

o - q Configuration &
|Globully accessible directories (51) A"‘Evfme‘ " e
permissions ,
3 columns selected v

Drag columns here to create groups.

All 'Domain Users'

| =] =] &

Path  Account 1 Rights  Requested Action -
ource\cleant 110 eryone ontro

O | Wsrv-8man\clean! sourcelclean! 110 - Ungewolite Berechtigung definiert\JederBerechtigung Everyone |Full control

O | Wsrv-8man\clean! sourcelclean! 1110 - Ungewolite definiert Everyone | Full control I

J | Visrv-8man\clean! source\clean! 2105 - NULL DACL\NUIIDACL Everyone |Full control I

O | \srv-8manicleant source\ciean! 2110 - Ungewollte Berechtigung definiert\ederBerechtigung Everyone | Full control I

O | \srv-8manicleant source\clean! 2110 - Ungewolite definiert\ Everyone |Full control I

J | V\srv-8man\clean! source\clean! 3105 - NULL DACL\NulIDACL Everyone |Full control I

O | \srv-8manicleant source\ciean! 3\10 - Ungewollte Berechtigung definiert\ederBerechtigung Everyone | Full control | |

O | Wsrv-8manicleant source\clean! 3110 - Ungewolite definiert\ Everyone |Full control

O | Wisrv-8man\clean! source\clean! 10105 - NULL DACL\NulDACL. Everyone |Full control

(O | \srv-8manicleant source\clean! 1010 - Ungewollte Berechtigung definiert\JederBerechtigung Everyone |Full control

O | Wsrv-8manicleant source\clean! 10\0 - Ungewollte definiert i Everyone |Full control

O |Wsrv-8maniclean! source\clean! 6105 - NULL DACL\NUIIDACL Everyone | Full control

O |Vsrv-8maniclean! source\clean! 6110 - Ungewollie Berechtigung definiert\JederBerechtigung Everyone | Full control

O |Vsrv-8maniclean! source\clean! 6140 - Ungewolte igung definiert i Everyone | Full control

O |Wsrv-8maniclean! source\clean! 5105 - NULL DACL\NUIIDACL Everyone | Full control

(J | Wsrv-8maniclean! source\clean! 5110 - Ungewoltie Berechtigung definiert\JederBerechtigung Everyone | Full control

O |Vsrv-8maniclean! source\clean! 5110 - Ungewolte definiert. Everyone | Full control

(O |Wsrv-8maniclean! source\clean! 7\05 - NULL DACL\NUIIDACL Everyone | Full control

(J | Vsrv-8maniclean! source\clean! 7110 - Ungewoltie Berechtigung definiert\JederBerechtigung Everyone | Full control >

‘ ,

demoadmin ~

rect Excel export

Create Report

Available Actions

Permission Analysis

8MAN lists all globally accessible
directories.

Use sorting, filtering and
grouping to analyze the data.

Select the rows to display in the
grid and in the reports.

Export the data into Excel.

Create a report in PDF- oder
CSV-format. Save the report or
e-mail it.
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2.1.5 Identifying unresolved SIDs using the web client

Background / Value

SIDs (Security Identifiers) are strings that are used to identify user and group accounts in Active Directory. SIDs
become unresolved when users or groups with direct permissions are deleted in AD. By using unresolved SIDs
insider threats can gain access to sensitive resources.

8MAN clearly identifies unresolved SIDs in your system.

Additional Services

Identifying and deleting unresolved SIDs (using the rich client)
Removing a user and their permissions (using the rich client)
Removing unresolved SIDs in bulk (using the web client)

Step by step process

e = --®® ;1 login to the web client.

|4

Login as current Windows User

Powere d by Protected Networks
V8.0 2931e76 15.5.2017_1:17

Access Rights Management. Only much Smarter.
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/ B BMAN Web.

x\

<€ c

@ nhttps//srv-Bman.8man-demolocal/#/dashboard

O Recertification ~

E Requesting ~

[ Analyze ~

Risk Management

% Workflows ~

What would you like to do next?

Waiting for Approval 0
[ E orders
High Risk Level New
My
e Al
a ©  Approve
,Ioo O Recertification
° New
Statistics
L. Analyze
©  New Scenario
All AD user accounts 357
o & Remove
o
o Directory permissions
©  Group memberships
All AD group accounts 267
5]
E--En
/ 8 8MAN Web X\
<« C | @ https//srv-Bman.8man-demolocal/#/risk-dashboard #

Risk Level

More ~

Risk Level

& Home O Recerfification ~

E Requesting ~

[, Analyze ~

% Workflows ~

2

Risk Assessment Dashboard
High Risk Level
@ High Risk
® Medium Risk
® LowRisk
[

Inactive accounts
LJ

00 Risk Level

56 01357 accounts

8man-demolocal =

Minimize Risks More ~
L]
Directories with unresolved SIDs
Risk Level
101503 directories
\srv-gman _—
More ~

.
Groups in recursion
Risk Level
33 01267 groups
8man-demo local _—
Minimize Risks More ~
.
Directories with direct access
Risk Level
47601503 directories
tsrv-6man _
Minimize Risks More ~

Accounts where password never

expires °

00 Risk Level

342 0f 357 accounts

8man-demo_local =

Minimize Risks More ~

Directories with changed access

rights

20 01503 directories

srv-8man

Minimize Risks

Globally accessible directories

5101503 directories

Minimize Risks

\erv-8man

Access Rig

Management. Only much Sma

1. Afterlogin you see the web

2.

client homepage.

8MAN shows an overall rating
in the area "Risk Management".
The higher the number the
higher the risk level.

Click the tile.

8MAN shows a rating for the
risk factor "Directories with
unresolved SIDs".

Click "Minimize risks".




Management

B-oEm
o

/ B BMAN Web x \\WA

&« C | @ https//srv d 1311e094-e82d-4152-b113-e2b7a60a8dbf Q] H

# Home O Recerfification ~

birecfories with unresolved SIDs (2)

E Requesting ~

& demoadmin ~

% Workflows ~

Configuration &

Drag columns here to create groups.
 File server  SID

$-1-5-21-1545227963-2195427628-2857504096-9608

B \srv-sman\GF  [sn-Bman

O |Vsrv-8man\GF | srv-8man

2195427628

Directories with unresolved SIDs: \srv-gman 4 et
6 columns selected - “E ® (5 Greate Report

[Rights  Propagation T Access type 7 Available Actions

Full control This fokder, subfolders and files

Full control

This folder, subfolders and files

Access Rights Management. Only much Smarter.

n Analysis

8MAN lists all unresolved SIDs.

Use sorting, filtering and
grouping to analyze the data.
Select the rows to display in the
grid and in the reports.

Export the data into Excel.
Create a report in PDF- oder

CSV-format. Save the report or
e-mail it.
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2.1.6 Identifying direct permissions using the web client

Background / Value

Direct access rights should be avoided at all costs and be replaced by group access rights. Firstly, direct access rights
are inefficient because every user has to be managed independently. Secondly, each directory needs to be
examined individually to ensure the removal of all direct permissions. 8MAN shows you all direct access rights on
your file server(s).

8MAN strictly adheres to Microsoft Best Practice and assigns a group for every access right.

Additional Services

Removing direct permissions in bulk

Using the 8MATE clean! you can replace direct permissions with group memberships automatically.

Step by step process

EEETE. 1. Login to the web client.

G | @ nttps//srv-Bman.gman-demo.local/#/login

S8MAN

demoadmin

8man-demo

English

Login as current Windows User

Powered by Protected Networks
V8.0 2931e76 15.5.2017_1:17

Access Rights Management. Only much Smarter.
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/ B BMAN Web.

x\

<€ c

@ nhttps//srv-Bman.8man-demolocal/#/dashboard

O Recertifica

Waiting for Approval

tion ~

[ Analyze ~

E Requesting ~

Risk Management

% Workflows ~

What would you like to do next?

High Risk Level

* N\
100

E orders
New
My
o Al
> Approve

O Recertification

All AD user accounts

All AD group accounts

357

267

° New
Statistics
L. Analyze
©  New Scenario
o & Remove
o Directory permissions
©  Group memberships
5]

/ 8 8MAN Web

x\

& (€]

@ https//srv-Bman.Bman-demodlocal/#/risk-dashboard

Globally accessible directories

& Home <O Recerfification - [l Analyze ~ E Requesting ~ % Workflows ~
Risk Assessment Dashboard
High Risk Level
@ High Risk
® Medium Risk
o lowrik 100
[ °
Accounts where password never
Inactive accounts Groups in recursion
expires
° °
Risk Level 00 Risk Level Risk Level 00 Risk Level
56 01357 accounts 33 01267 groups 342 01357 accounts
_— 8man-demo local = 8man-demo local _— 8man-demo local =
More ~ Minimize Risks More ~ Minimize Risks More ~ Minimize Risks More ~
° ° Directories with changed access
L Directories with unresolved SIDs Directories with direct access rights
Risk Level Risk Level Risk Level
1 01503 directories 47601503 directories 20 01503 directories
— \srv-gman e Nrv-gman _ srv-8man
4
More ~ Minimize Risks More - [Minimize Risks] More - Minimize Risks

5101503 directories

Minimize Risks

\erv-8man

Access Rig

Management. Only much Sma

1. Afterlogin you see the web

2.

client homepage.

8MAN shows an overall rating
in the area "Risk Management".
The higher the number the
higher the risk level.

Click the tile.

8MAN shows a rating for the
risk factor "Directories with
direct access".

Click "Minimize risks".
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/ B BMAN Web

€ - C | @ ntps/ssry d

1be548-f;

47c8-ae1a-5947ad2ef0b1

# Home

O Recertification ~

|Directories with direct access (1445)

E Requesting ~ %

Workflows ~

Configuration &

Directories with direct access: \\srv-8man

Drag columns here to create groups.

 File server

Name - Distinguished

| 8 columns selected

[B) \srv-8man\Archive srv-8man cradmin | CN=cradmin,CN=Users, DC=8man-demo, DC=local 8MAN-DEMO.LOCAI Ful
O | Wisrv-8man\Archive srv-8man Sam Sale CN=Sam Sales, OU=TestUsers, DC=8man-demo, DC=local 8MAN-DEMO.LOCAI Modit
[ | \srv-8manicleant source srv-8man cradmin |CN=cradmin CN=Users,DC=8man-demo,DC=local 8MAN-DEMO LOCAI Full ¢
[ | Wsrv-8maniclean! source srv-8man Sam Sale CN=Sam Sales.OU=TestUsers, DC=8man-demo,DC=local 8MAN-DEMO LOCAI Modit
| srv-8manlclean! source\clean! 10101 - Kein Zugrit srv-8man Sam Sale CN=Sam Sales, OU=TestUsers, DC=8man-demo,DC=local 8MAN-DEMO LOCAI Modit
O | srv-8manlclean! source\clean! 10101 - Kein Zugrit srv-8man cradmin | CN=cradmin,CN=Users, DC=8man-demo,DC=local 8MAN-DEMO LOCAI Full ¢
| srv-8manlclean! source\clean! 10101 - Kein Zugrit srv-8man Clean - A'CN=Clean - Admin,OU=clean!, DC=8man-demo,DC=local 8MAN-DEMO LOCAI Full ¢
O | srv-8manlclean! source\ciean! 10102 - Lange Pfade srv-8man Sam Sale CN=Sam Sales,OU=TestUsers, DC=8man-demo,DC=local 8MAN-DEMO LOCAI Modit
(0 | srv-8manlclean! source\clean! 10\02 - Lange Pfade srv-8man cradmin |CN=cradmin CN=Users,DC=8man-demo,DC=local 8MAN-DEMO LOCAI Full ¢
0 | Vsrv-8manlclean! source\clean! 10\02 - Lange Pfade srv-8man Clean - ACN=Clean - Admin,OU=clean!, DC=8man-demo,DC=local 8MAN-DEMO LOCAI Full ¢
[ | Wisrv-8maniclean! source\ciean! 10103 - Alte Dateien srv-8man Sam Sale CN=Sam Sales,OU=TestUsers, DC=8man-demo,DC=local 8MAN-DEMO LOCAI Modit
[ | Wsrv-8manlclean! source\ciean! 10\03 - Alte Dateien srv-8man cradmin | CN=cradmin,CN=Users, DC=8man-demo,DC=local 8MAN-DEMO LOCAI Full ¢
[ | Wisrv-8maniclean! source\ciean! 10103 - Alte Dateien srv-8man Clean - ACN=Clean - Admin,OU=clean!, DC=8man-demo,DC=local 8MAN-DEMO LOCAI Full ¢
0 | srv-8manlclean! source\clean! 10\04 - Leere Ordner  |srv-8man Sam Sale CN=Sam Sales,OU=TestUsers, DC=8man-demo,DC=local 8MAN-DEMO LOCAI Modit
[0 | \srv-8manlcleant source\clean! 10\04 - Leere Ordner  |srv-8man cradmin |CN=cradmin CN=Users,DC=8man-demo,DC=local 8MAN-DEMO LOCAI Full ¢
0 | srv-8manlclean! source\clean! 10\04 - Leere Ordner  |srv-8man Clean - A'CN=Clean - Admin,OU=clean!, DC=8man-demo,DC=local 8MAN-DEMO LOCAI Full ¢
[ | Wsrv-8mancleant source\clean! 10105 - NULL DACL srv-8man Sam Sale CN=Sam Sales,OU=TestUsers, DC=8man-demo,DC=local 8MAN-DEMO LOCAI Modit
O | Wsrv-8mancleant source\clean! 10105 - NULL DACL srv-8man cradmin | CN=cradmin,CN=Users, DC=8man-demo, DC=local 8MAN-DEMO LOCAI Full ¢
[ | Wsrv-8mancleant source\clean! 10105 - NULL DACL srv-8man Clean - ACN=Clean - Admin,OU=clean!, DG=8man-demo,DC=local 8MAN-DEMO LOCAI Full ¢
0 | \srv-8mancleant source\clean! 10106 - Nicht Kanonisch  |srv-8man Sam Salg CN=Sam Sales.OU=TestUsers, DC=8man-demo,DC=local 8MAN-DEMO LOCA| Modi »
‘ 3

Direct Excel export

Create Report

Available Actions

Access Rights Management. Only much Smarte

Permission Analysis

8MAN lists all direct
permissions.

Use sorting, filtering and
grouping to analyze the data.
Select the rows to display in the
grid and in the reports.

Export the data into Excel.
Create a report in PDF- oder

CSV-format. Save the report or
e-mail it.
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2.1.7 Identifying directories with differing permissions

Background / Value

As part of best practices you should assign differing permissions unto the third or fourth level below share. Every
directory below this level should inherit permissions. Assigning differing permissions to the deepest levels creates
a confusing and complex access rights situation forcing excessive permissions.

Additional Services

Removing corrupted inheritance (using the rich client)

Removing differing permissions in bulk (using the webclient)

Step by step process

- . .
Do G 1. Login to the web client.
& G | @ htpsy/srv-Bmansman-demolocal/#/login =] Ik
demoadmin
8man-demo
English
Login as current Windows User
Powered by Protected Networks
v8.0 2931676 15.5.2017_1:17
— B -5 .
Do 2\ 1. Afterlogin you see the web
& — C | & nttps//srv-Bman.gman-demolocal/#/dashboard T % H Client homepage.
O Recerfification - |i: Analyze - 2 Requesting - % Workflows ~ & demoadmin ~ .
) frver R RS 2. 8MAN shows an overall rating
Risk Management What would you like to do next? in the area ”RiSk Managemen t ”'
e o — The higher the number the
e s higher the risk level.
o Al
el n ! e Click the tile.
O Recertification
100 e
L. Analyze
| New Scenario
All AD user accounts 357
o o Remove
o Directory permissions
- Group memberships
All AD group accounts 267

Access Rights Management. Only much Smarter.
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/& s ves =\ 1.

& C | @ https//srv-Bman.8man-demo.local/#/risk-dashboard

& Home < Recerfification - [l Analyze ~

% Workflows -

% - & demoadmin -

8MAN shows a rating for the
risk factor "Directories with
direct access".

. . YT . "
Risk Assessment Dashboard CI[Ck M[n[””ze r[sks .
High Risk Level
@ High Risk
® Medium Risk
@ Lowrek 100
° o Accounts where password never
Inactive accounts Groups in recursion Globally accessible directories
® expires ®
Risk Level Risk Level Risk Level Risk Level
56 of 357 accounts 33 of 267 groups 342 0f 357 accounts 51 of 503 directories
= 8man-demo.local = 8man-demo local = -; 8man-demo.local = \\srv-8man
More ~ Minimize Risks More ~ Minimize Risks More ~ Minimize Risks More ~ Minimize Risks
" _ L] Directories with changed access
. Directories with unresolved SIDs Directories with direct access e
Risk Level Risk Level Risk Level
101503 directories 47601503 directories 20 07503 directories
= \\srv-8man = \isrv-8man = \isrv-8man
2
More ~ Minimize Risks More ~ Minimize Risks More ~ [Minimize Risks]
[aommwe  x\ 1. 8MAN lists all directories with
<« C | @ httpsy//srv demol detailsiici= 1206e81-125c-44fd-80ed-7b77f5c26945 P ‘ H

differing permissions.

8MAN lists differing
permissions deeper than level
3 below share.

# Home

O Recerti Workflows ~

ion %

0 0 0 0 Ce
|[])g8ctones with Chunged dccess I’IghfS F’ Directories with changed access rights: \isrv-8man

9 columns selected

rect Excel export

Create Report

Drag columns here to create groups.

KRR

 File server

Available Actions 2 .

Use sorting, filtering and
_"I grouping to analyze the data.

Path

\'srv-8manicleant source\cleant 9108 - Tiefe Berechtigung\Ebene 1\Ebene2\Ebene3\Ebened\EbeneS\Ebene6\AndereBerechtigung

O |vsrv 8108 - Tiefe 1 srv-8man 9 sam Sif . .

O |Vsrv- ) lean! 9\08 - Tiefe Berechtigung\Ebene1 srv-8man 9 sam s: 3 SeIeCt the rows to dlsplay In the
Q [vsrv 4\08 - Tiefe 1 srv-8man 9 sam s; 'd d H h p

O |vsrv- ) lean! 508 - Tiefe Berechtigung\Ebene1 srv-8man 9 sam s: grl anain t ere OI’tS.

O |vsrv 308 - Tiefe 1 srv-8man 9 sam s: ;

O |vsrv- ) lean! 2\08 - Tiefe Berechtigung\Ebene1 srv-8man 9 sam s: 4 Export the da ta In to EXCEI

O |vsrv 10108 - Tiefe 1 gung srv-8man 9 sam s: . - d

O |vsrv- ) lean! 1\08 - Tiefe Berechtigung\Ebene1 srv-8man 9 sam s: 5‘ Create a report n PDF oaer

O |vsrv 1108 - Tiete 1 srv-8man 9 cradmi CS V_fo rmat' Sa ve t-he report- or
O |vsrv u lean! 10108 - Tiefe Berechtigung\Ebene1 Berechtigung srv-8man 9 cradmi

O [Vsrv 2108 - Tiefe 1 srv-8man 9 cradmi e—mail it.

O |vsrv- ) lean! 3\08 - Tiefe Berechtigung\Ebene1 srv-8man 9 cradmi

O [vsrv 508 - Tiefe 1 srv-8man 9 cradmi

O |vsrv- ) lean! 4\08 - Tiefe Berechtigung\Ebene1 srv-8man 9 cradmi

O [vsrv 9\08 - Tiefe 1 srv-8man 9 cradmi

O |vsrv- ) lean! 7\08 - Tiefe Berechtigung\Ebene1 srv-8man 9 cradmi

O [vsrv 6108 - Tiefe 1 srv-8man 9 cradmi

O |vsrv- ) lean! 8\08 - Tiefe Berechtigung\Ebene1 srv-8man 9 cradmi

‘ O |vsrv 1108 - Tiefe 1 srv-8man 9 1D$_n+

gy 5 -

Access Rig

Management. Only much Smart
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3.1

Background / Value

Easy Connect - integrating any resources

Integrate further resources to 8MAN with Easy Connect. You will get the 8MAN-typical overview, analysis and
reporting functionalities for these. The question "Who has access where?" can be answered more comprehensive
and much easier with one single solution. Import data from a CSV-file or via SQL-scripts manual or automatically.

3.1.1

# Start

Analysing Easy Connect resources

& demoadmin ~

[ Multiselection M Logt €© Scan comparision

Resources % @ _8ManDB R
SRV-BMAN\SQLEXPRESS/ Databases/_8ManDB
| @ Ftter resources on frst tree levet |
~ A Access rights % A
full path Description Access rights Folder Siz
@ Active Directory P
File server -3
Exchange 2
EvSphere & e
Purpose Groups B Al permissions
882 sysadmin (SRV-BMANVSQ...
= Easy Connect - CSV % dbcreator (SRV-BMANS... /"
-2 SRYUBUNTU SRVUBUNTU 43¢ processadmin (SRV-8MA. v
SRVUBUNTU/bin 25 serveradmin (SRV-BMANL.. /"
SRVUBUNTU/etc 8 INFORMATION SCHEMA... /'
SRVUBUNTU/home
SRVUBUNTU/sys
SRVUBUNTU/usr
SRV-8MAN\SQLEXPRESS > -
B I Databases SRV-8MAN\SQLEXPRESS/Da... Accounts with permissions
- @00 8ManDB ISRV-BMAN\SQLEXPRESS/Da.. —
S R-EMANSOLEXFRESS e, Users/groups with access right: All permissions
-~ §1© 8MAN-Demo_AdminContent SRV-8MAN\SQLEXPRESS/Da... | A Fitrer 31 |
-~ §8© 8MAN-Demo_Config SRV-BMAN\SQLEXPRESS/Da... | @ Users @ Groups |
- §019 8MAN-Demo_IntranetHom... SRV-BMAN\SQLEXPRESS/Da... a )
-~ §1© 8MAN-Demo_MySites_Con... SRV-BMAN\SQLEXPRESSDe... Name -l
- §8© 8MAN-Demo_PortalHome ... SRV-8MAN\SQLEXPRESS/Da... ® 19 gman (8man-demo\sa-8man) 1 -~
- §1© SMAN-Demo_StateService  SRV-BMAN\SQLEXPRESS/Da... © Administrator (8man-demohAdministrator) 24
b | L@} System Databases SRV-BMAN\SQLEXPRESS/Da.. “® 19 Arbeit, Andi (8man-demo\Andi Arbeit) 1
b @I Security SRV-BMAN\SQLEXPRESS/Se... © 19 Bacher, Joe Kurt (8man-demo\oe Kurt Becher) 1
@ 13 Burg, Johannes (8man-demo\Johannes Burg) 1
“® 1 Clean - Admin (8man-demo\Clean - Admin) 1
® cradmin (8man-demo\cradmin) 24
® 1 Dampf, Hans (3man-demo\Hans Dampf) 1
@ 1 Dee, Dan (8man-deme\Dan Dee) 1
® demoadmin (8man-demo\demoadmin) 1
“® 123 Dirk DataOwner (Bman-demo\Dirk DataOwner) 1
< = ” ® 1 Frido Fieia (8man-demolFrido Fleiz) 1 v
Ready 8MAN-DEMO.LOCAL v\ O [@Lstestscan> <] @ *

Access Rights Management. Only much Smarter.

The example shows access rights
information imported from a Linux
file system and a MS SQL-server.

1. Linux file system information
are imported from a CSV-file.

2. SQl-server access rights
information are imported via
SQL-script.
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Clear all scenarios %% Fil _8ManDB

SRV-BMANNSQLEXPRESS/Databases/_8ManDB

o]

«change
vSphere
Purpose Groups

H SRV_8MAN\SQLExpress Jic}
" Databacec

TN,
0O EMAN-Demo_AdminContent
#1© 8MAN-Demo_Config
00 8MAN-Demo_intranetHom.
#0© 8MAN-Demo_MySites Con...
40O 8MAN-Demo_PortalHome....
1O SMAN-Demo_StateService
% System Databases
) Security
o 8man-dema.local
@ B srv-exchange13.8man-demo.local
& 8Bman-demo.onmicrosoft.com
Publisher SW
85 OfficeSW
@ [ srv-8man

full path Description

Access rights  Folder Sia

(Everyone, Authenticated users, Domain users, NTF

SRV-BMAN\SQLEXPRESS
SRV-BMAN\SQLEXPRESS/Da...
SRV-8MAN\SQLEXPRESS/Da...
SRV-BMAN\SQLEXPRESS/Da...
SRV-BMAN\SQLEXPRESS/Da...
SRV-BMAN\SQLEXPRESS/Da...
SRV-8MAN\SQLEXPRESS/Da...
SRV-BMAN\SQLEXPRESS/Da...
SRV-BMAN\SQLEXPRESS/Da...
SRV-BMAN\SQLEXPRESS/Da...
SRV-8MAN\SQLEXPRESS/Da...
SRV-BMAN\SQLEXPRESS/Se...
DC=8man-demo, DC=local

‘appPublisher (8man-demo... All those people et the.
appOiffice (8man-demo\app... All those people will hav...

W\srv-8man

>

~ A Access rights

Special
permissions

B Al permissions
sysadmin (SRY-8MANASQ...
dbcreator (SRV-BMANYS...
processadmin (SRV-8MA.
serveradmin (SRV-BMANY,
8 INFORMATION_SCHEMA...

AN

Accounts with permissions

Users/groups with access right: All permissions

| A

1031 X |

| @ Users @ Groups

Name -

°E Dee, Dan (Bman-dema\Dan Dee) 1 B

Ready

SMAN-DEMOLOCAL ~| & [@ <Latest scan> -

@

Access Rig

Management. Only much Smart

Resource Integration

8MAN search includes easy
connect resources.

The scenario "Where does a
user/group have access?"
includes Easy Connect
resources.

The scenario includes the
imported SQL-server resource.
Navigate through Easy Connect
resources.

Access rights of the desired user
are shown in 8MAN-typical
style.
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3.1.2 Creating areport for an Easy Connect resource

Who has access where?

Report configuration Who has access where?

Title [Tite Access right report on resources with detailed permissions.

Comment | Comment

Objects
& Paths & Organizational categories
[SRVUBUNTU

Levels to resolve under the selected resource

Translate names of groups to purpase group name
v Details

v Filter

v Group settings.

« Options

~ Settings

The output format s PDF *

Report execution mode started manually
Custom storage path is not configured
Send email is Deactivated

Ready 8MAN-DEMO.LOCAL @ <lstestscans

Resources @ g, SRVUBUNTU [
SRVUBUNTU 3
| @ Fittr resources on first tree level |
~ A Access rights & A
full path Description Access rights Folder Sz
Active Directory -
File server -3
Exchange §
EvSphere ai
Purpose Groups @All permissions
SAP-System ; o
v
3 v
SRVUBUNTU/usr
Easy Connect - SQL > =
@ SharePoint . .
Accounts with permissions
Users/groups with access fight: All permissions
| @ den 00i3 X |
| © Users @ Groups
Name P
i )
< > —
Ready SMAN-DEMOLOCAL ~| & [@ <Latestscan> -] @ [ ]

Resource Integration

Choose "Resource" view
Select a resource, e.g.
"SRVUBUNTU".

Choose the report: "Who has
access where?" from the
context menu.

Configure the report. Options
are the same as on any "built-
in" resource.

Start the report.
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3.1.3 Integrating Easy Connect ressources

— Click "Scans" on the SMAN
P configuration module homepage.

~ Select a technology below to add a new resource configuration

Domain a;ycﬂmm -csv E Easy Connect - SQL B Exchange @ File server
o ncive Directory Resource Easy Connect - CSV resource Easy Connect - SQL resource "M Exchange Resource File Server Resource

Local Accounts Logga - Active Directory Logga - File Server SharePoint " SharePoint

Local Accounts of 3 server +'s Monitoring an Active Directory Monitoring a File Server I{‘x’ Sharepsint Resource (Farm Based) SharePoint Site Collection 1- A dd an Easy Con n eCt resource.

" SharePoint Online. vSphere.
SharePoint Online Site Collection VMware vSphere Resource

The configuration is seamlessly
. integrated.

[ arier n

Th @ com will be scanned On demand [..]

The resource http://intranet will be scanned On demand. [..]

S T e 3. Configure a regularly import.

o P & huedeona %
Th will b d On demand. [..] e

g | ] SRV-8MAN\SQI Express
The resource SRV-8MAN\SQLExpress will ‘En demand. :*m ication wil b ished using account 8 Scans will be using account

8man-demo\demoadmin on SRV-BMAN .
In case of errors, i.e. if the server is not available due to maintenance, scans will be retried once, The delay between retries is 10 minutes.
The additional properties have

Gl > SRVUBUNTU <

The resource SRVUBUNTU will be scanned On demand. The i will be using account Scans wil b using account
8man-demo\demoadmin on SRV-BMAN .

In case of errors, i.e. if the server is not available due to maintenance, scans will be retried once. The delay between retries is 10 minutes.

The additional properties have completely been configured.

Ready demoadmin @ localhost €1 [

8MAN supports the following SQL-
server:

e Microsoft SQL
e Oracle SQL

* MysaL

Confgued o e PostgreSQL

Additional properties

~ mMssaL

© MssaL

© Oracle SQL

© MysoL

© PostgreSQl.

—

The SOL connection string Data Source=SRV-8MAN\SQL
Meta data JSON UNC-Filepath [ QuMSssQL

Accounts SQL script UNC-Filepath [« QLIMSSQLVACcounts.sql
Account Members SQL script UNC-Filepath  C» QLMssaL
Permissions SQL script UNC-Filepath

Resources SQL script UNC-Filepath < QLMSSQL\Resources.sal

M

Ready demoadmin @ localhost €]

Access Rights Management. Only much Smarter.
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NN ind o detailed documentation on

required CSV-file structure and

License Information Server Status

e example files under "License" in the

8 M A N S configuration module.

Name  Domain  Host 8MAN Component

Customer Protected Networks GmbH 8 demoadmin 8MAN-DEMO srv-8man BMAN
Licensed: Yes £ demoadmin 8MAN-DEMG srv-8man Configuration
Licensed since Thursday, March 8, 2017 3:00 PM

Technologies

Domains 8man-demo.local
User count 800
File server count 10

Active Directory Logga count 8
File server Logga count 8
SharePoint (Web Applications) 8
Exchange Forests 1
vSphere (CPUs) 256

More Technologies

8MATE SharePoint
SMATE SharePoint
BMATE Easy Connect CSV
BMATE Easy Connect SQL
8MATE SharePoint Online

Documentation

Features

~ Easy Connect - SQL
et &= How to documentation
Programming Interface Yes (read and modify) o Lot s
Alerts Yes & Fo T
Analyze and Act Yes How to documentation

Example CSV files
Ready demoadmin @ localhost €1 H

Access Rights Management. Only much Smarter.




3.2 8MATE for SharePoint 8.0 - Supporting 2016 and Online

Microsoft offers two ways of ineracting with a SharePoint Server:
e Server Side Object Model (SSOM)
e Client Side Object Model (CSOM)

8MAN uses until version 7.5 the Server Side Object Model only. A component installation (collector) on the
SharePoint serveris needed. If you are using SharePoint Online or a hosted SharePoint service you are not allowed
to install anything on the SharePoint server. In future we will change to the Client Side Object Model where no
component installation is needed. The Server Side Object Model will be supported until 8MAN version 8.5. Both
Models can be used at the same time for different SharePoint servers.

How 8MAN 7.6 supports SharePoint:

SSOM (farm based)
Read and Modify J / x x
CSOM - SharePoint

Remote Connector J / J J

Read and Modify*

* Modify includes changing SharePoint access rights and SharePoint group memberships. Creating SharePoint groups
automatically by the group wizard is not supported.

8MAN users use the GUI for SharePoint resources as before. A new for executing status on
changes is added.

For configuring the new remote connector please see:



Resource Integration

Access Rights Management

3.2.1 8MATE SharePoint - Progress indicator for changes
8MAN displays the progress while

executing changes on SharePoint
resources.

Zugriffsberechtigungen dndern

5] Documents
Portal Home/Portal Home/Libraries/Dacuments

Anmeldung fir Anderungen

Ergebnis

@ state produced at 12:00:53 could be finished

Berechtigung Contribute fir Tor, Moni (8man-demo\Moni Tor) zu

fage
T Bl ouree Documents hinzy
Berechtigung Read for Arbeit, Andi 8man-demo\Andi Arbeit) 2u | gy o 4 4 13,0053 could be fiished

fge
2 e i

L still working ... 20%

Demo.

8MAN-DEMO.LOCAL - © <Neuester Scan> -

Anderungsanfrage wird bearbeitet...

Access Rights Management. Only much Smarter.
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4 User Provisioning

4.1 8MAN Enterprise - Executing scripts before and after changes

Background / Value

Integrate scripts into 8MAN Enterprise and execute them before and after changes. Automate standard processes
and increase efficiency.

Add scripts to the following change tasks:
Creating an user account

Managing group memberships

Moving objects in Active Directory
Removing a user and their permissions
Modifying group and user attributes
Creating groups and adding users
Deactivating a user account

Provide scripts using the 8MAN configuration module.

Access Rights Management. Only much Smarter.




4.2 New bulk operations

4.2.1 Removing permissions from globally accessible directories in bulk

Background / Value

If "Everyone accounts" are used for the assignment of access rights, (almost) everyone has access to the connected
resources. The consequence is an excessive assignment of access rights and a high probability for unauthorized
access. These go against the principle of least privilege and should therefore not be used. Before deleting
permissions you should assign specific groups to the appropriate resources.

"Everyone accounts" are:
e Everyone
e Authenticated Users

e Domain-Users

Additional Services

Report: Identifying usage of "Everyone" (using the rich client)
Report: Identifying usage of "Authenticated Users" (using the rich client)

Step by step process

e "™ 1. Login to the web client.

<« C | @ https//srv-8man.8man-demo.local/#/login Wi

BMAN 4 rome °

BEVI/I\ N




Access Rights Management

User Provisioning

/ B BMAN Web. x\

B--E® 5 Click "Analyze".

<€ c

@ https//srv-Bman.8man-demolocal/#/dashboard

| i

1

O Recertification ~ [ Analyze ~

~ Risk
Waiting for Approval 0

https://srv-Bman.8man-demo local/#/analyze

E Requesting ~

B New Analyze Session 2

Dashboard

High Risk Level

All AD user accounts

All AD group accounts

% Workflows ~

What would you like to do next?

E orders

Ney

My

o Al
> Approve

O Recertification

° New
Statistics
L. Analyze
©  New Scenario
357
o & Remove
o Directory permissions
©  Group memberships
5]

2. Click "New Analyze Session".

Click "Globally accessible

E--En
/ 8 8MAN Web X\
< C | @ httpsy/srv-8man.8man-demo.local/#/analyze;id=ded 14237 -ae59-499e-a3d0-04f888954a45 % |

& Home O Recerfification ~

Analyze Scenarios

All Scenarios ~

Order history
All AD user accounts
All AD group accounts

Accounts where password
never expires

Groups in recursion
Inactive accounts
Group memberships

1 Globally accessible

directories

Directories with unresolved
SiDs

Directories with direct
access

Directories with changed
access rights

File system permissions

E Requesting ~

% Workflows ~

Globally accessible directories

4 | Start calculation for your scenariol

Group selection

Additional group
selection

@ All'Everyone’ permissions
@ All'Authenticated Users' permissions

@ All'Domain Users' permissions

Search for group

@ Search my domain only

Paths

@ \srv-8man

directories".

Select groups.

You can add one additional
group. This is very useful for
“catch-all" groups, e.g.
"mycompany-complete”.
Select a file server.

Start the calculation.

s Management. Only much Smart
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B 8MAN Web X

8MAN lists all globally accessible
directories.

€« C [ @ htpsyysry 8man-demol| detailsid= Id=ded14237-ae59-49%e-23d0-047BBBIS 4245 %

& Home O Recerfification ~ % Workflows ~

2. Usesorting, filtering, grouping

1
[Slobally accessible directories (51)] Conoureton - and column selection to locate
All'Everyone' permissions, All ‘Authenticated Users' permissions, All'Domain Users' )
e the desired rows.
Drag columns here (o create groups. 9 columns selected - EE
Available Actions 3. Select the desired entries.
Full control Execute script R
« [\srv-8manicieant sourcelcleant 1110 - Ungewoltte Berechtigung definiertiJederBerechtigung Everyone  Full control Remove ACE 4, CIIC k ”R emove A CE ”,
0 [uapv-8manicleant sourcelclean! 1110 - Ungewolite Berechtigung definiert\ederErstBesiAuthBen Everyone |Full control
(m] ~-8man\clean! source\clean! 2\05 - NULL DACL\NullDACL Everyone  Full control
\\srv-8maniclean! source\cleant 2110 - Ungewolite Berechtigung definiert\JederBerechtigung Everyone  Full control
0 Jsrv-8manicieant source\ciean! 2110 - Ungewollte Berechti definiert\Jeder ] Everyone |Full control
) f\srv-8man\clean! source\clean! 3105 - NULL DACL\NullDACL Everyone | Full control
) Jrsrv-8manicieant sourceicieant 3110 - Ungewollte Berechtigung definiert\ederBerechtigung Everyone |Full control
) Jrsrv-8manicieant sourceicieant 3110 - Ungewollte Berechtigung definiert\ederErstBesiAuthBen Everyone |Full control
) P\srv-8man\cleant source\clean! 10105 - NULL DACL\NullDACL Everyone  Full control
) Jsrv-8manicieant sourceicieant 10110 - Ungewollte Berechtigung definiert\JederBerechtigung Everyone |Full control
) Jrsrv-8manicieant sourceicieant 10110 - Ungewolite Berechtigung definiert\JederErstBesiAuthBen Everyone |Full control
L) P\srv-8man\clean! source\clean! 6\05 - NULL DACL\NullDACL Everyone |Full control
0 \srv-8man\clean! sourcelclean! 6110 - Ungewollte Berechtigung definiert\JederBerechtigung Everyone |Full control
L) P\srv-8man\clean! source\clean! 6\10 - Ungewollte Berechtigung definiert\JederErstBesiAuthBen Everyone |Full control
L) P\srv-8man\clean! source\clean! 5\05 - NULL DACL\NullDACL Everyone |Full control
0 P\srv-8man\clean! sourcelclean! 5110 - Ungewollte Berechtigung definiert\JederBerechtigung Everyone |Full control
) P\srv-8man\clean! source\clean! 510 - Ungewollte Be hti definiert\Jeder ] Everyone |Full control
W\srv-8maniclean! source\clean! 7\05 - NULL DACL\NullDACL Everyone |Full control
O |Wsrv-8man\clean! sourcelclean! 7110 - Ungewollte Berechtigung definiert\JederBerechtigung Everyone |Full control o
2 ;

H--EN
. ey 7 1. Leave a comment.

€« C ‘ @ https//srv £l -de X detailsiid= 1:scenariold =ded 14237-ae59-49%e-a3d0-04f888954a4 5 ﬂ" 2 CI' k ”E A . "
. IC. xecute Action .

Remove ACE

Execute for \\srv-8maniclean! source\ciean! 10\10 - Ungewolite

F The job will be transferred to the

" 8MAN server and executed there.
You can find the status in "Jobs
overview".
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4.2.2 Removing direct permissions in bulk

Background / Value

Direct permissions should be avoided at all costs and replaced by group permissions. Firstly, direct access rights are
inefficient because every useris managed independently. Secondly, each directory needs to be examined
individually to ensure the removal of all direct permissions. 8MAN shows you all direct access rights on your file
server(s). You can remove them in bulk using the web client.

Additional Services

8MATE Clean! allows you to automatically remove direct access rights and turn them into group memberships.

Changing password options in bulk

Removing unresolved SIDs in bulk

Step by step process

T H - %" 1 login to the web client.

< G | @ nhips//srv-Bman8man-demolocal/#/login ol

@

S8MAN

demoadmin

8man-demo

English

Login as current Windows User

Powered by Protected Networks
V8.0 2931e76 15.5.2017_1:17

Access Rights Management. Only much Smarter.
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/ B BMAN Web.

x\

B--E® 5 Click "Analyze".

<€ c

@ https//srv-Bman.8man-demolocal/#/dashboard

| i

1

O Recertification ~ [ Analyze ~

B New Anal

E Requesting ~

e Session

Waiting for Approval 0

https://srv-Bman.8man-demo local/#/analyze

High Risk Level

100

All AD user accounts

All AD group accounts

% Workflows ~

What would you like to do next?

E orders
o New
o My
o Al
> Approve

O Recertification

° New
Statistics
L. Analyze
©  New Scenario
357
o & Remove
o Directory permissions
©  Group memberships
5]

gy 2. Click "New Analyze Session".

& demoadmin ~

/ 8 8MAN Web

x\

1. Click "Directories with direct

& (€]

@ httpsy/srv-8man.8man-demolocal/#/analyze;id=63 1be548-f228-47c8-ae 1a-5947ad2ef0b 1

access".

& Home O Recerfification ~

Analyze Scenarios

All Scenarios ~

Order history

E Requesting ~

% Workflows ~

Directories with direct access

All AD user accounts
All AD group accounts

Accounts where password
never expires

File server

@ \isrv-8man

& demoadmin ~

2. Select a file server.
3. Start the calculation.

Groups in recursion
Inactive accounts
Group memberships

Globally accessible
directories

Directories with unresolved
SiDs

Directories with changed
access rights

File system permissions
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Some  x 8MAN lists all direct
€ -~ C | @ ntps//srv-Bmansman-demol detailsid=4 0ld=631be548-1228-47c8-ae1a-5947ad2ef0b1 s erm iSSiO ns
p .
& Home O Recerfification ~ % Workflows ~ . . . .
Use sorting, filtering, grouping
[Directories with direct access (14450 Configuration & Reports and column selection to locate
eDvetmnes with direct access: \srv-8man .
the desired rows.
Path v File server Name _ Distinguished Name Available Actions 3. S I h d H d H :
hsrv-gman\Marketing\Flyer\USA srv-gman cradmin | GN=cradmin, CN=Users,DC=8man-demo, DC=local 8MAN-DEMC E—— elect the aesired entries
) Psrv-8man\Marketing\FlyerUSA srv-8man Peer Sie |CN=Peer Sie,0U=TestUsers,DC=8man-demo,DC=local 8MAN-DEMC " B 4. C/’Ck ”Rem ove A CEV"
! fisv-8man\marketing Fiyen Germany\moved srv-8man cradmin  GN=cradmin, CN=Users,DC=8man-demo,DC=local 8MAN-DEMC %
v J-sman\Marketing\Flyer\Germany\moved Srv-8man Peer Sie CN=Peer Sie,OU=TestUsers,DC=8man-demo,DC=local BMAN-DEMC
v i Srv-8man cradmin  CN=cradmin,CN=Users, DC=8man-demo,DC=local BMAN-DEMC
v Psrv-8man\Marketing\Flyer\Germany Srv-8man Peer Sie CN=Peer Sie,OU=TestUsers,DC=8man-demo,DC=local BMAN-DEMC
v Psrv-8man\Marketing\Flyer\Germany Srv-8man cradmin  GN=cradmin,CN=Users,DC=8man-demo,DC=local BMAN-DEMC
v Psrv-8man\Marketing\Flyer\Germany Srv-8man cradmin  GN=cradmin,CN=Users,DC=8man-demo,DC=local BMAN-DEMC
v Psrv-8man\Marketing\FlyernGB Srv-8man cradmin  CN=cradmin,CN=Users DC=8man-demo,DC=local BMAN-DEMC
v/ Psrv-8man\Marketing\FlyernGB Srv-8man Peer Sie CN=Peer Sie,OU=TestUsers, DC=8man-demo,DC=local BMAN-DEMC
v Psrv-8man\Marketing\FlyernGB Srv-8man cradmin  CN=cradmin,CN=Users DC=8man-demo,DC=local BMAN-DEMC
v Psrv-8man\Marketing\Flyer\France Srv-8man cradmin  GN=cradmin,CN=Users,DC=8man-demo,DC=local BMAN-DEMC
v f\srv-8man\Marketing\Flyer\France srv-8man Peer Sie CN=Peer Sie,OU=TestUsers,DC=8man-demo.DC=local ‘8MAN-DEMC
v fsrv-8man\Marketing\Flyer\France srv-8man cradmin  CN=cradmin,CN=Users,DC=8man-demo.DC=local ‘8MAN-DEMC
v f\srv-8man\Marketing\Flyer srv-8man Peer Sie CN=Peer Sie,OU=TestUsers,DC=8man-demo.DC=local ‘8MAN-DEMC
\srv-8man\Marketing\Flyer srv-8man cradmin  CN=cradmin,CN=Users,DC=8man-demo.DC=local ‘8MAN-DEMC
) Psrv in Ungarn  |srv-8man Claire Gr|CN=Claire Grube,OU=TestUsers,DC=8man-demo,DC=local 8MAN-DEMC
() \srv-8man\Marketing\Events\The Art of Security 2011 srv-8man cradmin |CN=cradmin,CN=Users,DC=8man-demo,DC=local 8MAN-DEMC
() srv-8man\Marketing\Events\The Art of Security 2011 srv-8man Peer Sie |CN=Peer Sie,OU=TestUsers,DC=8man-demo,DC=local 8MAN-DEMC
H \srv-8man\Marketina\Fvents Srv-8man cradmin_|CN=cradmin CN=lIsers NC=Bman-demo NC=local RMAN—DFM’{ M

H--EN
BT 5 1. Leave a comment.

<« Cc ‘ @ https;//srv-Bman.8i -d ] d Is;id=4; iold =63 1be548-f228-47c8-ae1a-5947ad2ef0b1 ﬂ" . " . "
2. Click "Execute Action".

Remove ACE

Execute for \\srv-8man\Marketing\Fiyer\France, \\srv-

e The job will be transferred to the
\\srv-Bman\Marketing\Flyer\GB, \\srv-8man\Marketing\Flyen\GB,
a — — 8MAN server and executed there.
Comment Please enter a comment
You can find the status in "Jobs

overview".
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4.2.3 Removing unresolved SIDs in bulk

Background / Value

SIDs (Security Identifiers) are strings that are used to identify user and group accounts in Active Directory. SIDs
become unresolved when users or groups with direct permissions are deleted in AD. By using unresolved SIDs
insider threats can gain access to sensitive resources.

8MAN clearly identifies unresolved SIDs in your system. Delete unresolved SIDs in bulk using Analyze & Act.

Additional Services

Identifying and deleting unresolved SIDs (using the rich client)
Report: Identifying unresolved SIDs (using the rich client)

Step by step process

Bome . o B - "B/ ;1 login to the web client.

C | @ httpsy//srv-Bman.8man-demo.local/#/login #)

S8MAN

demoadmin

Login as current Windows User

Powere d by Protected Networks
V8.0 2931e76 15.5.2017_1:17

Access Rights Management. Only much Smarter.
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/ B BMAN Web.

x\

B--E® 5 Click "Analyze".

<€ c

@ https//srv-Bman.8man-demolocal/#/dashboard

O Recertification ~

Waiting for Approval 0

https://srv-Bman.8man-demo local/#/analyze

1

B

I Analyze ~+ = Requesting ~

New Analyze Session

High Risk Level

% Workflows ~

What would you like to do next?

E orders

BREE
F .
5
g
5

O Recertification

100

All AD user accounts

All AD group accounts

New
Statistics

L. Analyze

357

Q

267

New Scenario

& Remove

Directory permissions
Group memberships

o 2. Click "New Analyze Session".

/ 8 8MAN Web

x\

1. Click "Directories with

& (€]

@ httpsy/srv demol 1311

4-e82d-4152-b113-e2b7260a8dbf

unresolved SIDs".

& Home O Recerfification ~

Analyze Scenarios

All Scenarios ~

Order history
All AD user accounts
All AD group accounts

Accounts where password
never expires

Groups in recursion
Inactive accounts
Group memberships

Globally accessible
directories

Directories with direct
access

Directories with changed
access rights

File system permissions

16004-282d-4152-b11,

E Requesting ~

% Workflows ~

Directories with unresolved SIDs

File server

@ \isrv-8man

& demoadmin ~

2. Select a file server.
3. Start the calculation.
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fomm o B -=E® ;  SMAN lists all Directories with
&« C & https://srv 8 di ] Id=1311e094-e82d-4152-b113-e2b7a60a8dbf ﬂ‘ H unresolved SIDS.

# Home O Recerfification ~ 1=} % Workflows ~

2. Usesorting, filtering, grouping

|Directories with unresolved SIDs (2) /@ e;?:::.l:m::;mm —— Re'”"s . and column selection to locate
- Dir Excel expor R
Drag columns here to create groups. 6 columns selected - EH th e deSIred rows.

Available Actions 3. Select the desired entries.
Click "Remove ACE".

WX-8man\GF  srv-8man $-1-5-21-1545227963-2195427628-2857504096-9609 Fullcontrol  This folder, subfolders and files Grant
4 Remove ACE 4

[ H--EN
BT 5 1. Leave a comment.

<« C & https://srv B8 -d ] Id=1311 4 'd-4152-b113-e2b7a60a8dbf ﬂ" H . .
2. Click "Execute Action".

Remove ACE

B e The job will be transferred to the
8MAN server and executed there.

You can find the status in "Jobs

overview".

s Management. Only much Smarter.




Access Rights Management User Provisioning

4.2.4 Removing differing permissions in bulk

Background / Value

It is part of best practices assigning differing permissions just unto the third or fourth level below share. All
directories below this level should inherit their permissions. Assigning differing permissions unto the deepest
levels of directories increases the error-proneness.

Additional Services

Removing corrupted inheritance (using the rich client)

Step by step process

frmm  § B --E® 1 login to the web client.

& C | & nttpsy/srv-Bman gman-demalocal/#/login o

®

S8MAN

demoadmin

8man-demo

English

Login as current Windows User

Powered by Protected Networks
V8.0 2931e76 15.5.2017_1:17

om0 B -~ 1 Clickon "Analyze".

< C | @ httpsy/srv-Bman 8man-demo.local #/dashboard ol . " . "
] g 2. Click on "New Analyze Session".

O Recertification - | Analyze 2 Requesting - % Workflows ~ (-4

& demoadmin ~

B New Analyze Session 2
~ Ri vard What would you like to do next?

Waiting for Approval
[ E orders
High Risk Level o New

All AD user accounts 357

F\gg‘
lo
5

O Recertification

o New
o Statistics

L. Analyze

o New Scenario

= £ Remove
o  Directory permissions
©  Group memberships
All AD group accounts 267
~
c

https://srv-Bman.8man-demo local/#/analyze

Access Rights Management. Only much Smarter.
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/ B BMAN Web. x\

Click on "Directories with

€« C | @ https//srv-Bman.8man-demo.local/#/analyzeiid=51206e81-125c-44fd-80ed-7b77f5c26945

& Home O Recerfificati

Analyze Scenarios

All Scenarios ~

Order history

Directories with changed access rights

changed access rights".

Workflows ~

Select a file server.
Start the calculation.

3

Start calculation for your scenario!

All AD user accounts

All AD group accounts File server

Accounts where password
never expires

@ \isrv-8man

Groups in recursion
Inactive accounts
Group memberships

Globally accessible
directories

Directories with unresolved
s

Directories with direct
access

File system permissions

/ 8 8MAN Web X\

8MAN lists all directories with

<« C | @ https//srv 1a06e81-125c-44fd-80ed

-7b77f5c26945

< Recertification ~

# Home

E Requesting ~

differing permissions.
8MAN lists differing

% Workflows ~

- — - c & Reports rmissions in dir ri
Directories with Changed access nghts D\rea::ueswwm changed access rights: \\srv-8man pe sstons d eCto es
(180) o deeper than level 3 below
Drag columns here to create groups. 9 columns selected Available Actions S h are.

Path -]

2. Usesorting, filtering, grouping
6108 - Tiefe srv-8man 9 ‘sam Saldg Remove ACE .
708 Tite v emant s oo oo and column selection to locate
9\08 - Tiefe. srv-8man 9 ‘Sam Sale .
= o SR o e PR PO the desired rows.
O fosrv- lean! 7\12 - Unter \e DACLS\Ander pagation srv-8man 4 Sam Sale . .
ol o 512 Unrschedlcne DACLaAnde S~ wvomn |4 lsamsae 3. Select the desired entries.
O fosrv- lean! 4112 - Unter \e DACLS\Ander pagation srv-8man 4 Sam Sale .
o e st DAL pogeon wvoman o Jsamsa 4. Click on "Remove ACE".
O Psrv- lean! 2112 - Unter \e DACLS\Ander pagation srv-8man 4 Sam Sale
O Psrv- lean! 1112 - Unterschiedliche DACLs\Ander pagation srv-8man 4 sam Sale
o Psrv lean! 10\12 - L DACLSs\AnderePropagation\HierAnderePropagation srv-8man 4 Sam Sale
2l ¢ 4\08 - Tiefe. srv-8Bman 9 ‘Sam Sale
2 5\08 - Tiefe. srv-8man 9 ‘Sam Sale
2 3\08 - Tiefe. srv-8Bman 9 ‘Sam Sale
2 2\08 - Tiefe. srv-8man 9 ‘Sam Sale
10108 - Tiefe srv-8Bman 9 ‘Sam Sale
1\08 - Tiefe srv-8man 9 ‘Sam Sale
lean! 612 - Unterschiedliche DACLs\Ander pagal srv-8man 4 sam Sale
lean! 912 - Unterschiedliche DACLs\Ander pagal srv-8man 4 sam Sale ~
:

s Management. Only much Smart
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Sm® o B--® ;  leaveacomment.

&« Cc [ﬂ https://srv 8 di ] ld=51a06e81-125c-44fd-80ed-7b77f5c26945 Y H . " . "
2. Click on "Execute Action".

Remove ACE
Execute fnr\\srvrﬂm‘an\c\eanl sourcelclean! 8108 - Tiefe Th e _/O b WI” be transferred to th e
\srv-8maniclean! source\cleant 6108 - Tiefe
\\srv-8mani\clean! SDL‘IFCE\C\SBV!! 7108 - Tiefe 8MA N Server an d execu ted th ere.
e e ‘ You can find the status in "Jobs
\snv-Bmanielean! sourceicican 100 - Tefe fo) VerIe w ”'

(10)

Comment Please enter a comment
I )

s Management. Only much Smarter.
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4.2.5 Removing permissions using the webclient

Background / Value

Excessive permissions are everyday business in access rights management. Set manager into the role of a data
owner and 8MAN enables them to remove permissions on resources they are responsible for. The web client
enables non technical managers to master access rights.

Additional Services

Removing group memberships using the webclient

Step by step process

frmm  § B --E® 1 login to the web client.

& C | & nttpsy/srv-Bman gman-demalocal/#/login o

®

S8MAN

demoadmin

8man-demo

English

Login as current Windows User

Powered by Protected Networks
V8.0 2931e76 15.5.2017_1:17

CE B--®" 7 Clickon "Directory permissions".

& C | & nttpsy/srv-Bman man-demolocal/#/dashboard ol

O Recerfification ~ [ Analyze - E Requesting ~ % Workflows ~ &+ & demoadmin ~

Risk Management What would you like to do next?
Waiting for Approval 0
[ E orders
High Risk Level o New

m O Recertification

o New
o Statistics

F\gg‘
lo
5

L. Analyze

o New Scenario

All AD user accounts 357

-~ £ Remove
All AD group accounts 267

.

o

Access Rights Management. Only much Smarter.
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User Provisioning

/ B BMAN Web. x\

& > C | nupsyn g

fed1c-86df-4713-a194-034d14c745a T directLink=true

# Home O Recerfification ~

File system permissions

% Workflows ~

E Requesting ~

3 | Start calculation for your scenario!

File server
Select an account l danl
Dee, Dan (8man-demo\Dan Dee)  CIRUIECSCIEIEE]
=
srv-8man v

© Vsrv-8man\Archive

© Vsrv-8man\cleant source
@ Wsrv-8manicleant target
© Vsrv-8man\Finanz

O Wsrv-8man\GF

@ Vsrv-8man\Home

© Wsrv-8maniT

@ \\srv-8man\Marketing

E--En
/ 8 8MAN Web X\
<« C | @ https//sn d 1 c-86df-4713-a194-034d14c745a1 % |

& Home O Recerfification ~

IFiIe system permissions (13) p

% Workflows ~

E Requesting ~

Configuration &
e File system permissions: \srv-8man\Marketing

Direct Excel export

Drag columns here to create groups.

7 columns selected

" RN | B

Path Folder 7 e__Account  Access Rights + _ Access patn] Avgilable Actions

nv-gman\Marketing Fiyer Fiyer © Dee, Dan (8man-demo\Dan Dee)  Full control Full contronA
Execute script

.
\sy-gmaniMarketing\Events Events ©  Dee, Dan (8man-demo\Dan Dee) Full control Ful contro# Remove access nght
S#-sman\Marketing\Vorlagen\New Folder123 New Folder123 ©  Dee, Dan(8man-demoDanDee)  Full control Full contronas
\Srv-gman\Marketing\Events\xplizite Events Xplizite Events @ Dee, Dan(8man-demoDan Dee)  Full control Full contronA
i izite Events i in Ungarn ©  Dee, Dan(8man-cemoDanDee)  Full control Full controna
\Sv-gman\Marketing\Secret Projects. Secret Profects @ Dee, Dan(8man-demoDan Dee)  Full control Full contronA
i BMAN BMAN ©  Dee, Dan(8man-cemoDanDee)  Full control Full controna
0 [rsrv-smanwarketing Fyer Fiyer ©® |Dee,Dan (8man-demoiDanDee) | Read and Execute |Read and Ex|
=] = BMAN P 8MAN © |Dee, Dan (8man-demoiDan Dee) | Read and Execute |Read and Ex
0 Jrsrv-smanarketing Marketing © |Dee, Dan (8man-demoiDan Dee) | Read and Execute |Read and Ex|
5 [rsrv-smanwarketing Events Events © |Dee, Dan (8man-demoiDan Dee) | Read and Execute |Read and Ex
0 Jrsrv-smaniarketingivortagenew Folger123 New Folder123 © |Dee, Dan (8man-demoiDan Dee) | Read and Execute |Read and Ex|
=

Access Rig

1. Optional: Select an account.
Leave this field empty to list all
accounts with permissions.
Select at least one resource.
Use the configuration module
to define resources available to
data owners.

8MAN administrators may
change all resources.

Start the calculation.

1. 8MAN lists all permissions of the
previously selected user, shares
and their subdirectories.

Use sorting, filtering, grouping
and column selection to locate
the desired rows.

Select the desired entries.
Click on "Remove access right".
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B--® ;  leaveacomment.

2. Click on "Execute Action".

B 8MAN Web X
< C | @ nttps//srv-Bman.gman-demol detailsiid= fed1c-86cif-4713-a194-034d14c74521 %o

Remove access right
e e The job will be transferred to the
in Ungarn,
: 8MAN server and executed there.

\\srv-Bman\Marketing EHL\
Comment Please enter a comment
orﬁ You can find the status in "Jobs
- overview".

Access Rights Management. Only much Smart
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4.2.6 Removing group memberships using the webclient

Background / Value

Excessive permissions are everyday business in access rights management. Set manager into the role of a data
owner and 8MAN enables them to remove group memberships they are responsible for. The web client enables non
technical managers to master access rights.

Additional Services

Removing permissions using the webclient

Step by step process

frmm  § B --E® 1 login to the web client.

& C | & nttpsy/srv-Bman gman-demalocal/#/login o

®

S8MAN

demoadmin

8man-demo

English

Login as current Windows User

Powered by Protected Networks
V8.0 2931e76 15.5.2017_1:17

CE B--® Click "Group memberships".

€ > C | @& nttps//srv-Bman.gman-demolocal/#/dashboard ol

O Recerfification ~ [ Analyze - E Requesting ~ % Workflows ~ &+ & demoadmin ~

Risk Management What would you like to do next?
Waiting for Approval 0
[ E orders
High Risk Level o New

m O Recertification

o New
o Statistics

F\gg‘
lo
5

L. Analyze

o New Scenario

All AD user accounts 357

= £ Remove
o _Directory permissions
o QGroup memberships|
All AD group accounts 267
<

Access Rights Management. Only much Smarter.
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o--En
/ B 8MAN Web X
&« C | @ https//srv d | )db66-b5fb-4095-8914-3717231bcb75:directlink=true Q‘ H

# Home O Recerification ~ E Requesting ~ % Workflows ~

Group memberships

C-Level (8man-demo\C-L evel)

/ 8 8MAN Web X\

€ 5 C | @ htpsyssry d

db66-bSfb-4095-8914-3717231bcb75

@ Home < Recerification ~ E Requesting ~ % Workflows ~

Configuration &
e C-Level (8man-demo\C-Level)

Drag columns here to create groups. 4 columns selected

pe (grou...Name (group

“ENENE|
Reguested Action v ilable Actions

& demoadmin ~

Direct Excel export

C-Level (8man-demo\C-Level) Ansgar Agentor (8man-demo\AAgentor)

C-Level (8man-demo\C-Level) & [Silie, Peter (8man-demo\Peter Silie)

C-Level (8man-demo\C-Level) & |Hacke, Petra (8man-demo\Petra. Hacke)

Execute script

4 Remove membership

s Management. Only much Smart

User Provisioning

1. Find the group from which you
want to remove members.

2. Start the calculation.

1. 8MAN lists all members of the
previously selected group.

2. Usesorting, filtering, grouping

and column selection to locate
the desired rows.

3. Select the desired entries.
4. Click "Remove membership".
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foome oY B--E® ; |eaveacomment.

&« C | @ https//srv di ] 3 db66-b5fb-4095-8914-3717231bcb75 Q‘ H . " . "
2. Click "Execute Action".

Remove membership

Execute for Krise, Christiane (8man-demo\Christiane Krise) ThE‘jOb WI” be transferred to the
°°“"‘°““4 T 8MAN server and executed there.
. You can find the status in "Jobs
overview".

Access Rights Management. Only much Smarter.
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5 Role & Process Optimization

5.1 8MATE GrantMA

5.1.1 Assigning resource owners using the web client

Background / Value

With version 8.0 8BMAN releases new features to move the GrantMA configuration into the web client. We inserted
the new role "Resource Owner". Assign this role completely using the web client. Due to the requirements of our
customers we designed a direct assignment between the Resource Owner and the resource - without the need of
creating organizational categories in the data owner configuration.

The functionality is deactivated by default. Please contact support for activating.

Additional Services

Defining individual approval workflows

Step by step process

N Login to the web interface with
o admin credentials.

Login as current Windows User

Powere d by Protected Networks
V8.0 2931e76 15.5.2017_1:17

Access Rights Management. Only much Smarter.
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Voo oY B--E® ;  Click the gear-wheel.

<€ c

& https//sry

2. Select "Resource owners".

# Home <O Recerification ~ [l Analyze ~ E Requesting ~ % Workflows ~ & demoadmin ~

Risk Management
Waiting for Approval 0
- High Risk Level ‘ o New
o My
m \"fec:r::catlnn
L. Analyze
All AD user accounts 357 e
o £ Remove
o Directory permissions
° Group memberships
All AD group accounts 267
o-cEN
EEmm = 1. Search forresources or
C | & httpsy/sry demol P . .
< 2 ‘ alternatively navigate through
the tree.
— ) B 2 Gray text color indicates that no
v All Resources Assigned resource owners . i
resource owner is assigned to
All Resources / Fileserver / srv-8man / Finanz Gehalter
« [ Associate accounts the directo ry‘
| m v srv-8man & Tor, Moni (8man-demoWMoni Tor) ® T G——— . .
3. Green text color indicates an

&) search history

» clean! source

I> clean! target B
« 10 4. Theicons indicate assignments

© » Assets

I —— and assignments in

» ncntqucten subdirectories.

» Rechnungen

existing assignment.

> GF

» Home

> T

© » Marketing

© » Personal

» Vertrieb

» Vorlage

> Hardware

> Software

s Management. Only much Smart
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Neuer Tab X B 8MAN Web x
& C [ @ ntpsyysry d 7|

search

# Home

O Recertification ~

s Analyze ~ % Workflows ~

E Requesting ~

Assigned resource owners

All Resources / Fileserver / srv-8man/ Finanz

@ Arbeit, Andi (8man-demo\Andi Arbeit)

@ v All Resources
> Active Directory
[ v Fileserver
@ ¥ srv-8man
Archive
» clean! source
» clean! target
[ ¥ Finanz

&

> Gehalter

» nicht gucken

» Rechnungen

> GF

» Home

> T

Q

» Marketing

» Personal

» Vertrieb

» Vorlage

> Hardware

» Software

Assets
o~ |

@ Search my domain only

&) search history

® Dee, Dan (8man-demo\Dan
2 )

o[

Neuer Tal

b X / 8 &MAN Web

& (€]

& https//srv d

# Home

< Recertification ~

[ Analyze ~ E Requesting ~

My approval process 5

What is your approval process there for?

& demoadmin ~

1. Approval step

@ Add Approver

Data Owners of the requested organization category

8MAN Admin

Manager of requester

Owner of requested resource
TIata OWRETS Of OTganization Category...

User / Group

fed in this approval step?

@

Cancel

Access Rig

Management. Only much Sma

Role & Process Optimization

Find an user or a group.

2. Click a search result to set an
assignment.

3. Delete an existing assignment.

Design individual workflows with
the new role resource owner as an
approver.
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5.1.2 Importing and exporting resource owner configurations

Background / Value

Automate and accelerate the assignment of resource owners by editing a CSV-file. Import/export the assignments
to transfer the configuration from one system to another, for example from a testing to a productive environment.

Additional Services

Defining individual approval workflows

Step by step process

TVErTrT— B - """ rxport the configuration to a CSV-

E Ol e o e wn filE after assigning resource
# Home O Recerification - [t Analyze - H Requesting - % Workflows ~ & demoadmin ~ owners. CIICk "EXport

. T
B configuration".
Assigned resource owners Import configuration
All Resources
& » Fileserver ‘Associate accounts

» Vorlage

No resource owner assigned. O Search my domain only
» Hardware

Y search history

» Software

There are resource owners assigned 1o sub resources.

B -5 T
D . The export file is handled as a
c>clan sman-demol ; . . .
download. Displaying and saving
# stariseife O Rezertifizierung -l Analyze - Bestellung - % Workflows ~ Of the _f//e dep en ds on th e bro wser.
Zugewiesene Verantwortliche
» Active Directory
Alle Ressourcen
& » Fileserver Konten hinzufugen

» Vorlage

Es ist kein Verantwortlicher zugewiesen. [ Nur in eigener Domane suchen
» Hardware

Zuletzt gesucht

» Software

ui haben

Ressourcenverant...csv A Alleanzeigen | X

Access Rights Management. Only much Smarter.
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Eile Edit Search VWiew Encoding Language Settings Macro Run  Plugins Window 2

HHREREGS| JGh e x| 2z BE 1 EEElce | RElBE| @Y
A R AN 5 Fosowemorwiwonin 1605 2071257200 3|

CA\Users\demoadmin\Downloads\Ressourcenverantwortung_16.05.2017_112612.csv - Notepad ++

"ResourceType™; "Provider™; "ResourceKey"; "ResourceOwner™
"FileServer";"";"";"gman-demo\Maik Rohsofc"”
"FileServer";"srv-8man”;"\\srv-eman\Finanz";"&man-demo\Sue Permarkc"
"FileServer";"srv-8man";"\\srv-Eman\Finanz\Gehdlter\Berlin"; "8man-demo\Ann Halter"
"FileServer";"srv-8man";"\\srv-8man\Finanz\Gehdlter\Minchen"; "8man-demo\Ann Orak"

Wom oo e W R

rv-8man\Finanz\Gehdlter"; "8man-demo\Moni
5 an .

Tor"™

podemot o beit™

eman-demo\Tom Ate"

Eman-demo\Sam.Urai"

Mormal text file length: 629 lines: 9 Ln:1 Col:1 Sel:0|0 Windows (CRLF)  UTF-8-BOM INS
o - EEn
Neuer Tab x )/ 8 amaAN Web x \Wh
< G | @ ntpsy/sn a #*

# Home O Recerfification -

Import resource owners

[ Analyze - E

I Requesting ~

% Workflows ~

Resource type Provider Resource key Resource owner Error
:M lBman-demo\Maik Rohsoft
FileServer srv-gman \sIv-8man\Finanz lBman-demo\Sue Permarkt
FileServer srv-8man i d Halter
FileServer sv-gman WS- a Orak
FileServer srv-8man Tor
FileServer srv-sman a i Arbeit
FileServer srv-gman /Bman-demotrom Ate
FileServer srv-sman a Urai
FileServer srv-gman Bman-demo\Bily Rubin
FileServer srv-sman lBman-demo\Peter Silie

Role & Process Optimization

You can edit the CSV-file.

Please note that the assignment is
always one-to-one.

1. Load a CSV-file.
2. Clear the loaded list.
3. Click "Import".
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B - "% 1. Option activated:

The existing configuration will
Import resource owners be deleted before the import.

v Option deactivated:

The existing configuration will
— be retained. The import will be
added. No duplicates will be
generated.

Start the import process.

Never Tab X /' B 8MAN Web x\

€ - C | @ ntps/ssry

B - 7 8MAN shows you where errors

occurred during import.
@ Home O Recerification - [ Analyze - E Requesting -~ % Workflows ~ & demoadmin ~ . . .
e St g E e & v e 2. Edit the fields of the table to fix

Neuer Tab X / 8 &MAN Web x

< G | @ nips//sn 8man-demol #

Import resource owners small errors immediately.
Resource type Provider Resource key Resource owner Error “
Fileserver lsman-demo\Maik Rohsoft oK
FileServer srv-gman Nsrv-8man\Finanz lBman-demo\Sue Permarkt oK “
FileServer 'srv-Bman N\srv-8man\Finanz\Gehalter\Berlin d n Halter oK
Fileserver srv-8man \lsrv-8man|Finanz\Genalteriinchen_|8man-demo\Ann Orak oK
FileServer isrv-8man [\srv-8man\Finan: halter d \Moni Tor OK
FileServer srv-gman sIv-Bman\Finanz\assets lBman-demo\Andi Arbeit oK
FileServer isrv-8man Nsrv d \Tom Ate OK

1

FileServer stv-8man Nsrv-8man\Marketing Bman-demo\Sam.Urai o
FileServer srv-8man Nsrv_8man\Marketing 2 8man-demo\Billy Rubin Account not found
FileServer stv-8man \srv-8man\Marketin man-demo\Peter Silie Resource not found

s Management. Only much Smarter.
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5.1.3 Requesting directories

Background / Value

Order new directories using the GrantMA self service portal. This feature is useful for companies that follow
restrictive policies for directory creation. We recommend that you allow the creation of directories up to the level

three or four below the share only after requesting and approving.
Find resources quickly with the search.
Additional Services

Requesting file server permissions from the data owner

Step by step process

H--En

Neuer Tab X / 8 &MAN Web x

< C | @ nttpsy/srv-8man gman-demolocal/#/login o

(@]

S8MAN

ricky requester

8man-demol

English

Login
Login as current Windows User

Powered by Protected Networks
V8.0 0043604 18.5.2017_1:18

H-oEm

Neuer Tab x / 8 amanweb x

<

C | & nttpsy/srv-Bman man-demoocal/#/dashboard [

& Ricky Requester ~

What would you like to do next?

Access Rights Management. Only much Smarter.

Log in as the requester.

Start a new request.
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/ B BMAN Web. x\

€ > C | @ ntps/ssry

875f70-54ce-40ac-9eb;

Create a new request

%252F %2 52F:

q Search resource Q I
Start / Search / Marketing
oy
(Create new objects
Action Resource Details
| Create directory File server - Directory
~

Resources
Action Resource Details
N File server - Directory

ed O [=§ Events \isrv-8man\Marketing\Events
N File server - Directory

eq O [=f Elver \isrv-8man\Marketing\Flyer
B File server - Directory

= © ) Presse B \srv-Bman\Marketing\Presse

File server - Directory
© & Produktbeschreibung BMAN \isrv-8man\Marketing\Produktbeschreibung
8MAN

B File server - Directory

= O B secret Projects \srv-Bman\Marketing\Secret Projects
N File server - Directory

eq O =f vorlagen \isrv-8man\MarketingWorlagen

o-oEn
/ 8 aman web x\
€ C |8 ntpsyssry 8man-d 875F70-54ce-40ac-9eb: F3252F: - « [

Create directory

New directory in \\srv-8man\Marketing. Please insert the name.

Directory name I

Access Rig

Management. Only much Sma

Role & Process Optimization

Find the desired resource.
Alternatively: Navigate to the
desired resource.

Click "Request" in the "Create
new objects" area.

1. Give the new directory a name.
2. Place the order in the shopping

cart.
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Voo oY B --E® Click the shopping cart.

&« C | @ https//srv demol i 87bf70-54ce-40ac-9eb; 253A%252F%2 52F: 52Ff5%252F%: C%: T sﬂ g

Ricky Requests

Create a new request

Search resource Q

Start / Search / Marketing

~
Create new objects
Action Resource Details
Create directory File server - Directory

A~
Resources
A Resource Details

File server - Directory
Evenis \\srv-8man\Marketing\Events

File server - Directory

Request Elyer \isrv-8man\Marketing\Flyer

ction
File server - Directory
Presse \\srv-8man\Marketing\Presse

File server - Directory

a
(S)
a
OB Produkibeschreibung BMAN \\srv-8man\Marketing\Produkibeschreibung
a8
a

File server - Directory
Secret Projects \isrv-8man\Marketing\Secret Projects

BMAN

File server - Directory
Vorlagen \\srv-8man\Marketing\Vorlagen

] .
EE D, 1. 8MAN will show you the order
& > C [ @ nttps//srv-8manBman-demolocal/#/basket [ basket W/th your requests.

Alternatively, delete your

& Home E Requesting ~ licky Requester ~ 2

Thank you for your request. (1) request.
B - 3. You must enter a comment, e.g.

Resource ee optons ' a ticket number.
8 create directory File server - Directory Flyer2017 E
4. Close your request.

o g
Please add a comment
Request
,

Management. Only m




Access Rights Management Role & Process Optimization

5.1.4 Single Sign On to the web client

Background / Value

With the version 8.0 we introduce Single Sign On (SSO) for the 8MATE GrantMA. Windows logon information is
automatically transferred to the Web client. Itis no longer necessary to enter user name and password. This
increases the ease of use. Alternatively, other credentials may be used.

Voo oY iian iy’ Login as current Windows user.
€ € [ @ hups//srv-Bmaneman-demolocal#/login (B . . .
& Home
demoadmin P
8man-demo
English v

1 Login as current Windows User ‘

Powered by Protected Networks
V8.0 0043604 18.5.2017_1:18

Access Rights Management. Only much Smarter.




6.1 Scheduling and filtering FS Logga reports

Background / Value

As of version 8.0, the FS Logga reports can be executed in a timed manner. In addition, we have installed additional
filter options. In previous versions, filter functions could only be applied to the finished Excel report.

As of version 8.0, the FS Logga reports can be executed in a timed manner. In addition, we have installed additional
filter options. In previous versions, filter functions could only be applied to the finished Excel report.

Step by step process

B 1. Select "Start".
BMAN S & demoadmin ~

2. Click on "Who did what?".

th Start & Resources  [S Permissions & Accounts @ Dashboard Multiselection [ Logbook € Scan comparision
-~

Permission Analysis Documentation & Reporting
@ Where does a user/group have (B vsphere @ Reports overview O Configuration
access?
‘ @ Who has the privilege? ® Where has the user/group access? @ Convert XML import file
® Who has access where? @ Report configuration import
User PI’OVISIOnIng & Active Directory B3 File server
@ Account Details @ Al ‘Authenticated users'
& Accounts & Resources permissions
@ Inactive accounts
@ Create new user or group ‘ ® Edit access rights ® All Everyone’ permissions
) ) @ Local accounts
@ Edit group memberships ® All owner not administrator
® Manager-Employeas
® All users with direct access
® OU Members and group
. . R memberships @ Permission difference
Security Monitoring
® Users and groups (Kerberos, Last @ Unresolved SIDs
‘ ® Manage alerts & Active Directory fogon) ® Where have employees of a
manager access (file server)?
| ® 4 Logga Repon &1 Exchange

CI File server ® Who has access through which

@ Exchange mailbox permissions permission groups?

® Who did what, except authorized
oD)?

]
o
@
]

2

'® Who made changes?

@® Who did what?

ﬂ@ﬂ@

I+

Ready SMAN-DEMOLOCAL ~| 3 [@ <latestscan> -] @
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Enter a title for the report and
add a comment.

Specify the period of time for
oo o e logging events in the report.
[Titee ]

actions

- . Add resources. You can only
Comment [ Commant Fitter H

- = add resources that are included
e T in the FS Logga configuration.
Directory / file moved or renamed

File read

. Add recorded actions.
lonitored actions Permission (ACL) changed

Click here to select the actions you want to collect in the report or
leave this field empty, to create the report for all configured actions

Who did what?

Directory / file created
ource

Please select account to fiter or leave this field empty,
to create the report for all existing accounts

~ Settings

The output formatis PDE v

Report execution mode started manually
Custom storage path is not configured
Send email is Deactivated

8MAN-DEMO.LOCAL -

© <latestscan> ~

Add authors. Use filter and
search to find the desired users.
Define the desired output

Who did what? settin gS.’
e Plasza select usere/groups ~ % - Format: PDF or XLS
Comment | Comment Q Search A Filter .
Reference period Fixed time span 10/5/2014 12:51 PM - 10/7/2014 12:51 PM I Q}i Tote24 X | - SCh edu,lng Of regl'Ilar reports

(80w ® cro | - Saving location
-

L2 Dee, Dan (8man-demo\Dan Dee)

! - send via e-mail
d actions

Who did what?

Report configuration

Resource

Click here to select the actions you want 1o collect in the report or p
leave this field empty, to creste the report for all configured actions

| Authors -
q r'd
L

~ Settings

The output format is PDE ¥

Report execution mode started manually
Custom storage path is not confiqured
Send email is Deactivated

8MAN-DEMO.LOCAL ~ ® <latestscan> -

Access Rights Management. Only much Smart
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6.2 8MATE FS Logga - SSL-support for NetApp C-Mode
The 8MATE FS Logga now supports SSL for NetApp C-Mode.

The system requirements for the FS-Logga have been adapted.

Access Rights Management. Only much Smarter.
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7 8MAN Application Integration

7.1 8MATE Programming Interface

8MAN webAPI supports a new function: "Reset password". The most frequently occurring request to the help desk
can now be integrated into ordering systems like "ServiceNow" or "Matrix42".

Access Rights Management. Only much Smarter.
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8

8MAN Konfiguration

8.1

New homepage layout

The 8MAN configuration homepage and the change configuration will have new layouts and functions.

\ m—

>

Change Configuration
Comman Change Settings,

Technology-specific Change
Configurations

B

[ahal

Views & Reports
Views & Reports, Blackiist for
Viens &Reports

i

%

Server

GranthMA, Comments, Email,

Storage of Scans, Serve

Data Owner

Scans Open Order User Management
Resource Configurations, Open Order Resource User Management, Role: Organizational Categories, Data
Logga, File Server CSV Import Descriptions Management Cwners, Resources, Additional
Group Wizard Settings
-
s 2
A mme V] -
License Jobs Overview Collectors Alerts Configuration
License Information, Server Job Status, Job Categories BMAN Collectors Overview and Activated Alert Sensors.
Status Configuration

—

— 4
Basic configuration
BMAN Sarver SQL Server

er Health Configuration Status

Check, Server Lagging

demoadmin @ localhost €1

Ready

Server Status Jobs Collectors
License Information Summary Cenfiguration
Logged in users: 2 7 Scans 11 Changes 1 Connected
10 Reports 13 More 1 Configured in Total
Licensed
2 Scheduled 0 Executing Al ollectors are Operations|
33 Succeeded 4 Failed
2 blacki] 20f12 X I

Op

ahel

The status information is bundled
in the upper tiles.

Server Status i Jobs Collectors
License Information Summary Configuration . .
The colors indicate the current

Logged in users: 2 7 Scans. 11 Changes 1 Connected

10 Reports 13 More 1 Configured in Total
Licensed status.

4 Scheduled 0 Executing All Collectors are Operational

33 Succeeded 4 Failed
4 il 12

Find the desired setting options
quickly with the new filter function.

Views & Reports
Views & Reports, Biackit for
Views & Reports

Change Configuration
Common Change Settings,
Teennology-speciic Change
Configurations

demoadmin @ localhost €1 F

Ready

Access Rights Management. Only much Sm
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N 7/ new descriptions of the
categories show you which settings

Server Status Jobs Collectors
License Information Ssummary Cenfiguration
jed in users: 2 7 Scans 11 Changes 1 Connected
9 nge
10 Reports 13 More 1 Configured in Total
Licensed
4 Scheduled 0 Executing Al Collectors are Gperational

33 Succeeded 4+ Failed

[ @rier 12

>

B

Resource Configurations,
Logga, File Server CSV Import

User Management, Role:
Management

Open Order Resource
Descriptions

Organizational Categories, Data
Owners, Resources, Addtional

Group Wizard Settings

Q.

License
License Information, Server
tatus

Change Configuration
Common Change Settings,

Technology-specific Change

Configurations

¥.

Jobs Overview Collectors
Job Status, Job Categories 8MAN Collecters Overview and
Configuration

Land o

Views & Reports Server
Views & Reparts, BlacKist for GrantMA, Comments, Emall,
Views &Reparts Storage of Scans, Server Heath
Check, Server Lagging

Im

Alerts Configuration
Activated Alert Sensors

—

—>
Basic configuration

BMAN Server SQL Server,
Configuration Status

areincluded.

demoadmin @ localhost €1

Access Rights Management. Only mu
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8.2 Configuring scripts
Scripts must be stored in the following directory:

%ProgramData%\protected-networks.com\81AN\scripts\analyze

Supported file types are:
e .ps (PowerShell)

e .vbs (VisualBasic)

e .bat

e .cmd

e .js (nodejs.exe)

® .exe

Y (\/avigate to "Change-

‘ Configuration" -> "Scripting".

Common Change Settings
Set up technol ind di

for change actions

® D]

Authorization Seripting
BMAN administrator Seripting configuration for
autorization for changes with change actions
BMAN

Technology-specific Change Configurations
Set up change configurations for each supported technology

& B m e

Active Directory Exchange File server SharePoint

Basic change configuration far Exchange mallbos specific File server specific change Sharepaint Resource (Farm
Active Directory domains. change configurations configurations and Group Based)
Wizard settings

EL] L)

SharePoint Site Collection SharePaint Online Site
Collection

Ready demoadmin @ localhost €1 H&

Access Rights Management. Only much Smarter.
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Y 1. \IAN shows you a list of all the

8MAN says!
Scripting Configuration
Using scripts you can BMAN executed change actions and automate the steps that precede or follow an action. Here you can define which scripts are available for which change actions and which options to
Scripts must be stored in folder *%P i lyze". rted file formats are .ps (  bs . bat, andpemad
Use the command line preview by clicking the magnifying glass in the right column. ﬁ‘ bout supported actions and parameters
before/after Actions Preselection  Script file on server Parameters. Credentials  Name
[atter~] [create useraccount B [ | ~ ] [Command tine arguments ~] = coptional> |Create HomeDirectory Beriin | [E] Q0
{department)
[after  ~] [Create user account -] O [ ~ ] [Command tine arguments -] = <optional> | Create HomeDirectory Hannc| [B]
{department)
[after  ~] [Create user account -] O [ + ] [Command line arguments ~] = coptional> |Welcome Package & a
{department]
{displayname)
{employeeid [givenname]
fsn} {Password)
{userprincipalname)
[a#ter~][Move AD Object -l o ] [1SON ahbjzct and aditional argume | | -Std Berlin | = <optional> | Change Location Berin | [E] O
[after  +] [Move AD Object -] | [ ] [15ON object and additional argume ~ | | -Std Kannover | = <coptional> |Change Location Hannover | [E]
[after  ~] [Move AD Object -] O [ ~ ] [Command line arguments ~ ] | MaveObjectName} = <optional> | Change Department & a
{MoveObjectGuid)
{TargetOuDomain)
{TargetOuGuid)
[before v ] [[Delete user account -] | [ ] [(cV object and additional argumer ~ | [-Server Fs-8LN-02 | = <coptional> | Delete HomeDirectory Berlin | [E]
[atter~] [ Please select actions -loo ~ ] [15ON abject and additional argume ~ | | userprincipalname) <optional> | Archive and Delete Mail | [E] Q
[after~] [Prease select actions -] O [ -] [Command line arguments ] | = <optional> |Delete 1M Notes Account | [B] @
Ready demoadmin @ localhost €1 [

Scripting Configuration

Using scripts you can
Scripts must be stored in folder %P

8MAN executed ch:

New Delete

before/after Actions

Use the command line preview by clicking the magnifying glass in the right column.

Preselection  Script file on server

Parameters

d automate the steps that precede or follow an action. Here you can define which scripts are available for which change actions and which options to use.
i lyze. supported file formats are ps (Powershell), vbs (VisualBasic), .bat, and .cmd
@

bout supported actions and parameters

Credentials

Name

[after  ~] [Create user account -] | [ + ] [Command line arguments ~] = coptional> |Creste HomeDirectory Berlin | [£] @
tdepartment]
[atter ~] [create useraccount -] O [ ~ ] [Command line arguments ~] = coptional> |Creste HomeDirectory Hanne| [E] @
tdepartment]
[atter ~] [create useraccount -] O [ ~ | [ Command tine arguments ~] = coptional> |Welcome Package @«
tdepartment)
{displayname]
femployesid {givenname]
{sn} {Passwor
{userprincipalname]
[after ~] [Move AD Object -l oo | ] [15ON object and additional argume | [ -5td Beriin = <optional> |Change Location Berdin | [B] @
[a#ter ~] [Move AD Object <o ] [1SON ahject and adiitional argume ~ | | -Std Hannover <optional> | Change Location Hannover | [E] Q4
[after  ~] [Move AD Object -] m| [ + ] [Command tine arguments ~ || MaveObjectiiame) = <coptional> | Change Department & a
{MoveObjectGuid}
{TargetOuDomain)
MargetOuGuid)
[before v ] [Delete user account -] O [ ] [CSV object and 2daitional argumen ~ | [-Server FS-BLN-02 <optional> | Delete HomeDirectory Beriin | [B] Q
[atter__~] [[Please select actions B [ | ~ ] [1SON object and aditional argume ~ | | tuserprincipainame) | = coptional> |archiveandDeletemail | [E
el ~ ] [Plessesel ns -] [ -] [(command fine arguments 1l <optional> | Delete IBM Notes Account | [B] O
stter ~ [l Plesse select actions [ ~ ] [ Command line srguments 1 | = zoptional> | 1@ a
[] Create new group
[ Move AD Object
[ Change attributes
[ Soft delete user account
[ Recover user account
Ready demoadmin @ localhost €1 HE

supported change actions
before or after which scripts can
be executed, as well as available
parameters.

Create a new script
configuration.

Y 1. Sclect whether to run the script

before or after the action. The
selection filters the available
actions (column 2).

Select an action for which you
want to make a script available.

If you have several scripts
available for an action, specify
the default settings for the
8MAN users in the drop-down
menu.
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Y 1. Sclect a script file.

8MAN says!

ing Configuration

Using scripts you can BMAN executed change acti d automate the steps that precede or follow an action. Here you can define which scripts are available for which change actions and which options to use.
Scripts must be stored in folder “%P K lyze. rted file formats are ps (PowerShell), wbs (VisualBasic), .bat, and cmd.
Use the command line preview by clicking the magnifying glass in the right column. @ bout supported sctions and parsmeters
New Delete
before/after Actions Preselection  Script file on server Parameters. Credentials Name

[atter~] [create useraccount B [ | ~ ] [Command tine arguments ~] = coptional> |Create HomeDirectory Beriin | [£] Q.
{department)

[after  ~] [Create user account -] O [ ~ ] [Command tine arguments -] = <optional> |Create HomeDirectory Hannc| [B]
{department)

[after  ~] [Create user account -] O [ + ] [Command line arguments ~] = coptional> |Welcome Package & a

{department]
{displayname)
{employeeid [givenname]
fsn} {Password)
{userprincipalname)
[a#ter~][Move AD Object -l o + ] [JSON ahbjct and aditional argume | | -Std Berlin | = <optional> | Change Location Berin | [E] O
[after  +] [Move AD Object -] | [ ] [15ON object and additional argume ~ | | -Std Kannover | = <coptional> |Change Location Hannover | [E]
[after  ~] [Move AD Object -] O [ ~ ] [Command line arguments ~ ] | MaveObjectName} = <optional> | Change Department & a
{MoveObjectGuid)
{TargetOuDomain)
{TargetOuGuid)
[before v ] [[Delete user account -] | [ ] [(cV object and additional argumer ~ | [-Server Fs-8LN-02 <optional> | Delete HomeDirectory Beriin | [£] Q.
[atter~] [ Please select actions -loo ~ ] [150N abject and additional argume ~ | | userprincipalname) <optional> | Archive and Delete Mail | [E] Q
[s#ter =] [Please select sctions <o | g ~] [Command line arguments <optional> | Delete 1BM Notes Account | [ Q0
[after  ~][create user account | | createtiomeDic erinpst — + Wi command ine arguments <optional> | 1@ «
Command line arguments
[ISON object and additional arguments
(CSV object and additional arguments
Ready demoadmin @ localhost €] [

ount
AuthorComment
@
comment
Commonhlame
Scripting Configuration company
Using scripts you can BMAN executed ch d automste the steps that precede or follow an action. Here you can define which scripts are availal o\~ ions and which options to use.
Scripts must be stored in folder "% rots k i lyze™. supported file formats are .ps (Powershell), .wbs (VisualBasic), .bat, department
Use the command line preview by clicking the magnifying glass in the right column, . lt supported actions and parsmeters
displayname
New Delete distinguishedname
DomainController
before/after Actions Preselection  Script file on server Parameters Domainhame

employesid

N
[after  ~] [Create user account -] | [ + ] [Command line arguments ~] te HomeDirectory Berlin | [£] @
tdepartment]
ghvenname

[atter ~] [create useraccount -] O [ ~ ] [ Command tine arguments ~] te HomeDirectory Hann| [B] Q0
{epertment) heamediive
[atter ~] [create useraccount L= ~ ] [Command line arguments -] homephone leome Package aa

tdepartment) info
isplayname) initials
o man g el | sobCreationtime
{userprincipalname} JobName
|
[after ~] [Move AD Object -l oo | ] [15ON object and additional argume | [ -5td Beriin )| ctogon nge Location Berlin & a
[atter v [Move AD Object -] O [ ] [15ON object and additional argume ~ | [-5td Hannover || tastiogontimestamp  |nge Location Hannover | [E] @
[atter~] [Move AD Object -]l O | + ] [Command tine arguments ~ || MaveObjectiiame) lockauttme nge Department aa
{MoveObjectGuid} mail
{TargetOuDomain) manager
MargetOuGuid) mobile
[before v ] [Delete user account -] O [ ] [CSV object and 2daitional argumen ~ | [-Server FS-BLN-02 || name te HomeDirectory Berlin | [B] O
NewObjectGuid
[atter_~] [[Please select actions B [ | ~ ] [1SON object and aditional argume ~ | | tuserprincipainame) || cbjectclass e sndDeleteMail | [E]
[atter =] [Please select actions Ao -] [(command fine arguments 1l | o + kte IBM Notes Account | [E] O
[atter  ~][create user account ~| [ CreatetomeDir Beriinps1  ~ | [ Command line arguments ~[ = | <optionat> | 1@ a

Ready demoadmin @ localhost €1 HE

2. Select how 8MAN passes the
parameters to the script.
You can select the parameters
directly or pass them as JSON or
CSV objects.

Select the command line
parameters.
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N s c/cct the type of data transfer to

8MAN says!

Scripting Configuration

Using scripts you can BMAN executed change acti d automate the steps that precede or follow an action. Here you can define which scripts are available for which change actions and which options to use.
Scripts must be stored in folder “%P K lyze. rted file formats are ps (PowerShell), wbs (VisualBasic), .bat, and cmd.
Use the command line preview by clicking the magnifying glass in the right column. @ bout supported sctions and parsmeters
New Delete
before/after Actions Preselection  Script file on server Parameters. Credentials Name

[atter~] [create useraccount B [ | ~ ] [Command tine arguments ~] = coptional> |Create HomeDirectory Beriin | [E] Q0
{department)

[after ~] [[create useraccount B [ | ~ ] [Command tine arguments ~] <optional> | Create HomeDirectory Hannc| ] Q.
{department)

[after  ~] [Create user account -] | [ + ] [Command line arguments ~] = coptional> |Welcome Package & a

{department]
{displayname)
{employeeid [givenname]
fsn} {Password)
{userprincipalname)
[a#ter~][Move AD Object -l o ] [1SON ahbjzct and aditional argume | | -Std Berlin | = <optional> | Change Location Berin | [E] O
[after  +] [Move AD Object -] | [ ] [15ON object and additional argume ~ | | -Std Kannover | = <coptional> |Change Location Hannover | [E]
[after  ~] [Move AD Object -] O [ ~ ] [Command line arguments ~ ] | MaveObjectName} = <optional> | Change Department & a
{MoveObjectGuid)
{TargetOuDomain)
{TargetOuGuid)
[before v ] [[Delete user account -] | [ ] [(cV object and additional argumer ~ | [-Server Fs-8LN-02 = coptional> |Delete HomeDirectory Bertin | [E] Q.
[atter~] [ Please select actions -loo ~ ] [15ON abject and additional argume ~ | | userprincipalname) <optional> | Archive and Delete Mail | [E] Q
[s#ter =] [Please select sctions -loo | -] [Command line arguments S <optional> | Delete 1BM Notes Account | [ Q0
[after  ~] [create user account -] [ CreateHomeDir erlinps1 - | [ Command line arguments M | <optional> | 1@ «
Ready demoadmin @ localhost €1 H&

Scripting Configuration

Using scripts you can 8MAN executed ch: d automate the steps that precede or follow an action. Here you can define which scripts are available for which change actions and which options to use.
Scripts must be stored in folder %P k i lyze™. Supported file formats are .ps (Powershell), .vbs (VisualBasic), .bat, and .cmd.
Use the command line preview by clicking the magnifying glass in the right column. @ bout supported actions and parameters
New Delete

before/after Actions Preselection  Script file on server Parameters Credentials  Name

[after  ~] [Create user account -] O [ + ] [Command line arguments ~] = coptional> |Creste HomeDirectory Berlin | [£] @
tdepartment]

[atter ~] [create useraccount -] O [ ~ ] [Command line arguments ~] = coptional> |Creste HomeDirectory Hanne| [E] @
tdepartment]

[atter ~] [create useraccount -] O [ ~ | [ Command tine arguments ~] = coptional> |Welcome Package | @
tdepartment)
{displayname]
{employesid {givenname)
{sn} {Passwor
{userprincipalname]

[after ~] [Move AD Object -l oo | ] [15ON object and additional argume | [ -5td Beriin = <optional> |Change Location Berdin | [B] @
[a#ter ~] [Move AD Object <o ] [1SON ahject and adiitional argume ~ | | -Std Hannover <optional> | Change Location Hannover | [E] Q4
[after  ~] [Move AD Object -] m| [ + ] [Command tine arguments ~ || MaveObjectiiame) = <coptional> | Change Department & a

{MoveObjectGuid}

{TargetOuDomain)

MargetOuGuid)
[before v ] [Delete user account -] O [ ] [CSV object and 2daitional argumen ~ | [-Server FS-BLN-02 <optional> | Delete HomeDirectory Beriin | [B] Q
[atter_~] [[Please select actions B [ | ~ ] [1SON object and aditional argume ~ | | tuserprincipainame) | = coptional> |archiveandDeletemail | [E
[atter =] [Please select actions Ao -] [(command fine arguments 1l <optional> | Delete IBM Notes Account | [E] O
[atter ~] [create useraccount ~| [ CreateHomeDir Beriinps1  ~ | [ Command line arguments ~[ Q

Ready demoadmin @ localhost €1 HE

the script. Using a JSON or CSV
object as a selection causes the
script to provide a temporary file
that contains the object data in the
selected format.

For information on the available
parameters in the CSV /JSON
objects, please contact support.
Use the command line preview for
a detailed view of passing.

N 1. Specify credentials to run the

script. If you do not specify any,
the credentials from the base
configuration are used.

2. Give the script assignment a
unique name for the selection in
the 8MAN user interface.

3. Leave a description.
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Command line preview

Ready demoadmin @ localhost €] [

Access Rights Management. Only much Smarter.

Get a command line preview at any
time.




8.3 Configuring the SharePoint Remote Connector
With the 8MATE for SharePoint, you can integrate SharePoint as a resource into 8MAN Access Rights Management.

For a transitional period, we offer two SharePoint modules in version 8.0, which can also be operated
simultaneously:

1. Previous SMATE for SharePoint

uses the Server Side Object Model (SSOM)

Requires alocal installation on the SharePoint server

e Supports only the SharePoint versions 2010 and 2013 (on premise)

Is no longer supported with the 8MAN version 8.5

2. SMATE for SharePoint with SharePoint Remote Connector

uses the Client Side Object Model (CSOM)
No installation on the SharePoint server is required
Supports SharePoint versions 2010, 2013, 2016, and SharePoint Online

For the 8MATE for SharePoint you need an appropriate license. The section "Load the product license" describes
how to check the license scope and, if necessary, reload a license file.

The system requirements must be fulfilled. See Chapter "SharePoint requirements".

For an overview of the required access rights, please refer to chapter "Setting up service accounts for SMAN".
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8.3.1 Installing the SharePoint Remote Connector

2 0 . . Enable the SharePoint Remote
Connector.

N
8 M A N Setu p 8.0 You install an additional SMIAN

server component. No additional

8MAN Service ~ { installation of dedicated collectors
Server is required.
The central component in your 8MAN infastructure, which analyzes and
provides the collected data

Collector
The decentralised data collector for the 8MAN Server

[ ] FS Logga for Windows File Server
Windows driver cellecting data from this machine
User Interfaces
8MAN
The solution for your access rights management
8MAN Configuration

The interface to configure 8MAN just the way you want it
Web Components

8MAN Web Client / Web API

Web API for accessing 8MAN and web based user interface for using
SMATE GrantMA, 'Analyze and Act' and Recertification.

Installation Folder
[ CAProgram Files\Protected Networks\SMANY | [-]

| agree to the License Terms.

Upgrade

Access Rights Management. Only much Sma




8.3.2 Accounts for a SharePoint scan via Remote Connector

For a SharePoint scan, two accounts are to be configured:

1. "Process Account"

The "Process account"” is used to execute the scan process on the selected collector. This account must have local
administrative rights and interactive logon privileges on the collector.

2. "Scan Account"

The "scan account" is used for the actual scan. This account must always be the same as the owner account
registered for the site collection (= primary site collection administrator). The corresponding user account is defined
when a site collection is created and can only be viewed or changed via the SharePoint central administration.
Navigate in the Central Administration to:

application management -> site collections -> Change site collection administrators ->Selection of the site
collection -> Primary site collection administrator

If the primary site collection administrator's credentials are not accessible, other SharePoint accounts can also be
used for the scan. Please contact our support team in these cases.
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8.3.3 Adding a SharePoint Scan via Remote Connector

I NI /. '/ o scan configuration.
il Server CSV Import @

4 Select a technology below to add a new resource

B Domain Easy Connect - CSV g Easy Connect-5QL B Exchange File server
Active Directory Ressurce Easy Connect - CSV resource = Easy Connect - SQL resource Exchange Resource File Server Resource
Local Accounts Logga - Active Directory * Logga - File Server g, SharcPoint " SharePaint
Local Accounts of a server +'+ Monitaring an Active Directory Menitaring a File Server ¥ Sharepoint Resource (Farm Based) SharePoint Site Collection
SharePoint Online @ vSphere
SharePoint Online Site Collection VMware vSphere Resource
| &rier 1
X n
| -] SIAM LOCAL SYSTEM

The resource SIAM_LOCAL_SYSTEM will be scanned On demand. [..]

i) x

| ] 8man-demo.onmicrosoft.com
The d will be scanned On demand [..]
& x
| ) httpy/fintranet
Th will be scanned On demand. [..]
® x
| ] https//portal
The resource http://portal will be scanned On demand. The ion will be lished using account d farm. Scans will be performed using account
8man-demo\sa-sp farm on SRV-8MAN .
In case of errors, i.e. if the server is not available due to maintenance, scans will be retried gnce. The delay between retries is 10 minutes.
The additional properties have been
| ] x
| ] SRV-8MAN\SOI Express
™ SRV-BMAN\SQLExpress wil On demand. [.] (More>)
Ll x
> &  srvusunTu v
Ready demoadmin @ localhost €1 HE

Specify the credentials for the
"Process Account”.

The account is not used to scan the
SharePoint site collection. This
account will be set up in a later
step.

—— A After successfully checking the

Diese Anmeldung il i cen Prozess verwendet,der mit "Process account", the selection of
e shareront e available resources opens.

g

[ sa-8man

J
Kennwort ]
]

Domane [&man-demo

[] Anmeldedaten fiir Sitzung merken

Bereit demoadmin @ localhost €1 [

Access Rights Management. Only much Smarter.
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Bitte wihlen Sie eine Ressource. Sie kénnen die Anmeldung dndern und die Liste

erneut laden, falls die d nicht

alle Ressourcen zu

finden.
Anmeldung 8man-demo\sa-8man

£\ hitpi//demo-sitecollection

X8|

twilko] Name
=25,

M. httpy//demo-sitecollection

+ Zugeordnete Kollektoren

Kollektoren
SRV-8MAN

Bereit

demoadmin @ localhost €]

1. If necessary, change the
"Process account".

2. Specify the URL of the site
collection. Confirm your entry
with the ENTER key.

SharePoint does not provide an
interface that allows 8SBMAN to get
URLs of site collections.

3. Select the added entry (set the
checkmark).

4. Select one or more collectors to
perform the scan.

Collector indicator green:

A connection to the specified
SharePoint URL was successful.
This does not mean that all
content can be completely
scanned. Please refer to the
information on the scan
account required in the next
step.

Collector indicator red:

Unable to successfully connect
to the specified SharePoint URL.
You can still save the settings
and correct them in the
following step.

NN /ou have created a new SharePoint

Eileserver CSV Import @
4 Wihlen Sie eine Technelogie aus, um eine neue
Domane Easy Connect - CSV. Easy Connect - SQL iy Exchonse Fileserver
o e Directory Ressource Easy Connect - CSV Ressource = Easy Connect - SQL Ressource Exchange Ressource Fileserver Ressource
8] Logga - Adtive Directory Logga - File Server Lokale Accounts g, SharcPoint SharePaint
++ Uberwachen eines Active Directory Uberwachen cines Fileservers Lokale Accounts ines Servers 77 Sharepoint Ressource (Farm Based) SharePoint Webseitensammiung

(B rehere
SharePoint Online Webseitensammiung Vhiware vSphere Ressource

“, SharcPoint Online

configuration.

The warning indicates that you
must configure additional
properties before you can

B8man-demohsa-8man auf SRV-8MAN durchgefihrt.

Im . bei Nichterreichbarkeit des Servers wegen wird der Scan einmal

| 4rier 13
UIE ReSSOUICe NUpy/MUANEL WG AUL ANIAGE GESCanL [..] e »~ .
= x
| ] http://portal
Die Ressource http://portal wird Auf Anfrage gescannt. [..]
: ] x
> B SRV-8MAN\SQI Express
Die Ressource SRV-8MAN\SQLExpress wird Auf Anfrage gescannt. [..]
En x
| ] SRVUBUNTU
Die Ressource SRVUBUNTU wird Auf Anfrage gescannt. [..]
£ x
» O http://8Bhome.protected-networks.co
Die Ressource http://8home.protected-networks.com/ wird taglich, 01:00 gescannt. [..]
x
(9] http://demo-sitacollection
Die Ressource http://demo-sitecollection wird taglich. 01:00 gescannt. Die on erfolgt mit der \g 8man-d 8man. Scans werden mit der Anmeldung

Die Pause zwischen den Versuchen betragt 10 Minuten.

/\Die zusa wurden nicht iert. (&« Weniger)

Bersit

demoadmin @ localhost €1 HE

Access Rights Management. Only much Smarter.

successfully perform a scan.
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8.3.4 Configuring additional properties

Y Cick the link.

4 Select a technology below to add a new resource

R, Domain Easy Connect - CSV. g Easy Connect-5QL iy Exchonse File server

Active Directory Resource Easy Connect - CSV resource = Essy Connect - SQL resource Exchange Resource File Server Resource

Local Accounts Logga - Active Directory 5 Logga - File Server g, SharcPoint SharePaint

Local Accounts of a server '+ Monitaring an Active Directory Maonitoring a File Server 77 Sharepoint Resource (Farm Based) SharePoint Site Collection

SharePoint Online (B v

SharePoint Oniine Site Collection VMware vSphere Resource
| 4rier 1

111€ 1€50UICE SIAM_LULAL_S > EIVi Will DE SCAINea UN GEMand. ] Lvore N

i) x

| ] 8man-demo.onmicrosoft.com

Th d will be scanned On demand [..]

B x

> B http:/fintranet

The resource http://intranet will be scanned On demand. [..]

L | SRV-8MAN\SQ Express

The resource SRV-8MAN\SQLExpress will be scanned On demand. [..]

L x

> B SRVUBUNTU

The resource SRVUBUNTU will be scanned On demand. [..]

2 x
| 9] http://demo-sitecollection
The resource http://demo-sitecollection will be scanned daily, 1:00 AM. The ication will be using account 8man-demolsa-Bman. Scans will b using

account 8man-demolsa-8man on SRV-8MAN .

In to maintenance, scans will be retried once. The delay between retries is 10 minutes.
/1 Theladditional properties have not completel; n configured.
v

Ready demoadmin @ localhost €1 HE

Select the SharePoint version.

To communicate with the
SharePoint system, 8MAN uses
Microsoft components that are
specific to the version of the
SharePoint system that is used.
Specifying the correct SharePoint
version ensures that all information

Additional properties

Configured value.

O shapom s is shared correctly with the

) SharePoint 2016 R
Ve e e SharePoint system. If the
Connection timeout (minutes) . . .

configured version of SharePoint

Exclude Administrators. [ Deactivated . . .
bt mer Sp— differs from the actual version, this
Exclude Secondary Contact [] Deactivated . .
bt o A @ aies may result in incomplete or

Exclude hidden lists [ Deactivated

incorrect data.

Ready demoadmin @ localhost €]

Access Rights Management. Only much Smarter.
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1. Determine how many maximum
parallel requests the scan will
perform. The higher the
number, the higher the
scanning speed and the load on
the SharePoint Server.

Possible values: 1 to 10

Additional properties

Configured value

2. Determine how long SMAN
e S waits for the connection to the

Exclude Limited Access Activated

e D eortioted SharePoint Server.
Exclude list items [] Deactivated

o Possible values: 1to 10,
(S Dt ;
Recommended: 2 min

Detailed logging

Ready demoadmin @ localhost €] [

Option enabled:

8MAN excludes administrators
from the scan. They are not
available in views and reports.

Additional properties

Option enabled:
ot 8MAN excludes owner from the
scan. They are not available in
e reper views and reports.
e rr— This option is not effective for
S e SharePoint 2010. Microsoft does

Exclude list items [ Deactivated

—— not provide the information
S Dmpeicengs : :
about the owner in this release.

Detailed logging.

Ready Gemoadmin @ localhost €]

Access Rights Management. Only much Smarter.
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Additional properties

| @ Fiter

Property
Maximum parallel requests

Connection timeout (minutes)

Exclude Administrators
Exclude Qwner

Configured value

[ Deactivated
[] Deactivated

I Exclude Secondary Contact [ | Deactivated

Exclude Limited Access
Exclude hidden lists
Exclude list items

List view threshold

Detailed logging

Activated
[ Deactivated
[ Deactivated

[ Deactivated

demoadmin @ localhost €] [

Additional properties

| @ Fer

Property
Maximum parallel requests
‘Connection timeout (minutes)

Exclude Administrators
Exclude Owner
Exclude Secondary Contact

Configured value

List view threshold

Detailed logging.

Gemoadmin @ localhost €]

Access Rights Management. Only much Smarter.

8MAN Konfiguration

Option enabled:

8MAN excludes secondary
contacts from the scan. They
are not available in views and
reports.

The secondary contact is
optional in SharePoint. The
option is ineffective if no
secondary contact is entered.
This option is not effective for
SharePoint 2010. Microsoft does
not provide the secondary
contact information in this
release.

Option enabled:

8MAN excludes the limited
access from the scan. This
information is not available in
views and reports.

Limited access is automatically
granted by the SharePoint
system to a large extent,
ensuring that SharePoint users
can navigate through the
system.

Option enabled:

8MAN excludes hidden lists
from the scan. They are not
available in views and reports.




Access Rights Managem

1. Option enabled:
8MAN excludes list items from
the scan. They are not available
in views and reports.

2. With the threshold value for
reading list elements, you
rapey ot vaoe determine how many list

Maximum parallel requests

e elements are read at maximum.

Additional properties

| @ Fiter

Exclude Administrators [ Deactivated
Exclude Qwner [ Deactivated
Exclude Secondary Contact [] Deactivated
Exclude Limited Access Activated
Exclude hidden lists [] Deactivated
Exclude lst items [ ] Deactivated
- 2

Detailed logging

Ready demoadmin @ localhost €] [

Enable the option for extended
error analysis only.

If this option is enabled, the scan
speed will slow down and the size
of the log file of the 8MIAN server
will increase faster.

Additional properties

| @ e

Property Configured value
Maximum parallel requests

Connection timeout (minutes)

Exclude Administrators [] Deactivated
Exclude Qwner [ Deactivated
Exclude Secondary Contact [] Deactivated
Exclude Limited Access Activated
Exclude hidden lists [ Deactivated
Exclude list items [ Deactivated
List view threshold

Detailed logging

Ready demoadmin @ localhost €1 [

Access Rights Management. Only much Smarter.
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8.3.5 Customizing a SharePoint scan configuration

File Server CSV Import

4 Select a technology below to add a new resource

g Eesy Connect-SQL File server

B Exchange
= Easy Connect - SQL resource Exchange Resource

Easy Connect - CSV
Easy Connect - CSV resource

Domain
o e Directory Resurce

File Server Resource

Local Accounts SharePaint

Local Accounts of a server

Logga - Active Directory
++ Monitaring an Active Directary

"y Logga - File Server g, SharcPoint
Monitaring a File Server 7T Sharepoint Resource (Farm Based)

SharePaint Site Collection

SharePoint Online. & vSphere.
SharePoint Online Site Collection VMware vophere Resource

118 [ES0UICE SIAM_LULAL D 131 EIVI Will D@ SCANNEG UN Qemand. 1. \ Muts »

B

The Exchang d will be scanned On demand [..] (More »)

Hjb&

The resource http://intranet will be scanned On demand. [..]

‘8man-demo.onmicrosoft.com

hitp/fintranet

The resource SRV-8MAN\SQLExpress will be scanned On demand. [..]
The resource SRVUBUNTU will be scanned On demand. [..]

1
QPQ}

SRV-8MAN\SQLExpress

SRVUBUNTU

The resogurce http: =
sccoun| i
In case OT Errors, JThE serve

The additional pro

due to maintenance, scans will be retried once. The delay between retries is 10 minutes.

been configured. (& Less)

http://demo-sitecollection
2 3
tp//demositecollection il be scanned daiy. 1:00 AM. fhe communication will be established using accou ans will be performed using

Ready

Gemoadmin @ localhost €1

Access Rights Management. Only much Sma

Change the SharePoint Scan
configuration name.

Change scheduling for
scanning.

Change the "Process Account".

Change the "Scan Account".

Change the collector that runs
the scan.
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8.4

SharePoint change configuration

Common Change Settings

Set up tech p ions for change actions

©

Scripting
Scripting canfiguration for
change actions

=
(
Authorization

BMAN administrator
autorization for changes with
AN

Technology-specific Change Configurations

Set up change configurations for each supported technology

& B m

-

w

Active Directory Exchange File server SharePoint
Basic change configuration for Exchange mallbox specific Fie server specifc change Sharepoint Resource (Farm
Active Directory domains. change configurations configurations and Group Base
Wizard settings

L

SharePint Online Site
Collection

SharePoint Site Collection

Ready demoadmin @ localhost €1 HE

Adding a SharePoint change configuration

~ 8MAN says!

Basic Settings

Please setup the basic settings for the Group
Wizard configuration of the selected
resource here.

You can configure whether the Group
Wizard shall be active or not.

Ifitis active, then BMAN will automatically
create its own access right groups (BMAN
groups) as needed when changing access
rights within SMAN.

Othenwise, no groups will be created
automatically.

Resources

This element has no configuration yet.

| 2]

I‘ Create new configuration

Ready demoadmin @ localhost €1 HE

In the 8MAN configuration,
navigate to "Change
Configuration" ->"SharePoint".

You must have run at least one
SharePoint scan to create a change
configuration.

1. Select a SharePoint resource.

2. Click "Create new
configuration".
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Modify a SharePoint change configuration

1. Specify which credentials are

. used to make changes to the
EETSETI  configuration .
SharePoint resource.

Access Category Tag Change Configuration hitp//intranet @
Here you can configure access categories d . h
that will be used when modifying access Basic Settings f f
T e g If you do not specify any, the
find in the "Modify access rights® a SMAN

— users are prompted for

represented by columns or rows.

e b [ cess Categors
e each change.
For each category you can also define, ﬁ o . .
- nlstor nau e e 0 e £ g N 2. Determine which access
-wnemeradmmisuaimsaswengas ” § 2 . .
remsammon e oo | @ & categories are available for
H o 8MAN users to change access
Resources O Contribute . ]
= Sharepoint o oo rights. Define a set for SMAN
8 tptrmsane 2 O et e P
- = it administrators and another for
[ Read .
0] femred s all BMAN modify user roles (See

also: 8SMAN user management).

Ready demoadmin @ localhost €1 HE

Delete a SharePoint Change configuration

1. Delete a SharePoint change

. configuration.
EETSETI  configuration

1
Access Category Tag Change Configuration http:/finiranet @]
Here you can configure access categories
st s when g sces
rights in 8MAN. Enabled categories you will
find in the "Modify access rights" Credential for changes <optional>
represented by columns or rows.

There you can easily change the access

rights of users and groups via drag and ~ Access Categories

drop.
HE
For each category you can also define, ﬁ o
- which indicator should be added to the £ 5
default names of related 8MAN groups H 2- -
- whether administrators as well as 3 2
- all non-administrators can use it in BMAN. 8
¥ Category
[ Administrator
[ Approve
Resources [ Contribute
) [ Design
§ SharePoint [ Full Control
< @ httpu/intranet [ Limited Access
<> @ ntpurportal [] Manage Hierarehy
[ Read
[ Restricted Read

Ready demoadmin @ localhost €1 HE

s Management. Only much Smart
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assign 55
A export configuration 58
Authenticated Users import configuration 58
use 55
remove in bulk 37
Direct SharePoint
|recl c;ry” ble 18 configure remote connector 76
obally accessible
globally SID

request a new in the self service portal 61
g P remove unresolvedin bulk 43

unresolved 21
SSO
E webclient 64

Domain Users
remove in bulk 37

Easy connect 29
Everyone
remove in bulk 37

F

Folder
globally accessible 18

G

Group
remove membershipsin bulk 52

Gruppen
Rekursionen im Webclient identifizieren 13

K

Kennworter

nie ablaufende im Webclient identifizieren 16
Konten

inaktive identifizieren 10

P

Permission
direct 24
remove differing 46
remove using the web client 49
removing direct permissions 40

R

resource owner
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