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Access Rights Management Contact SMAN Support

1 Contact 8MAN Support

You can reach our support under the following number:

Germany (German and English)
+49 30 390 6345-99

United Kingdom (English)
+44 12769199 89

Monday through Friday from 9 am until 5 pm (CET).

E-Mail
support@8man.com

Website
https://susi.8man.com

You start on the website with a self-registration. After completion, you can see the publicly accessible content.

After registration, you will be assigned to an authorization level by our support team. Only then you can see non-
public content and use the ticket system.

This process may take some time.
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2 Systemrequirements

2.1 8MAN architecture

8MAN System Overview

Resources

T

Active Directory  Exchange Server

File Server SharePoint Server

e

L

:.h_—_

Admlnlstrator & g

Data Owner MS SQL Server E-Mail Server WebServer
Database B8MAN Site on lIS

User

S8MAN

The 8MAN Suite is comprised of three components:

e 8MAN server to process new data and requests from the SMAN GUI
e Collectors to connect your resource and data systems

e 8MAN graphical userinterface (application and configuration module, web interface)

The 8MAN component architecture allows you to run installations across a variety of remote resources in an
extremely efficient manner. All individual components are connected with each other via network interfaces. You
can even run several components on the same computer.
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2.2 8MAN base versions

2.2.1 8MAN server requirements

Hardware

Hardware requirements vary and are dependent on several factors. These include:
e the number of users in Active Directory (AD)

e the number of file servers and directories monitored by SMAN

o the 8MATES used, especially the Logga

e data storage settings

m up to 1,000 up to 4,000
RAM 4GB 8GB

4,000+

16 GB
Processors 2 4 4
Disk space 30GB 40 GB 40 GB

Intel Itanium plattforms are not suported.

Software

The 8MAN server can run on the following operating systems:

Microsoft Windows Server 2008 SP1 (32- bit and 64-bit), 2008 R2, 2012, 2012 R2 and 2016.
The 8MAN server must be a member of an Active Directory domain.

.NET 3.5SP1and .NET 4.5.2 (or higher) is required.

Clusters are not supported.
Server Core is not supported.
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2.2.2 Collector requirements

Hardware

A collector server must fulfill the following requirements:
e 5GB disk space

® 2 processor cores

e 4GB RAM

Intel Itanium platforms are not supported.

Software

The 8MAN collector can be installed on the following operating systems:
Microsoft Windows Server 2008 SP1 (64-bit only), 2008 R2, 2012, 2012 R2 and 2016.

The 8MAN collectors can be installed on a member server (node) of a cluster.
The 8MAN collector can not be used as a cluster resource (failover cluster manager)

Server core versions are only supported if the graphical 8MAN setup can be executed. In case of doubt, please
contact our support.

.NET 3.5SP1and .NET 4.5.2 (or higher) is required.
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2.2.3 User interface requirements

Hardware

The computer executing the 8MAN graphical user interface (GUI) must fulfill the following requirements.
e 500 MB free disk space

® 2 processor cores

e 2GBRAM

e Screen resolution: 1280x1024, recommended 1920x1080 (FullHD)

e optional: Graphic card with DirectX 10

Software

The 8MAN GUI can be run on the following operating systems:
Microsoft Windows Server 2008 SP1 (32-bit and 64-bit), 2008 R2, 2012, 2012 R2 and 2016
Microsoft Windows Vista, 7, 8, 10

.NET 3.5SP1and .NET 4.5.2 (or higher) is required.
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2.2.4 SQLserver requirements

8MAN supports Microsoft SQL Server 2008 SP1, 2012, 2014, 2016 (32-bit und 64-bit).

Your storage requirements may vary depending on several factors. These include:
e The number of users in Active Directory (AD)

e The number of file servers and directories

e The presence of 8MATES, especially FS Logga und AD Logga

e Data storage settings

up to 500 500 to 1.000 to over 4.000
1.000 4.000

Data base 10GB 30GB 50 GB 50 GB
storage
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2.2.4.1 SQLExpress and SMAN

Microsoft SQL-Server Express Edition has the following limitations:
e 10 GB maximum data base size ->only a limited number of scans can be stored
¢ 1 GB maximum RAM use ->poor performance in large environments

e 4 cores maximum ->poor performance in large environments

8MAN allows you to configure your settings in order to optimize data storage:
Information on actual data base size can be found in the Server Health-Check.

Details on reducing data base size can be found in the following chapters: data storage and SQOL-Server data base
maintenance.

Information on SQL server editions are available from Microsoft.
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2.2.5 File server requirements

Windows

8MAN supports the following Windows Server Versions:
e Microsoft Windows Server 2008 (32-bit and 64-bit), 2008 R2, 2012, 2012 R2 and 2016

A collector can only be installed on the server core versions on which the graphical 8MAN setup can be executed. In
case of doubt, please contact our Support.

Failover-Clusters are supported.
DFS (Domain integrated and stand-alone Computer) are supported.

Intel Itanium Platforms are not supported.

NetApp

8MAN supports CIFS-based shares on NetApp file servers.

EMC

8MAN supports CIFS-based shares of EMC file servers.
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2.3 8MATES

2.3.1 AD Loggarequirements

The 8MATE AD Logga supports domain controllers (DCs) that run on the following server versions:
e Microsoft Windows Server 2008 (32-bit and 64-bit), 2008 R2, 2012, 2012 R2 and 2016

The 8MATE Logga does not require a dedicated collector. Even the 8MAN server itself can be used as a collector.
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2.3.2 FSLoggarequirements

Windows file server
8MATE FS Logga supports the following Windows Server Versions:
e Microsoft Windows Server 2008 R2, 2012, 2012 R2 and 2016

Server Core Versions are only supported which support the execution of an interactive graphical setup. For
compatibility with Windows Server 2008 (not R2) and in case of doubt please contact our

Failover-Clusters are supported.

Intel Itanium Platforms are not supported.
DFSis not supported.

Windows file servers that have been virtualized through XenServer are supported from version 6.5 onwards. A
XenServer Tools/Windows Management agent must be installed.

8MATE FS Logga requires a on the Windows server as well as a dedicated collector.

NetApp file server

8MATE FS Logga supports NetApp file servers in the following versions:
e NetApp Data ONTAP Release 7.x, Minimum 7.3.1.
e NetApp Clustered Data ONTAP Version 8.x and 9.0 are supported. SSLis supported.

The 8MATE FS Logga utilizes a NetApp integrated monitoring policy (FPolicy). This requires a dedicated collector.

Please refer to the 8MAN FS Logga Manual for more information.

EMC file server

8MATE FS Logga supports the following EMC file server versions:
e NAS 5.5 or higherin Celerra and VNX product series.
e Product Line Isilon

The 8MATE FS Logga utilizes the components and services provided by EMC. This requires a dedicated collector. We
recommend installing the collector on the same server as the Common Event Enabler (CEE). The CEE is supported up
to version 6.6.

Please refer to the 8MAN FS Logga Manual for more information.
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2.3.3 SharePoint requirements
8MAN supports the following SharePoint versions:

e Microsoft SharePoint Server 2010, 2013 (Cumulative Update December 2014 required), 2016 and SharePoint Online
via SharePoint Remote Connector (Client Side Object Model)

Installing a collector on the SharePoint serveris not required.

e Microsoft SharePoint Server 2010, 2013

Installing a collector on the SharePoint serveris required. The Server Side Object Model will no longer be supported
by 8MAN Version 8.5 (fall 2017).
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2.3.4 Exchange requirements

Das 8MATE for Exchange supports the following Exchange versions:
e Exchange Server 2010, 2013, 2016
e Exchange Online

Exchange 2016 Cumulative Update 2 is needed to modify out of office notices.

If you are using a hybrid variation, please contact support.
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2.3.5 Exchange Logga requirements

The 8MATE Exchange Logga supports the following Exchange versions:
e Exchange Server (on-premise) 2013, 2016
e Exchange Online

For the on-premise variants, the servers holding the mailbox databases must primarily use the en-US language.
Installing language packs may require a reboot. For more information, visit Microsoft.

8MATE for Exchange is not mandatory - the Exchange Logga can be used independently.

Access Rights Management. Only much Smarter.



https://support.microsoft.com/en-us/help/3054391/search-adminauditlog-or-search-mailboxauditlog-with-parameter-returns

Access Rights Management System requirements

2.4 Web components and web interface requirements

Web components supports the following operating systems:
Microsoft Windows Server 2008 R2, 2012, 2012 R2 and 2016.
.NET 3.5SP1and .NET 4.5.2 (or higher) is required.

Internet Information Services (11S) Version 7.5 or higher. Required components may be complemented by 8MAN
setup.

Cluster is not supported.
Server Core is not supported.

The following browsers are supported:
e Internet Explorer 11.0.22 or higher

e Mozilla Firefox 49 or higher

e Google Chrome 54 or higher

e Edge 38.14393 or higher

Cookies and Javascript must be enabled.

Using a big amount of data in Analyze & Act grids the webbrowsers perform very different. We recommend using a
webbrowser by the following priority:

Chrome

Firefox

Edge

Internet Explorer

Eal o o
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2.5 Network requirements & firewall settings

2.5.1 Used ports overview
8MAN uses the following ports:

AD Scan

e LDAP (389)

FS Scan

e NetBIOS (139)
e Microsoft DS (CIFS) (445)
e Lokal users/groups = WMI/DCOM/RPC (135 + dynamic)

Alerts FS Logga

e 5671 TCP

MS SQL Server

e 1433

Authentication

e Kerberos (88)

8MAN components standard port

e (55555 + dynamic)
If possible define an application rule, because of the usage of dynamic ports (random high ports).
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2.5.2 Ensuring a connection between 8MAN server and collector

By default 8MAN uses port "55555" for all communication between collectors and the 8MAN server. The port must
be available bi-directionally.

If you would like to use a different port, please contact support.
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2.5.2.1 Simple connection check

EX Ch\Windows\system32\cmd.exe

icrosoft Windows [Version 6.3.968B01
(c)> 2813 Microsoft Corporation. Alle Rechte vorhehalten.

SUserssjhadminping sre—fsB1
ing wird ausgefiihrt fiir srv—fs01.8man—demo.local [192.168.1.18]1 mit 32 Bytes Da

en:
von 192.168.1.108: Bytes=32 Zeit<ims TTL=128
von 192.168.1.1 32 Zeit{ims TTL=128
von 192.168.1.1 =32 Zeit{lmsz TTL=128
von 192.168.1.1 Bytes=32 Zeit<{ims TTL=128

ing—Statistik fiir 192.168.1._18:
Pakete: Gesendet = 4. Empfangen = 4, Uerloren = 8
B Verlust>,

a. Zeitangaben in Millisek.:
Minimum = Bms,. Maximum = Bms,. Mittelwert = Bms

SUserssjhadmin?

EX Ch\Windows\system32\cmd.exe

. . tracert
sUserssjhadmin>tracert srv—fsBl

outenverfolgung zu srv—fs@1 _8MAN-demo.local [192.168.1_.1A1
iher maximal 38 Hops:

1 {1 ms <1 ms <1 ms srv-fs@1 [192.168.1.18]

Ablaufverfolgung beendet.

sUserssjhadmin
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2.5.2.2 Using a browser to test the connection to a collector

By using a "browser test" you can investigate whether a connection between a collector and the 8MAN server is
possible.

@ http://srv-£s01:55555/

You're not connected to a
network

* Check that all network cables are plugged in.
* Verify that airplane mode is turned off.

* Make sure your wireless switch is turned on.
* Seeif you can connect to mobile broadband.

* Restart your router.

Fix connection problems

Lol )| @ httpy//srv-8mani53355/ & 1t A& 1%

NETSystem Runtime Remoting RemotingException: Tep channel protocol vielation 1
System Runtime Remoting Channels Tcp. TepSocketHandler Read AndMatchPreambI€l) at

System Runtime Remoting Channels Tep. TepSocketHandler ReadVersionAndOperation(Ulnt16& operation) at
System Runtime Remoting Channels Tcp TepServerSocketHandler ReadHeaders() at

System Runtime Remoting Channels Tcp TepServerTransportSink ServiceRequest{Object state) at

System Runtime Remoting Channels. SocketHandler ProcessRequestNow()

Open a browser on the 8MAN
server and enter the address of the
collector including port "55555".

Forexample:
http://srv-fs@1:55555

If you receive an error message
after a time out, then the
connection is blocked.

If you receive the following
message, then a connection is
possible.

The message "...expecting

preamble..." is generated by the
8MAN service.

Run the browser test in both directions. Accessing the 8MAN server from the collector and vice versa.

Bi-directional communication is required.
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2.5.2.3 Opening a windows firewall port for SMAN

e e =TS (1 the Windows firewall is turned

@ - 4 “ b Contrel Panel » All Contrel Panel ltems » Windows Firewall v & | | Search Control Panel P ‘
Control Panel Home Help protect your PC with Windows Firewall
Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the
Allow an app or feature Internet or a network.
through Windows Firewall
B Change notification settings l @ Domain networks Connected @
@ Turn Windows Firewall on or i
off Networks at a workplace that are attached to a domain
@ Restore defauts Windows Firewall state: On
) i
] Advanced settings nnections to apps that are not on the list
Troubleshoot my network of allowed apps
Active domain networks: B 8man-demo.local
Notification state: Do not notify me when Windows Firewall blocks a
new app
l @ Private networks Not connected @‘
l @ Guest or public networks Not connected @‘
See also
Action Center
Metwork and Sharing Center
o Windows Firewall with Advanced Security =

File Action View Help

= nlm 2|

PN bowndRoles ==
1 Name Group Profile
B Connection Security Rules g;‘:::: ;;f::i; ':L“ Tepm -

> %L Monitoring (@ Active Directory Domain Controller - Ec...

Domain

Active Directory Domain Ser.. All W Filter by Profile

Rule Type
Select the type of firewall rule to create.

Steps:
@ Ruls Type What type of rule would you lie to create?
@ Protocol and Ports
@ Action © Program
@ Proile Ruls that controls connections for a program
@ Name ® Port

Rule that controls connections for a TCF or UDP port

) Predefined:
[Active Directory Domain Services -

Rule that controls connections for 2 Windows experience.

C Custom
Custom nile.

[ cBack  [[ nea>

v v v -

on, then a rule must be created for
successful communication.

This applies to the SMAN server as
well as all collector servers.

Select "Advanced settings".

Create a new rule and select the
type "port".
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Select "TCP" and enter port number
"55555",

Protocol and Ports

Specify the protocols and ports to which this rule applies.

Does this rule apply to TCP or UDP?

Select "Allow the connection".
Action

Specify the action to be taken when a connection matches the conditions specified in the rule.
Steps:

Rule Type ‘What action should be taken when a connection matches the specified conditions?
Protocol and Ports

) ® Allow the connection
REET This includes connections that are protected with IPsec as well as those are not.

() Allow the connection if it is secure
This includes anly connections that have been autherticated by using IPsec. Connections

will be secured using the settings in IPsec properties and rules in the Connection
Fule node.

) Block the connection
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Select only the option "domain”.

Profile
Specify the profiles for which this rule applies.

Steps:
Rule Type ‘When does this rule apphy?

Protocol and Ports

Action [v] Domain
Profil Applies when a computer is connected to its corporate domain.

[] Private

Applies when a computer is connected to a private network location, such as a home
or work place.

L] Public
Applies when a computer is connected to a public network location.

Enter a name for the rule.
Name

Speciy the niame and description of this nie. Repeat as necessary. Create a rule
Steps: for the 8MAN server and all
Fuls Type collectors where Windows firewalls

Protocal and Ports are active.
Action
Profile

Name:
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2.5.3 Communication between the 8MAN Server and the Graphical User Interface (GUI)

By default 8MAN uses port "55555" for all communication between server and client (GUIs).
If you would like to use a different port, please contact support.

Once you have initiated the connection a random high port is used for any response communication.

If the firewall is blocking communication between client and server, then a random port range can be selected to be
excluded from the firewall and allow proper communication. In these cases please contact support.
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2.5.4 Communication between the 8MAN Server and SQL Server

By default 8MAN uses TCP port 1433 for all communication between the 8MAN server and SQL server. Collectors
only communicate with the 8MAN server and do not communicate directly with the SQL server.

For more information regarding remote access to SQL servers and the required firewall settings, please contact
Microsoft.
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2.5.5

Fils

e Action

Configuring the Windows Firewall for AD Logga

B3 Inbound Rules T Group =
E 2:\:‘:::::::]@ cule, || @ Netvork Discovery (WSD-In) Network Discovery
b B Manitoring @ Performance Logs and Alerts (DCOM-In)  Performance Logs and Alerts
@ Performance Logs and Alerts (DCOM-In)  Performance Logs and Alerts  Private...
@ Performance Logs and Alerts (TCP-In)  Performance Logs and Alerts  Private...
@ Performance Logs and Alerts (TCP-In)  Performance Logs and Alerts  Domain
(@ Remote Desktop - Shadow (TCP-In) Remote Desktop All
(@ Remote Desktop - User Mode (TCP-In) Remote Desktop All
(@ Remote Desktop - User Mode (UDP-In)  Remote Desktop All
. Remote Event Log Manage...  All
Enable Rule Al
@ Remote Event Menitor (RPC) Fs All
@ Remote Event Monitor (RPC-EPMAP) B All
@ Remote Scheduled Tasks Management (... T All
@ Remote Scheduled Tasks M (. . Al
(@ Remote Service Management (NP-In} Properties tnt Al
(@ Remote Service Management (RPC) Help mt Al
(€ Remote Service M (RPC-EPM...—remore service Al
@ Inbound Rule for Remote Shutdown (RP... Remote Shutdown All
@ Inbound Rule for Remote Shutdewn (TC... Remote Shutdown /-
@ Remote Volume Management - Virtual D... Remote Volume Manageme... All
@ Remote Volume Management - Virtual D... Remote Volume Manageme... All
@ Remote Volume Management (RPC-EPM... Remote Volume Manageme... All | =
@ Routing and Remote Access (GRE-In) Routing and Remote Access  All
@ Routing and Remote Access (L2TP-In)  Routing and Remote Access Al
@ Routing and Remote Access (PPTP-In)  Routing and Remote Access Al —
@ 5ecure Socket Tunneling Protocol (SSTP-... Secure Socket Tunneling Pr...  All
(@) World Wide Web Services (HTTPS Traffic... Secure World Wide Web Ser..  All
(@ MySite Host SharePoint All
@portal SharePoint Al
@ int Central Administration v4 i All
(@ sharePoint Search SharePoint Ao

‘ ‘Windows Firewall with Advance JEVETESE A

m | >

< m [

[

= B

X =e

Filter by Profile
Filter by State
Filter by Group
View

Refresh

Export List...
Help

Enable Rule
Cut

Copy
Delete
Properties
Help

v v v -

<1
Displays Help for the current selection.
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on the DC that you would like to
monitor, then a pre-defined
Microsoft rule "Remote Event Log
Management (RPC)" must be
enabled.

Repeat the process as needed for
all DCs that you would like to
monitor.




2.6 8MAN service account permissions
We recommend using service accounts (dedicated user accounts for 8MAN). This ensures that:

e the access rights of the service accounts are used by 8MAN, for example Active Directory read only without change
rights

e itis easy toidentify whether an action was performed by 8MAN or by a domain admin
e if the domain admin changes his password, the 8MAN configuration is not affected

e Avoid restrictions through activity limits (for example, Exchange Online allows only three parallel requests).

This approach allows for more detailed concepts by using several service accounts. In general, the more service
accounts, the better you can fine tune and keep track of access rights. Please note that more detailed concepts
generally also require more administrative efforts. The most basic concept only required one service account whom
all required access rights are assigned to.

For 8MAN service accounts, please be sure to activate the option "Password never expires".

8MAN server The service account requires local administrator rights on the SMAN
server.

Is the service account is a member of the domain Admin group, then this
requirement is automatically fulfilled. If a server computer becomes a
member of the domain (domain join) then the group Domain Admins will
become a member of the local administrator group.

SQL Server The 8MAN setup requires the role "dbcreator"” on the SQL server. If you
create a data base before, then 8MAN requires the role "dbowner". You
can work with either Windows or SQL-server authorization.

Active Directory (AD)-Scan Every user account requires at least read-only rights in order to be able to
generate an AD scan.

If you utilize delegation in your organization, then you must add the
service account to a group that can read the required OUs.

AD Modify (8MAN Enterprise) If you work with delegation in your company, you must assign the service
account to a group that is allowed to change the relevant OUs.

Without delegation: The service account becomes a member of the
Domain admin group.

File Server (FS)-Scan The user account requires access rights in order to be able to read NTFS
permissions as well as traverse folder so that it can access the required
folders. The service account can become a member of the domain admin
group. If the domain admin account does not have access to all folders (for
example user folders) then add the service account to the backup
operators on the file server.



AD Logga

FS Logga

8MATE Exchange

8MATE SharePoint

8MATE SharePoint (site collection)

8MATE Exchange Logga

The service account must be a member of the group "event log reader".
Members of the domain admin group also have the required access rights
to be able to read event protocols.

No service account is required for the FS-Logga functionality. The "NT
Authority system" must have access to the monitored directories. You can
find more information regarding required settings in the FS Logga
handbook.

To read exchange access rights please add the service account to the group
"View-Only Organization Management".

To be able to change access rights on the Exchange server please add the
service account to the group "Organization Management" (read only rights
are included).

The service account requires admin rights on the collector server.

Further access settings (impersonation, own mailbox) may be required
and are contained in the section " !

The service account must be a member of the group "local adminstrator"
of the SharePoint server.

The service account must be a member of the SharePoint farm
administrator group.

The service account requires the special access right
"SharePoint_Shell_Access" and must be a member of the local group
"WSS_Admin_WPG".

The service account requires "full access" to run the web interface.

Further access settings are required (Authorization of the SharePoint data
base, which is further described in the SharePoint handbook.

The required permissions are described in chapter

The logon account must be a member of the Organization Management
and Records Management roles on the selected Exchange Server.
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3 Installation

3.1 Perform a new installation

In order to install 8MAN all system requirements must be fulfilled.

1. Copy 8MAN setup.exe into a local folder (do not use a network folder).
2. To start the installation, run the file with administrator rights.

The setup language is automatically selected to match the language of the operating system for the following
languages: German, English, French. Otherwise English is used.

S 4 1. Torunanew 8MAN server installation you must at
least select the BMIAN services "server" and "collector"
8 M A N Setu p as well as both graphical user interfaces.
— You are not able to activate the FS Logga option here.
ervice 8MAN server and FS Logga Windows file server driver
Server
. ) ) can not be run on the same server. Please refer to

The central component in your 8MAN infastructure, which analyzes and i . .

provides the collected data chapter: Installing the Filter Driver for the FS Logga on

] SharePoint Remote Connector Windows File Servers.

fgg;]""“' sharePaint remately by using the client-siciz abjact model . Activate this option to install web components required
Collector forany 8MAN web functionality and the web API.
The decentralised data collector for the SMAN Server Disable this option to install web components to a

[IFs Logga for Windows File Server different (web-) server.
Windows driver collecting data from this machine
ser Interfaces

8MAN
The solution for your access rights management

8MAN Web Client / Web API

Web API for accessing 8MAN and web based user interface for using
BMATE GrantMA, 'Analyze and Act' and Recertification.

|C:\Program Files\Protected Networks\BMANY | lz‘

[J1 agree to the License Terms.

Access Rights Management. Only much Smarter.
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After a successful installation the following dialogue will be
shown.

8 M A N Setu P The displayed options depend on the previously selected

installation range.

Setup Successful!

All specified components have been installed successfully.

| Start BMAN Configuration

«f Start BMATE Web Configuration

Open release notes

Close

Access Rights Management. Only much Smarter.




3.2 Perform an update installation
Before installing an update, the following requirements must be fulfilled:

1. Please read the release notes. These include information about whether the update includes comprehensive
and long term changes to the data base. If you have any doubts about these effects, please contact

2. Please ensure that no jobs are planned or running during the update. You can use the job overview according to
the status "Scheduled" or "Executing". More information can be found in the chapter

3. Access to the SQL data base must be ensured during the time of the update. Please ensure that no database
backup is performed during the update.

4. The 8MAN server may not be in "waiting for restart" status, for example, due to Windows updates.

5. No users should be logged in the the 8MAN GUI. At the end of the update the 8MAN service is restarted. This
leads to a crash on any open user interfaces. You can in the server-status menu.

If all requirements are fulfilled, you can start the update:

1. Copy 8MAN setup.exe into a local folder (do not use a network folder).
2. Tostart the installation, run the file with administrator rights.

The setup language is automatically selected to match the language of the operating system for the following
languages: German, English, French. Otherwise English is selected.

The installation will identify the currently installed version and will perform an update on older installations or
interrupt the process if a newer version is already installed.

If several collectors are in use, these will be automatically updated. More information on collector updates can be
found in the following chapter:

For updates, one release version can be skipped. For larger version jumps, make interim updates or contact our
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3.3 Install missing components

During the installation 8MAN setup will automatically

check whether all required components have been
8 M A N Setu p installed. If you are missing any required components the
following message will be shown.
Unable to install SMAN! You can install the required components either manually,
The following components need to be installed on the system and then restart the installation process, or by selecting the
in order to continue. option "Install missing components" and then selecting
€3 11S-ASPNET45 is not installed "Try Again”,

e lI5-DefaultDocument is not installed

Q I15-15APIExtensions is nat installed

0 IS-1SAPIFilter is not installed

0 lI5-ManagementConsole is not installed

€23 115-NetFxExtensibility5 is not installed

0 l15-RequestFiltering is not installed

23 lI5-StaticContent is not installed

23 lIS-WebServer is not installed

0 I5-WebSenverRole is not installed

e I5-WindowsAuthentication is not installed

0 ASP.NET 4.0 x64 1IS Registration is already installed
o ASP.MET 4.0 x86 115 Registration is already installed
o4 MetFx3 is already installed

() MetFxdExtended-ASPNET4S is already installed

Install missing components

Access Rights Management. Only much Smarter.
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3.4 Provide the GUI

3.4.1 Provide GUIs through a share

ﬂm < Protected Networks — "0 In order to give users access to the
Home Share View v
@ va.j » ThisPC » Local Disk (C:) » Program Files » Protected Netwarks | v c,| | Search Protected Networks @ \ 8MAN GU/S yOU must Share the
i Favorts Narme . Date modified  Type sie following folder with read
- Desktop q& BMAN l 5/29/2017 10:02 AM  File folder . . .
s E::::‘::fm W PN OMAN Properties [x] permissions:
180 This PC Network File and Folder Shaing Advanced Shari [=] .
(it Deskeop o ' %ProgramFiles%\protected
i b tasu networks\8MAN
f:::::s [aman Shars Pemissions |
iy Local Disk (C) Advanced Shama add (Group oruser names:
o e v ootomtgo ] | e tremioraf e e
advanced sharing options . . .
- - Comer: It is not sufficient to
4
share only the sub-
]
6 I — Pemissions for Everyone Alow Deny fOIder b|n *
o] [ | | oo 55
" mﬁ' V] O
Cam = @
e 1t et o] o] [t
NI[al = bin You can create shortcuts for users
- to the BMAN GUIs in the bin folder
Datei Start Freigeb Ansicht i
: relgEnEn nste app8man.exe and appConfig.exe.
© -1k
3¢ Favoriten Man.exe.config
B Desktop Yisre-Bman'8MAN bin\app8ManCommand. exe
j Downloads Ysre-Bmant8MANY bin\app8ManCommand.exe.config
- sre-BmantBMANYbIn\appConfig.exe
':E_-'—l_ Zuletzt besucht . . o = 3PP : ]
Yisre-BmantBMAN Bin\appConfig.exe.config

This " deployment via sharing " procedure minimizes the amount of maintenance required for updates compared to
installation on the client computer.

After clicking on a start shortcut, larger amounts of data are transferred over the network than with a local
installation. With low bandwidth (WAN routes), this can resultin a longer start time.

Access Rights Management. Only much Smarter
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3.4.2 Install the SMAN GUI

S @ You can install the SMAN GUI on client computers (servers
too) as often as desired.

8 M A N Setu P If the web components are installed on a server computer,
the web based applications are available via supported
browsers on any client without any further installation.

[>

8MAN Service

Server

The central component in your 8MAN infastructure, which analyzes and
provides the collected data

] SharePoint Remote Connector
Scans your SharePoint remotely by using the cliznt-side object model
(CSOM)

Collector
The decentralised data collector for the 8MAN Server
LIFS Logga for Windows File Server
Windows driver collecting data from this machine
ser Interfaces
8MAN
The solution for your access rights management

8MAN Configuration —
The interface to configure 8MAN just the

8MAN Web Client / Web API
Web API for accessing 8MAN and web based user interface for using
BMATE GrantMA, 'Analyze and Act' and Recertification.

Installation Folder
|C:\Program Files\Protected Networks\EMANY, | lz‘

[J1 agree to the License Terms.

Access Rights Management. Only much Smarter.
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3.5 Install the filter driver for the FS Logga on Windows file servers

The collector requirements and Windows file server requirements must be fulfilled.

To run the FS Logga on Windows file servers, a collector must be installed with the option FS Logga on all file servers
that you would like to monitor.

Activate the option "collector" and "FS Logga for Windows
File Server".

8 M A N Setu P The collector and the filter driver are installed to collect file

8MAN Service -] server events.

[l server

The central companent in your 8MAN infastructure, which analyzes and
provides the collected data

[ sharePoint Remote Connector

Scans your SharePoint remotely by using the Client Object Model
CSOM

Collector

The decentralised data collector for the 8MAN Server

L18MAN
The solution for your access rights management
[ 18MAN Configuration L
The interface to configure 8MAN just the way you want it

[18MAN Web Client

Web based user interface for using 8MATE GrantMA, 'Analyze and Act’ and
Recertification.

8MATES

[ 18MAN Clean! 1.8.25.0
The solution to migrate your file servers and to clean up their access rights

[]Service

‘ Back | ‘ Install ‘
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3.5.1 Verify filter driver activity

You can verify the activity on the filter driver via the command prompt. In order to be able to execute commands
you must start the command prompt with administrator rights.

Administrator:fCommand Prompt

Num Instances Altitude Frame fltmc

3geB20
135800
468008

sWindowshsysten32 fsc guery minitrc

SERUVICE_NAME: minitrc
TYPE
STATE

WIN32_EXIT_CODE
SERVICE_EXIT_GODE
CHECKFPOINT
WALIT_HINT

sWindowsssystem32

FILE_SYSTEM_DRIVER

RUMNING

(STOPPABLE, NOT_PAUSABLE. IGNORES_SHUTDOWN>
CHx8>

CBxB>

sc query minitrc
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4 Provide web components

Web components are required for the following applications and processes:

e Analyze & Act (flexible reports and bulk operations)
e Recertification (periodic approval and review of access rights by data owners)
o 8MATE GrantMA (web-based request and assignment of access rights)

e webAPI (Interface enabling the use of 8MAN functionality in other applications)

Access Rights Management. Only much Smarter.
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4.1 Install web components

You can run web components on the 8MAN server or any other Microsoft Internet Information Server (11S).

Copy the 8MAN Setup.exe file into a local folder (do not use a network folder).

To start the installation, execute the file with admin rights. By default the system language will be set to the

language of your operating system if supported (German, English, French). If your language is not supported
English will be used.

8 M A N Required IIS components are installed if necessary. Please
by Protected Networks

S — see: "Install missing components".
~
[ RabbitMQ Message Queue System

RabbitMQ distributes messages between different services and sensors
for alert indication. Alerts requires an instance of RabbitMQ to be
installed in your environment.

[[] SharePoint Remote Connector
Scans your SharePoint remotely by using the client-side object model (CSOM)
L Collector
The decentralised data collector for the 8MAN Server
LIFs Logga for Windows File Server
Windows driver collecting data from this machine
User Interfaces

L18MAN

The solution for your access rights management

[18MAN Configuration

Web Components

8MAN Web Client / Web API

Web API for accessing 8MAN and web based user interface for using 8MATE
GrantMA, ‘Analyze and Act’ and Recertification. hd

|C:\Program Files\Protected Networks\BMAN | lz‘

| agree to the License Terms .
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4.2 Configure web components

Open the configuration module.

bIENIMA Configurator E

E"'- 8MATE GrantMA Configurator

Enter the name of the SMIAN server. If executing both web
components and the 8VIAN server on the same machine,

) no changes to the server name are required.

8MAN Web Components Settings

8MAN Server

Specify the 8MAN Server which provides the data fo present Enter the port of the BMAN server. By default the SMAN
Server Name |localhost server communicates through port "55555",

o If you require any changes to this port, please contact our
Internet Information Services (lIS) Settings support.

Application Pool
° Installed (BMAN WebAPI AppPoal)
0 Operational

Web Site
[@] Installed (BMAN WebAPI)
D Operational

Binding
Port 443

Certificate Grantma Zert

Help us to improve 8MAN's user experience o

Open log file
Refresh

Close

Access Rights Management. Only much Smarter.
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1. Entera port for the binding of the certificate to the
website. The standard https port is 443. If you enter any
other port you must consider this when starting the

8MAN Web Components Settings 8MAN website (providing the URL to users).
8MAN Server
Specify the EMAN Server which provides the data to present.

2. Select a certificate. If no certificate is offered, please

Server Name |localhost | reference the following chapters: "Use a self-signed
Port certificate" and "Bind a certificate to your site".
Internet Information Services (lIS) Settings 3. You can reload the list of available certificates by
Application Pool clicking on "Refresh".

° Installe_d (BMAN WebAPI AppPool) 4. Dep/oy Web Components.

o Operational

Web Site

Ef' The Web Site (3MAN WebAPI) does not exist yet and must be created.

Binding —l

Port

Certificate | Grantma Zert i

Help us to improve 8MAN's user experience o

Open loc file

3 Skip this step

| Deploy 8MAN Web Components F.
The web components will be available once all settings for
"Application Pool" and "Web Site" are shown as

operational.

8MAN Web Components Settings

8MAN Server
Specify the 8MAN Server which provides the data to present.

Server Name | localhost |

Internet Information Services (lIS) Settings

Application Pool
@ Installed (SMAN WebAPI AppPacl)
o Operational

Web Site
[@] Installed (BMAN WebAPI)
° Operational

Binding
Port 443
Certificate Grantma Zert

Help us to improve 8MAN's user experience o

Open log file
Refresh

Close

Access Rights Management. Only much Sma




4.2.1 Generate aself-signed certificate

The self-signed certificates described in the following steps create security warnings in various browsers, as an out-
of-date SHA-1 based encryption is used. Use certificates with SHA2 / 256 encryption for productive use.

Start the lIS-Manager.

Suchen

Uberall

)-Manager

b Internetinformationsdienste (/15)-

Manager
L) Internet Information Services (IIS) Manager el - 1 Select the server.
© ‘6?3 » SRV-BMAN » |m x| o @ - ) ,
Ble view telp 2. Double click on "Server
Connections = o "
e 5 @) SRV-8MAN Home “"";': - Certificates”.

y j S-N oo ~ ¥Go - \gyShowAll | Groupby: Area -E- Manage Server

™ Application Pools ASP.NET ~ & Restart
48] Sites = & - @ . -t »
- = & Iy ‘-j =
b BMAN WebAP| B g 1= ab @ stop
) Default Web Site .NET NET {NET Error MNET  NETTrust Application Connection View Appiei P
» @ MySite Host Authorizat... Compilstion  Pages  Globalization  Levels Settings Strings

Q\ View Sites
&8 Portal %ﬂ = a
) — 23 1 Change .NET Framework
b &8 SharePoint Central Ad v = "é?;w = Vercion
» &) SharePoint Web Servig | MachineKey Pagesand  Providers  Session State SMTP E-mail

Controls ) Get New Web Platform

Components
IIs. ~ @ Help
\q« g . =0) iy =5
_"‘_g_ﬂ @ (/] = ﬂ ﬁ;ﬂ =
Authentic.. Compression  Default  Directory  ErrorPages  Handler HTTP
Document  Browsing Mappings  Respon...

% 0 = M P
T @ 0 = & =&
ISAPland  ISAPIFilters  Logging MIME Types  Modules Output Request
CGl Restri... Caching Filtering

q Processes
Management ~

Configurat...  Feature Shared
Editor  Delegation Configurat...

< i 51 |[E]Features View | 72 Content View

Ready LEl
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Internet Information Services (I1S) Manager

- | O X

& e

View Help

% server Certificates

b &) Default Web S
bG8 MySite Host
b Portal

Specify Friendly Name

Use this feature to request and manage certificates that the Web server can use with websites configured for S5L.

Import...

Create Certificate Request..
Complete Certificate Request...

Create Domain Ceriificate...

Create Self-Signed Certificate...

nable Automatic Rebin
Renewed Certificate
@ Help

» &) SharePoint Cef

b &3 SharePoint Wi ) ; . 5 »
Specify a file name for the certificate request. This information can be sent to a certificate authority for

signing:
Specify a frisndly name for the certificate:

asMAN Web| \I

Select a certificate store for the new certificate:

[Personal v

<] m |

Features View || 2 Content View

1. Click "Create Self-Signed
Certificate".

Give the certificate a name.
Generate the certificate.

In the next step you have to bind
the certificate to the site.

Access Rights Management. Only much Smarter.




4.2.2 Bind a certificate to asite

You can add a certificate to the site during the provisioning process. It may be necessary to add another certificate,
for example when the old one has expired.

Start the IIS-Manager.

Suchen

Uberall -

[-Manager

“E‘E Internetinformationsdienste (15)-
h Manager

2 Internet Information Services (1IS) Manager el L 1 Navigate to the Site ”8MAN
© ‘0 » SRV-8MAN » Sites » 8MAN WebAPl » |m @- WebA PI”

File View Help

o 5 . np: . "
T @ VAN WebAP Home :‘: 2. (Click "Bindings...".
¢S5 Strt Page Fier: + % Go - GShowal | Group by: Aves -m- merem=ee=. || 3, Select the certificate with type

& R -
PR | %iV 8MAN (8MAN-DEMO\cr Edit Site

pplication Pools ASP.NET - : " "
T & BMAN WebAPI == \ 2] - = L2 @ D ”h ttffls and port )
e Site Bindings e 443" (standard settings)

b & MySite Host

» &% Portal

b &% SharePoint Central A
b &3 SharePoint Web Servi

View Virtual Directories

Add... P —— 4. C/ICk "Edit...".

Manage Website

[ ]

® sop

Browse Website

Browse *:443 (https)

Advanced Settings...

Configure
Limmits...

@ Help

Management ~

B

Configurat...
Editor

< i 3 [[E]Features View |2 Content View

Ready L=l
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Select a certificate. By clicking on
"OK" you bind the certificate to the

Type: IP address; o site.

‘https v| F-'-.II Unassigned

Host name:

[ ] Require Server Name Indication

srv-8man.8man-demo.local

Access Rights Management. Only much Smarter.




Start the configuration module.

Search

Everywhere -

8 EMAN

N - Config

Login

After installing 8MAN there is only one user that can log in
to the application. This is the user that was used to
perform the installation.

A" AVaAY B More information on adding 8MAN users can be found in
tected Networks GmbH the chapter
Configuration
@ Login as SMAN-DEMCHjbadmin

_) Login with other credentials

v Advanced options / language

Cancel




Access Rights Management

Start the configuration module

If additional users have already been added you can use
their credentials.

S8MAN

By Protected Metworks GmbH

inram Configuration

) Login as 8MAMN-DEMO\jbadmin

@ Login with other credentials

Sdentials

User name |oﬂ1er admin

|
Pazzward |.Il..ll. |
|

Domain | 8MAN-DEMO

» Advanced options / language

Advanced Login Options

Enter the name of the 8MAN server, for example "srv-
S8MAN" (without "\\").

BM A N If working locally on the 8MAN server you may also use

"localhost".

By Pratected Networks GmbH

Configuration

It is also possible to reference an IP address.
@ Login as 8MAN-DEMO\jbadmin
) Login with other credentials
» Advanced options / language

= aMAN Server

127.0.0.1
@ Language

localhost

Access Rights Management. Only much Smarter.
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By default, the communication between 8MAN server and
GUI passes through port "55555". If changes are required,
please contact our support.

8 M A N Please note the required Firewall-settings.

By Protected Networks GmbH
m em Configuration

@ Login as SMAMN-DEMOYjbadmin
) Login with other credentials

# Advanced options / language

English (United States)

If you activate the SSL option, all communication between
8MAN server and GUI will be encrypted.

Encryption must first be activated and configured. If you

8 M A N require configuration please contact our support.

By Protected Networks GmbH
CI Configuration

@ Login as SMAMN-DEMO\jbadmin
) Login with other credentials

» Advanced options / language

E BMAN Server | srv-8man M
<« Fort 55559 [] @ SSL-Port

@ Language | English (United States) v

Access Rights Management. Only much Smarter.
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6 Basic configuration

The 8MAN server is a service that runs on local permissions. The 8MAN server requires login credentials to login to
Active Directory and the SQL server.

Login credentials are suggested by default for new scan configurations.

Initially, the 8MIAN configuration
module will automatically show the
basic configuration view.

8MAN Server SQL server

Credentials for Active Directory and SQL Server access SQL Server name [tocainost ]
— f ] SQL Server instance [ttocey ]
Password | essssesssessesense | SQL Database name [-aman0B J

Suggested recovery mode: Simple
Use Integrated Security (Windows

Domain  |8MAN-DEMO |

SQL Server user name [ ]
8MAN says! E ] [ ]

8MAN Server account
Here you define the account, that 8MAN server shall run with.

Configuration Status
» We suggest creating a dedicated service account.
o Thi

t will also be for new scan © BMAN Server credentials:
Unknown user name or bad password

Please note the following requirements: @ SQL Server settings:

"
» Running Windows Server 2008 this account needs to be power user. Tz EE]

© The provided account needs to be member of a domain, to be able to
read domain information from Active Directory.

& When using the option "Windows Authentication” in the SQL Server
settings, this account alsa needs access to the SQL Server.

Ready cradmin @ localhost €]

Access Rights Management. Only much Smarter.
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6.1

s Management

Enter 8MAN server credentials

8MAN Server

Credentials for Active Directory and SQL Server access

User name [sa-8man|

Password  |sssessss

[sman-DemO

Domain

SQL Server

SQL Server name [tocalhost ]
SQL Server instance [ttocay ]
5QL Database name [ ]

Suggested recovery mode: Simple

8MAN Server account
Here you define the account, that 8MAN server shall run with,

® We suggest creating a dedicated service account.
© Thi: it will also be for new scan

Please note the following requirements:

® Running Windows Server 2008 this account needs to be power user.

© The provided account needs to be member of a domain, to be able to
read domain information from Active Directory.

« When using the option "Windows Authentication® in the SQL Server
settings, this account also needs access to the SQL Server.

Use Integrated Security (Windows

SQL Server user name [ ]

SQL Server password [ ]

Configuration Status

@ BMAN Server credentials:
Test successful

® sQL Server settings:

Test successful

Checking and saving
Configuration successfully loaded!

Ready

Gemoadmin @ localhost €1

8MAN server

Credentials for Active Directory and SQL Server access

User name | sa-8man]| |

Passward

[sman-DemO |

Domain

8MAN Server account
Here you define the account, that 8MAN server shall run with,

« We suggest creating a dedicated service account.
o Thi t will also be for new scan

Please note the following requirements:

& Running Windows Server 2008 this account needs to be power user.

® The provided account needs to be member of a domain, to be able to
read domain information from Active Directory.

@ When using the option "Windows Authentication” in the SQL Server
settings, this account also needs access to the SQL Server,

SQL server
SQU Server name [1ocalnost ]
SQL Server instance [(tocay ]
SQL Database name [_8manB ]

Suggested recavery mode: Simple

Use Integrated Security (Windons

SQL Server user name [ |

SQL Server password [ ]

Configuration Status

9 SQL Server settings:
Test successful

Checking and saving
Configuration successfully loaded!

Ready

demoadmin @ localhost <1 P

s Management. Only much Sm

Basic configuration

Enter the login credentials for
Active Directory.

Please see additional notes and
references for the use of Service
accounts.

If valid credentials are entered,
BMAN will display the message
"Test successful". Successful means
that the credentials are valid for
Active Directory login.
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6.2

Enter SQL server credentials

8MAN Server SQL Server

Credentials for Active Directory and SQL Server access k50 Server name [locainost ]
User name [sa-8man| ] SQL Server instance [ftocay |
Password  |sssessss | SQL Datsbase name [_8ManDB ]
Domain  [SMAN-DEMO ] Suggested recovery mode: Simple

8MAN Server account
Here you define the account, that 8MAN server shall run with,

® We suggest creating a dedicated service account.
© Thi: it will also be for new scan

Please note the following requirements:

® Running Windows Server 2008 this account needs to be power user.

© The provided account needs to be member of a domain, to be able to
read domain information from Active Directory.

« When using the option "Windows Authentication® in the SQL Server
settings, this account also needs access to the SQL Server.

—
Use Integrated Security (Windows.

SQL Server user name [ ]

SQL Server password [ ]

Configuration Status

@ BMAN Server credentials:
Test successful

® sQL Server settings:

Test successful

Checking and saving
Configuration successfully loaded!

®a

Ready

Gemoadmin @ localhost €1

8MAN server SQL server

Credentials for Active Directory and SQL Server access S Frmree [localhost ]
User name [sa-8man| | SQL Server instance == ]
Passnord  |eesesses | SQL Database name T ]
Domain [eMAN-DEMO ] Suggested recovery mode: Simple

8MAN Server account
Here you define the account, that 8MAN server shall run with,

« We suggest creating a dedicated service account.
o Thi t will also be for new scan

Please note the following requirements:

& Running Windows Server 2008 this account needs to be power user.

® The provided account needs to be member of a domain, to be able to
read domain information from Active Directory.

@ When using the option "Windows Authentication” in the SQL Server
settings, this account also needs access to the SQL Server,

Use Integrated Security (Windons

SQL Server user name [ |

SQL Server password [ ]

Configuration Status

@ BMAN Server credentials:
Test successful

@ SQL Server settings:

Test successful

Checking and saving
Configuration successfully loaded!

Ready

demoadmin @ localhost <1 P

figuration

Enter the SQL server name, the
name of the instance and data
base (no spaces allowed).

Please note additional information
to the SQL instance name.

By default, the simple recovery
mode is configured for the SMAN
data base. Switching to the full
recovery mode is only possible once
the initial configuration has been
completed (also see Switching data
base recovery mode).

Determine the type of registration
on the SQL server.

Option activated

Windows authentication is
performed with the credentials of
the 8MAN server (on the left-hand
side)

Option deactivated

SQL server authentication is
utilized. Please enter user name
and password to login to the SQL
server.

Please see additional notes and
references for the use of Service
accounts.
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B8MAN Server SQL Server
-Credentials for Active Directory and SQL Server access 501 Server name.
User name [sa-8man| | SQL Server instance
Password | | SQL Database name
Domsin | 3MAN-DEMO ] Suggested recovery mode: Simple
Security (Windows

[localhost

_8ManDB

SQL Server user name [
8MAN say: SQL Server password [

8MAN Server account

Here you define the account, that 8MAN server shall run with,

« Thi t will also be for new scan @ BMAN Server credentials:
Test successful

Please note the following requirements:

« Running Windows Server 2008 this account needs to be power user

« The provided account needs to be member of a domain, to be able to
read domain information from Active Directory.

» When using the option "Windows Authentication™ in the SQL Server
settings, this account also needs access to the SQL Server.

Checking and savin
Configuration successfully loaded!

y . . Configuration Status
» We suggest creating a dedicated service accaunt.

Ready

demoadmin @ localhost €1 H&

6.2.1 Identify the SQL server instance name

Basic configuration

If valid credentials have been
entered, SMAN will display the
message "Test successful".

The instance name can be

Pmon

- F H i

SQL Server (MSSQLSERVER) Name - Description Status Startup Type Log On As [a]
5 SNMP Tray Receives trap messag... Manual Local Senvice
P p messag.
Stop the service 1 Software Protection Enables the download... Automatic (Delayed Start, Trigger Start) Network ...
Pause the service &
e ‘,&Spe:\a\ Adrministration Consale Helper Allows administrator Manual Local Syste..
— Verifies potential file Manual (Trigger Start)
Description: . Executes jobs, monits Manual
Provides storsge, processing and _ SQL Server Browser Provides SOL Serverc..  Running  Automatic Local Service
controlled access of datz, and rapid
transaction processing. 4 SQL Server Vs Writer Provides the interface.. Running  Automatic Local Syste.
£, 55DP Discovery Discovers networked ... Disabled Local Senvice
4 Still Image Acquisition Events Launches application... Manual Local Syste.
£l Storage Tiers Management Optimizes the placem... Manual Local Syste.. -
4 Superfetch Maintains and improv. Manual Local Syste. 15
4 System Event Notification Service Monitors system even... Running  Automatic Local Syste.
5, System Events Broker Coordinates executio... Running  Automatic (Trigger Start) Local Syste.
5 Task Scheduler Enables a userto conf.. Running  Automatic Local Syste..
i TCP/IP NetBIOS Helper Provides support fort.. Running  Automatic (Trigger Start) Local Service [~

| identified by using the services
console:

services.msc

\, Extended /{ Standard /
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BMAN says!

8MAN Server account
Here you define the account, that 8MAN server shall run with,

o We suggest creating a dedicated service account.
o Thi t will also be for new scan

Please note the following requirements:

« Running Windows Server 2008 this account needs to be power user

« The provided account needs to be member of a domain, to be able to
read domain information from Active Directory.

» When using the option "Windows Authentication™ in the SQL Server
settings, this account also needs access to the SQL Server.

B8MAN Server SQL Server

Cradentials for Active Directory and SQL Server access SQL Server name [localhost
User name [sa-8man| | FIL Server instance (local)
Passnord  |eesesses | SQL Database name _8ManDE
Domsin | 3MAN-DEMO ] Suggested recovery mode: Simple

Use Integrated Security (Windows

SQL Server user name [ ]

SQL Server password [ ]

Configuration Status
@ BMAN Server credentials:
Test successful
© saL Server settings:
Test successful

Checking and saving
Configuration successfully loaded!

®a

Ready

demoadmin @ localhost €1 H&

6.3

Switch data base recovery mode

_ o x

8MAN Server SQL server
Credentials for Active Directory and SQL Server access S S [locainost ]

User name [sa-8man ] SQL Server instance [scan |

Password  |ssssssssessesseses | SQL Databaze name. | gManne. ]

Domain  |8MAN-DEMO ] Recovery mode: Simple 0 Switch to Full recovery mode| 0 0 I

—
Use Integrated oy 0 Change the mode into the

BMAN says!

SQL Server °
All data of the 8MAN Server are saved in SQL Server database.

You can use a Microsoft SQL Server Express version. But be aware that
the database cannot exceed 4 GB {version 2008 and below) or 10 G&
(version 2008 R2) of hard disk memory in this case.

You can configure the following SQL settings:

SQL Server name

® Please insert the name or IP-Address of the QL Server,

« If the SQU Server is running on the same machine as the 8MAN Server
you can use "localhost™ or *(local)” (without the quotes).

SQL Server instance

o Please insert the name of the SQL Server instance, that has been

created during the SQL Server installation.

o The default instance of an SQL server express installation is usually
"sqlexpress".In contrast to that, the default instance of full versions is
Usually empty. So, in that case, please keep the instance name blank.

o I you do not know the name of the SQL Server instance, please ask.

your database administrator. v

SQL Server user name [ ]

SQ Server password [ ]

Configuration Status

@ 8MAN Server credentials:
Test successful

@ SQL Server settings:

Test successful

Recovery mode: Simple

Size of the log file: 1 MB
Last log backup: never

Checking and saving
Recovery mode successfully changed to *Simple".

Ready

demoadmin @ localhost €1 [

s Management. Only much Smart

Basic configuration

EXCEPTION:

A standard SQL server (or higher)
can be installed without assigning
an instance name. This will then be
displayed as "SQL Server
(MSSQLSERVER)" in the services
console.

In this scenario the SQL server
instance field must remain empty
when using the 8MAN basic
configuration. The word "(local)" is
shown in grey as a placeholder.

The recovery mode can only be
changed after the initial
configuration has been completed
and the message "Test successful"
has been displayed.

You can switch the recovery mode
from "simple" to "full" and back
again.

The change occurs immediately
after you click on the change
button. You do not need to save
the configuration again.

You can obtain more information
on the recovery mode from

Microsoft.



https://msdn.microsoft.com/en-us/library/ms189275(v=sql.130).aspx

s Management

Basic configuration

6.4 SQL server data base maintenance

Every morning at 5am the 8MAN server completes scheduled maintenance by removing and archiving old scans from
the 8MAN data base. These settings can be managed in the menu item server in the Data storage section.

Scheduled data base maintenance is only performed if all 8MAN user interfaces are closed. You can identify
registered users in the menu item server status.

Please contact Support if you would like to change the time of scheduled data base maintenance.

6.4.1 Shrink data base logs

LBl Shrinking of data base logs frees
up disk space.

The actual size of logs is shown
below.

8MAN Server

SQL Server

The action is performed

Credentials for Active Directory and SQL Server access [localnost ]
{ o il Er = } immediately after clicking on the
Domain [sman-DeMO | Recovery mode: Simple aE!ShﬁukDﬂlngsE! "Shfink DB /O gs n b UttOn.
Use Integrated Security (Windons
T | o )

SQL Server password [ ]

Configuration Status
The 8MAN Server account and the SQL settings will be checked for validity.

The status information for both parts of the basic configuration will be
presented separately to support you localizing errors caused by e.g. invalid
accounts or false connection settings.

Configuration Status

@ BMAN Server credentials:
Test suceess ful

© SQL Server settings:

Tes ful

Checking and saving
Configuration suceessfully loaded!

=]

demoadmin @ localhost €1

Access Rights Management. Only much Smart
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6.4.2

Shrink data base

8MAN Server

Credentials for Active Directory and SQL Server access

Username |sa-Bman |

[sman-DemO |

Password

Domain

8MAN says!

SQL Server =
All data of the 8MAN Server are saved in SQL Server database.

You €an use a Microsoft SQL Server Express version. But be aware that.
the database cannot exceed 4 GB (version 2008 and below) or 10 GB
(version 2008 R2) of hard disk memory in this case.

You can configure the following SQL settings:

SQL Server name

® Please insert the name or IP-Address of the SQL Server.

« If the SQL Server is running on the same machine as the 8MAN Server
you can use "localhost™ or *(local)” {without the quotes)

SQL Server instance

« Please insert the name of the SQL Server instance, that has been

created during the SQL Server installation.

 The default instance of an SQL server express installation is usually
“sqlexpress".In contrast to that, the default instance of full versions is
usually empty. So, in that case, please keep the instance name blank.

« If you do not know the name of the SQL Server instance, please ask

your database administrator. v

SQL Server

QL Server name [tocalhost
SQL Server instance [ttocay
501 Database name _&ManDB

Recovery mode: Simple

Use Integrated Security (Windons

GIY)

Shrink DB I

SQL Server user name [

SQL Server password [

Configuration Status

@ BMAN Server credentials:
Test successful

@ SQL Server settings:

Test successful

Recovery mode: Simple

Size of the log file: 0 MB:
Last log backup: never

Checking and saving
Configuration successfully loaded!

®a

Ready

demoadmin @ localhost <1 HE

Access Rights Management. Only much Sma

Basic configuration

Shrinking data base frees up disk
space.

This action is performed
immediately when clicking on the
"Reduce DB size" button.

Please see the following sections
for more information on data base
size or available disk space: Server
Health-Check.

Please see additional notes on SQL
Express Edition.
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6.5 Complete and save basic configuration

8MAN Server

Credentials for Active Directory and SQL Server access

Username |sa-Bman |

Password [ssesseseensasevare |

Domain  |8MAN-DEMO |

SQL Server =
All data of the 8MAN Server are saved in SQL Server database.

You €an use a Microsoft SQL Server Express version. But be aware that.
the database cannot exceed 4 GB (version 2008 and below) or 10 GB
(version 2008 R2) of hard disk memory in this case.

You can configure the following SQL settings:

SQL Server name

® Please insert the name or IP-Address of the SQL Server.

« If the SQL Server is running on the same machine as the 8MAN Server
you can use "localhost™ or *(local)” {without the quotes)

SQL Server instance

« Please insert the name of the SQL Server instance, that has been

created during the SQL Server installation.

 The default instance of an SQL server express installation is usually
“sqlexpress".In contrast to that, the default instance of full versions is
usually empty. So, in that case, please keep the instance name blank.

« If you do not know the name of the SQL Server instance, please ask

your database administrator. v

SQL Server
SQL Server name [tocalhost ]
SQL Server instance [ttocay
5QL Database name [

Recovery mode: Simple

Use Integrated Security (Windons

SQL Server user name [ |

SQL Server password [ ]

Configuration Status

@ BMAN Server credentials:
Test successful

@ SQL Server settings:

Test successful

Recovery mode: Simple

Size of the log file: 0 MB
Last log backup: never

Checking and saving
Configuration successfully loaded!

Ready

Gemoadmin @ localhost €1

Basic configuration

If all login credentials have been
entered and tested successfully you
can save the configuration.

Submit changes? You have to confirm the changes.

Changing the 8MAN-Server and SOL Server settings will cause the 8MAN-Server-Service to restart and connect to another SQL database

with different settings. Do you want to continue?

A Server not connected!

8MAN Server

Credentials for Active Directory and SQL Server access

User name [sa-8man |

Password  |essesssssssssssces |

Domain  [SMAN-DEMO |

Configuration Status
The BMAN Server account and the SQL settings will be checked for validity.

The status information for both parts of the basic configuration will be
presented separately to support you localizing errors caused by e.g. invalid
accounts or false connection settings.

SQL server

SQL Server name [1ocalhost

SQL Server instance [ftocay

SQL Database name [-8manDB

Recovery mode: Simple

Use Integrated Security (Windons

SQL Server user name [ ]

SQL Server password [ ]

Configuration Status

@ BMAN Server credentials:
Test successful

© SQL Server settings:

Test successful

Recovery mode: Simple
Size of the log file: 0 MB
Last log backup: never

Checking and saving
Server confiquration set successfully

Ready

@ <]

If you have confirmed by clicking
"yves" the desired changes will be
made.

The connection between 8MAN
server and 8MAN GUI is inactive
while the BMAN service is being
restarted. The connection will then
be automatically reactivated.




Access Rights Management Basic configuration

7 License and server status

The 8MAN configuration home

. — = — page displays in forr'nat/or{ ab?ut
License Information Summary Configuration the llserver SthUS n InC/UdIng /ICEHSE

Logged in users: 2

32 Scans 166 Changes 1 Connected . .
4 Reports 39 More 1 Configured in Total Informatlon

5 Scheduled 0 Executing All Collectors are Operational
226 Succeeded 0 Failed

Licensed

Click on the tile "Server Status" or

> ﬁ 0% £y the category "License" for more
- - details on the server status.

Scans Open Order User Management Data Owner
Resource Configurations, Open Order Resource User Managerent, Role Organizational Categories, Data
Logga, File Server CSV Import Descriptions Management Cwners, Resources, Additonal

Group Wizard Settings

,“ Ooo

License Jobs Overview Alerts Change Configuration
License Information, Server Job Status, Job Categories Activate/Deactivate Alert Common Change Settings,

Technology-specic Change
Configurations

D] Lahal o S.

Seripting Views & Reports Server Basic Configuration
Scripting configuration for Views &Reports, Blacklistfor _ GrantMA, Comments, Ema, BMAN Server SQL Server
change actions Views &Reports Storage of Scans, Server Health Configuration Status

Checs, Server Logging

Ready demoadmin @ localhost €1 HE

7.1 Load the license file and check covered features

Ll Click on "Load license".
‘ License Information and Server Status

License Information Server Status

Uptime: 2 hours
Version: 9.0.183.0

Logged in users: 1

Name Domain  Host 8MAN Component
¢ demoadmin EMAN-DEMO srv-8man Configuration

No license available!

Load license

Technologies

Features

Alerts.

Max. Logbook entry age in days

Ready demoadmin @ localhost €]
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License and server status

— Select the path where your license

- ¢ \j <« Local Disk (C:) » ProgramData » protected-networks.com » 8MAN » licenses

v ¢ [ Searchlicenses

Mew folder
(]

5 Favorites =i

Organize =

MName

Date modified

Type

E- I @

Size

B Desktop

[ L] 8Man_20161117125543 license

11/17/2016 1:55 PM

LICENSE File

8KB

|3. Downleads
{E Recent places

8 This PC
LE Desktop
7| Documents
.i Downleads
j Music [
| Pictures
B Videos
4 Local Disk (C:)
cu FS(E) ~

File name:

8Man_20161117125549.license

w | | License files (*license) W ‘

‘ License Information and Server Status

SIVIAN

Programming Interface
Alerts

Analyze and Act

More Features

Customer Protected Networks GmbH

Licensed: Yes

Licensed since Wednesday, September 20, 2017 11:58
AM

Technologies

Domains *8man-demoilocal *.protected-
networks.local gman-
demo.Jocal musterfirma.Jocal octo local prot
ected-networkslocal

User count unlimited

File server count unlimited

Active Directory Logga count &

File server Logga count )

Exchange Logga count )

SharePoint (Web Applications) &

Exchange Forests 8

More Technologies

BMAN EasyConnect CSV

BMAN EasyConnect SQL

BMATE Sharepoint

BMATE Sharepoint Online

Features

GrantMA Yes

Yes (read and modify)
Yes
Yes
BMAN Clean! (9/21/2018 2:58551 AM)

Server Status

Uptime: 2 hours
Version: 9.0.183.0

Logged in users: 1

Name Domain

Host  8MAN Component

4% demoadmin BMAN-DEMO srv-8man Configuration

Documentation

4 Easy Connect - SQL
How to documentation
Example SOL command files

~ Easy Connect - CSV
How to documentation
Example CSV files

~ Microsoft Dynamics NAV
description smart-itd.com
pdf fles

Ready

demoadmin @ localhost €1 HE

Access Rights Management. Only much Smart

key is stored.

8MAN license files have the file
extension ".license".

After clicking on open, the license
key will be copied to

%ProgramData%protected-
networks.com\8MAN\licenses

All licensed features are activated
immediately.

If the license file has been
successfully loaded you will see
detailed information on licensed
features.
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7.2 Identify logged in users

N /) the Server status section you can

‘ License Information and Server Status see which users are current/y
T P logged in.

8 M A N o The 8MAN user interface can be
Lomasth e opened multiple times - even

Name Domain  Host 8MAN Component

Customer protected Networks GmbH 8 demoadmin BMAN-DEMO srv-Bman 8MAN H H
— - e T multiple instances on the same
Licensed since ‘Wednesday, September 20, 2017 11:58

™ computer.

Only one user can be logged in to

Technologies . .

— i semotocl ot the 8MAN configuration module.
networks local,8man-
demolocal musterfirma.local octo.local, prot
‘ected-networks.local

User count unlimited

File server count unlimited

Active Directory Logga count 8

File server Logga count £

Exchange Logga count )

SharePoint (Web Applications) &

Exchange Forests 2 Documentation
More Technologies “ Easy Connect - SQL.

How to documentation
8MAN EasyConnect CSV
8MAN EasyConnect SQL Example SQL command files
BMATE SharePoint

# Easy Connect - CSV.
8MATE Shareoint Online

How to documentation

Features Example CSV files
GrantMA Yes “ Microsoft Dynamics NAV
Programming Interface ‘Ves (read and modify) e s
il
Alerts Yes . les
Ready. demoadmin @ localhost €1

Access Rights Management. Only much Smart
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8 Collectors

After the initial installation 8MAN runs one collector installed on the 8MAN server itself.

Additional collectors may be installed for the following reasons:

1. You want to connect remote resources. Installing collectors on remote systems reduces the WAN footprint and
improves performance when performing scans or making access rights changes.

2. Some resource types and 8MATEs require the installation of additional collectors, for example FS Logga for
Windows Fileserver.

3. Load balancing.

To incorporate foreign domains (non-trusted) a collector must be installed. Please see Collectorsin foreign
domains (non-trusted) for more details.

More information can be found in the following chapter: 8\MAN Architecture.

Click on the tile or the category

"Coll "for displayii
Collectors" for displaying
. Server Status . Jobs Collectors
License Information Summary Configuration information on the Configured
Logged in users: 1 5cans 5 Changes 1 Connected 1 Disconnected
0 Reports 13 More 2 Configured in Total Il d d
collectors or add new ones.
4 Seheduled 0 Executing Some collectors are currently not
18 Succeeded 0 Failed operational
| 4rer 12
> 5 2e% milin
= ) -
Seans Open Order User Management Data Owner
Resource Configurations, Open Order Resource User Mansgerment, Role Organizations| Catageries, Data
Logga, Fie Server CSV Import Descriptions Management Giners, Resources, Additonal
Group Wizerd Settings
(11
*
A nam 4 =
Licanse Jobs Overview Collectors Alerts Configuration
License Information, Server Job Status lob Catagaries | BMAN Collctars Overvi and Actvatad Alert Sensors
Status Configuration
© Latal o =
Change Configuration Views & Reports Server Basic configuration
Common Change Settings, Views & Reports, Biackiist for GrantMA, Comments, Email, BMAN Server, SQL Server,
Technology-spacifie Change Views &Reports Storage of Seans, Server Health Configuration Status
Configurations Check, Server Lagging
Ready demoadmin @ localhost €1 HE

Access Rights Management. Only much Smarter.
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The list of collectors contains more
Back Add new collector | <Nomefort> | . . .

\ || detailed information on the

| & rieer 1]

- — e — — selected port, storage and CPU

© SRV-8MAN 55555 o] 1xEern [3:32 PM] Connected WOI’k/OGd, number OfSChedU/ed
jobs, connection status.

If you are having problems with the
connection please see Firewall

settings.

credential <optional>

demoadmin @ localhost €] [

Access Rights Management. Only much Smarter.
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Collectors

8.1 Install additional collectors

Add collectors using setup

BMAN Setup

8MAN Service

[ server

The central component in your 8MAN infastructure, which analyzes and
provides the collected data

[[] SharePoint Remote Connector
Scans your SharePoint remotely by using the client-side object model

The decentralised data collector for the BMAN Server

LIFS Logga for Windows File Server

L18MAN

The solution for your access rights management

[ 8MAN Configuration
The interface to configure 8MAN just the way you want it

Web Components

LI8MAN Web Client / Web API

Web API for accessing 8MAN and web based user interface for using
BMATE GrantMA, 'Analyze and Act' and Recertification.

8MATES

[l Alerts
Configure alerts which inform you of system changes as they happen

‘ Back | ‘ Install ‘

Add collectors or install via push method

If there is no trust between the 8MIAN server (domain) and
a resource (domain) this method of installing a collector
must be used.

Log on to the desired system and copy the setup.exe file
into a local folder (do not use a network folder). Start the
file with administrator rights.

Activate the "Collector" option.

After the installation is complete the collector must be
added to the 8MAN configuration (please see next
paragraph).

Enter the name of the desired
server.

o] Name - Pt B M = Administrator
© SRV-8MAN 55555 0[] 1xEeex [409 PM] Connected

Enter a port number after the
name, if you have modified the
standard port "55555",

If the target system already has a
collector installed, it will be added
to a lists of collectors and establish
a connection. You do not need to
enter any login credentials.

If the target system is in a foreign
domain (non-trusted), please note
the following section: Collectors in
foreign domains (non-trusted).

If you are having connection
problems please note our
comments regarding Firewall

settings.

demoadmin @ localhost €1 H&

Access Rights Management. Only much Smarter.
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If a collector has not been installed

on the target system an installation
. — e ns ® — -~ will be attempted through the push
@ swvoman ol e s Comected method. Click the link "<optional>"
and enter your login credentials,
that are required for setup
execution on the target system.
Resdy demoadmin @ localhost €1 H

1. Select "No credentials" if you
would like to remove previously
entered credentials.

2. Theinstallation is performed
using the credentials from the

pT——— A basic configuration.

install SMAN Collector software on the selected servers? 3. Enter any additional credentials
Collector configurations that do not have credential set, will .

be installed with the following you would like to use for

collector installation.

BMAN Server (8man-demo\sa-8man}

uuuuu

|| Remember credentials for cient session

Ready demoadmin @ localhost €] [

Access Rights Management. Only much Smarter.
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Information on the progress of the
installation process are shown in

. — e ns ® —— -~ the column "Status".

' T ——— e 1 If the target system is in a foreign
domain (non-trusted), please
reference the following section:
Collectors in foreign domains (non-

trusted).

credential <optional>

If you are having connection
problems please note our
comments regarding Firewall

settings.

Ready demoadmin @ localhost €]

8.2 Update collectors

8SMAN Konfiguration = o B TO ensure SUCCE’SSfU/
[ e || ollktorbimtugen | ctomerer | o fons> | communication between the SMAN
[G@i= . || server and collector both

@ Name eSS - Adwministrator Zustand components must be available in
SRV-EMAN 55335 1 ﬁ’_‘ 0% 62 % [17:49] Verbunden :
TR - grT— the same version.

53335 <nicht gesetzt>  [17:47] Installiere neue Version...

8MAN performs automatic
updates of all collectors occurs

. > | automatically (via push method),

Bereit EE  jbadmin @ localhost €] Version: 7

as long as a network connection is
active.

Up to 2 collectors are updated
simultaneously.

Access Rights Management. Only much Smarter.
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8.3 Run collectors in foreign (non-trusted) domains
You must install a collector on foreign domains (non-trusted) to add resources of them to 8MAN.
The installation of this collector must be performed manually described in Adding collectors using setup.

Depending on your network configuration, it is possible that the automatic update of collectors is not performed as
plans. In such cases updates must be started manually.

Once installed, the collector must be added to the configuration. Collectors in foreign domains can be added
immediately via the IP address.

In order to be able to use a name

Home Share View v
[G] - 4 ‘h y ThisPC » Local Disk (C) » Windows b System32 b drivers b etc v c,| [ search ete F) fOI’ the 8MAN CO/IECI’OI' n fOrEIgn

5 Pt o Dstermodiied | Tyre (non-trusted) domains, you must

B Deskiop [ hosts 5/18/2014 1246 AM_File 2KE .

g Downloads || HOST5.130220211322.copy 6/10/2000 1100 PM  COPY File ke expand the hosts f[le on both

) Recent places || HOSTS. 140518004657 copy 2/202013913PM  COPY File %8

L imhesssom SRANIIBIM A Fle v 8MAN server and collector server.

1 This PC | networks 2222013325PM  File ]

|4 Deskiop || protocol 8/22/20133:25PM  File 2Ke

|E] Documents ] services 8/22/20133:25PM  File 12KB

|8 Downloads

[l Music

[E] Pictures

|8 Videos

&y Local Disk (C)

o FS(E)
€ Networkc

1% tsclient

8 VBOXSVR
Titems 1 item selected 1.08 KB @

Access Rights Management. Only much Smarter.
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Collectors

8.4 Remove collectors

‘ Back

‘ ‘Atkll-\lmlleﬂnr <NamePort>

credential <optional>

| @i 2|
@ Name A Port B 8 W Administratar Status

@ SRV-8BMAN 55555 10 D 2% E 67% [5:15 PM] Connected

& SRV-Fs02 55555 [ 3 Connect collector [5:14 PM] Disconnected. Reason: Host SRV-FS02 not reachable. Reason: An exception occurred during a Ping request.

&, Change administrator credential
@ Restart service
18 Install collector

Remove callector

Ready demoadmin @ localhost <1 HE

. .
8.5 Verify collector connection status
8MAN Konfiguration - =] X
‘ Zuriick ‘ ‘Knllehmllilmlfﬁgm <NameiPort» ini i ‘
| @ rier 2 |
6] Name a Port P N B b4 FHY  Administrator Zustand
G Jrv-sman 55555 s] nxperx 09:37] Verbunden
B RV-FS01 55555 [ o 7% <nicht gesetzt> |j09:33] Verbunden
< >
Bereit jbadmin @ localhost €] Version: 785
8MAN Konfiguration - o x
‘ Zuriick | |n(-|l7nln| inzufiigen | </ame:Port> i i |
[ & riter 2 ]
® Name « Port P |l b4 Administrator Zustand

53533
55555

6] zafds9%

[02:41] Verbunden

<nicht gesetzt> I E:d-ﬂ] Ein laufender 8MAN Kollektor auf SRV-FS01 oder eine Administrator-Anmeldung far SRV-F501 wird fi

SRV-8MAN
V-FS01

Bereit

jbadmin @ localhost €] Versicn: 7.

Access Rights Management. Only much Smarter.

You can remove a collector by
right-clicking on it and selecting
"Remove collector" from the
context menu.

The installation on the target
system remains intact. You can
remove the collector software from
the target system by uninstalling it
in the control panel.

You can find more details on the
current connection status in
collectors section of the
configuration module.

By default 8MAN uses port
"55555", If any changes are
required, please contact support.

If you see a red symbol in the first
column, the collector is not
available. Often this can be caused
by a firewall issue (rather than
missing Admin credentials).

For more details please reference
Firewall-settings.
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9 Configure scans and logga

8MAN scans access rights

O S = I — structures from different resource
e certauEen systems in configurable intervals.

e = I Contpretin e The scan results are stored in an

e et S SQL data base. Users can access

Lase v these results quickly via the SMAN

. - GUI, as they are already located in
> E :&g [ =] the date base.

Seans Open Order User Management Data Owner
Resouree Canfigurations, Open Order Resauree User Management, Role Organizationsl Categories, Data
Logga, File Server CSV Import Descriptions Management Cwners, Resources, Addtional
Group Wizard Settings

Events that occur in between scans
9. ® are captured by the SMATES AD

&.

e mowmier | Sl | e comguton Logga and FS Logga. SMATES are
modules that can be added to

8MAN and require the appropriate
Qe Lshl o S, license.

Change Configuration Views & Reports Server Basic configuration

Comman Change Settings, Views & Reports, Blackist for GrantA, Comments, Emall BMAN Server, SQL Server,

Technology-specific Change: Views &Reports Storage of Scans, Server Heaith Configuration Status
Configurations Check, Server Logging

Click on "Scans" to configure
rendy mnoenecl @| FESOUrCE scans and Logga settings.

9.1 Active Directory (AD) Scans

9.1.1 AddAD scans

— o

.

~ Select a technology below to add a new resource

Click on "Domain" to add an AD
scan.

Domain Exchange File server EI Local Accounts @), Logga - Active Directory
Y Active Directory Resource Exchange Resource File Server Resource. Local Accounts of a server *» Monitoring an Active Directory
% Logga - File Server |, SharePoint @ vSphere
Monitoring a File Server ¥ Sharepoint Resource (Farm Based) VMware vSphere Resource
| @rieer 7
5
S x
> » O 8man-demo.local
The domain 8man-deme.local will be scanned daily, 10:00 PM [..]
1 resource i sted with this d Add resource -
% (XD SRV-BMAN (SRV-8MAN X

The file server SRV-8MAN of type Windows will be monitored on SRV-8MAN
Refresh data all 10 minutes.Monitored actions: 6 actions selected..

3 reports are configured. Add: Who did what?, Who made changes?, Who did what, except authorized users (SoD)? Detailed permission changes

&

x
> @ SRV-VCENTERO1 (srv-veenterQ1

The vSphere srv-vcenter01 will be scanned On demand [..]

L1
%: (XD 8man-demollocal (Bman-demoJocal) x

The domain 8man-demo.local is monitored on SRV-8MAN using account 8man-demolsa-8mansve.
Following filters have been set. Logging is disabled.

Refresh data all minutes.
& > & SRV-8MAN (SRV-BMAN) 5

The SharePoint SRV-8MAN will be scanned On demand [..]

B

X
> SRV-EXCHANGE 8man-demo.local

Ready demoadmin @ localhost €1 HE

s Management. Only much Smart
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Select the desired domain and
collector for the AD scan.

Active Directory selection X By dEfGU/t the CFEden tiCIIS from the

Please select a resource. You can change the credentials and refresh the 8MA N Server b CISiC CO nfig U f'a tiO n

list when the given credentials are insufficient to find all resources.

will be used.

 8man-demo.local

 Assigned collectors

Collectors
SRV-8MAN
[ sRv-Fs02

Ready demoadmin @ localhost €] [

If the desired domain is not shown

please check the following:

1. If the credentials for the desired
domain are valid. Correct the
entered information if
necessary.

2. If the desired domain is included

FE— in the license (See license

- information),

i 3. If the requirements for scanning
in foreign (non-trusted)
domains are adhered to:

Active Directory Credentials

e required collector information
(running service) in the foreign
domain and

e g valid collector configuration.
Please reference Collectors in
foreign domains for more details.

Ready demoadmin @ localhost €1 [

Access Rights Management. Only much Smarter.
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9.1.2 Configure AD scans

~ Select a technology below to add a new resource
By e
Exchange Resource
SharcPoint
¥ Sharepoint Resource (Farm Based)

Local Accounts
Local Accounts of a server

Domain
Fo scie Directory Resource

File Server Resource

File server ‘

Logga - Active Directory
'+ Monitoring an Active Directory

Logga - File Server |

o
Monitaring a File Server VMware vSphere Resource

| &rier 7
.
o x
> D s |
The domain & d Jocal will be scanned daily, 10:00 PM using account 81 d 8 'on SRV-8MAN with max. 4 parallel requests.

Permissions will not be scanned.
In case of errors, ie. if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes.

Changes will be done using account not set.

New users will be created in the Org; ional Unit (OU) not set and groups in not set by default. The recycling OU for users is not set. SMAN Groups will be stored in <Root> with the
additional group prefix (8GP) not et

0 resources are associated with this domain. Add resource configuration ~

Ready demoadmin @ localhost €1 HE

» Select a technology below to add a new resource
Domain By e

Po st Directory Resource Exchange Resource

HE SharePoint

¥ Sharepoint Resource (Farm Based)

File server

Logga - Active Directory |

EI Local Accounts
File Server Resource Local Accounts of a server #+ Monitoring an Active Directory

& vSphere
VMware vSphere Resource

% Logga - File Server
Monitoring a File Server

| @rieer 7

X
> 8man-demoJlocal

The domain 8man-demo.local will be scannedidaily, 10:00 PM Bising account 8man-demo\sa-8man on SRV-8MAN with max. 4 parallel requests.

Permissions will not be scanned.
In case of errors, e, if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes.

Changes will be done using account not set.

New users will be created in the Organizational Unit (OU) not set and groups in not set by default. The recycling OU for users is not set. SMAN Groups will be stored in <Root= with the
additional group prefix (8GP) not set.

0 resources are associated with this domain. Add resource configuration

Ready demoadmin @ localhost €] [

~ Select a technology below to add a new resource
B Exchange
Exchange Resource
SharePoint
arepoint Resource (Farm Basex
77 s R (Farm Based)

Local Accounts
Local Accounts of a server

Domain
Fo scie Directory Resource

File Server Resource

File server ‘

Logga - Active Directory
'+ Monitoring an Active Directory

Logga - File Server |

o
Monitaring a File Server VMware vSphere Resource

| &z 7

o x
| %) 8man-demalocal
The domain & d local will be scanned daily, 10:00 PM using d 8 lrl SRV-8MAN with max. 4 parallel requests.
Permissions will not be scanned.
In case of errors, i.e. if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes.
Changes will be done using account not set.
New users will be created in the Org: ional Unit (OU) not set and groups in not set by default. The recycling OU for users is not set. 8MAN Groups will be stored in <Root> with the
additienal group prefix (8GP) not set

0 resources are associated with this domain. Add resource configuration ~

Ready demoadmin @ localhost €1 HE

» Select a technology below to add a new resource
Domain By e

Po st Directory Resource Exchange Resource

HE SharePoint

¥ Sharepoint Resource (Farm Based)

File server

Logga - Active Directory |

EI Local Accounts
File Server Resource Local Accounts of a server #+ Monitoring an Active Directory

& vSphere
VMware vSphere Resource

% Logga - File Server
Monitoring a File Server

| @rieer 7
P x

| 9] 8man-demoJlocal

The domain 8man-demo.Jocal will be scanned daily. 10:00 PM using account 8man-demo\sa-8man o
Permissions will not be scanned.

In case of errors, e, if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes.

Changes will be done using account not set.

New users will be created in the Organizational Unit (OU) not set and groups in not set by default. The recycling OU for users is not set. SMAN Groups will be stored in <Root= with the
additional group prefix (8GP) not set.

ith max. 4 parallel requests.

0 resources are associated with this domain. Add resource configuration

Ready demoadmin @ localhost €] [

Configure scans and logga

_ You can edit the name of the AD

scan configuration.

You can time the AD scans by
clicking on the clock icon or the link
in the text. You can also deactivate
the scheduling functionality.

An AD scan only adds limited load
to your resources.Select the time so
that further resource scans are
started at the same time.

This is where you define the AD
scan's login information.

Please reference Recommendations
for the use of service accounts for
additional information.

Determine which collector performs
the scan.

You can select several collectors.
8MAN automatically decides by
means of CPU load and memory
usage, by which collector the scan
is executed.
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You can configure the number of
e ® | parallel requests. The more parallel
~ Select a technology below to add a new resource confi i
Tonge Acveprcony | | requests the faster the scan and

B Exchange File server EI Local Accounts
Exchange Resource File Server Resource Local Accounts of a server #» Monitoring an Active Directory

e == = | the higher the CPU load.

Domain
Fo scive Directory Resource

Manitoring a File Server Sharepoint Resource (Farm Based) VMware vSphere Resource

[G= . Possible values are 1 (no parallel

& | 4] 8man-demaolocal X ’ reqUEStS) to 128.

The domain 8man-demo.Jocal will be scanned daily. 10:00 PM using account 8man-demo\sa-8man on SRY-8MAN with ma
Permissions will not be scanned.
In case of errors, i.e. if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes.
Changes will be done using account not set.

New users will be created in the Organizational Unit (OU) not set and groups in not set by default. The recycling OU for users is not set. SMAN Groups will be stored in <Root> with the
additional group prefix (8GP) not set s

0 resources are associated with this domain. Add resource configuration ~

Ready demoadmin @ localhost <1 HE

=L YOou can determine which object
s _ @ | classes in Active Directory are

~ Select a technology below to add a new resource

By O File server Local Accounts
Exchange Resource

Y
By e e [ [ T This option is useful if you are
working with delegation.

File Server Resource Local Accounts of a server +'+ Monitoring an Active Directory

Toggn R By | scanned for permissions.

[ asier 7

& | 4] 8man-demo.local X

The domain Smg 2
Permissions wil
In case of errorSrremTrg s not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes.
Changes will be done using account not set.

New users will be created in the Organizational Unit (OU) not st and groups in not st by default. The recycling OU for users is not set. SMAN Groups will be stored in <Root> with the
additional group prefix (8GP) not set. s

be scanned daily, 10:00 PM using account 8man-demo\sa-8man on SRV-8MAN with max. 4 parallel requests.

0 resources are associated with this domain. Add resource configuration *

Ready demoadmin @ localhost €1

9.1.3 Change AD configuration (8MAN Enterprise)

LA The marked area shows the AD
e - @ | change configuration.

~ Select a technology below to add a new resource

‘ B Exchange File server ‘ Local Accounts

Exchange Resource File Server Resource

Logge - Acivs Directory | | These settings are only relevant if

Domain
Fo scie Directory Resource “'+ Monitoring an Active Directory

e | T you have an 8MAN Enterprise
license.

Local Accounts of a server

| &rier 7

& | O] 8man-demo.local X

The domain 8man-demo local will be scanned daily, 10:00 PM using account §man-d 8man on SRV-8MAN with max. 4 parallel requests.
Permissions will not be scanned.
In case of errore the server ic not available dug to maintanance scane will be retried 3 timec The delay between retriesic 10 minutes,
(Changes will be done using account not set.

ew users will be created in the Organizational Unit (OU) not set and groups in not set by default. The recycling OU for users is not set. SMAN Groups will be stored in <Root> with the
dditional group prefix (8GP) not

0 resources are associated with this domain. Add resource configuration ~

Ready demoadmin @ localhost €1 HE

RS Cnter credentials that SMIAN can
e _ ® | use to make changes to AD.

» Select a technology below to add a new resource
Exchange File server Local Accounts 5, Logga - Active Directory i i H
‘& Exchange Resource H File Server Resource HEI Local Accounts of a server = Monitoring an Active Directory | lf yo u lea ve th Is co nflg uration on

By e [ - e "not set" then credentials will be
requested every time.

8, Domain
Active Directory Resource

| @rieer 7

o | 23] 8man-demoJlocal <

The domain 8man-demo.local will be scanned daily, 10:00 PM using account 8man-demo\sa-8man on SRV-8MAN with max. 4 parallel requests. Please referen ce ReCO mmen da tions
Permissions will b d,
for the use of service accounts for

le due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes.

hanges will be done using account

additional group prefix (8GP) not sef

| Unit (OU) not set and groups in not set by default. The recycling OU for users is not set. 8MAN Groups will be stored in <Root= with the

additional information.

0 resources are associated with this domain. Add resource configuration

Ready demoadmin @ localhost €] [
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Configure scans and logga

You can configure in which OU you
@ | want 8MAN to create new users

~ Select a technology below to add a new resource

‘& Exchange H File server HEI Local Accounts

Domain
o Active Directory Resource Exchange Resource File Server Resource Local Accounts of a server

and groups.

Logga - Active Directory
#» Monitoring an Active Directory

‘% Logga - File Server HE SharePoint Hg vSphere. |

Manitoring a File Server Sharepoint Resource (Farm Based) VMware vSphere Resource

If you leave this configuration on

"not set" the user will need to chose

[@r=

& > O 8man-demo.local

The domain 8man-demo.local will be scanned daily. 10:00 PM using account 8man-demo\sa-8man on SRY-8MAN with max. 4 parallel requests.
Permissions will not be scanned.
In case of errors, e server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes.

0 resources are associated with this domain. Add resource configuration ~

Ready

lNew users will be created in the Organizational Unit (OU) not st and groups in not set by default. fhe recycling OU for users is not set. 8MAN Groups will be stored in <Root> with the
— —
Tlew

- the OU the first time they create a
new user or group. SMAN will
remember this choice on a per user
basis and suggest the chosen OU

. the next time.

Gemoadmin @ localhost €1

=L Dctermine an recycling OU. The OU
® | js used for the "soft delete"

~ Select a technology below to add a new resource

function.

Domain By O File server Local Accounts Logga - Active Directory
Fo scine Directory Resource Exchange Resource File Server Resource Local Accounts of a server +'+ Monitoring an Active Directory
y Logga - File Server |, SharePoint VSphere

Monitoring a File Server % Sharepoint Resource (Farm Based) VMware vSphere Resource

| arier

& | 4] 8man-demo.local

The domain 8man-d local will be scanned daily, 10:00 PM using account 8man-demo\sa-8man on SRV-8MAN with max. 4 parallel requests.
Permissions will not be scanned.

In case of errors, i.e. if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes.
Changes will be done using account not set.
New users will be created in the Organi
additional group prefix (8GP) not set.

0 resources are associated with this domain. Add resource configuration *

Ready

tional Unit (OU) not set and groups in not st by default{The recycling QU for users is not set. BMAN Groups will be stored in <Root> with the

demoadmin @ localhost €1 P

_ 1. If using the group wizard, you

can determine into which OU

~ Select a technology below to add a new resource

automatically created 8MAN

Domain B Exchange File server EI Local Accounts Logga - Active Directory
Fo scive Directory Resource Exchange Resource File Server Resource Local Accounts of a server #» Monitoring an Active Directory
% Logga - File Server |, SharePoint & vSphere

Manitoring a File Server Sharepoint Resource (Farm Based) VMware vSphere Resource

groups are placed.

2. You arealso able to add an

[ @i

& > O 8man-demo.local

The domain 8man-demo.Jocal will be scanned daily. 10:00 PM using account 8man-demo\sa-8man on SRY-8MAN with max. 4 parallel requests.
Permissions will not be scanned.

In case of errors, i.e. if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes.
Changes will be done using account not set.

New users will be created i
additional group prefix (86

0 resources are associated with this domain. Add resource configuration ~

Ready

jonal Unit (OU) not set and groups in not set by default. The recycling OU for users is not set. 8MAN Groups will be stored i ith the

- 8MAN group prefix.

1

Gemoadmin @ localhost €1

9.1.4 Start AD scans

_ Start the AD scan.

Typically AD scans only take a

~ Select a technology below to add a new resource

couple of minutes.

8, Domain B Exchange File server EI Local Accounts Logga - Active Directory
Active Directory Resource Exchange Resource File Server Resource Local Accounts of a server #+ Monitoring an Active Directory
% Logga - File Server |, SharePoint & vSphere
Monitoring a File Server Sharepoint Resource (Farm Based) VMware vSphere Resource

[@re

&
E D 8man-demollocal

The domain 8man-demo.Jocal will be scanned daily. 10:00 PM using account 8man-demo\sa-8man on SRY-8MAN with max. 4 parallel requests.
Permissions will not be scanned.

In case of errors, e, if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes.
Changes will be done using account not set.

New users will be created in the Organi
additional group prefix (8GP) not se

0 resources are associated with this domain. Add resource configuration *

Ready

tional Unit (OU) not set and groups in not set by default. The recycling QU for users is not set. BMAN Groups will be stored in <Root> with the

demoadmin @ localhost €1 &
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~ Select a technology below to add a new resource

File Server Resource

Domain B Exchange File server E—I Local Accounts
o acie Directory Resource Exchange Resource Local Accounts of a server

Logga - Active Directory
#'+ Monitoring an Active Directory

‘% Logga - File Server HI

SharePoint & vSphere
Manitoring a File Server

Sharepaint Resource (Farm Based) VMware vSphere Resource

[Gr=

S )

8man-demo.local

I@ [10:00:10 PM] Scan finished successfully... 746 elements (speed 119/s, file size 0.80MB, database space used 2.06M8)

The domain 8man-d local will be scanned daily, 10:00 PM using account 8man-demo\sa-8man on SRV-8MAN with max. 4 parallel requests.
Permissions will not be scanned.

In case of errors, i.e. if the server is not available due to maintenance, scans will be retried 3 times. The delay batween retries is 10 minutes.
Changes will be done using account not set.
New users will be created in the Org
additional group prefix (8GP) not set

ional Unit (OU) not set and groups in not set by default. The recycling OU for users is not set. BMAN Groups will be stored in <Root= with the

Ready

Gemoadmin @ localhost €1

~ Select a technology below to add a new resource

Logga - Active Directory
'+ Monitoring an Active Directory

Domain By O File server = Local Accounts
o e Directory Resource Exchange Resource File Server Resource Local Accounts of a server
y Logga - File Server SharcPoint 5 o

Monitoring a File Server % Sharepoint Resource (Farm Based) VMware vSphere Resource

| arier

man-demo.local

“ mo

(@ 110503 PM) 0 of ca. 0 elements analyzed (0/5). Amoun of scan data: 0.00ME,

The domain 8man-demo.local will be scanned daily. 10:00 PM using account 8man-demo\sa-8man on SRY-8MAN with max. 4 parallel requests.
Permissions will not be scanned.

In case of errors, . if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes.
Changes will be done using account not set.

additional group prefix (8GP) not set.

New users will be created in the Organizational Unit (OU) not set and groups in not set by default. The recycling OU for users is not set. SMAN Groups will be stored in <Root> with the

Ready

demoadmin @ localhost €1 P

9.1.5 Delete AD scan configurations

Configure scans and logga

_ Status information is shown during

and after the AD scan.

These are no longer shown if you
leave and re-enter the scan menu.

You can find the information in Job
overview.

Cancel a running AD scan.

_ Delete an AD scan configuration.

File server CSV import

~ Select a technology below to add a new resource

Local Accounts
Local Accounts of a server

Domain B Exchange
b acie Directory Resource Exchange Resource

File server
File Server Resource

Logga - Active Directory
%'+ Monitoring an Active Directory

ay Logga - File Server SharcPoint o
Monitaring a File Server 77 Sharepoint Resource (Farm Based) VMware vSphere Resource

| &

A’P@

The domain 8man-demo local will be scanned daily, 10:00 PM using account §man-d 8
Permissions will not be scanned.

In case of errors, ie. if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes.
Changes will be done using account not set.

8man-dema.local

on SRY-8MAN with max. 4 parallel requests.

additional group prefix (8GP) not set

0 resources are associated with this domain. Add resource configuration -

New users will be created in the Organizational Unit (OU) not set and groups in not set by default. The recycling OU for users is not set. SMAN Groups will be stored in <Root> with the

Ready

demoadmin @ localhost <1 P

Delete resource configurations?

Resources with scans
a Name
# Bman-demo.ocal
O [& delete stored scans
Check this and all scans done on the configured target will be deleted as well

Itis not possible this

clients could work with these scans,

© | keep stored scans
Check this and all scans done on the configured target will remain in database and archive.

Ready

demoadmin @ localhost <]

If you delete a scan configuration,
you can either keep or delete the
stored scan data.

Deleting is only possible if all other
user interfaces are closed.

You can identify logged in users in
the Server status section.
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9.2 File server (FS) scans

9.2.1 AddAD scans

N Cick on file server to add an FS

File server CSV import

@

4 Select a technology below to add a new resource

Domain

File server
o acie Directory Resurce

28] Local Accounts
File Server Resource

Local Accounts of a server

B Exchange
Exchange Resouree

8], Logga - Active Directory
#'+ Monitoring an Active Directory

‘q Logga - File Server | g, SharcPoint

& vSphere
Monitoring a File Server Sharepoint Resource (Farm Based) VhMware vSphere Resource

| &rier

&y 0

The domain 8man-demo.local will be scanned daily. 10:00 PM using account 8man-demo\sa-8man on SRV-8MAN with max. 4 parallel requests.
Permissions will not be scanned.

8man-demo.local

In case of errors, ie. if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes.
Changes will be done using account not set.

additicnal group prefix (8GP) not set.

0 resources are associated with this domain. Add resource configuration -

New users will be created in the Organizational Unit (OU) not set and groups in not set by default. The recycling OU for users is not set. SMAN Groups will be stored in <Root> with the

v

demoadmin @ localhost €1 HE

File server selection

Please select a resource. You can change the credentials and refresh the
list when the given credentials are insufficient to find all resources.

ICrtderma\s 8man-demo\sa-8man |

| @Fitter ortype 17 or Name. @

@ Name Domain Fileserve...

& srv-8man 8man-demo.local <Auto>
 srv-sharepoint
@ srv-exchange
© srv-veenter01

8man-demo.local <Auto>
8man-demo.local <Auto>
8man-demo.local <Auto>

» Assigned collectors

W] Collectors
SRV-8MAN
[ sRv-Fs02

emoadmin @ localhost €]

File server Credentials

Please specify read credentials

Credentials

User name [sa-8man

Passnord  |sesssscssesseseses

Domain  |8MAN-DEMO

cradmin @ localhost <]

Access Rights Management. Only much Smarter.

scan.

Select the desired file server and a
collector for the FS scan.
By default the SMAN server basic

configuration credentials will be
used.

The list of computers is scanned
from AD.

If the desired file server is not

shown please check the following:

1. Arethe credentials for the
desired domain valid? Correct
the entered information if
necessary.

2. If the requirements for scanning
in foreign (non-trusted)
domains are adhered to:
Scanning file servers in foreign
(non-trusted) domains

You can also enter a (not listed)
name into the filter / search field.

If the scan configuration is invalid
you will see an error message at
the start of the scan. This will also
be recorded in a Logfile.
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9.2.1.1 Import FS scan configurations

Back Ime server CSV import |

®

~ Select a technology below to add a new resource

Domain File server

“‘& Active Directory Resource File Server Resource

By Do = Local Accounts
Exchange Resource Local Accounts of a server

+'+ Monitoring an Active Directory

Logga - Active Directory |

‘% Logga - File Server

g, SharcPoint
Monitoring a File Server fxd

5 o
Sharepoint Resource (Farm Based) VMware vSphere Resource

| &rier

® 50

The domain 8man-demao.local will be scanned daily. 10:00 PM using account 8man-demo\sa-8man on SRV-BMAN with max. 4 parallel requests.
Permissions will not be scanned.

In case of errors, ie. if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes.
Changes will be done using account not set.

8man-dema.local

additicnal group prefix (8GP) not set.

New users will be created in the Organizational Unit (OU) not set and groups in not set by default. The recycling OU for users is not set. SMAN Groups will be stored in <Root> with the

v

Ready eradmin @ localhost €1 HE

5 N E | v

4 A B | | D e | F & H 0k L wmN =

1 server share collector usage cost centre

2 |srv-fs01 organization srv-fs01  departments 5014

3 srv-fs0l user srv-fs01  user folders 2315

4 |srv-fs0l templates  srv-fs01  company templates 3421

5 |srv-fs0L projects  srv-8man projects 7159

6|

7|

8

9|

10|

|

1z

3

14|

15

6

17|

8

12

20|

21

22

23 L

2 £
< Tabellel | @ : [ o

o
2
a

il m -————+ 0%

Access Rights Management. Only much Smarter.

Click on "File server CSV import" to
import a file server configuration
file.

We recommend using the CSV
import functionality to manage a
large number of FS scan
configurations and add these to
8MAN with just a few clicks.

The CSV file must contain, at
minimum, the following columns:

e "Server"

e "Approval” or "share" optional
columns

e "Collector" or "kollektor"
e additional descriptions

e Please chose tab or semi-colon as
a delimiter

If the column "collector" is not

created, then the collector defined

in the import dialog will be used for

all scans.

The following descriptions may not

be used:

e "Bemerkung" or "Description”

e "Prdifix" or "Prefix" as well as
"8ManUser"
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I File server CSV import

This is a preview of the shares which will be imported. Please make sure everything is correct and specify some common settings to use for all scans.

Settings

Hour  Minute

© 5 weekly

E © 5 Monthly  Timezone

UTC +01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna _~

© B quarterty

© & Yearly

User account: Credentiak
User name [sa-8man ]
Password [o ]
Domain [aman-DeMO ]

Max. parallel reques

File server type: ect automatically
© Windows () EMC

@ Netapp O DFS

[ ] Delete all existing file server resources

| keep stored scans.
vl Checl this and all scans done on the configured target will

remain in database and archive. j

“ Conee!

Ready cradmin @ localhost <]

Shares to import: Settings:
® Server Share Collector ~ usage  cost centre Collector [sRv-eman v
[ sn-f01 organization sn-f01 departments 5014 (Only if net set in CSV file)
sv-Fs01 user sv-fs01 userfolders 2315 Start time: ® @ On demand o
[ | srv-fs01 templates sv-fs01 company te.. 3421 Do not schedule, the task will only be started on demand.
srv-fs02 projects. sv-8man  projects 7159

Configure scans and logga

Determine the import settings:

e which collector(s) perform(s)
scans (only required if not
included in the CSV file)

e gt what time the scans are
performed

e how many parallel requests are
performed

e file server type

e f previously entered scan
configurations should be deleted

The settings in the
import dialog are
valid for all

9.2.2 Configure FS scans

- O

.

~ Select a technology below to add a new resource

Domain By Do File server Local Accounts Logga - Active Directory
Fo scine Directory Resource Exchange Resource File Server Resource Local Accounts of a server +'+ Monitoring an Active Directory

Logga - File Server g, SharePoint 5 o

Monitoring a File Server 77 Sharepoint Resource (Farm Based) VMware vSphere Resource

[a
=

The file server srv-8man of type Auto will be scanned daily, 10:00 PM using account d SRV-8MAN with max. 4 parallel requests.
The following shares will be scanned during the scheduled scans: All shares.

The depth of the file server scan will be uniimited. From a depth of & and on only different rights will be reported.

In case of errors, ie. if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes.

) The change account and the list right management have moved to @ File Server change configuration. («

Ready cradmin @ localhost <1 HE

~ Select a technology below to add a new resource

Domain By Do File server Local Accounts Logga - Active Directory
Fo scine Directory Resource Exchange Resource File Server Resource Local Accounts of a server +'+ Monitoring an Active Directory

Logga - File Server g, SharePoint 5 o

Monitoring a File Server 77 Sharepoint Resource (Farm Based) VMware vSphere Resource

[a

Eb@m x

The file server srv-8man of type Auto will be scanne sing account 8man-demo\sa-8man on SRV-8MAN with max. 4 parallel requests.
The following shares will be scanned during the sched ares.

The depth of the file server scan will be uniimited. From a depth of & and on only different rights will be reported.

In case of errors, i.e. if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes.

© The change account and the list right management have moved to @ File Server change configuration.

Ready cradmin @ localhost <1 HE

approvals.

Edit the name of the FS scan
configuration.

Schedule the FS scan by clicking on
the clock icon or the link in the text.
You can also deactivate the
scheduling functionality.
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 Select a technology below to add a new resource
B Exchange
Exchange Resource
SharePoint
¥ Sharepoint Resource (Farm Based)

File server CSV import

Local Accounts
Local Accounts of a server

File server

Logga - Active Directory
#'+ Monitoring an Active Directory

File Server Resource HEI

& vSphere
VMware vSphere Resource

Domain
ka3 Active Directory Resource

%

Logga - File Server
Monitoring a File Server

| @rieer B

l:lb(’.)

The file servef srv-8man }f type Auto will be scanned daily, 10:00 PM using account Bman-demo\sa-Bman on SRV-8MAN with max. 4

The following SRares Wil be scanned during the scheduled scans: All shares.

The depth of the file server scan will be unlimited. From a depth of & and on only different rights will be reported.

In case of errors, e, if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes.

sv-8man

llel requests.

Q) The change account and the list right have moved to @ File Server change

cradmin @ localhost €1 H&

Ready

Scan options

Max. parallel requests

You can change the number of paraliel requests during scans. This
may speed up the scan process.

File server type

® Detect automatically

© Windows © EMC

ONethpp O DFS

Ready cradmin @ localhost <]

o
» Select a technology below to add a new resource
B Exchange
Exchange Resource
g, SharePoint
¢ Sharepoint Resource (Farm Based)

File server CSV import

File server Local Accounts |

Local Accounts of a server

), Logoa - Active Directory
'+ + Monitoring an Active Directory

B e |=

& vSphere
VMware vSphere Resource

Domain
o e Directory Resource

%

Logga - File Server
Monitoring a File Server

[ @rieer ]

)

The file server srv-8man of type Auto will be scanned daily, 10:00 PM using accou
The following shares will be scanned during the scheduled scans: All shares.

The depth of the file server sean will be unlimited. From a depth of & and on only different rights will be reported.

In case of errors, i.e. if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes.

) The change account and the list right have moved to @ File Server change i

sv-8man

SRV-8MAN with max. 4 parallel requests.

Ready cradmin @ localhost €1 HE

o
» Select a technology below to add a new resource
B Exchange
Exchange Resource
g, SharePoint
¢ Sharepoint Resource (Farm Based)

File server CSV import

File server Local Accounts |

Local Accounts of a server

), Logoa - Active Directory
'+ + Monitoring an Active Directory

B e |=

& vSphere
VMware vSphere Resource

Domain
o e Directory Resource

%

Logga - File Server
Monitoring a File Server

[ @rieer ]

)

The file server srv-8man of type Auto will be scanned daily, 10:00 PM using account 8man-demo\sa-8man oith max. 4 parallel requests.
The following shares will b scanned during the scheduled scans: All shares.

The depth of the file server scan will be unlimited. From a depth of & and on only different rights will be reported.

In case of errors, i.. if the server is not available due to maintenance, scans will be retried 3 times. The delay batween retries is 10 minutes.

) The change account and the list right have moved to @ File Server change i

sv-8man

Ready cradmin @ localhost €1 HE

s Management. Only much Smart

You can change the file server for
which this scan configuration is
valid.

You can configure the number of
parallel requests. The more parallel
requests the faster the scan and
the higher the CPU load.

Possible values are 1 (no parallel
requests) to 128.

Chose the appropriate option for
file server type.

8MAN detects Windows/DFS file
server types automatically. For
NetApp and EMC, you must set the
correct type for optimal
performance.

Determine which credentials are
used to perform the FS scan.
Please reference the following
section for additional information:
Service accounts.

Determine which collectors are
used to perform the scan.

If you have configured multiple
collectors, 8MAN will automatically
determine which collector to use
based upon CPU load and RAM
usage.
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o
 Select a technology below to add a new resource
& Exchange
Exchange Resource

SharePoint
¥ Sharepoint Resource (Farm Based)

File server CSV import

File server

Logga - Active Directory |

EI Local Accounts
File Server Resource Local Accounts of a server #'+ Monitoring an Active Directory

& vSphere
VMware vSphere Resource

Domain
ka3 Active Directory Resource

%

Logga - File Server
Monitoring a File Server

| @rier B

& | ) sv-8man
The file server srv-8man of type Auto will be scanned daily, 10:00 PM
The following shares will be scanned during the scheduled sca
The depth of the file server scan will be unlimited. From a depth SPESFERBMOnly different rights will be reported.

In case of errors, e, if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes.

g gccount 8man-demo\sa-8man on SRV-8MAN with 4 llel requests.

Q) The change account and the list right have moved to @ File Server change

cradmin @ localhost €1 H&

Depth of scan

Please specify to what depth to be scanned.
To save disk space, you can specify from wich scan depth on only paths
with changed permissions will be stored in the database.

aximum depth of scan

cradmin @ localhost <]

9.2.2.1 Select and label shares

o
 Select a technology below to add a new resource
& Exchange
Exchange Resource

SharePoint
¥ Sharepoint Resource (Farm Based)

File server CSV import

File server

&), Logga - Active Directory |

EI Local Accounts
File Server Resource Local Accounts of a server +'+ Monitoring an Active Directory

& vSphere
VMware vSphere Resource

8, Domain
Active Directory Resource

%

Logga - File Server
Monitoring a File Server

| @sieer B

sv-8man

I;lb(-!}

The file server srv-8man of type Auto will be scanned daily, 10:00 P
The following shares will be scanned during the scheduled sca
The depth of the file server scan will be uniimited. From a depth SFEEFRFGTOnly different rights will be reported.

In case of errors, i.e. if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes.

g gccount 8man-demao\sa-8man on SRV-8MAN with max. 4 parallel requests.

) The change account and the list right have moved to @ File Server change

eradmin @ localhost €1 H

Access Rights Management. Only much Smart

Determine the shares that will be
scanned.

Please reference the following
section: Selecting and labeling
shares.

Determine the scan depth.

To save data base storage, you can
specify from which depth only
paths with changed permissions
will be stored.

In order to ensure optimal results
for reports and viewing
information in the 8MIAN resource
view, please consider the following
points when selecting shares.
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Share selection

Please select the shares you want to scan. When you select
all or none of the shares the complete file server will be
scanned. You can also add additional information to each
share. This information will be shown on reports SMAN
creates.

=[] sne-8man

: s

LB

clean! dest share

[ clean! source share

- [¥] Organization

Users

\O_

-3

Resources L [ i
\tsrv-8man\E$\Data\Organization
2] Gwmer @Q 17 cradmin (Bman-demo\cradmin) Change owner
Inheritance {g On Change inheritance
full path Description Access rights Folc
B Active Directory ~ Access rights
£, 8man-demo.Jocal DC=8man-demo,DC=local EX B
& srv-8man \\srv-8man s 3 ;A z i H
> cs & Default share £ = T = 3 .
© ciean! est share EAData\clean! dest share NTFS % = % E MR é 3 H Pt
- clesn source share EAData\clean! source share E:: 483538 ;5 &£
3 EA Default share B All permissions
= @[]0 SRECYCLEBIN ) &8 v S osn
-8 oas a Vv osn
= [® clean! dest share a N Vi BeD
|=> ol L Special permission -
> &[] Organization
> & Projects €, N
~~ [ Templates =
[ users Accounts with permissions Al permissions
9 System Valume Information
> EAData\Organzation | @ricer 5 ]
= CAWindows\system32\spool...Printer Drivers I @ Users @ Groups @ Contacts @ Computers ‘
> EAData\Projects «
CAWindows\SYSVOL\sysval  Logan server share Name 4 how often granted _Inheritance
Templates E\Data\Templates B suiLTINAdministrators 1 a
- [&] Users E\Data\Users B BUILTINWSers 24 2xm
SharePoint @ 9 wradmin (8man-demo\cradmin) 1 a
Exchange B creaTor owneR 1 a
®vSphere B NTAUTHORITASYSTEM 1 &
Purpose Groups
3 >
Resdy gman-gemolocal v| @ [@ <Latestzean> v] @ []

Share selection X

Please select the shares you want to scan. When you select
all or none of the shares the complete file server will be
scanned. You can also add additional information to each
share. This infermation will be shown on reports 8SMAN
creates.

= W] sre-Bman
m s

Management. Only much Smart

Unfavorable

A selection of these shares will
result in the following resource
view:

Folders are shown twice (for
example "Organization").

This may result in confusing access
group names created by the group
wizard, as well as unclear and
confusing reports and views.

Ideal

Only select shares, which are entry
points and visible/relevant for
users.




Access Rights Management ure scans and logga

The permissions are displayed in

.
the usual manner in the SVIAN
A Multiselection .
resource view.
Resources =
| @ Fitter resources on st tree tevet [
full path Description Accessrights Folder Size
©Active Directary
sj::—‘:man \\srv-8man
Organization EA\Data\Organization 76 K8
Projects EA\Data\Projects 624 Bytes <
E\Data\Templates 0Byte
Users E\Data\Users 0Byt
& SharePoint
Exchange
EvSphere
Purpose Groups
Resdy h gman-gemolocal v| @ [@ <Latestzean> v] @ -]
You can add descrptions and
Please select the shares you want to scan. When you select Gdditiona/ information to Shares'
all or none of the shares the complete file server will be 1 E / d I .
scanned. You can also add additional information to each nter a column escrip tion into
share. This information will be shown on reports SMAN the appropria te f/e/d C/ICk on
creates. . . :
— the plus icon. This creates a new
& E e Sman description column.
[es P
i 2] 2. Enter a description for the
[ clean! dast share Shaf'eS.

[ clean! source share

The descriptions are shown in
8MAN reports.

i

----[¥/] Organizaticn lepartements
Templates
~ Additional share information  share bound comments

You can add new information categoeries here. The information you save to the

configured shares into certain categories will be shown as comments on reports

BMAN creates.
[

£

9.2.3 Scanfile servers in foreign (non-trusted) domains

Itis required to have a collector installation (running service) on the foreign domain as well as a valid connector
configuration. See Collectors in foreign domains.

Access Rights Management. Only much Smarter.
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9.2.4 Start FS scans

4 Select a technology below to add a new resource

Configure scans and logga

LA Start the FS scan.
®

FS scans may take a long time

File server
File Server Resource

Domain Exchange
ES B e |

EI Local Accounts
Local Accounts of a server

Logga - Active Directory
#+ Monitoring an Active Directory

depending on your file server

Active Directory Resource
SharePoint

% Logga - File Server B
Monitoring a File Server ¢ Sharepoint Resource (Farm Based)

H & vSphere. |

VMware vSphere Resource

performance and load, network

| &rier

. load, and most significantly the

@EQ) sv-8man

The file server srv-Bman of type Auto will be scanned daily, 10:00 PM using account d

The following shares will be scanned during the scheduled scans: Organization, Projects, Templates, Users.
The depth of the file server scan will be unlimited. From a depth of & and on only different rights will be reported.

In case of errors, i.e. if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes.

@ The change account and the list right management have moved to @ File Server change configuration. (i«

Ready

on SRV-BMAN with max. 4 parallel requests.

" number of file server directories
that need to be scanned.

Initially you can limit your scans on
. a few shares and lesser scan depth.

demoadmin @ localhost €1 P

4 Select a technology below to add a new resource

Status information is shown during
@ | and after the FS scan.

File server

8, Domain B Exchange
Exchange Resource File Server Resource

EI Local Accounts
Local Accounts of a server

Logga - Active Directory
#+ Monitoring an Active Directory

These are no longer shown if you

Active Directory Resource
SharePoint

5y Logga - File Server B e
Monitoring a File Server ¥ Sharepoint Resource (Farm Based) VMware vSphere Resource

leave and re-enter the scan menu.

[Gr=

: You can find the information in

2 50

srv-8man

5 Jobs overview.

| I@ [2:46:08 PM)] Scan finished successfully... 57 elements (speed 99/, file size 0.03MB, database space used 0.2M8)

—_—
The file server srv-8man of type Auto will b on SRY-8MAN with max. 4 parallel requests.

d daily. 10:00 PM using account d
The following shares will be scanned during the scheduled scans: Organization, Projects, Templates, Users.
The depth of the file server scan will be unlimited. From a depth of & and on only different rights will be reported.

In case of errors, i.e. if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes.

) The change account and the list right management have moved to @ File Server change configuration.

Ready

demoadmin @ localhost €1 P

4 Select a technology below to add a new resource

You can cancel a running FS scan.

File server
File Server Resource

8, Domain B Exchange EI Local Accounts
Exchange Resource Local Accounts of a server

Logga - Active Directory
#+ Monitoring an Active Directory

Active Directory Resource
|, SharePoint
H Ll

% Logga - File Server
Sharepoint Resource (Farm Based)

& vSphere
Monitoring a File Server VMware vSphere Resource

[@r=

o

@D =} sn-Bman

‘@ [2:48:53 PM] Storing 57 paths from server srv-8man into database..

The file server stv-8man of type Auto will be scanned daily, 10:00 PM using account 8man-demo\sa-8man on SRV-8MAN with max. 4 parallel requests.
The following shares will be scanned during the scheduled scans: Organization, Projects, Templates, Users.

The depth of the file server scan will be unlimited. From a depth of & and on only different rights will be reported.

In case of errors, .. if the server is not available due to maintenance, scans will be retried 3 times. The delay by

) The change account and the list right management have moved to @ File Server change configuration.

n retries is 10 minutes.

Ready

demoadmin @ localhost €1 P

9.2.5 Delete FS scan configurations

4 Select a technology below to add a new resource

NI Dcete an FS scan configuration.

®

File server

8, Domain B Exchange EI Local Accounts
Exchange Resource File Server Resource Local Accounts of a server

Logga - Active Directory
#+ Monitoring an Active Directory

Active Directory Resource
|, SharePoint
H Ll

% Logga - File Server
Sharepoint Resource (Farm Based)

& vSphere
Monitoring a File Server VMware vSphere Resource

[Gr=

By

The file server st-Bman of type Auto will be scanned daily, 10:00 PM using account 8man-demo\sa-8man on SRV-8MAN with max. 4 parallel requests.
The following shares will be scanned during the scheduled scans: Organization, Projects, Templates, Users.

The depth of the file server scan will be unlimited. From a depth of & and on only different rights will be reported.

In case of errors, i.e. if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes.

srv-8man

) The change account and the list right management have moved to @ File Server change configuration. (‘«

Ready

demoadmin @ localhost €1 H
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If you delete a scan configuration,
Delete resource configurations? you can either Store or delete the
Resources with scans scan information.

- Name

8 svonan " Deleting is only possible if all other

O (R delete stored scans

ot o o g e user interfaces are closed.

Itis not possible to del of this

ol : e ' You can identify logged in users in

© | keep stored scans

Check his and al scans dome o the configured target wil reminin datbase and archive, the Server status section.

Ready demoadmin @ localhost <]

9.3 Exchange scans

8MATE for Exchange allows you to integrate Exchange into the 8MAN Access Rights Management system as a
resource.

8MATE for Exchange requires the appropriate license. You can find more information on how to verify your license
status and load a new license in the following chapter: "Loading the Product License"

All system requirements must be adhered to. Please reference the following chapter: "Exchange Requirements".

An overview of the required permissions can be found in the following chapter: "Service Account Permissions".
There are some more settings required as described on the following pages.

9.3.1 Prepare Exchange scans
8MATE reads information from the Exchange server via a remote PowerShell connection.

An Exchange scan can be performed by any collector. The connection is established using a client access server ora
DAG (database availability group).

Access Rights Management. Only much Smarter.




9.3.1.1 Prepare the PowerShell website

The Exchange Client Access Server (CAS) hosts a site within the IS, that allows users to access the Exchange Server.
Itis called ,Default Web Site" (2010) or ,,Exchange Back End" (2013 and higher) and includes the sub-site
"PowerShell". This must be configured to allow 8MATE Exchange access.

Search

Everywhere

[ Manager

Internet Information Services (15)

& Internet Information Services (IIS) Manager [= =5
@[3 TeaMaNEXCH » Stes » ExchengeBackEnd » Powershel » @ <5 @-
Fle View Help

Connections Actions

- 218 ? /PowerShell Home B bplore

65 Start Page
83 TE-BMAN-EXCH (MAN-TE\teadmin)
£ Asplication Pools
44l Sites
b @) Default Web Site
4@ Exc ck

] Exchange
&1 Exchweb

g

PushNotifications
| Quarentine

| ReportingWebService
| Reports

rest

Bl

Rpc
| Rpcprory
3 RpeWithCert
7 Safelinks

3 syne

7 Uee

Ready

Filter - ¥Go
ASP.NET

&

= ¥

*1 2
NET Authorization | NET Compilation

Rules

NET Error Pages NET Globalization

&_
E

NET Users

i

!

=/
SMTP E-mail

ls
A 4
2

Authentication Compression

[ Features View |/ Content View

Default Document ~ Directory Browsing

Edit Permissions.

[E Basic Settings.

Manage Applicati

Browse Application
8] Browse &1 (http)
[®] Browse “444 (https)

Advanced Settings..

@ ror

%

Start the IS Manager on the CAS.

Navigate to "Powershell". In
Exchange 2010 this can be found
under "Default Web Site". In
Exchange 2013 it is found under
,Exchange Back End". Double-click
"Application Settings".
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Inter Information Services lanager -] x
%a O ke e Y =y e e Y romsa gy e w-ane. 1 Select"PSLanguageMode”

2. Click "Edit"
3. Enter the value "FulllLanguage".

Fle View Help

I G i sotinge
Start Page.
485 TE-8MAN-EXCH (8MAN- TE\teadmin)
2 Application Pools
4-[8l Sites
b @) Default Web Site

Entry Type @ rep

CAS MaimelnMinutes 720 Local
4 &) Bchange Back End DisableADSettingsCache... true Local
b dveicors Lo o
E s ocumentPreview LogSubFolderName Powershell-Proxy Local
ep
[ Cocheldenti.,_Powershell-Pro; Local
b EWS
b sl Exchang
pa Exchweb
551 magi Local
55 Microsoft-Server-ActveSync SidsCacheTimeoutinHours 24 Local
b 0AB
b3 owa
b photos
: S iop":: ] Foms
b P PowerShel
b L Powashell-prony [PsLangungebode
b4 Public Valye:
b @ PushNotifications Fulllanguage
50 Quarantine

b (7] ReportingWebSenice
e
b rest

b P Rec

+ L1 RpcProy

P RpcWithCert
b Safelinks

b Syne

b Uce

[= Features View || Content View

Configuration: 'Exchange Back End/PowerShell' web.config 6.

O T 5 T s T ST Activate the desired authentication
— method. You must later select the
o swe e e — o same authentication method in the

493 TE-8MAN-EXCH (BMAN-TE\teadmin)

File View Help

CHETEI) I [ruthentication |

Name Status. Response Type H H
e T e Exchange scan configuration that

b @ Default Web Site ASP.NET Impersonation Disabled .
4 @) Exchange BackEnd Basic Authentication Enabled HITP 401 Challenge h

.; 5 mimﬁm, Digest Authentication Disabled HTTP 401 Challenge yo ua Ctlva te ere.

b1 DocumentPreview Forms Authentication Disabled HTTP 302 Login/Redirect

b3 e Windows Authenication Enabled HTTP 401 Challenge

b ENS

b Bxchange

b el Bxchweb

D s e More useful information on
3 authentication can be found at

Microsoft.

b1 ReportingWebService
b1 Reports

b rest

b2 Rec

b1 RpcProxy

b (P RpcWithCert

b Safelinks

b Syne

b Uce

=] Features View |i.Z Content View

Configuration: Exchange Back End/PowerShel’ web.config

Alternatively you can activate the authentication with PowerShell.
For example: Activate Windows-authentication (Kerberos)

Get-PowerShellvirtualDirectory | Set-PowerShellVirtualDirectory -WindowsAuthentication $true

You must restart the IIS in order to apply any changes.

For example in the command line or PowerShell:

iisreset

s Management. Only much Smart



https://blogs.technet.microsoft.com/bernhard_frank/2011/04/08/iis-fr-einsteiger-teil-4-authentifizierung-und-autorisierung-mit-dem-iis/
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9.3.1.2 Set up required permissions

The service account that is used to scan Exchange requires the following access rights:

1. Membership in the Exchange security group "View-Only Organization Management"

2. Read permissions in Active Directory (During the scan distinguished names are resolved and access rights are
partially read from the mailbox user)

3. Impersonation rights to recall deputy rules, mailbox folders. Please see the following chapter: "Exchange Web
Service —Impersonation"

4. Its own mailbox to scan public folders

The service account that you want to use to modify Exchange requires additional different rights:

Membership in the Exchange security group "Organization Management"

Please note that deny rights applied to mailbox content may hinder successful scans.

For Exchange Online, create a user (with an email address) that is "Global Administrator" on the server and does not
need to be licensed. Add the user to the group "View-Only Organization Management" for read only access,
"Organization Management" for modify access.

Access Rights Management. Only much Smarter.
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9.3.1.3 Exchange Web Services - Impersonation

PowerShell allows you to recall administrative information, such as the structure and permissions of objects, from
Exchange, via mailboxes and public folders. The Exchange Web Service allows you to access their content.

Substitution rules can currently only be recalled from the Exchange Web Service.

Before you decide to recall and view mailbox folders, you should ensure that this adheres to your
company data security policy. You may be able to view sensitive information by only viewing folder
structures.

Access to the Exchange Web Service always happen in context with the mailbox user. This requires that the scan
account (service account) has the right to impersonate.

Please note that impersonation only works on active Active Directory accounts.
Examples for the configuration of impersonations via Power Shell can be found here:

Exchange 2010 (en): https://msdn.microsoft.com/en-us/library/office/bb204095(v=exchg.140).aspx

Exchange 2013, online und Office 365 (de): https://msdn.microsoft.com/de-
de/library/office/dn722376(v=exchg.150).aspx

Alternatively to the process described by Microsoft you can use the GUI of the Exchange Admin Center:

You can define a new
Administrator role (Group) in the
Exchange Admin Center. Assign
"Applicationlmpersonation" to the
new role.

Jorg Brandt v P+

Exchange Admin Center

Empfanger Administratorrollen Benutzerrollen Outlook Web App-Richtlinien

Berechtigungen
Verwaltung der trinBRAE

Compliance e

Organisation Compliance Management
P

Alternatively, you can also assign
. e "Applicationlmpersonation" to the
Nachricheznfuss pep o e built-in role "Discovery

Hygiene Management Applicationimpersonation

Mitglieder I\/Ianagement".

sa-8man

Impersonation

Delegate

Organization Management

Mobil

Offentliche Ordner

Add the service account as a
member of the appropriate role.

Unified Messzging Verattet von

8 i B
Server 8man-demolocal/Users/Administrator.

View-Only Organization Management )
Hybrid Schreibbereich

Standard
Tools

1 ausgewanit von insgesamt 13

Summary: The scan account must be assigned a management role, including the explicit impersonation right.

Access Rights Management. Only much Smarter.
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9.3.1.4 Test the connection to Exchange PowerShell

Please use the following process to rest the connection to PowerShell:

1. Start a power shell console with the credentials that are also used for the remote session. (STRG+SHIFT+right-click
on the PowerShell-lcon ->"Run as different user")

2. Create a credential object.

$cred = get-credential

3. Create a SessionOption Objekt (Turn off all checks for the test).
$so = New-PSSessionOption -SkipCACheck -SkipCNCheck -SkipRevocationCheck

3. Create a session. Adjust the URI, Authentication (authentication mechanism) and encryption http(s).

$session = New-PSSession -configurationname Microsoft.Exchange -connectionURI https://srv-
ex01/PowerShell/ -Credential $cred -SessionOption $so -Authentication Default

4. Starting the session. You can execute cmdlets (which ones, depends on their rights).

Enter-PSSession $session

Access Rights Management. Only much Smarter.
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9.3.2 Configure Exchange scans

Y c/cct 'scans from the home page

Server Status Jobs Collectors f f g ‘
License Information summary Configuration
Logged in users: 2 33 Scans 13 Changes. 1 Connected
1 Reports 20 More 1 Configured in Total
Licensed
6 Scheduled 0 Executing Al Collectors are Gperational
36 Succeeded 25 Failed
| @rier 2
. ﬁ
Seans Open Order User Management Data Owner
Resource Configurations, Open Order Resource User Management, Role  Organizational Categories, Data
Logga, Fe Server CSV Import Descriptions Management Oriners, Resources, Addtonal
Group Wizard Settings

Q. £

License Jobs Overview

V. @

Collectors. Alerts Configuration
License Information, Server Job Status, Job Categories BMAN Collectars Overview and Activated Alert Sensors
Configuration

Qe

]
o =,

=
Change Configuration Views & Reports Server Basic configuration
Common Change Settings, Views & Reports, Blacklist for GrantMA, Comments, Emai, BMAN Server, SQL Server,
Technology-specific Change Views & Reports Storage of Scans, Server Health

Configuration Status
Configurations

Checs, Server Logging

demoadmin @ localhost €1 HE
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9.3.2.1 Add an Exchange scan

@

4 Select a technology below to add a new resource

8, Domain Exchange m File server EI Local Accounts
Active Directory Resource Exchange Resource File Server Resource Local Accounts of a server

@), Logga - Active Directory
#+ Monitoring an Active Directory

‘% Logga - File Server

|, SharePoint @ vSphere
Monitoring a File Server ¢ Sharepoint Resource (Farm Based) VMware vSphere Resource

| @rieer

&y 0

The domain 8man-demo.local will be scanned daily. 10:00 PM using account 8man-demo\sa-8man on SRY-8MAN with max. 4 parallel requests.
Permissions will not be scanned.

In case of errors, e, if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes.
Changes will be done using account 8man-demo\sa-8man.

8man-demo.local

additional group prefix (8GP) not set. ( Less)

0 resources are associated with this domain. Add resource configuration ~

New users will be created in the Organizational Unit (OU) not st and groups in not st by default. The recycling OU for users is not set. SMAN Groups will be stored in <Root> with the

v

demoadmin @ localhost €]

Exchange selection

Please select a resource. You can change the credentials and refresh the
list when the given credentials are insufficient to find all resources.

Q| Crecentisls Bman-demo\sa-8man

| @Fiter or type 12 or ame.

(0]
PN ' Microsoft Exchange Online

~ Assigned collectors

[m] Collectors
SRV-8MAN
[ sRv-Fs02

demoadmin @ localhost €1

N sc/cct "Exchange”.

1. Enter the account information
forthe account that should be
used to execute the Exchange
scan. The credentials from the
basic configuration will be
suggested automatically.

2. Select the Exchange Server. All

DAGs* or servers that are
contained in the current Active
Directory site will be listed. Enter
the desired server into the
search field (this is possible even
when it is not listed).

3. Assign a collector.

Special considerations for

Exchange Online:

1. The credentials displayed here
are not relevant for Exchange
Online. They must be adjusted
later in the Scan configuration.

2. Exchange Online is always

shown.

3. For Exchange Online the

collector requires internet
access.

* 8MAN can connect to DAG servers (Database Availability Groups) and execute scans on them. You are able to select
the DAG server directly in the scan configuration. Please note that you have to adjust the settings described in the
chapter "Preparing the PowerShell Website" on every involved DAG Exchange server. The decision, which server
the collector establishes a connection with is made by the DAG during the initial connection build up. This means

that successive scans may take place on different servers.

Since IP less DAGs (from Exchange 2016 Default Setting, optional in Exchange 2013) do not have an Administrative
Access Point (AAP), the Exchange server cannot be managed via this DAG. In this case, specify an Exchange server

directly or use the load balancing namespace.

Access Rights Management. Only much Smart
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9.3.2.2 Customize an Exchange scan configurations

N 1. You can start an Exchange Scan

e ® in the configuration menu. The
~ Select a technology below to add a new resource i
E L = e typical scan speed is around 10

oy o e =R @ elements per second. You can
interrupt a running scan.

Monitoring a File Server Sharepoint Resource (Farm Based)

[a
L3
v:  (XID sman-demo.local (Bman-demo.local)
The domain 8man-demo.local is monitored on SRV-8MAN using account 8man-demo\sa-8mansve.

;Z:[:::‘nmgm :Ishavebeensel.Lngging|sd|sab\ed. 3' Change the name Of the
% configuration.

X
5
N

Schedule regular scans.

E > @ SRV-8MAN (SRV-8MAN]

The SharePoint SRV-8MAN will be scanned On demand [..] (More »)

&' g% 2 Arrows: The symbol allows you to
T = TR A R E ot et e e e e e e e e s B A qu Ick[y iden t/fy an Exchan gescan

All mailboxes (including delegates), All public folders, No Distribution Groups and No Contacts will be scanned.
configuration.

The scanner connects to the Exchange Server using the PowerShell on address EXCH, e local/PowerShell/ with
\ In case of errors, i.e. if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minute:

B p X 8man-demo.com *

The Exchange 8man-demo.com will be scanned On demand using account
All mailboxes (including delegates and folders), All public folders, All Distribution Groups and No Contacts will be scanned.

The scanner will connect to Exchange Online by using authentication mechanism Basic.

In case of errors, i.e. if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes. (< Less )

o on SRV-BMAN .

@ | 9] sw-8man x

The file server srv-8man of type Auto will be scanned daily, 10:00 PM [..]

Ready demoadmin @ localhost <1 HE

1. Change the Exchange Server

s _ o that you want to scan.

4 Select a technology below to add a new resource

Legga - Acive Drsctory | | 2 Change the credentials that are

'+ + Monitoring an Active Directory

[ o e B e [EEE—- .
By [ - e used to execute the scan.
3. Switch the collector server.
- Please note that the collector
et san {1 B server requires internet access
% when using Exchange Online.

[ @i

E ’ @ SRV-8MAN (SRV-8MAN]

The SharePoint SRV-8MAN will be scanned On demand [..]

il be scanned On demand using accou
Al mallboxes (RcIuding delegates), ers, No Distribution Groups and No Cont:
The scanner connects to the Exchange Server using the PowerShell on address local/PowerShell/ with
In case of errors, i.e. if the server is not available due to maintenance, scans will be retried 3 Umes The delay between retries is 10 minutes.

X
B | 8man-demo.com

The Exchange 8man-demo.com will be scanned On demand using account
Al mailboxes (including delegates and folders), All public folders, All Distribution Groups and No Contacts will be scanned.

The scanner will connect to Exchange Online by using authentication mechanism Basic.

In case of errors, i.e. if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes. (< Less )

d on SRV-BMAN .

;I | 9] srv-8man <

The file server srv-8man of type Auto will be scanned daily, 10:00 PM [..]

Ready demoadmin @ localhost €1 HE
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_ Define the range of the scan

Ready

4 Select a technology below to add a new resource
2 Domain & Exchange File server EI Local Accounts. Logga - Active Directory
Active Directory Resource Exchange Resource File Server Resource. Local Accounts of a server  + Monitoring an Active Directory
% Logga - File Server [, SharePoint @ vSphere.
Monitaring a File Server ¥ Sharepoint Resource (Farm Based) VMware vSphere Resource
| @rieer 7
- <~
+: (XD 8man-demo.local (Bman-demao.local]
The domain 8man-demo.local is monitored on SRV-8MAN using account 8man-demolsa-8mansve.
Following filters have been set. Logging is disabled.
Refresh dataall « 1 B minutes.
B x
| ] SRV-8MAN (SRV-8MAN)
The SharePoint SRV-8MAN will be scanned On demand [..]
B x
| SRV-EXCHANGE 8man-demo.local
"The Seanmer connects to the Exchange SETVe e "
In case of errors, i.e. if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes.
B x
> & 8man-demo.com
The Exchange 8man-demo.com will be scanned On demand using account on SRY-BMAN .
All mailboxes (including delegates and folders), All public folders, All Distribution Groups and No Contacts will be scanned.
The scanner will connect to Exchange Online by using authentication mechanism Basic.
In case of errors, i.e. if the server is not available due to maintenance. scans will be retried 3 times. The delay between retries is 10 minutes.
= x
| ) srv-8man
The file server srv-8man of type Auto will be scanned daily. 10:00 PM [..]
demoadmin @ localhost €1 [

Exchange scan options

[+] [ﬂ Scan mailboxes

Mumber of mailboxes Room mailbox

Equipment mailbox
EBScan public directaries V! e .
[+f] Legacy mailbox

Mumber of public directories Linked mailbox

| ‘,@ Scan distribution groups User mailoox
Shared mailbox

| %: Scan contacts

Mumber of distribution groups

Mumber of contacts

Mailbox Type

Discovery mailbox (2010 or higher)

Discard

The links lead to the following
dialog...

If you select only a subset of folders
for readable public folders, then no
statistical data will be available.

Administrative permissions to
public folders are not available
(since Exchange 2013).

A filter is applied to the mailbox
property "RecipientTypeDetails", to
select the mailbox type.

_ You can determine if substitution

4 Select a technology below to add a new resource

File server
File Server Resource

EI Local Accounts
Local Accounts of a server

Domain & Exchange
Po st Directory Resource Exchange Resource

++ Monitoring an Active Directory

Logga - Active Directory |

‘% Logga - File Server

SharePoint
Monitoring a File Server

vSphere
¥F Sharepoint Resource (Farm Based)

VMware vSphere Resource

| 8man-demo.com
The Exchange 8man-demo.com will be scanned On demand using account d on SRV-8MAN .

All mailboxes (including delegates and folders), All public folders, All Di Groups and No Contacts will be scanned.

The scanner will connect to Exchange Online by using authentication mechanism Basic.

In case of errors, i.e. if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes.

Ready

[a 7
~
) x
| ] SRV-EXCHANGE8man-demo.ocal
The Exchange SRV-EXCHANGE 8man_demo.local will be scanned On demand using account man-demo\sa-exchange scan on SRV-BMAN .
Al mailboxed(including delegates and folders) Jull public folders, No Distribution Groups and No Contacts will be scanned.
The scanner CORMects 0 SEmer tsing the on address -EXCF demo local/PowerShell/ with Default
In case of erfors,ie. if the server s not available due to maintenance, scans willbe retried 3 times, The delay between retries is 10 minutes.
B x

demoadmin @ localhost €1 H

rules and mailbox folders are read.

Please note that "Exchange Web
Services - Impersonation" is used.




Access Rights Management

Configure scans and logga

Mailbox details

8MAN says!

Attention - Please consider the following!

Scanning delegates and mailbox folders must be enabled explicitly.

The scan of mailbox delegates and mailbox folders requires the Exchange
Web Service,

In order to use the Exchange Web Service the scan account needs
impersonation rights. Please refer the documentation for needed
settings.

Activate the collection of mailbox folders only if the corporate data
protection policy allows it. Mailbox folders could reveal private
information. Especially if mailboxes can be used privatly, administrators
could not be allowed to view mailbox content. For Exchange 2010 and
newer you can select for which type of mailbox the folders will be
scanned.

Scan delegates (use Exchange Web Service)

Scan mailbox folders Mailbox Type

Room mailbox
Equipment mailbox.

‘Shared mailbox
Discovery mailbox (2010 or high...

demoadmin @ localhost <1

File server CSV import

4 Select a technology below to add a new resource

File server EI Local Accounts
File Server Resource Local Accounts of a server

8, Domain B Exchange
Active Directory Resource Exchange Resource

Logga - Active Directory
++ Monitoring an Active Directory

“ Logga - File Server

g Sharepoint
Monitaring a File Server o

& vSphere
Sharepoint Resource (Farm Based) VMware vSphere Resource

| @rier

| SRV-EXCHANGE 8man-demo.local
The Exchange SRV-EXCHANGE.8man-demo.local will be scanned On demand using account 8man-demo\sa-exchange scan on SRV-8MAN .
All mailboxes (including delegates and folders), All public folders, No Distribution Groups and No Contacts will be scanned.
The scanner connects to the Exchange Server using the PowerShell on addresghttp(s)//SRV-EXCHANGE 8man-demo local/PowerShell/
In case of errors, i.e. if the server is not available due to maintenance, scans will be ied es. The delay batween retries 0 Utes

&F&

8man-demo.com

The de will be scanned On d \d using account e on SRV-8MAN .
All mailboxes (including delegates and folders), All public folders, All d No Col ill be scanned.

The scanner will connect to Exchange Online by using authentication mechanism Basic.
In case of errors, i.e. if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes.

I;lb(D

sv-8man

hentication mechanism.

demoadmin @ localhost €1 HE

Exchange connection settings

Use this Dialog to configure the connection to Exchange.

You <an define the website, igure the
authentication mechanism and specify if the full qualified computer name
should be used.

Exchange PowerShell website name

Authentication mechanism

must have the
FullLanguage
use full qualified computer name
0 Use HTTPS @ Favor HTTPS ) Use HTTP

© Default
© Basic

© Kerberes
© Negotiate
© Digest

The Scanner will connect to Exchange using this website with the PowerShell

EXCHANGE.S8i

demoadmin @ localhost <1

Access Rights Management. Only much Smarter.

Determine the range in which
mailbox details are read with
Exchange Web Service (EWS).

The selection of mailbox type is
independent for scans with
PowerShell and EWS. This means
that you can determine which
mailbox types are scanned and for
which mailbox types the mailbox
folders are scanned.

Click one of the links to configure
the connections settings for the
Exchange scan.

The following settings must match
those of the IIS-website. These are
described in the chapter
"Preparation of the PowerShell
website".

1. Enter the name of the Exchange
PowerShell website. In standard
settings this is "PowerShell".

2. Select an authentication

mechanism. For Exchange
Online select "Basic".
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1. In some cases the client access
server is not reachable via the
fully qualified computer name.

e —————— In this scenario, deactivate this

Use this Dialog to configure the connection to Exchange. option. Please note the preview.

You can define the website, igure the

::::Ia;'::ltji;r; Tnechanism and specify if the full qualified computer name 2 S e /e ct If an enc ry p te d
Exchange Powershelluebsite name  kteuthentication mechanism connection should be used. This
FullLanguage

— setting must match those of the
use full qualified computer name i R
PowerShell website.

The Scanner will connect to Exchange using this website with the PowerShell
h d I

et

Ready demoadmin @ localhost €1 [

9.3.3 Advanced Exchange scan settings in the configuration files

Some settings can not be made in the graphical configuration interface. Advanced settings must be adjusted in the
configuration files.

The settings are only effective after a new scan.

Access Rights Management. Only much Smarter.




9.3.3.1 Change the attribute for the creation of mailbox categories

By default 8MAN sorts mailboxes into categories, upwards of 1000 mailboxes, according to the Active Directory
property "sn".

The selected property can be be changed to any desired text attribute from Active Directory, via the configuration
file.

Configuration file:
pnlob.config.xml

Computer:
Collector server which is configured for the Exchange Scan.

Path:
%ProgramData’%\protected-networks.com\8MAN\cfg

If the file is not available, copy the "template" from the following path, delete the content and enter the code.

%ProgramFiles%\protected-networks.com\8MAN\etc
Code:
<?xml version="1.0" encoding="utf-8"?>
<config>
<collector.scanner.exchange.sortingProperty
type="System.String">sn</collector.scanner.exchange.sortingProperty>
</config>

Possible Vaues:

Replace "sn" with any desired text attribute.
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9.3.3.2 Change the cut-off rules for the mailbox categories

By default the category descriptions are generated from the first 10 characters of the first and last mailbox. You can
change the length of utilized descriptions.

Configuration file:
pnServer.config.xml

Computer:
8MAN-Server

Path:
%ProgramData%\protected-networks.com\8MAN\cfg

Code:
in the section <config>

<exchange.CategoryLength type="System.Int32">10</exchange.CategoryLength>

Possible values:
1to 500

Access Rights Management. Only much Smarter.
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9.3.3.3 Prevent the formation of mailbox categories

By default 8MAN sorts mailboxes into categories, upwards of 1000 mailboxes. You can turn off the creation of
categories.

Configuration file:
pnServer.config.xml

Computer:
8MAN-Server

Path:
%ProgramData%\protected-networks.com\8MAN\cfg

Code:
in the section <config>

<exchange.makeMailBoxCategories type="System.Boolean">false</exchange.makeMailBoxCategories>

Possible values:

false no categories (flat list of mailboxes in the resource view)eine Kategorien (flache Liste von Postfachern in
der Ressourcen-Ansicht)

true  Utilize categories

Access Rights Management. Only much Smarter.




9.3.3.4 Adjust the throttling factor

The Exchange Web-Service is used for the recalling of delegations. The scan orients itself bsed on the throttling
settings of the Exchange server for the scan account (service account).

The scan can be accelerated with an optimal throttling setting. Please also see:

).

The setting ,EWSMaxConcurrency" is important. It affects the number of parallel requests used by the scan to recall
delegation rules.

By default 8MAN uses the maximum number of possible parallel requests allowed by the throttling policy. If the
throttling policy allows for an unlimited number of parallel requests, then the number of processors is multiplied by
8. You are able to change this value.

Configuration file:
pnJob.config.xml

Computer:

Kollektor-Server, der fiir den Exchange-Scan konfiguriert ist.

Path:
%ProgramDataX%\protected-networks.com\8MAN\cfg

Code:
in the section <config>

<?xml version="1.0" encoding="utf-8"?>

<config>
<collector.scanner.exchange.processormultiplierForUnlimitedThrottling
type="System.Int32">8</collector.scanner.exchange.processormultiplierForUnlimitedThrottling>

</config>

Possible values:

Replace the value "8" with your desired number. The entered number will be multiplied with the number of
processors and its product indicates the number of parallel requests to the Exchange Web Service.


http://technet.microsoft.com/en-us/library/dd298094(v=exchg.150).aspx
http://technet.microsoft.com/en-us/library/dd298094(v=exchg.150).aspx

9.4 Scan SharePoint via Remote Connector
With the 8MATE for SharePoint, you can integrate SharePoint as a resource into 8MAN Access Rights Management.

For a transitional period we offer from version 8.0 on two SharePoint modules, which can be operated
simultaneously:

1. Previous SMATE for SharePoint

uses the Server Side Object Model (SSOM)

Requires alocal installation on the SharePoint server

e Supports only the SharePoint versions 2010 and 2013 (on premise)

2. SMATE for SharePoint with SharePoint Remote Connector

uses the Client Side Object Model (CSOM)
No installation on the SharePoint server is required
Supports SharePoint versions 2010, 2013, 2016, and SharePoint Online

For the 8MATE for SharePoint you need an appropriate license. The section " " describes
how to check the license scope and, if necessary, reload a license file.

The system requirements must be fulfilled. See Chapter "

For an overview of the required access rights, please refer to chapter "
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9.4.1 Install the SharePoint Remote Connector

% Enable the SharePoint
- M Remote Connector.
You install an additional
by Protected Networks 8MAN server component.

No additional installation of
8MAN Service |~ | dedicated collectors is
Server required.

The central component in your 8MAN infastructure, which analyzes and provides
the collected data

| Alerts
Motifies you about your configurad events as soon as they are detected by AD
Logga or FS Logga

SharePoint Remote Connector
Scans your SharePoint remotely by using the client-side obje

Collector
The decentralised data collector for the 8MAN Server

[ FS Logga for Windows File Server
Windows driver collecting data from this machine

User Interfaces

8MAN
The solution for your access rights management

Back Install

Access Rights Management. Only much Smarter.




9.4.2 Accounts for a SharePoint scan via Remote Connector

For a SharePoint scan, two accounts are to be configured:

1. "Process Account"

The "Process account"” is used to execute the scan process on the selected collector. This account must have local
administrative rights and interactive logon privileges on the collector.

2. "Scan Account"

The "scan account" is used for the actual scan. This account must always be the same as the owner account
registered for the site collection (= primary site collection administrator). The corresponding user account is defined
when a site collection is created and can only be viewed or changed via the SharePoint central administration.
Navigate in the Central Administration to:

application management -> site collections -> Change site collection administrators ->Selection of the site
collection -> Primary site collection administrator

If the primary site collection administrator's credentials are not accessible, other SharePoint accounts can also be
used for the scan. Please contact our in these cases.
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9.4.3 Add a SharePoint scan via Remote Connector

I NI /. /! o scan configuration.
Eile Server CSV Import @

4 Select a technology below to add a new resource

A Domain Easy Connect - CSV g Easy Connect-5QL B Exchange File server
Active Directory Ressurce Easy Connect - CSV resource = Easy Connect - SQL resource Exchange Resource File Server Resource
Local Accounts Logga - Active Directory ‘ Logga - File Server g, SharcPoint " SharePaint
Local Accounts of a server 4 & Monitoring an Active Directory Meonitoring a File Server It int Resource (Farm Based) SharePoint Site Collection
SharePoint Online @ vSphere
SharePoint Online Site Collection VMware vSphere Resource
| 4sier 1
X n
| -] SIAM LOCAL SYSTEM

The resource SIAM_LOCAL_SYSTEM will be scanned On demand. [..]

i) x

| ] 8man-demo.onmicrosoft.com

Th d will be scanned On demand [..]
B x
| ) httpy/fintranet
Th will be scanned On demand. [..]
a x
| ] htpi//portal
The resource http://portal will be scanned On demand. The on will be established using account g farm. Scans will be performed using account
8man-demolsa-sp farm on SRV-BMAN -
In case of errors, Le. if the server is not available due to maintenance, scans will be retried once. The delay between retries is 10 minutes.
The additional properties have been
| ] x
| ] SRV-8MAN\SOI Express
T SRV-EMAN\SQLExpress wil On demand. [.](More>)
Ey x
> & srvusunTu v
Ready demoadmin @ localhost <1 HE

Specify the credentials for the
"Process Account”.

The account is not used to scan the
SharePoint site collection. This
account will be set up in a later
step.

ES—— : After successfully checking the
Diese Anmelc!ung.wird fiir den Prozess verwendet, der mit "Pro Cess acco un t "; th e SeIECtlon Of

dem iziert

available resources opens.

g

Kennwart

[ sa-Bman ]
J
]

Domane [&man-demo

[] Anmeldedaten fiir Sitzung merken

Bereit demoadmin @ localhost €1 [

Access Rights Management. Only much Smarter.




Management

Bitte wihlen Sie eine Ressource. Sie kénnen die Anmeldung dndern und die Liste

erneut laden, falls die d

nicht icht, alle Ressourcen zu

finden.
Anmeldung 8man-demo\sa-8man

2, hitpi/demo-sitesollection X B
im0} Name

M_ " http://demo-sitecollection |
~ Zugeordnete Kollektoren

Kollektoren -

[ SRV-8MAN .

Bereit

demoadmin @ localhost €]

Fileserver CSV Import.

~ Wihlen Sie eine Technologie aus, um eine neue

‘ Easy Connect - CSV |

R, Domane
Active Directory Ressource = &

Easy Connect - SQL

Fileserver |

iy Ehonoe
sy Connect - SQL Ressource Exchange Ressource Fileserver Ressource

Logga - Active Directory
++ Uberwachen eines Active Directory

Logga - File Server

Easy Connect - CSV Ressource
Hq Uberwachen eines Fileservers

EI Lokale Accounts
Lokale Accounts eines Servers

. SharePoint SharePoint
o Based) SharePoint i

‘, SharePoint Online.
SharePoint Online Webseitensammlung

& vSphere
VMware vSphere Ressource

ure scans and logga

If necessary, change the
"Process account".

Specify the URL of the site
collection. Confirm your entry
with the ENTER key.

For on-premise SharePoint
servers, you can specify the name
of the server and later select the
sites/site collections.

3. Select the added entry (set the
checkmark).

4. Select one or more collectors to
perform the scan.

Collector indicator green:

A connection to the specified
SharePoint URL was successful.
This does not mean that all
content can be completely
scanned. Please refer to the
information on the scan
account required in the next
step.

Collector indicator red:

Unable to successfully connect
to the specified SharePoint URL.
You can still save the settings
and correct them in the
following step.

You have created a new SharePoint
configuration.

The warning indicates that you
must configure additional
properties before you can

| &riter

UIE KeSSource NLLpy/INLANEL WIlD AUl ANIFAGE gescanniL. |..] viei »

Die Ressource http://portal wird Auf Anfrage gescannt. [..]

]

| ) nttpy//portal
SRY-8MAN\SQ Express
- > B

Die Ressource SRVUBUNTU wird Auf Anfrage gescannt. [..]

ﬁbé)

SRVUBUNTU

http://Bhome.protected-networks.cor

Die Ressource SRV-8MAN\SQLExpress wird Auf Anfrage gescannt. [..]

Die Ressource http://8home.protected-networks.com/ wird taglich, 01:00 gescannt. [..]

Qa57o

http://demo-sitecollection

Die Ressource http://demo-sitecollection wird taglich, 01:00 gescannt. Die
8man-demo\sa-8man auf SRV-8MAN ul
Im . bei Nichterreichbarkeit des Servers wegen

ion erfolgt mit der \g 8man-d 8man. Seans werden mit der Anmeldung

wird der Scan einmal

4\ Die zusa wurden nicht

iert. (« Weniger)

Die Pause zwischen den Versuchen betragt 10 Minuten.

Berait

demoadmin @ localhost €1 H

Access Rights Management. Only much Smarter.

successfully perform a scan.




Access Rights Management Configure scans and logga

_ Click on "Select SharePoint
e - elements" in the SharePoint

4 Select a technology below to add a new resource

‘ R, Domain

Active Directory Resource

o Fieseer | | con figuration.

T File Server Resource

Easy Connect - CSV
Easy Connect - CSV resource

Easy Connect - 5QL B Exchange
= Easy Connect - SQL resource

Exchange Resource

EI Local Accounts ‘g Logga - Active Directory E? Logga - File Server Add Microsort Dynamics NAV |, SharePoint
Local Accounts of a server Monitoring an Active Directory Monitoring a File Server Microsoft Dynamics NAV- access viewer ||~ ¥ Sharepoint Resource (Farm Based)
" SharePoint " SharePoint Online vSphere

SharePoint SharePoint Online Site Collection VMware vSphere Resource

| @rieer 3

The Exchange 8man-demo.com will be scanned On demand [..] More> ~

L) x

p & http:/fintranet

The resource http://intranet will be scanned On demand. [..] More »

B %

| 4 http://portal

The resource http://portal will be scanned On demand. The ion will be using account 8man-deme\sa-sp farm. Scans will be performed using account

8man-demolsa-sp farm on SRV-8MAN .
The following SharePoint elements will be scanned]|
In case of errors, ie. if the server is not available due To MamTenance, scane wil be retried once. The delay between retries is 10 minutes.

The additional properties have been « Less.

Ready demoadmin @ localhost €1 HE

Select the resources to be scanned.

SharePoint selection

Credentials pn\sa-sp test

MName
= (o] B b-testn2
5—-- [ Excelliste
‘-@ [m] [ LAB Intranet
P [+ ﬂ http://lab-intranet
#® http://lab-intranet/sites/18288
‘[ §® http://lab-intranet/sites,
-~ @® http://lab-intranet/sites,
- [ #® http://lab-intranet/sites,
-~ @® http://lab-intranet/sites,
-] ® http://lab-intranet/sites,
‘1 #® http://lab-intranet/sites,
- [ #® http://lab-intranet/sites,
-] @® http://lab-intranet/sites,
- [ #® http://lab-intranet/sites,
-] @® http://lab-intranet/sites,
b | i’ http://lab-intranet/sites,
~--l [ LAB-ClaimsBased
t--E ][ SharePoint - 80
f[] [ S5L Test WebApp

Apply Discard

Access Rights Management. Only much Smarter.
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9.4.4 Configure additional properties

SR Click the link.
®

4 Select a technology below to add a new resource

g Domain Easy Connect - CSV. g Easy Connect-5QL iy Exchonse File server
Active Directory Resource Easy Connect - CSV resource = Easy Connect - SQL resource Exchange Resource File Server Resource
Local Accounts Logga - Active Directory "y Logga - File Server g, SharcPoint SharePaint
Local Accounts of a server +'+ Monitaring an Active Directory Monitoring a File Server 7T Sharepoint Resource (Farm Based) SharePaint Site Callection

SharePaint Online. H ® vSphere |

SharePoint Online Site Collection VMware vophere Resource

1118 [ES0UICE SIAM_LULAL D131 EIVI Will D@ SCANNEA U Gemand. [ \ Mute »

B

> B 8man-demo.onmicrosoft.com

The Exchang: d will be scanned On demand [..]

The resource http://intranet will be scanned On demand. [..]

2 OLExp: X
= | 4 SRV-8MAN\SQI Express

| httpe/fintranet

The resource SRV-8MAN\SQLExpress will be scanned On demand. [..]

LE]

X
| SRVUBUNTU
The resource SRVUBUNTU will be scanned On demand. [..]
£ , x
| 9] http://demo-sitacollection
The resource http://demo-sitecollection will be scanned daily. 1:00 AM. The ion will be using account 8man-d 8man. Scans will b using
account 8man-demolsa-Bman on SRV-BMAN .
In i e to maintenance, scans will be retried once. The delay between retries is 10 minutes.
/i Theladditional properties have not completel; n configured.
v
Ready demoadmin @ localhost <1 HE

™ Select the SharePoint version.

Additional properties
To communicate with the

SharePoint system, 8MAN uses
Microsoft components that are
specific to the version of the

I & Fitter 20 |

Property Configured value

i R T '~ SharcPaint 2010 SharePoint system that is used.
@ SharePoint 2010 i\ i
o o013 Specifying the correct SharePoint
{ SharePoint 2016 |  version ensures that all information

Maximum parallel requests 440

Maximum connection renew attempts Is Sh ared. CorreCtly Wlth th e
Connection timeout (minutes) SharePOIn t SyStem /f the
configured version of SharePoint

P — gg e differs from the actual version, this
Exclude Secondary Contact ] Deactivated mCly I’eSU/t In In Complete or

| Aoply || o | incorrect data.

1. Determine how many maximum
parallel requests the scan will
perform. The higher the

Additional properties

L2z o | number, the higher the
B U
SharePoint Version ~ SharePoint 2010 the SharePoint server.
gz:::x 0 Possible values: 1to 10
) SharePoint 2016 2. Specify how often an attempt is

Maximum parallel requests

Maximum connection renew attempts [4 3 v[ e

made to connect to the
3 R G N K| SharePoint server.
3. Specify how long 8MAN waits

Exclude Administrators [[] Deactivated .
Ceciude Ouner ] Deoctivated for the connection to the
Exclude Secondary Contact [ Deactivated . SharePoint Server or the result

Aply | Discard | of a query..

Possible values: 1to 120 min,
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Recommended for systems with
lists and libraries < 5,000
elements: 10 min

Recommended for systems with
lists and libraries > 5,000
elements: 60 min

43‘ Additional properties X 1. Option enabled:
8MAN excludes administrators
[a | from the scan. They are not
Filter 20

available in views and reports.

~| 2. Option enabled:

8MAN excludes owner from the
scan. They are not available in

Configured value

ude Owner

Exclude Secondary Contact [] Deactivated

Exclude Limited Access Activated views and reports.

Bxclude hidden lists L Deactiated This option is not effective for
Exclude list items [ Deactivated R R

Include list items with unique rights only [ Deactivated Sh arePOInt 2010- Mlcrosoft does
Masimum elemen sczn atizmpts [:z3] not provide the information

List view threshold

about the owner in this release.

Detailed logging [] Deactivated v

| Apply | | Discard |

Additional properties X Option enabled:
8MAN excludes secondary contacts

from the scan. They are not

[4 re available in views and reports.
b The secondary contact i optional
Exclude Administrators [ Deactivated in SharePoint. The option is
rE*c'“de B L] Deactivated ineffective if no secondary contact
B s entered.
Exclude hidden lists [ Deactivated This option is not effective for
e e ey o SharePoint 2010. Microsoft does
Masimum clement scan attempts 30 not provide the secondary contact
st view threshod information in this release.
_
Detailed logging [] Deactivated

| Apply | | Discard |

Access Rights Management. Only much Sm
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Additional properties . Option enabled:
8MAN excludes the limited

access from the scan. This

&, Fiiter . . . . .
I information is not available in
Property Configured value .
_ ~ views and reports.
Exclude Administrators [ Deactivated Limited access is automatically
foisiiox Ll granted by the SharePoint
Exclude Secondary Contact [] Deactivated
U E:cclude Limited Access Activated SyStem to a large eXten t’
Eiclude hidden it [ Droctvated JE ensuring that SharePoint users
Excludellstrmems ) [ Deactivated can nGVIthe through the
Include list items with unique rights only [] Deactivated
Maximum element scan attempts @ SyS tem .
List view threshold 2. Option enabled:
_Dmm ocging [ Deactivated 8MAN excludes hidden lists

from the scan. They are not
available in views and reports.

Additional properties . Option enabled:
8MAN excludes list items from

the scan. They are not available

| Apply | | Discard |

[@r e
in views and reports.
Property Configured value . )
N - 2 Determine whetheronly I
Exclude Administrators [ Deactivated elements or documents with
Exclude Owner [] Deactivated are . . .
Exclude Secondary Contact [ Deactivated Sp eCI_fIC p erm ISSIO hs (In terruP ted
Bl e & Activated inheritance) will be scanned.
Exclude hidden lists [ Deactivated

Exclude list items

Include list tems with unique rights only Deactivated

Maximum element scan attempts

List view threshold 4 2 000 »

Detailed loggi: Deactivated
gging

T T

N8 1 Determine the maximum
number of attempts after which
the scan of a specific SharePoint

Additional properties

| @ riter 20 | . . .
object is canceled. Possible
Property Configured value
e values: 1to 5, Recommended: 3
Exclude Administrators [] Deoctivated 2. With the th feShO/d VCI/Ué’fOf
clude Quner L Deectated reading list elements, you
Exclude Secondary Contact [[] Deactivated . )
Exclude Limited Access V] Activated determine how many list
Exclude idden lzt2 [ Deactived elements are read at maximum.
Exclude list items [] Deactivated
Include list items with unigue rights enly [7] Deactivated

Maximum element scan attempts

List view threshold 2000 »| [

Detailed logging [ Deactivated v

S

Access Rights Management. Only much Smarter
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Enable the option for extended
error analysis only.

If this option is enabled, the scan

Additional properties

| @ rieer 20 |
speed will slow down and the size
Property Configured value
Exclude Secondary Contact [[] Deactivated - Of the /Og file Of the 8MAN server
Exclude Limited Access [ Activated WI’” inCreaSEfGSter.
Exclude hidden lists [ Deactivated
Exclude list items [] Deactivated
Include list items with unigue rights enly [ Deactivated
Maximum element scan attempts m
List view threshold

Detailed loggi ] Deactivated
gging

Ignore domain in SharePoint-Credentials [ Deactivated
PowerShell CredSSP-Authentication [[] Deactivated v

T

only for SharePoint on-premise:

Activate this property if the system
to be scanned is not operated in

Additional properties

I &\ Filter 20 |
the local network infrastructure
Property Configured value .
Exclude Secondary Contact [ Deactivated ~ (e.g. by an external service
Exclude Limited Acezss A“""“’fe“ provider) and the account name is
Exclude hidden lists Deactivated .
T [ Deactivated used in the form abc@xxx.com.
Include list items with unique rights enly [] Deactivated
Maximum element scan attempts m
List view threshold

Detailed logging [] Deactivated

I[gnure domain in SharePoint-Credentials Deactivated I
—

PowerShell CredSSP-Authentication [] Deactivated ~

ton

This option is only relevant for
scanning an entire SharePoint
farm.

Additional properties

| @ riter 20 |
Enable it if SharePoint is running in
Property Configured value . ) . .
Exclude Secondary Contact [] Deactivated a a multi-server environment, i.e. if
Exclude Limited Access b Activated dedicated servers are used for front
Exclude hidden lists [ Deactivated
Exclude list items [[] Deactivated en d an d da tabase-
Include list items with unique rights only ] Deactivated /n Orderfor the scanner tO WOI"/(

Maximum element scan attempts m ; )
properly, you must first configure

e | winRM and prepare PowerShell to

List view threshold

Detailed loggi! Deactivated H H
St eGP athentiation
Ignore domain in SharePoint-Credentials [] Deactivated
| PowerShell Credﬁ-.ﬂulhenﬁcat\on [_] Deactivated | v
=

Access Rights Management. Only much Smarter.
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9.4.5 Customize a SharePoint scan configuration

File Server CSV Import

4 Select a technology below to add a new resource

g Easy Connect-5QL

B Exchange
= Easy Connect - SQL resource Exchange Resource

Easy Connect - CSV
Easy Connect - CSV resource

Domain
o scme Directory Resource

File server
File Server Resource

Local Accounts
Local Accounts of a server

Logga - Active Directory
++ Monitaring an Active Directory

"y Logga - File Server g, SharcPoint
Monitoring a File Server 7T Sharepoint Resource (Farm Based)

SharePaint
SharePaint Site Collection

SharePoint Online. & vSphere.
SharePoint Online Site Collection VMware vophere Resource

1118 [ES0UICE SIAM_LULAL D131 EIVI Will D@ SCANNEA U Gemand. [ \ Mute »

B

The Exchang d will be scanned On demand [..] (More »)

Hjb&

The resource http://intranet will be scanned On demand. [..]

‘8man-demo.onmicrosoft.com

hitp/fintranet

The resource SRV-8MAN\SQLExpress will be scanned On demand. [.]
The resource SRVUBUNTU will be scanned On demand. [..]

1
QPQ}

SRV-8MAN\SQLExpress

SRVUBUNTU

The resgurce http: =
sccounl i
In case OT €rrors, JThe serve

The additional pro

€ due to maintenance, scans will be retried once. The delay between retries is 10 minutes.

been configured.

http://demo-sitecollection
2 3
tp//demositecollection il be scanned daily. 1:00 AM. fhe communication will be established using accou ans will be performed using

Ready

Gemoadmin @ localhost €1

Access Rights Management. Only much Sma

Change the SharePoint Scan
configuration name.

Change scheduling for
scanning.

Change the "Process Account".

Change the "Scan Account".

Change the collector that runs
the scan.
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9.4.6 Configure the scan account for SharePoint Online

Identify the primary site collection administrator

1. Log into your Office 365

. environment as an

administratoren verwalten administrator.

: 2. Go to the SharePoint Admin
Center.

3. Select the collection to be
scanned (set the checkmark).

4. Click Owner->Manage
Administrators.

5. You will see the primary site
collection administrator.

The Company Administrator

placeholder is for all Office 365

administrators.

Enter the scan account into the configuration

1. Click "Not Set".

2. Specify user name and
password.

3. Specify the domain of the user.

Read Credentials

These SharePoint Online credentials will be used for reading
on the target system

eady demoadmin @ localhost <]

Note that the collector server that is running the scan requires an Internet connection.

Access Rights Management. Only much Smarter.
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9.5 Scan local accounts

8MAN is able to read local accounts of computers (and not just file servers).

Adding Local Accounts Scans

4 Select a technology below to add a new resource

File server CSV import

Domain

File server
File Server Resource

Local Accounts

‘C& Active Directory Resource Local Accounts of a server

Exchange Resource

&

Exchange | ‘

|2

Logga - Active Directory
#'+ Monitoring an Active Directory

SharePoint
¥ Sharepoint Resource (Farm Based)

%

Logga - File Server
Manitoring a File Server

vSphere
VMware vSphere Resource

The file server SRV-8MAN of type Windows will be monitored on SRV-8MAN

| 4ser 7
n
iy x
| Y] Sman-demollocal
The domain 8man-demo local will be scanned daily. 10:00 PM [..]
0 resources are assodiated with this domain. Add resource configuration *
g (CXTD sRV-BMAN (SRV-BMAN X

Ready

demoadmin @ localhost <1

Local Accounts selection

Select the file servers you wish to scan for local accounts.
Credentials Bman-demobsa-8man
| @rier

@

Domain
8man-demo.local
8man-demo.local
8man-demo.local

 srv-sharepoint

ERO0Mm

& srv-exchange

' srv-vcenter01 B8man-demo.local

~ Assigned collectors

Collectors
SRV-8MAN
[ sRv-Fs02

demoadmin @ localhost €]

4 Select a technology below to add a new resource

File server CSV import

Domain

File server
Active Directory Resource

File Server Resource

Local Accounts
Local Accounts of a server

% &

Exchange
Exchange Resource

=

Logga - Active Directory
++ Monitoring an Active Directory

Logga - File Server
Monitoring a File Server

SharePoint
Sharepoint Resource (Farm Based)

o [P &

vSphere
VMware vSphere Resource

[@re

Sl )

Local Accounts (srv hs r01)

Local accounts from servers srv-exchange. srv-vcenter01 will be scanned daily, 10:00 PM using account 8man-demo\sa-8man on SRY-8MAN with max. 4 parallel requests.
In case of errors, i.e. if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes.

Ready

demoadmin @ localhost €1 HE

Access Rights Management. Only much Sma
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— Select "Local Accounts".

Select the computer for which you
want to read local accounts.

— The available configuration options

are the same as with an AD-scan.
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9.6 Assign resources to a domain

You can assign a file server, Exchange or SharePoint scan to a domain. Use drag & drop in order to make this
assignment, or to remove it.

_ 8MAN will only show any added

e resources in the SMAN GUI, if the
~ Select a technology below to add a new resource i

g, Do P e server Lol Accounts ) Loo0s - Acive Dieciory appropriate domain has been
Active Directory Resource Exchange Resource File Server Resource EI Local Accounts of a server '+ » Monitoring an Active Directory

Logga - File Server ‘SharePoint vSphere. l d
‘% Monitoring a File Server | Iﬁ? Sharepoint Resource (Farm Based) H [ VMware vSphere Resource | se eCte ‘

| &iter

> » @O  smendemolocal x

The domain 8man-demo.local will be scanned daily. 10:00 PM [..]

2 1 resoufe is associated with this domain. Add resource configuration =

| %) srv-8man <

i Thefile server sn-8man of type Auta will be scanned daily, 10:00 PM using account 8man-demolsa-8man on SRV-BMAN with max. 4 parallel requests.
ollowing shares will be scanned during the scheduled scans: Organization, Projects, Templates, Users.

The depth of the file server scan will be unlimited. From a depth of & and on only different rights wil be reported.

In case of errors, .e.if the server is not available due to maintanance, scans will be retried 3 times. The delay between retries is 10 minutes,

€ The change account and the list right management have moved to w File Server change configuration.

Ready

demoadmin @ localhost <1

— Resources that have not been

File server CSV import

assigned are always shown by
~ Select a technology below to add a new resource i

8, Domain iy Bhene File server (58] ol Ao Logga - Active Directory SMAN GUI, regardless Of WhICh
Active Directory Resource Exchange Resource File Server Resource Local Accounts of  server =+ Monitoring an Active Directary
Logga - File Server SharcPoint VSphere d in i I d by h

‘% Menitering a File Server HIG‘ Sharepoint Resource (Farm Based) [ - omain is selecte the user.

[ 2 demd

40f6 X |
A
& x
> O Sman-demoulocal
The domain 8man-demo local will be scanned daily. 10:00 PM [..]
0 resources are associated with this domain. Add resource configuration ~
) X
| SRV-EXCHANGE8man-demo.local

The Exchange SRV-EXCHANGE.8man-demo.local will be scanned On demand [..}

& P B  sman-democom x

The Exchange 8man-demo.com will be scanned On demand [..]

The file server srv-8man of type Auto will be scanned daily, 10:00 PM [..]

X
| 9] demo (srv-8man

Ready demoadmin @ localhost €1 H

Access Rights Management. Only much Sma




9.7 Configure Active Directory (AD) Logga

9.7.1 Enable audit policies for the AD Logga

9.7.1.1 Configure audit policies for the domain controllers (DC)

In order to be able to access AD Logga functionality you must activate a special audit policy.

If you want to make changes to audit policy you must be a member of the appropriate domain admin or organization
admin group.

9.7.1.1.1  Configure audit policies for DCs on Server 2008

Before configuring audit policies you should verify that all required categories are activated.
You can activate the required audit policies by running the following commands on every DC with admin rights:

For "Monitor policy changes":

auditpol /set /subcategory:{@CCE922F-69AE-11D9-BED3-505054503030} /success:enable

For "Directory service changes":

auditpol /set /subcategory:{@CCE923C-69AE-11D9-BED3-505054503030} /success:enable

For "Managing User Accounts", "Managing computer accounts", "Managing security groups", "Managing distribution
groups", "Managing application groups" and "other account management events":

auditpol /set /subcategory:{@CCE9235-69AE-11D9-BED3-505054503030} /success:enable
auditpol /set /subcategory:{@CCE9236-69AE-11D9-BED3-505054503030} /success:enable
auditpol /set /subcategory:{0CCE9237-69AE-11D9-BED3-505054503030} /success:enable
auditpol /set /subcategory:{@CCE9238-69AE-11D9-BED3-505054503030} /success:enable
auditpol /set /subcategory:{@CCE9239-69AE-11D9-BED3-505054503030} /success:enable
auditpol /set /subcategory:{@CCE923A-69AE-11D9-BED3-505054503030} /success:enable

Repeat this process for every DC!
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9.7.1.1.2  Configure audit policies for DCs on Server 2008 R2 or higher

You can use the group policy editor to manage audit policy on server 2008 R2 or higher. This means you only need to
implement the policy once rather than having to repeat it for every DC.

Please note that the activation of audit policy may be delayed on the domain controllers (DCs) depending on your
replication interval.

Once you have completed these settings:

e complete a manual policy update with the command "gpupdate /force"

e Verifying the execution of audit policies

Start managing group policies, by
opening:

gpmc.msc
Type the name of a program, folder, document, or Internet

rescurce, and Windows will open it for you,

| gpmc.msd|

Create a new group policy.

|5 File Action View Window Help

T EEEEEE Select the OU in which the DC
*?%Té%é”:??:fﬂfﬁ;‘ oG ol e G ol s [ computer accounts are Igca ted. By
< et N s E ESD DSE Ewos oEs S default they are located in the OU
» @ o N "Domain Controllers".
"= Domai Contolers =
e reet = GPO i i dormei, amd Lk % here
E %E":”f“ﬁ St Please ensure that the newly
> & Teouns :: ::Z :.P?.gwm created policy is applied/winning to
ettt A NewOngnicsionsUn the appropriate DCs (hierarchy and
oo man| o Wi e ’ order).
> @ s o0 Delere
paESts e
fraetesgee The order in which
you set the options
affects the
effectiveness of the
a EE policy. Follow the
St Group Polcy updste flogs and run Gpupdate on tris container order given here!

Access Rights Management. Only much Smarter.
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s Management

] Default Domain Policy
&) BMAN
b [E] clean!
a (&

-

Demain Controllers
2/ SMAN AD Logga
i/ Default Domain Controllers Policy
[E] London
[&] Microsoft Exchange Security Groups
(5] Service Accounts
[E TestGroups
5] TestUsers
5] vSphere-Roles
(5t Group Policy Objects
EMAN AD Logga
Default Domain Controllers Policy
Default Domain Policy
b [ WMI Filters
b [ Starter GPOs
b [ Sites
£ Group Policy Modeling
[ Group Policy Results

L ow v v oW v

Enabled

MNone

8n

& File Action View Window Help NEE
= zn[E @
(&, Group Policy Management Domain Controllers
4 .&;ﬁﬂ 8man-demo.local Lirked Group Policy Objects | Group Policy Inhertance | Delegation |
4[5 Domains
4 54 8man-demolocal LinkDrder GPO Efoced  LnkEnabled  GPOStstus  WMIFiter  Modfied D
1 . Mo Yes Enabled Nonz 6/25/201

N
- nforced
= Link Enabled
Save Report...
Delete
Rename
Refresh
[<] [T [ [>

B| Group Policy Management Editor l;l_‘g
File Action View Help
= n[E X0 =

4 % Computer Cenfiguration
4 [ Policies
b [ Software Settings
4 [ Windows Settings
b [ Name Resolution Policy
J| Seripts (Startup/Shutdown)
4 Security Settings
b 33 Account Policies
4 [ Local Policies

b (4 Restricted Groups
b [4 System Services
b [ Registry

b (4 File System

b [ Wired Network (IEEE 802.3) Policies

[ Network List Manager Policies
b Gaf Wireless Network (IEEE 802.11) Policies
p [ Public Key Policies
b [ ] Software Restriction Policies
b (] Network Access Protection
b (] Application Control Policies

» ) Advanced Audit Policy Configuration
b ol Policy-based QoS

I [ Preferences

4 &, User Configuration
b [ Policies
b [ Preferences

g 8MAN AD Logga [SRV-8MAN.8MAN-DEMO.LOCAL] Policy

b ] Windows Firewall with Advanced Security

» 8, IP Security Policies on Active Directory (BMAN

b (] Administrative Templates: Policy definitions (ADMX f|

Policy

[ At At the ce oF Rack o 2n
VA | Audit: Force audit policy subeateg

evices: Prevent users from install
evices: Restrict CD-ROM aceess

evices: Restrict floppy accessto |
omain controller: Allow server o
omain controller: LDAP server si
omain controller: Refuse machir]
omain member. Digitally encryp|
omain member. Digitally encrypt
omain member. Digitally sign s
omain member: Dissble machin
omain member: Maximum macl
omain member. Require strong

nteractive lagon: Display user inf
nteractive logon: Do not display |
nteractive logon: Do not require

nteractive lagon: Machine accou
nteractive logon: Machine inactiv
: Message text fo
: Message title fol
: Number of pre
v Prompt user to
: Require Domair]
: Require smart

nteractive lagon: Smart card rem
Microsoft network client: Digitally]

1] Audit: Audit the access of global system objects

Palicy Sefting
Not Defined
Lot Wd

Mot Defined |

ory settings (Windows
TTunebleTo Tog secuny sudns

COM: Machine Access Restrictions in Security Descriptor Definition Langusge (SDDL) syntax
COM: Machine Launch Restrictions in Security Descriptor Definition Language (SDDL] syntex

Vista or later) to override audit policy c...

Mot Defined
Not Defined

evices: Allow undock without haj
evices: Allowed to format and g

Securty Poicy Setting | Bxgiain

© Disabled

Audt: Force audit policy subcategory settings (Windows Vista or
= Iater) 1o overide audt policy category settings

[v] Define this policy setting:
@ Enabled

i Microsoft network client: Digitally

B8

s Management. Only much Sm
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Select the newly created group
policy by right clicking and selecting
"edit".

1. Navigate to "security options".

2. Select the policy "Audlit: Force
audit policy...".

You can activate the security
policy by right-clicking and
selecting "Properties", as shown
in the diagram.

3.

The order in which
you set the options
affects the
effectiveness of the
policy. Follow the
order given here!
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m

Group Policy Management Editor ==L 1. Navigate to account
File Action View Help
YR EY management.

=/ BMAN AD Logga [SRV-8MAN.8MAN-DEMO.LOCAL] Policy
4 (& Computer Configuration
a [ Policies
b (] Software Settings
a [ Windows Settings
b [ Name Resolution Policy
Scripts (Startup/Shutdown)
4y Security Settings

) Audit Application Group Management Not Configured
Audit Computer Accaunt Management Mot Configured
Audit Distribution Group Management Not Configured
Audit Other Account Management Events Mot Configured
Audit Security Group Management Mot Configured

3] Audit User Account Management Not Configured 3‘ A CtiVa te the GUdit by rlg h t-
3 R clicking and selecting

b3 LoclPoicer

b Erentlog poles "Properties", as shown in the

b LA Restricted Groups.

b 4 System Services :ﬂ .

b [4 Registry dlagram'

b [4 File System

b Euf Wired Network (IEEE 802.3) Policies

b ) Windows Firewall with Advanced Security | ¥ Canfigure the selected eventsto be audted:
1% Network List Manager Policies [ Aud all success

b Saf Wireless Network (IEEE 802.11) Policies

b [ Public Key Policies

b [ Software Restriction Policies

p ] Network Access Protection

b [ Application Control Policies

b {8 IP Security Policies on Active Directory (8M

4[] Advanced Audit Policy Configuration

2 18 Audit Policies

b cuailogon
Account Management

2. Use multi-select and select all
subcategories.

[ Audt all faiures:

 —mrereTeS
b DS Access
p 5 Logon/Logoff
b 53 Object Access
b 53 Policy Change
b

b

5 Privilege Use

b 3 Global Object Access Auditing

Policy-based QoS ]
A b ol Doy e I Gl OK | [ Cancel | [ monw |

im

5] Audit Directory Service Changes Mot Configured
T RGO Directory Serv phicato Tot Conmigured

e (el Mayaa Eier ==L.= 1 1. Navigate to "DS Access".
File Action View Help
2 2@ & 2. Select the subcategory "Audit
=] 8MAN AD Logga [SRV-8MAN.8MAN-DEMO.LOCAL] Pelicy Subcategory Audit Events . . "
2 8 Compus Congrien (5 Autit Detaled Directory Sevice Replication Not Configured Directory Service Changes".
4 Policies [ it Dy cice A 7 o
b e 3. You can activate the audit by
| Name Resolution Poli . . . .
" Bl Sonps GomtunsShutdoum) [ vt DirectorySevice ranges roperies 1 right-clicking and selecting
Security Settings R .
5 accmpoiio Py [ B "Properties", as shown in the
b § Local posicies
F Event Log i
Tt oy S e diagram.
b (A System Services
b L4 Registry
File System
t S Wired Netwark (IEEE 802.3) Policies - il et s P
b ] Windows Firewall with Advanced Security | [¥] Success
[ Network List Manager Policies
b Gaf WT:: N:‘wulk (\gEEESI]Z.'H)PuIins L=
1 (7 Public Key Policies
b [ Software Restriction Policies
b [ Network Access Protection
b (] Application Control Policies
b 8 IP Security Policies on Active Directery (8M
4[] Advanced Audit Policy Configuration
4 14 Audit Policies
b 53 Account Logon
b 3 Account Management

j
Policy Change
Privilege Use
A System
b 3 Global Object Access Auditing Ok ][ Cancdl |[ Mooy |
b gl Policy-based QoS v
(<1 ] [ [>]

b
3
> &
> &
>




Access Rights Management Configure scans and logga

Ef Group Policy Management Editor == =

E— 1. Navigate to "Change policy".
« 3| 2[E 3 2. Select the subcategory "Audit

=] BMAN AD Logga [SRV-8MAN.EMAN-DEMO.LOCAL] Palicy

beateaon Audit Events . .
2 8 Computer Configuration > Not Configured Audit Policy Chang".
4 [ Policies T RGO AUThEntcoton Pohcy Change Not Configured
b [ Software Settings ) Audit Authorization Policy Change Mot Configured i I
<@ r"_:l'“:amiﬂ'":i ool %] Audit Filtering Platform Policy Change Mot Configured 3' YOU can aCthGte the GUdlt by
4 me Reselution Folicy ] Audit MPSSVC Rule-Level Policy Change Mot Configured H i, H H
Serpts (Startup Shutdowr) B ey < oot right-clicking and selecting

4y Security Settings . .
Froms T e e "Properties", as shown in the
b 3 Local Policies

b 3 Eventlog Folcy [ Eetan diagram.

b LA Restricted Groups.
b [ System Services a Audt Audt Policy Change
b (4 Registry

b [ File System

1 £ Wired Network (IEEE 802.3) Policies

b ] Windows Firewall with Advanced Security | q [¥] Corfigure the folowing audi events:

1% Network List Manager Policies
b Zaf Wireless Network (IEEE 802.11) Policies 4] Success
p [ Public Key Policies T Faitre
b [ Software Restriction Policies
p ] Network Access Protection
b [ Application Control Policies
b & 1P Security Policies on Active Directory (8M
4 ] Advanced Audit Policy Configuration
2 18 Audit Policies
b G Account Logon
b 33 Account Management

b 59 Detailed Tracking
b 5 DS Access
p 5 Logon/Logoff

b2 Qhiect Access

b 3 Global Object Access Auditing

Policy-based QoS
a A EEES I B OK | [ Cancel | [ monw |

[<]

Once you have completed these settings:

e complete a manual policy update with the command "gpupdate /force"

e Verifying the execution of audit policies

Access Rights Management. Only much Smarter.
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9.7.1.1.3  Configure the AD Logga disk space requirement

1000 events require approximately 0.57 MB of storage in the data base.

By default the storage period of AD Logga events is set to 30 days and can be managed under server ->storage of
scans.

9.7.1.1.4 Setthessize of the Windows event log

To ensure that you don't "lose" any events, you must configure the maximum size for security event logs
appropriately. For audit policy settings the storage requirements is roughly 1KB per event.

Forexample:

For a server outage or maintenance time (of the collector server selected for the AD Logga) of one hour, with
approximately 1000 events per hour, the absolute minimum security event log size would be 1MB. Considering the
low storage space requirements for 1000 events, the uncertainty of outage times as well as the potential relevance
of individual security events we highly recommend that you ensure that enough storage space is available.

More information on how to manage storage size can be found at Microsoft.

Access Rights Management. Only much Smarter.



https://technet.microsoft.com/en-us/library/cc748849(v=ws.11).aspx

9.7.1.1.5 Verify the audit policy settings

You can verify the effectiveness of audit policies by starting the command prompt with admin rights and entering
the following command:

auditpol /get /category:"policy change,account management,ds access"”
or

auditpol /get /category:*

EN Administrator: Command Prompt

sWindowsssystem3d2>auditpol Aget Acategory:"policy change.account management.ds

Bystem audit policy
ategorys/Subcategory Setting
olicy Change
fiuthentication Policy Change Mo Auditing
futhorization Policy Change Mo Auditing
MPSSUC Rule—Level Policy Change No Auditing
Filtering Platform Policy Change Mo Auditing
D~ o) [ad P e | rf oy Al ﬂ...-l-:d--:ng
Audit Policy Change Success
ccount Management
User Account Management Success
Computer Account Management Success
Security Group Management Success
Distribution Group Management Success
Application Group Management Success
Other Account Management Events Success
S Access
Directory Service Changes Success
e P R P PR T rrrra 1)
Detailed Directory Service Replication HNHo Auditing
Directory Service HAccess No Auditing

PR PR ~ PERY

sMWindowsssystem32>
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9.7.1.2

Set audit permissions in the AD object SACLs

After activating the audit policies you must set the audit permissions for AD objects (SACL) accordingly.

The user right "Manage auditing and security log" is required for the configuration of the SACL (this corresponds to
the privilege "SeSecurityPrivilege"). You must be a member of the "event log reader" or domain admin group.

The configuration of the SACLis only required for one of the domain controllers. All other DCs receive the
configuration via replication.

File  Action

=]

Type the name of a program, folder, decument, or Internet
resource, and Windows will open it for you.

Open: | dsa.msd

= 7]

Add/Remove Columns...

3 Active Dire;
b ] Saved O
I+ Bman-d

Large lcons
Small lcons
List

Detail

izational Unit
Domain
izational Unit

iner

Users, Contacts, Groups, and Computers as containers
Advanced Features
ilter Options...

izational Unit
iner

izational Unit

Customize...

dFound

iner

5] Microsoft Exchange Security Groups
(] Program Data

[Z] Service Accounts

[ System

5] TestGroups

(5] TestUsers

[ Users

5] vSphere-Roles

(] Microseft Exchange System Objects
[ NTDS Quotas

(] TPM Devices

Organizational Unit

Container

Organizational Unit

Container

Organizational Unit
Organizational Unit

Container

Organizational Unit
msExchSystemObjectsContai...
msD5-CQuotaContainer
msTPM-InformationObjectsC...

Description

Default container for ug
Default container for d
Default container for se

Default container for on

Default container for m| _

Default location for sto

Builtin system settings

Default container for ug

Quota specifications co

(<]

Enables/disables adva

nced features and objects

Access Rights Management. Only much Smart

Start the management of Active
Directory users and computers on a
DC by opening

dsa.msc

Activate the option "Advanced
Features".
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File Action View Help

= 7]

B Ecd: Hm 3ataTE%

MName

Active Directory Users and Com
vy
—sayed Oieric =1 8MAN

el O Ex

= man-demolocal
Delegate Control...

Find...

Change Domain...

Change Domain Controller...

Operations Masters...

Raise domain functional level...

New

All Tasks

(7] TPM Devices

Type
Organizational Unit
builtinDomain
Organizational Unit
Container
Organizational Unit
Container
Organizational Unit
lostAndFound
Container
Organizational Unit
Container
Organizational Unit
Container
Organizational Unit
Organizational Unit
Container
Organizational Unit

msExchSystemObjectsContai..,

msDS-CuotaContainer

msTPM-InformationObjectsC...

Description

Default container for ug
Default container for ds
Default container for se

Default container for on

Default container for m| _

Default location for sto

Builtin system settings

Default container for ug

Quota specifications co

(<]

Opens the properties dialog box for the current selection.

| Active Directory Users and Computers =1 1=
File Action View Help

«=| #[E a|

] Active Directory Users and General | Managed By | Object Secury ZELL Description A

GI’OL.ID or user names:

82 SELF

82, Authenticated Users
2, 5YSTEM

52, NETWORK SERVICE

b ] Saved Queries
b 3 8man-demo.local

Pemissions for Everyone

82, Organization Management (8MAN-DEMO"Craanization Manage...

||Runmm

Full cortrol

Create all child objects
Delete all child objects

w

Advanced.

For special permissions or advanced settings, cli

ok || cancel

oply | [ Hep

[<] [T

Default container for ug
Default container for ds
Default container for se

Default container for on
Default container for m|

Default location for sto

Builtin system settings

Default container for ug

Quota specifications ca |

[ [>]

[<]

ts Management. Only much Smart

Configure scans and logga

Select the domain that you want to
monitor by right-clicking on it and
selecting "Properties".

In the properties window, select the
tab "Security" and then click on
"Advanced".
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Select the tab "Auditing".

Owner: Administrators (8MAN-DEMOVAdministrators) Change Analyze the existing access rlghts

Permissions l Auditing tﬂecﬁueAccms Perhaps the required permissions

For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available). already eXISt'

Auditing entries:

Type Principal Inherited from Applies to .
8 succ.. Everyone Nome specil If required, expand the access

8, Succ.. Everyone None Special rights of an existing "Everyone"
82, Succ.. Domain Users (BMAN-DEMOV...  All extended rights MNone This object only P .
82, Succ..  Admini (BMAN-DEMO... All extended rights MNone This chject only prlnClpa/ or add the deSIred en try'

82 Succ..  Everyone Special MNone This ohject only

R [ ] [

ok || cance || zppy |

I Aditing Eny foreman-aemo. SIS At minimum, the following is
oo [ st o || required:

Type: : ] 8| Principal: "Everyone"
Applies to: Fhis object and all descendant abjects v' Type: "Success fU 1"

Apply to: "This object and all

Permissions descendant objects"
[] Full control [] Create msExchOmaDeviceCapability objects
[] List contents [] Delete msExchOmaDeviceCapability objects
[w] Create msExchOmaDeviceType objects R R
[w] Write all properties [ Delete msExchOmaDeviceType objects Permissions:
[] Delete [#] Create msExchOrganizationContainer objects R R
[] Delete subtree [] Delete msExchOrganizationContainer objects o erte CI” prOpertIES
Read permissions [ Create msExchPoliciesContainer objects
[w] Delete msExchPoliciesContainer objects o Delete
[ | Modify owner [] Create msExchProtocolCfgHTTP Container objects
[] All validated writes [] Delete msExchProtocolCfgHTTPContainer objects ° Delete SUb tree
[] All extended rights [] Create msExchProtocol CfgHT TPFilters objects . ..
¥ Create all child objects [V Delete msExchProtocolCigHTTPFilters objects e Mod /f y permissions
[w] Create msExchProtocol CfgIMAPContainer objects . .
: [¥] Delete msExchProtocol CfgIMAP Container objects e Create all child objects
Delete Computer objects Create msExchProtocolCfiglMContainer objects . .
g Create Cuniz:l crhje::is EDEHE msEv(chPquculClZlMCunlainel crh;eds ™ ° DeIEte a” Ch Ild Obj eCtS

Access Rights Management. Only much Smarter.
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9.7.2 Add an AD Logga configuration

I NN O/, the configuration home page
st _ @ | select "Scans".

4 Select a technology below to add a new resource

g, Do B File server (3] o A Logga - Active Directory
Active Directory Resource Exchange Resource File Server Resource Local Accounts of a server '+ Monitoring an Active Directory
i Lo e semer g, SharcPoint @ " . . "
Monitoring a File Server ¥ Sharepoint Resourcs (Farm Based) Viware uSphere Resource Se/ect Logga - A Ct,ve Dlrecto ry ;
Filier 5
[a
5
& x

| 9] Sman-demollocal

The domain 8man-demo.local will be scanned daily, 10:00 PM [..]

0 resources are associated with this domain. Add resource configuration *

% (XD SRV-BMAN (SRV-8BMAN) x

Tha fla cansar COU_RMAN ~f funa Windrwe will ha manitarad ~n COU_AMAN v

Ready demoadmin @ localhost €1

Enter valid credentials for the
domain that you want to
Please select a resource. You can change the credentials and refresh the

list when the given credentials are insufficient to find all resources. monitor.

Active Directory Logga selection

L Crecientiais 8man-demo\sa-8man

N . Use thefilters to find the desired
domains.

kBN Sman-demo.local

Select a domain. Child domains
are not monitored. Every
Py domain must be configured

separately.

Select a collector server. You can
only select one collector per
domain.

demoadmin @ localhost €1

After adding an AD Logga configuration, it initially remains deactivated.

You must activate the AD Logga to record events.

Access Rights Management. Only much Smarter.
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9.7.3 Activate/deactivate AD Logga

NN O/, the configuration home page
st _ @ | select "Scans".

~ Select a technology below to add a new resource

r Domain B Exchange File server EI Local Accounts 8] Logga - Active Directory
Active Directory Ressurce Exchange Resource File Server Resource Local Accounts of 3 server +'+ Monitoring an Active Directory
Logga - File Server B SharePoint g vSphere . . . .
Montoring  File Server 21 Sharepoint Resource (Farm Based) Viiare uSphere Resource Click on the switch icon or link of

e ; the desired AD Logga configuration
in order to activate it.

. - e — x
The domain man-demo.local is monitored on SRV-8MAN using account 8man-demo\sa-8man.
Following filters have been set. Logging

et it 8 0 it : AD Logga events are stored by
o =nmmnowena B | default for 30 days. See Configure

storage of scans settings.

You must enter a comment.

Start logging X FO”OW the same StepSfOI’
Plssecofir th sart of he deactivation.

Active Directory Logga with a comment.

|Please add a comment

. demoadmin @ localhost €]

Access Rights Management. Only much Smarter.




Access Rights Management Configure scans and logga

9.7.4 Customize an AD Logga configuration

On the configuration home page select "Scans".

e

File server CSV import

@

~ Select a technology below to add a new resource

g, Domain B Exchange File server EI Local Accounts
Active Directory Resource Exchange Resource File Server Resource Local Accounts of a server

Logga - Active Directory
'+ + Monitoring an Active Directory

% Logga Server |, SharePoint @ vSphere
Monitoring a File Server ¢ Sharepoint Resource (Farm Based) VMware vSphere Resource

[a

% Dl
The domain 8man-demo.local is monitored on SRV-8MAN using accoun| 2

Following filters have been set. Logging is disabled.
Refresh data all 4 10| 3

v

demoadmin @ localhost €1 P

Access Rights Management. Only much Smarter.

Give the configuration a
different name.

Set the account used by AD
Logga to read events from the
domain controller.

The account must be a member
of the group "event log readers"
or "domain admins".

You can only change this setting
when the Logga is turned off.

Determine how frequently
Logga data is updated. Events
are cached by the collector and
transferred to the data base via
the 8MAN server in configured
intervals.

Standard setting: 10 minutes
Possible values: 1 to 60 minutes.



9.7.4.1 Filter AD Logga Events

You can filter out desired events in order to focus on specific and relevant entries. Filtering means that filtered
events will not be displayed.

This allows you to significantly improve your overview and reduce data volume. A typical example are frequent
attribute changes of the Exchange server.

9.7.4.1.1 Understand the filter principles

The AD Logga filter is considered a blacklist filter. In this case, blacklist means: The AD Logga records all possible
events. You can determine which results are excluded.

By default the filteris set to the object classes "Service-Connection-Point" and "Print-Queue".

The filter criteria work cumulatively. An event is excluded if criteria 1, or criteria 2, or criteria 3 is fulfilled, or
multiple criteria simultaneously.

The filter criteria do not correlate to each other. The events are evaluated by the AD Logga consecutively based
upon the entered criteria. If one of the criteria is fulfilled, the AD Logga immediately excludes the result
independent of whether any other criteria have been evaluated.

For example:

o If User A is configured as a filter, then all changes made by him will be excluded, even if the object classes or
attributes that he made changes to are not configured as a filter. Changes that affect User A are still included.

o If object class X is configured as a filter, then all events, that include this object class explicitly will be excluded,
even if the event author or changed attribute is not configured as a filter. This also applies to attribute filters.
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9.7.4.1.2

File server CSV import

ment

Configure the event filters

@

~ Select a technology below to add a new resource

File server
File Server Resource

Logga - Active Directory

EI Local Accounts
Local Accounts of a server #'+ Monitoring an Active Directory

Domain B Exchange

o acie Directory Resource Exchange Resurce
Lagga - File Server g, SharcPaint
Monitoring a File Server 77 Sharepoint Resourc:

& vSphere
= (Farm Based) VMware vSphere Resource

| &z

(XL 8man-demodlocal

e been set. Logging is disabled.

P

lemo.local is monitored on SRV-8MAN using account 8man-demo\sa-8man.

demoadmin @ localhost €1 H

Active Directory Logga Filter Configuration

Set fillter criterias to limit the amount of data collected by the Active Directory Logga.

Available event authors

Filtered out User event authors

2 Filter

| &

sers

Active Directory Events

User event authors

12222128

Computer event authors

Huy
Q%enﬁsses
Wi

(1117}

Name
€ 8MAN service (Brman-demo\sa-8man)

| |2 Abott, Peter (8man-demo\Peter Abott)

¥ =dzdmin (Bman-demo adadmin
& Adam French (8man-demo\AFrench)
& Administrator (8man-dema\Administrator)

& Adrian Stillwell (Bman-demo\ASillwell)

& Agogbo, Charles (man-demo)\Charles Agogbo)

& Aide Mann (8man-dema\Aide Mann)

&, Aido, Tom (8man-demo\Tom Aido)

& Akbar, Mohammed (Bman-demo'\Mohammed Akbar)
& Aldock, Don (8man-demo\Don Aldock)

& AlexBoone (8man-demo\ABoone)

& Alexandre Sourzac (8man-demo\ASourzac)

& Ali Bve (Bman-demo\Ali Bieh)

\

Logga monitoring

[ Use groups as event authors

will be selected as evant authors to be filtered out.
Using groups needs additional

8MAN allows to configure groups as event authors. All direct and indirect members of the configured groups

for group

changes.

Please add a comment

R
Cancel

Gemoadmin @ localhost <]

Active Directory Logga Fi

ilter Configuration

Set filter criterias to limit the amount of data collected by the Active Directory Logga.

Available event authors

Filtered out Group event authors

| @ricer 202

| @rier

Active Directory Events

User event authors

111111

Group event authors

222222

Computer event authors

HUH

Object classes

Attributes

W o

| @ Groups

Name -
88 BMAN-complete (8man-demo\8MAN-complete)

{3 Access Control Assistance Operators (Access Control As...
3 Account Operators (Account Operators)

(3 Administrators (Administrators)

@ Ageo Corp Global Group 1 (man-demo\Ageo Corp Gl..
Bs Agco Corp Local Group (Bman-demo\Agce Corp Local...
& Agco Universal Group 1 (8man-demo\Agco Universal G...
(&) all-user (8man-demohall-user)

B Allowed RODC Password Replication Group (8man-de...
@ Audit (Bman-demotAudit)

€ Backup Operators (Backup Operators)

@ Building & (8man-demo\Building &)

b BUILTIN\Power Users

@ C-Level (8man-demo\C-Level)

(@ ¢ar park (man-demo\Car park)

Use groups as event authors

will be selected as eyent 3 ed out.

BIAN allows (o configure groups as event authors. All direct and indirect members of the configured groups

br group membership changes.

Please add @ comment

ihors fo be f
Using groups need}additional configuration
3

®

demoadmin @ localhost €1

Access Rights Management. Only much Smarter.

1

2.

3.

1.

2.

Configure scans and logga

Y C/ick on the link "Following filters".

Filter events related to specific
users.

Use the filter to find the desired
user. You can search for either
display name or
CommonName.

Select the desired user and
move him with drag&drop into
the right hand column.

You can filter groups as event
authors. Activate the option.

The filter level is shown. By
moving groups into the right
hand column with drag & drop,
all events of users who are
direct or indirect members of
that group are filtered and
excluded.

Click on "additional
configuration".
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Determine which mode is used by
the filter to update group
memberships.

Please note the information in the
displayed dialog.

Only use "event-based" if
memberships in the filtered groups

In case of changed group memberships, the filter for group author events needs to be updated. The update is done by rereading the Active Directory Ch an g erare Iy_
for group memberships of the configured groups.
Please select the update filter mode.

o g Event based The update interval for the "time-
e rcnt s oy o o r e o i i e i o e i s on ch s s based" option can be set anywhere

o Time based between 10 and 1440 min (24h).

“"‘ e The shorter the interval, the higher

the load on your AD.

Filter Option for group usage as event authors

Ready demoadmin @ localhost <]

Filter events for selected or all
computer accounts.

Active Directory Logga Filter Configuration

Set filter criterias to limit the amount of data collected by the Active Directory Logga.

Available event authors Filtered out Computer event authors

| 4 rueer 3 || [ @nuer

Active Directory Events | @ Computers ‘
Name -

User event authors [ SRV-EXCHANGE (8man-demo\SRV-EXCHANGES)
[ SRV-SHAREPOINT (8man-demo\SRV-SHAREPOINTS)
“ “ “ [ SRV-VCENTERO1 (8man-demo\SRV-VCENTERO1S)

Group event authers

| Computer event authors |

222222

Object classes

Y]
W

i

‘ Logga monitoring | The events of all Computer accounts will be fitered out. |

Please add @ comment

Ready demoadmin @ localhost €1

Access Rights Management. Only much Smarter.
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Active Directory Logga Filter Configuration

Set filter criterias to limit the amount of data collected by the Active Directory Logga.

Object classes selection Filtered out Object classes

[ 4 Fueer s00 | [ &ruer

Active Directory Events account (account) rint-Queue (printQueue)
ACS-Policy (aCSPolicy) rvice-Connection-Point (serviceConnectionPoint)

ACS-Resource-Limits (sCSResourceLimits)
User event authors ACS-Subret (aCSSubnet)
‘ ‘ ‘ ‘ ‘ ‘ Address-Book-Container (addressBookContainer)
Address-Template (addressTemplate)
Group event authors Application-Entity (applicationEntity)
‘ l ‘ ‘ ‘ ‘ Application-Process (applicationProcess)
Application-Version (spplicationVersion)
Computer event authors Attribute-Schema (attributeSchema)
LILLILL Builtin-Domain (builtinDomain)
Category-Reg
Object classes Certification-Authority (certificationAuthority)
? E Class-Registration (classRegistration}
Class-Schema

122223 Class-Store (classStore)

Attributes Com-Connection-Point (comConnectionPoint)
Computer (computer)
LI | o e .

Logga monitoring Update the information of attributes and object classes b Active Directory.
3

Please add @ comment

Ready demoadmin @ localhost €1

Active Directory Logga Filter Configuration

Set filter criterias to limit the amount of data collected by the A?\ireaory Logga.

Attributes selection

A ms-exc! 2177 of 3651 X Q Filter
Active Directory Events %H — 11
ms-Exch-2003-Url (msExch2003Ur) A ms-Exch-2003-Url {msExch2003Url)

ms-Exch-Accept in-Flags i 7
User event authors ms-Exch-Accepted-Domain-Name (msExchAcceptedDomain®  ms-Exch-Accepted-Domain-Name (msExchAcceptedDomain

Filtered out Attributes

‘ontrolMap) trolMap)

ms-Exch-Access-. P p
“““ ms-Exch-Access-Flags (msExchAccessFlags) ms-Exch-Access-Flags (msExchAccessFlags)
ms-Bxch-Access-SSL} ags) Exch-A L-Flag: hiccessSSLFlags)

Group event authors
‘ ‘ ‘ ‘ ‘ ‘ ms-Exch-Activation-Config onfig) Exch Config (msExchActivationConfig)
Computer event authors | ms-Exch-Actiation-Schedule Exch hedul
ms-Exch-Activation-Style (activationStyle) ms-Exch-Activation-Style (activationStyle)
“““ ms-Exch-Active-Instance-Slezp-Interval (msExchActivelnstanc P
Object classes ms-Exch-ActiveSync-Device-AutoBlock-Duration (msExchcti  ms-Exch-ActiveSync-Device-AutoBlock-Duration (msExchAct
ms-Exch-ActiveSync-Device-Autoblock Threshold-Incidence-|  ms-Exch-ActiveSync-Device-Autoblock-Thrashold-Incidence-
Y ms-Exch-ActiveSync-Device-Autoblock Threshold-Incidence-l  ms-Exch-ActiveSync-Device-Autoblock-Threshold-Incidence-
LLILLL /| msochactivesync ype s i pe (msE
e dcation-Ti Interval (msl Exch-Activity-Based. el
me-Exch-ADC-Global-Names (m=ichADCGlobalNames) me-Exch-ADC-Global-Names (msxchADCGlobalNames)
Y ms-Exch-ADC-Object Type (msExchADCObjectType) ms-Exch-ADC-Object-Type (msExchADCObjectType}
TIIT ms-Exch-ADC-Options (msExchADCOptions) ms-Exch-ADC-Options (msExchADCOptions)

Attributes,

e Update the information of attributes and object classes by rescan of Active Directory.

Please add @ comment @‘

Ready Gemoadmin @ localhost <]

Access Rights Management. Only much Smarter.

Configure scans and logga

1. Filter the events of specific
object classes.

2. By default events relating to the
two selected object classes will
be filtered.

3. Theinitial loading (and a
rescan) of object classes from
AD may take some time. After
that the object classes will be
loaded from the data base.

Filter events related to specific
attributes.

Forexample:

All events related to attributes that
include "ms-exch" are filtered out /
excluded.
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Active Directory Logga Filter Configuration

Set filter criterias to limit the amount of data collected by the Active Directory Logga.

Attributes selection

Filtered out Attributes

Active Directory Events

User event authors

HUH

Group event authors

111111

Computer event authors

Han
Yo
e
¥ o)
1

Logga monitoring

[ @ moe

n7ot3651 X | | & Futer

ms-Exch-2003-Url {ms£xch2003Ur])

ms-Exch-2003-Url (msExch2003Ur)

ms-Exch-Accepted-Domain-Flags
ms-Exch-Accept i

pt

ms-Exch-Access-Control-Map (msExchAccessControlMap)
ms-Exch-Access-Flags (msExchAccessFlags)

p (msExchAc D
‘ms-Exch-Access-Control-Map (msExchAccessControlMap)
ms-Exch-Access-Flags (msExchAccessFlags)

ms-Exch-Access-SSL-Flag:

ags)

Exch-A L-Flag hiccessSSLFlags)

ms-Exch-Activation-Config

anfig)

Config (msExchActivationConfig)

ms-Exch-Activati

e (msExchAc

ms-Exch-Activation-Schedule
ms-Exch-Activation-Style (activationStyle)
ms-Exch-Active-Instance-Sleep-Interval (msExchActivelnstanc

ms-Exch-Activation-Style (activationStyle)

p

ms-Exch-ActiveSync
ms-Exch-ActiveSync-Device-Autoblock-Threshold-Incidence-|
ms-Exch-ActiveSync-Device-Autablack-Threshold-Incidence-|
ms-Exch-ActiveSync-Device-Autoblack-Threshold-Type (msEx

y Duration (msExchAct
‘ms-Exch-ActiveSync-Device-Autoblock-Threshold-Incidence-
ms-Exch-ActiveSync-Device-Autoblock-Threshold-Incidence-
ms-Exch-ActiveSync-Device-Autoblock-Threshold-Type (msE

e ication-Ti Interval (sl
ms-Exch-ADC-Global-Names (msExchADCGlobalNames)
ms-Exch-ADC-Object-Type [msExchADCObjectType)
ms-Exch-ADC-Options (msExchADCOptians)

Exch-Activity-Based ion-T el
ms-Exch-ADC-Global-Names (msExchADCGlobalNames)
‘ms-Exeh-ADC-Object-Type (msExchADCOBjectType)

ms-Exch-ADC-Options (msExchADCOptions)

Update the information of attributes and object classes by rescan of Active Directory.

Please add @ comment

=

demoadmin @ localhost €] [

cess Rights Management. Only mu

Configure scans and logga

You must enter a comment to
apply any changes made to filter
settings.
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9.7.5 Delete an AD Logga configuration

NN O the configuration home page

S—— _ @ select "Scans".

4 Select a technology below to add a new resource

Legga - Acive Dirsctory | | Select the desired AD Logga

'+ + Monitoring an Active Directory

Domain B Exchange File server EI Local Accounts
L2 Active Directory Resource Exchange Resource File Server Resource Local Accounts of a server

By e [ - e configuration. Click on the red "X".

| @rier 7

The file server srv-8man of type Auto will be scanned daily, 10:00 PM [..]

ﬂi!' (XD 8man-demo.local
The domain 8man-demo.local is monitored on SRV-8MAN using account 8man-demo\sa-8man.
Following filters have been set. Logging is disabled.

Refresh data all minutes. !

Ready demoadmin @ localhost €1 [

You can decide if you would like to
keep or delete the available Logga
data.

W Deleting is only possible if all user

© (@ delete stored scans

ot s e o e confed g e interfaces are closed.

Delete resource configurations?

Resources with scans

B ey e You can identify logged in users in

© @ keep stored scans

Checl this and all scans done on the configured target will remain in database and archive. th e servers tG tUS menu.

Ready demoadmin @ localhost €1

Access Rights Management. Only much Smarter.
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9.8 Configure the File Server (FS) Logga
All information for the configuration of FS Logga can be found in the 8MATE FS Logga manual.

The FS Logga manual is available for download in PDF-format.

The configuration of the file server alerts is described in the user manual.

Access Rights Management. Only much Smarter.
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9.9 Configure Exchange Logga

9.9.1 Add an Exchange Logga configuration

— On the start page of the

File Server CSV Import n
configuration, select "Scans".
~ Select a technology below to add a new resource
A, Domoin Easy Connect - CSV g o Comnect L Ry e File server
Active Directory Resource Easy Connect - CSV resource = Easy Connect - SQL resource Exchange Resource File Server Resource
Local Accounts Logga - Active Directory & Logga - Exchange Logga - File Server g Vicrosort Dynamics AV " "
Lacal Accounts of a server Monitoring an Active Directory Monitoring an Exchange Server Monitoring a File Server Microsoft Dynamics NAV- access viewer Select Lo g g a - EXCh an g e .
. SharePoint ‘, SharePoint ‘, SharePoint Online
9% Sharepoint Resource (Farm Based) SharePoint SharePoint Online Site Collection
[ @i [
& %
> » D Sman-demo.lacal
The domain 8man-demo.local will be scanned weekly, Saturday, 9:00 PM [..]
1 resource is associated with this domain. Add resource configuration =
£ D 8man-demo.local (8man-demoJocal X
The domain 8man-demo.local is monitored on SRV-8MAN using account 8man-demo\administrator.
Following filters have been set.
Refresh data all minutes.
i) x
> B srv-exchange13.8man-demo.local
Th hange13.8man-demo.local will by d On demand [..]
f [ oy @IS VEIVIN x v
Ready demoadmin @ localhost €1 HE

Specify valid credentials for the
Exchange to be monitored. See
Exchange Logga selection - also: required permissions

Please select a resource. You can change the credentials and refresh the list when the given

credentials are insufficient to find all resources. ; Op tlon al_' Use th e fl/ter to f/n d

Credentials Sman-demo\demoadmin

1
I the desired server.
+ i . Select a server.

Choose a collector server. You
can only select one collector per
Exchange.

~ Assigned collectors

4 SRV-BMAN

Ready emoadmin @ localhost <]

If you have added an Exchange Logga configuration, the Logga is initially disabled.

You must enable the Exchange Logga to record events.

Access Rights Management. Only much Smarter.
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9.9.2

4 Select a technology below to add a new resource

Customize an Exchange Logga configuration

File Server CSV Import

_1

‘ R, Domain

Active Directory Resource

Easy Connect - CSV
Easy Connect - CSV resource

g Eosy Connect-sQL
= Easy Connect - SQL resource

&

Exchange
Exchange Resource

=

File server
File Server Resource

EI Local Accounts
Local Accounts of a server

Logga - Active Directory
Monitoring an Active Directory

> Logga - Exchange
B Monitoring sn Exchange Server

Logga - File Server
Monitoring a File Server

Microsoft Dynamics NAV
Microsoft Dynamics NAV- access viewer

SharePoint

¥ Sharepoint Resource (Farm Based)

" SharePoint
SharePoint

i’ SharePoint Online
SharePoint Online Site Collection

[@r=

¢ amE==10

gexcha server 8man-demo.com (ExchangeOnline) is monitored on SRV-8MAN using accounfl sa-8manscan@8man-demo.com. |4
OHOWIH ”|EIS 3

e been set. All mailboxes will be monitored.

onnect to Exchange Online by using authentication mechanism Basic.

Configure scans and logga

Change the name of the
configuration.

Change the credentials used by
the Exchange Logga to read the
events from the Exchange
Server. See also: required
permissions.

Optional: Put filters.

Refresh data all minutes.

Ready demoadmin @ localhost €1 H

_ 1. Choose the authentication

~ Select a technology below to add a new resource

File Server CSV Import

‘ &, Domain

Active Directory Resource

Easy Connect - CSV
Easy Connect - C5V resource

Easy Connect - SQL
= Easy Connect - SQL resource

&

Exchange
Exchange Resource

File server
File Server Resource

EI Local Accounts
Local Accounts of a server

Logga - Active Directory
Monitoring an Active Directory

> Logga - Exchange
B Monttoring sn Exchange Server

|

Logga - File Server
Monitoring a File Server

4 "croson Dynamics NAV
Microsoft Dynamics NAV- access viewer

SharePoint

©¢ Sharepoint Resource (Farm Based)

‘, SharePoint
SharePoint

i’ SharePoint Online.
SharePoint Online Site Collection

| arier

2

e or R
The h rver de X
Following filters have been set. All mailboxes will be monitored.

The scanner will connect to Exchange Online by using authentication mechanls

Refresh data all |4 10 ¥ minutes. [

Online) is monitored on SRV-8MAN using account sa-8manscan@8man-demo.com.

Ready

demoadmin @ localhost <1 P

method that must match the
PowerShell website
configuration.

Set the interval for the data
refresh. The events are collected
by the collector and passed to
the 8MAN server in the defined
interval. Default value
(recommended): 10 minutes.
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9.9.3 Select the mailboxes to be monitored

The symbol indicates an
i _ e Exchange Logga configuration.

| oy S sa = == | | 2. Click on the link. By default, all

= Easy Connect - SQL resource Exchange Resouree File Server Resouree

Easy Connect - CSV
Easy Connect - CSV resource

Domain
o e Directory Resource

Local Accounts Logga - Active Directory &> Logga - Exchange Logga - File Server Microsoft Dynamics NAV N I b ;- d
[C e A | o e e s e mailboxes are monitored.
g, SharcPoint SharePoint ) SharePaint Online
77 Sharepoint Resource (Farm Based) SharePoint SharePoint Online Site Collection

| @sieer 12
Refresh data all minutes.

1
.ﬂm T x
e exchange server 8man-de hoalic itored on SRV-8MAN using account sa-8manscan@8man-demo.com.
Following filters have been -AII ‘mailboxes will be monitored.
The scanner will connect to ExXEEm! At Basic.

Refresh data all minutes. !

Ready demoadmin @ localhost €1 HE

Exchange Logga Filter Configuration Sl 1. Firstselect a mode.

D Switch to Whitelist mode

e Blackliet mode i st 1o on By default all mailboxes will be
Allmailboes wil be observed. monitored, including those
added in the future. You specify
which mailboxes are excluded
from monitoring.

Summary ‘ a Blacklist P Blacklist

A

Whitelist
You explicitly specify which
mailboxes are monitored.

WHHH

2. Click on the plus to add entries.

Please ad o cmment

)
£
g
'\@/‘

N Qae

¢

Access Rights Management. Only much Smarter




Access Rights Management

Configure scans and logga

Exchange Logga Filter Configuration x [

2.
3.

PLEASE SELECT THE DESIRED MAILBOXES

@ Cancel ®j'

Exchange Logga Filter Configuration x I

Summary N, Blacklist
u CH Switch to Whitelist mode 2.

The Blacklist mode is set to on.
1 mailboxes will be exluded by the
Exchange Logga.

95 ees | & Fier 1] 3.

Name
+ Dexter Ward

Cancel ®\ )

il

Please add @ comment

¢

Access Rights Management. Only much Smarter.

Use the search to find desired
mailboxes.

Select the desired mailboxes.
Click "Add".

Klicken Sie auf das "X", um
Eintrdge zu entfernen.

Sie miissen einen Kommentar
eingeben.

Klicken Sie auf "Anwenden", um
Ihre Konfiguration zu speichern.




9.9.4 Filter the Exchange Logga events

Filter out uninteresting events to record only relevant entries. Filtering here means that filtered out events are not
recorded.

This significantly increases the overview and reduces data volumes.

9.9.4.1 Understand the filter principles

The Exchange Logga Filter is designed as a blacklist filter. Blacklist means here: The Exchange Logga records to the
maximum extent. You determine which events are not recorded (discarded).

The filter criteria work additively. An eventis rejected if criterion 1 or criterion 2 or criterion 3 applies, or several
criteria simultaneously.

The filter criteria are not correlated with each other. The events are evaluated by the Exchange Logga one after the
other according to the criteria. In the case of a hit, the event isimmediately rejected and no longer checked,
regardless of whether another criterion has already been evaluated or not.

Example:

If user A is configured as an "action author" filter, all changes made by him in Exchange will be discarded, even if the
actions or roles he has performed are not configured as afilter.
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Configure scans and logga

9.9.4.2 Configure the event filters

o= oo

4 Select a technology below to add a new resource

g Ey Connect-sQL

File server
= Easy Connect - SQL resource

File Server Resource

Easy Connect - CSV
Easy Connect - CSV resource

B Exchange

Exchange Resource
Logga - File Server

Msnitoring a File Server

Domain
o scive Directory Resource
EI Local Accounts
Local Accounts of a server
SharePoint
77 Sharepoint Resource (Farm Based]
2

Logga - Active Directory
Msnitoring an Active Directory

‘, SharePoint
SharePaint

&> Logga - Exchange
B3 Monitoring an Exchange Server

i’ SharePoint Online.
SharePaint Online Site Collection

Microsaft Dynamics NAV
Microsoft Dynamics NAV- access viewer

| @rieer
~
- (XD 5man-demo.com X

oo g server 8man-demo.com (ExchangeOniine) is monitored on SRV-8MAN using account sa-8manscan@8man-demo.com.
onowm  ehmcpave been set. Allmailzas vl be monifored.
Wi connect to Exchange Online by using authentication mechanism Basic.

2

Refresh data all minutes. .

Ready demoadmin @ localhost €1 H

Exchange Logga Filter Configuration X e

SET FILTER CRITERIAS TO LIMIT THE AMOUNT OF DATA COLLECTED BY THE EXCHANGE LOGGA e

Available action authors Filtered out Action author

| @ -Fier

384 | | @ rurer

Name -
&, 2016.03.078enutzer Test (8man-demot\2.test) ~
&£, Aber, Mark (8man-demo\Mark Aber)
8 ADLogga Tester (8man-demo\ATester)
8 Admin Manager (8man-demo\Admin Manager)
9 Administrator (8man-demo\Administrator)
& Alien, Arnold (Bman -demo\Arnold Alien)

¥eX Ander, Cori (8man-demo\Cori Ander)
= Ander, Ole (8man-demo\Ole Ander)
2 Andrea Azubi (8 d drea.Azubi)

8 Aner, Dominik (8man-demo\Dominik Aner)

& Angebrandt, Angie (8man-demo\Angie Angebrandt)

£, Ann Essay (8man-demo\Ann Essay)

8 Anna Lyse (8man-demolAnna Lyse)

8 Anna Ziese (8man-demc\Anna Giese)

& Ansgar Agentor (Bman-demo\AAgentor)

& Anton Admin (8man-demoidemoadmin)

8 Apfel, Adam (8man-demo‘Adam Apfel)

0 Arbeit, Andi (8man-demo\Andi Arbeit)

8 Arm, Armin (8man-demo\Armin Arm)

&, Aroni, Mark (8man-demo\Mark Aroni)

&, Asil, Claire (8man-dema\Claire Asil)

&£, Au Ditor (Bman-demo\Au Ditor)

£, Auditor Manager (8man-demo\Auditor Manager) v

Action author

i

Actions and rules

Hil

Please add a comment

Access Rig

1. The symbolindicates an
Exchange Logga configuration.

2. Click on the link.

Filter events from users.

2. Select one or more users and
drag them to the right column.
Events triggered by these users
are not recorded (blacklist).
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Exchange Logga Filter Configuration Sl 1. Filter events based on specific
login types or actions.

2. Actions (lines) of login types
(columns) with an eye icon are
recorded.

SET FILTER CRITERIAS TO LIMIT THE AMOUNT OF DATA COLLECTED BY THE EXCHANGE LOGGA e

Administrator Delegate m

3. You must enter a comment to

select all / deselect al x X by G v O .
o 5 savej changes to the filter
settings.
l' l l l' FolderBind (@ i
Action author HardDelete © G
MessageBind (D o
poopandiies Move © B x
T‘E’] MoveToDeletedltems (D (] e
o =
SendOnBehalf @ x
SoftDelete © x
spinte © &

Please add a comment

Cancel )
A

W
(S

Access Rights Management. Only much Sma
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9.9.5 Enable/disable the Exchange Logga

_ On the start page of the

Hee - configuration, select "Scans".

4 Select a technology below to add a new resource

Easy Connect - CSV |

g Eosy Connect-sQL B Exchange EI File server
Easy Connect - CSV resource

= Easy Connect - SQL resource Exchange Resource File Server Resource

Domain
) Active Directory Resource

EI Local Accounts Logga - Active Directory > Logga - Exchange Logga - File Server Microsaft Dynamics NAV
P rommarng mbcne ooy || B vameonng ansinge saner g a i s VicoratOpremes - sceswemer || ]

The symbol indicates an
Exchange Logga configuration.

[G D 2. In the desired Exchange Logga

C SKV-OMAN\SULEXpress ~

The resource SRV-8MAN\SQLExpress will be scanned On demand. [..] (More ») co nflg ura tIO n, C/ICk th es WItCh tO

B ) g s x enable the Exchange Logga.

The resource SRVUBUNTU will be scanned On demand. [..]

SharePoint " SharePoint i’ SharePoint Online
¥ Sharepoint Resource (Farm Based) SharePoint SharePoint Online Site Collection

N — = AD Logga events are stored by
The resource 8MATE for Dynamics NAV will be scanned On demand. [..] (More ) defau/tfor 30 days. See Cont[.gure
b3 storage ofscans settings.

ge13. de .local (Exch: 2013) is on SRV-8MAN using account 8man-demo\administrator.
been set. All mailboxes will be monitored.

X X
T exchange server 8man-demo.com (ExchangeOnline) is monitored on SRV-BMAN using account sa-8manscan@8man-demo.com.
Following filters have been set. All mailboxes will be monitored.
The scanner will connect to Exchange Online by using authentication mechanism Basic.
v
Resdy demoadmin @ localhost €1 |

Start |Ogging 5% You must enter a comment.

Proceed in the same way for
Please confirm the 5Start of the deactivation

Exchange Logga with a comment.
The start event will be logged in the SMAN logbook.

Please odd a comment

” '@ Cancel /_:'

s Management. Only much Smarter.
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9.10 Integrate Easy Connect ressources

Configure scans and logga

— Click "Scans" on the 8MAN

~ Select a technology below to add a new resource configuration

File Server CSV Import

Bsy Connect - CSV

E Easy Connect - QL
Easy Connect - CSV resource

Domain
o ncive Directory Resource Easy Connect - SQL resource

Local Accounts
Local Accounts of a server

Logga - Active Directory
++ Monitoring an Active Directory

Logga - File Server
Msnitoring a File Server

g, SharePoint
¥ Sharepoint Resource (Farm Based)

[

= Exchange @ File server
B £change Resource File Server Resource

SharePoint
SharePoint Site Collection

" SharePoint Online. B vSphere.
SharePoint Online Site Collection

VMware vSphere Resource

[ arier

£1)

.com will be

ed On demand [..]

P & ntpssintanet x
The resource http://intranet will be scanned On demand. [..]
L) %
| ] hitpi//portal
Th will b d On demand. [..] e
8 x
| ] SRV-8MAN\SQI Express

The resource SRV-8MAN\SQLExpress will

EE“ demand. Il“‘ i cati ill b
8man-demo\demoadmin on SRV-8MAN .

In case of errors, i.e. if the server is not available due to maintenance, scans will be retried once, The delay between retries is 10 minutes.
The additional properties have

%P&

The resource SRVUBUNTU will be scanned On demand. The

using account &

SRVUBUNTU

will be Scans will b

Scans will be

using account

using account
8man-demo\demoadmin on SRV-BMAN .

In case of errors, i.e. if the server is not available due to maintenance, scans will be retried once. The delay between retries is 10 minutes.
The additional properties have completely been configured.

using account

demoadmin @ localhost €1 [

Additional properties

Configured value.

~ mMssaL
© MssaL

© Oracle sQU

© MysaL

() PostgreSQL

—

Data Source=SRV-8MAN\SQL
Meta data JSON UNC-Filepath [

The SQL connaction string

QLMSSQL

Accounts SQL script UNC-Filepath [
Account Members SQL seript UNC-Filepath  C
Permissions SOL script UNC-Filepath

Resources SQL script UNC-Filepath &

QL\MSSQLVAccounts.sql
QLMSSQL

QL\MSSQL\Resources sl

M

demoadmin @ localhost €]

Access Rights Management. Only much Smarter.

configuration module homepage.

Add an Easy Connect resource.
The configuration is seamlessly
integrated.

Configure a regularly import.

8MAN supports the following SQL-
server:

e Microsoft SQL
e Oracle SQL

e MysQL

e PostgreSQL
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NN ind o detailed documentation on

required CSV-file structure and

License Information Server Status

e example files under "License" in the

8 M A N S configuration module.

Name  Domain  Host 8MAN Component

Customer Protected Networks GmbH 8 demoadmin 8MAN-DEMO srv-8man BMAN
Licensed: Yes £ demoadmin 8MAN-DEMO srv-8man Configuration
Licensed since Thursday, March 8, 2017 3:00 PM

Technologies

Domains 8man-demo.local
User count 800
File server count 10

Active Directory Logga count 8
File server Logga count 8
SharePoint (Web Applications) 8
Exchange Forests 1
vSphere (CPUs) 256

More Technologies

8MATE SharePoint
SMATE SharePoint
BMATE Easy Connect CSV
BMATE Easy Connect SQL
SMATE SharePoint Online

Documentation

Features

~ Easy Connect - SQL
et &= How to documentation
Programming Interface Yes (read and modify) Example SO command fles
Alerts Yes & Fore T
Analyze and Act Yes How to documentation

Example CSV files
Ready demoadmin @ localhost €1 H

Access Rights Management. Only much Smarter.
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10 Alerts

Server Status
License Information

Logged in users: 2

Licensed

Jobs Collectors
summary Configuration
48 Scans 22 Changes 1 Connected
1 Reports 32 More 1 Configured in Total
4 Scheduled 0 Executing All Collectors are Operational
59 Succeeded 40 Failed

[ arier

2

>

B

Resource Configurations,
Loggs, File Server CSV Impart

&.

License
License Information, Server
Status

o]
OO
Change Configuration

Comman Change Settings,
Technology-speciic Change

Open Order
Open Order Resource
Descriptions

Jobs Overview
Job Status, Job Categories

[ahal

Views & Reports
Views & Reports, Bleckist for
Views &Reports

User Management
User Management, Role:
Management

¥.

Collectors
8MAN Collecters Overview and
Configuration

o

Server

GranthMA, Comments, Email,
Storage of Scans, Server Health

Data Owner
Organizational Categories, Data
Owners, Resourcss, Addtional
Group Wizard Settings

f‘\

Alerts Configuration
Activated Alert Sensors.

\-'-
——
~—1
Basic configuration
BMAN Server, SQL Server,
Configuration Status

Configuratians

Check, Server Logging

demoadmin @ localhost €1 HE

Access Rights Management. Only much Smarter.

In the "Alerts" category, activate
and deactivate the alert sensors.
With active alert sensors, you can
create alerts for groups or user
accounts.

Manage alerts in the SMAN user
interface.

You need a license for the SMATE
AD Logga or FS Logga.
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10.1 Enable/disable alert sensors

1. Enable/disable alert sensors.

° Alerts Configuration 2. You must enter a comment.
3. Apply the settings.

Only with active alarm sensors are
2 the alarm configurations effective.

Welcome to the alert configuration
Below you can activate or deactivate the sensors you want to use for alerts,

After changing the settings, a comment for the 8MAN logbook is necessary before you can apply your new settings.

Alert Sensors

Please select the sensor/s for which you want to receive alerts

Activateda  Type Sensor for Credentials Collectors
1 & 8man-demolocal {Bman-demo local) 8 i SRV-8MAN
= SRV-8MAN 8man-demo\administrat:  SRV-SMAN

| Please add @ comment E

Ready demozdmin @ localhost €1 [

Access Rights Management. Only much Smarter.
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10.2 Manage alerts

Background / Value

Adapt alerts to changing conditions or delete unnecessary alert configurations.

Additional Services

Enable alerts for file server directories

Enable alerts for suspected data theft (file server)

Enable alerts for data deletion (file server)

Enable alerts for suspected cases on ransomware (file server)

Run a script after an alert

Step by step process

& Resources Per ounts

Permission Analysis

® Where does a user/group have
access?

User Provisioning

& Accounts & Resources

@ Create new user or group. ‘ @ Edit access rights

® Edit group memberships

Security Monitoring

==l

B3 File server

& Active Directory

‘ @ AD Logga Report

B Exchange

‘ @ Exchange Logga Report

=

® Who made changes?

4

® Who did what, except authorized
users (SoD)?

® Who did what?

@ Dashboard

Multiselection

m Logbook

& Anton Admin +

® Scan comparision

Documentation & Reporting

® Reports overview
® Where has the user/group access?

® Who has access where?

& Active Directory

@ Account Details

@ Inactive accounts

® Local accounts

@ Manager-Employeas.

® OU Members and group
memberships

@ Users and groups (Kerberos, Last
logon)

B Exchange

@ Exchange mailbox permissions

Q) configuration

@ Convert XML import file

@ Report configuration import.

B3 File server

@ All'Authenticated users'
permissions

@ All ‘Everyone' permissions
@ Al users with direct access

® Directories without administrative
owners

@ Permission difference
@ Unresalved SIDs

@ Where have employees of a
manager access (file server)?

@ Who has access through which
permission groups?

Ready

SMAN-DEMOLOCAL ~| & [@ <Latestsean> -] @ | ]

Alerts

1. Select "Start".
2. Click "Manage alerts".

8MAN shows you all alert

Manage alert definitions system-wide.

I & rieer il |
Name - Resource Event Threshold Action
*C-Level” Gruppenmitgliedschaften geandert (8man- . 3 g Send email
Pt et C-Level (8man-dema\C-Level) & Group memberships changed Tinte to Windows event log
. . § o e Send email
‘Domanen-Admins” Gruppenmitgliedsch. geandert D &  Group changed Ececute sript
am Verzeichnis fiir Vertrieb B changesin directory Send email
Send email

Kennwort zuriickgesetzt fur Krise, Christiane:

Konto gesperrt fur Krise, Christiane (8man-demo
\Christiane Krise)

Mégliche Virusattacke auf dem Fileserver fir srv-8man  \\srv-8man

Méglicher Datendiebstahl auf dem Fileserver fiir

\isrv-8man
srv-8man

dit Delete Activate 3

Krise, Christiane (8man-d..\ChristianeKrise)

Krise, Christiane (8man-d...\Christiane Krise)

o Password reset

>

Account locked

[

Changes in file server

[m

Changes in file server

Access Rights Management. Only much Smarter.

Wiite to Windows event log

Send email
Write to Windows event log

Send email

e

5000x / 5Sm  Send email

Close

configurations.

Double click on an entry to adjust
an alert configuration.

Search for an alert configuration.
Turn alerts on or off.

Delete the selected alert
configuration.
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11 Manage 8MAN users

I N Cic "User Management" to create
8MAN-Users and assign roles.

Server Status Jobs Collectors
License Information summary Configuration
Logged in users: 1 45cans 5 Changes 1 Connected 1 Disconnected
0 Reports 15 More 2 Configured in Total
Licensed
4 Scheduled 0 Bxecuting Some collectors are currently not
20 Succeeded 0 Failed operational
[ arier 2

>

Scans
Resource Configurations,
Loggs, File Server CSV Impart

&.

License
License Information, Server
Status

Change Configuration
Common Change Settings,

Technology-speciic Change
Configurations

Data Owner

N 203
= =

Open Order User Management
Open Order Resource User Management, Role: Organizational Cetegories, Deta
Descriptions Management Owners, Resourcss, Addtional

Group Wizard Settings

v x

Alerts Configuration

Jobs Overview Collectors
Job Status, Job Categories BMAN Callectors Overvizw and Adtivated Alert Sensors
Configuration
—
uﬁ — A
—'
Views & Reports Server Basic configuration
Views & Reports, Blackist for GrantA, Comments, Emall BMAN Server SOL Server
Views &Reports Storage of Scans, Server Hesith Configuration Status

Check, Server Logging

demoadmin @ localhost €1 HE
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11.1 Add 8MAN users

_ Use the link to switch between user

e Users and Role Management Mgm and role management (foOW)

?:.::::::3;'“9 R List of accounts which can use BMAN :::'k:‘“s the 8MAN User Management SMAN triggers a ll've req uest from

The BMAN User Management allows you to configure,

| & domai X } [ & Fier 56| which accounts shall be able to log into SMAN and your AD When add,ng an S8MAN

| @ Users @ Groups which festures of BMAN they shall be able to use.

Name A Name e Afersctvating the User Mansgement you cn search User. It is therefore not required to

. forusers and groups - just not built-in groups - on

P e e erform an AD scan prior to addin

Kise, Christiane (BMAN-DEMO\C...| Administrator Directory. By dragging an entry to the right side or p p g
double clicking it you grant that user er group access

PR\ 1o the BMAN. a user.

Anton Admin (8man-dema\dem... | Newly created 8MAN users can do read by default (All

Admin Manager (Bman-demo\A... | Administrator Others). On the right you are able to configure what a
user can do: either just look at data and create

neadmin (BMAN-DEMG\neadmin) | Administrator reports, or additionally change or even administrate

B BMAN. You can also deactivate or delete users from I bl h H .
cradmin (SMAN-DEMO\eradrmin) - [EE RETTg the Access List. You are not able to cut your own A vailaole searci Op tions:

rights.

Users will also be added to the BMAN users lst or ] /f no domain is entered into the

s activated when they log into the BMAN while the User
i lwney - is disabled (default behavior). B
. search field, 8MAN scans the
rak, Ann (8man-demo\Ann Orak)| Data Owner N .
—_ Users will not yet be able to access BMAN when only R R
Data Owner - their primary group has access. domaln th at the reg,stered

Fall, Klara (8man-demchKlara Fall) | Data Owner B In 2 mufti domain environment you might want to

Mel Odic (8MAN-DEMO\Me! Od g B et el o by account IS /O ca ted in .

selecting it in the selection above.

Sam Sales (SMAN-DEMO\Sam.Sa...| Data Owner

Bill Anz (BMAN-DEMO\Bill Anz)

Dirk DataOwner (8man-demo\D...

Rohsoft, Maik (8man-dema\Maik..

Data Owner

Gitta Rensolo (BMAN-DEMO\Gitt.

s T e [f a domain is entered (for
Angebrandt, Angie (8man-demo... | Data Owner - exa mp Ie:
Erkan Alles (8man-demo\Erkan A...| Data Owner N

Ellos, Mark (SMAN-DEMOWMark... | Data Qwner - ”domaif'IZ\anOther. User”), then
8MAN will search that domain.

e Ifa"\"is entered in front of the
user name then 8MAN will search
all licensed domains.

Do Do Do % Do 0o 0o 0o Do Do 0o 0o 0o Oo 0o 0o Oo Bo Bo

Ready demozdmin @ localhost €1 [

When designating a user with change role - such as a data owner - that user initially has access to all
resources. If you want to limit their access further you must do this viathe Daio Owner conticuration.

Once you have found the desired
e Users and Role Management  suich toRole Management useryoucan add him via

e — drag&drop or by dOUble-C/iCking.

How does the SMAN User Management

Available accounts List of accounts which can use BMAN
Credentials for searching man-demo\demoadmin work?
The BMAN User Management allows you to configure,
| Qi 1X | |[& Fiter 56| which accounts shall be able to log into SMAN and
| @ Users @ Groups ‘ which festures of BMAN they shall be able to use.
Name - Name Role After activating the User Management you can search

Hame
|8 Ricky Requester (smn,demu\n.(ky‘mu:ﬂﬂ.l ~  for users and groups - just not built-in groups - on

& Arbeit Andi (BMAN-DEMOVndi...| Administrator the left. The search happens directly on your Active
\g Krise, Christiane (8MAN-DEMO\C...| Administrator Directory. By dragging an entry to the right side or
double dlicking it you grant that user or group access
2 PN to the BMAN.
& Anton Admin (Bman-demo'dern... | Adminstrator Newly created 8MAN users can do read by default (All
8 Admin Manager (Eman-demo\A... | Administrator Others). On the right you are able to configure what a
user can do: either just look at data and create
& neadmin (EMAN-DEMO\neadmin) | Administrator reports, or additionally change or even administrate
) BMAN. You can also deactivate or delete users from
& cradmin (BMAN-DEMOh\cradmin) | Administrator the Access List. You are not able to cut your own
& Sam Sales (SMAN-DEMO\Sam.Sa...| Data Owner | rights.
Bill Anz (SMAN-DEMO\Bill Anz) | Data Owner Users will also be added to the BMAN users list or
ill also be added to th [
T activated when they log into the BMAN while the User
& Dirk DataOwner (8man-demo\D.... | Data Owner is disabled (default behavior).
& Orak, Ann (8man-deme\Ann Orak) | Data Owner - B
—_ Users will not yet be able to access BMAN when only
Rohsoft, Maik (8man-demo\Maik..| Data Owner - their primary group has aceess.
h h
& Fall, Kiara (8man-demo\Kiara Fall) | Data Owner - (9 T D S D T D
2 Mel Oce (MAN-DEMO\Mel Oct.| Data Owner E change the credentials used for the search by
e — selecting it in the selection above.
& Gitta Rensolo (BMAN-DEMO\Git..| Data Owner
&8 C-Level (SMAN-DEMO\C-Level)
& Angebrandt, Angie (8man-demo..
8 Erkan Alles (8man-demo\Erkan A...| Data Owner N
8 Elles, Mari (8MAN-DEMO\Mari. Data Owner N

Ready demozdmin @ localhost €1 [
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11.1.1 Use groups as 8MAN users
You can use AD groups as 8MAN users. The process is identical to adding an 8MAN user.
Please note the following:

1. Nested group structures
By default only direct group memberships are considered. If you would like to resolve any nested levels of group

membership, please contact support. You will find a howto in our support knowledge base in the article "Use
nested groups as an 8MAN user" (support login required). Using complex group structures will increase login
time significantly.

2. Hierarchy of role assignments
By using groups, it is possible to assign several roles to a user. In this scenario the login mechanism verifies role

columns from left to right and uses the first match. There is no combination of roles.

Access Rights Management. Only much Smarter.


https://susi.8man.com/index.php?/Knowledgebase/Article/View/495/0/using-nested-groups-for-the-8man-usermanagemant
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Access Rights Management Manage 8MAN users

11.2 Assign a role to 8MAN users

I 2R (/5 the drop down menu to assign

° Users and Role Management  suich to fole Management a role to an 8MAN user.
E— For more information on how to

Available accounts List of accounts which can use 8MAN HlowdossiheSMAN U scgMang ement defin ero /es p/ease I’efel’en ce th e

Credentials for searching 8man-demo\demoadmin work?

The 8MAN User Management zllows yau to configure, . ..
[ ricy 11X | [ @iy 19156 X | which accounts shall be ableto log into SMAN and Chapter. DeZ ning rO/es.

Users @ Groups which features of 8MAN they shall be able to use.
ich f i hey shall be abl
Name - Name After activating the User Management you can search
5 Ricky Requester (8rman-demo\Ricky Requester} for users and groups - just not built-in groups - on
& Ricy Reguester (8man-demoRic| the left. The search happens directly on your Active

an entry to the right side or

n TS
Full access to BMAN grant that user or group access

Data Owner >
Read, change and create reports

ssers can do read by default (all
u are able to configure what a
look at data and create
change or even administrate
pactivate or delete users from

E not able to cut your own

Users will also be added to the BMAN users list or
activated when they log into the BMAN while the User
Management is disabled (defalt behavior),

users will not yet be able to access BMAN when only
their primary group has access,

In a multi domain environment you might want to
change the credentials used for the search by
selecting it in the selection above.

Ready. demoadmin @ localhost <1 [
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11.3 Define 8MAN user roles

8MAN provides different user role

e Users and Role Management  ssichio e wanagement types (from left to right):
Role Management [ 2 AdminiStratOr-fO/es

Role Management

NN 777728 With the User Roles Management you can define e 5Change-roles
E ; g. :;r;zr:e:ypeo'usersnouldheab\emusewhich

1f:; 1: ¢ e 1Read only-role

1T EEEET] |

E £ =z 5 B 0B g

2 32c843 3533243

- AR L e 1 Manger Role

8MAN Applications o ] Requester Role

Configuration Client
Allows users to use the 8MAN configuration client.

8MAN Application
9 6 o o Allows to use the BMAN client.

e e e The Manager Role can not be
Views - 8MAN-Application

S assigned by the 8MAN user

ee 0000 s et Dty ) ]
000000 | |Amwmm e management. It is assigned by the
cecec @ B, AD attribute "Manager".
olojojojoig ) e W
© 00000 Resources ) .
ccooo Resources with Acive Drectory sccess ights You can change the name of the
©©000 e s A S role by clicking on the pen icon.
Simplified rights management : 7 7
secss et o s g oy i o et e
right enforce the use of P (if enabled).
R E—— : Only the first administrator role
wrewnnovcres S & (left column) can use the user
management.
= @l Use the "check box matrix" to
‘ Users and Role Management s isuss: Mansgemsrt determine which role can use which
a— views and functions.
A R et o condeine Unlicensed views and features are
5 = § which type of user should be able to use which d
R M | fetue. grayed out.
Q022222020

8MAN Applications

Configuration Client

Allows users to use the 8MAN configuration client.
8MAN Application

Allows to use the 8MAN client.

8MAN Web client

Allows to use the web client.

iews - BMAN-Application
fics and iing Active Directory.

Shows users, groups and other accounts in graphical form.

ulti selection

Shows Active Directory in tabular form to allow the selection of multiple objects.
Scan comparison

Allovs BMAN users to compare two scans.

rights.
with Active Di rights.
Show access rights for Active Directory objects in the Resource View.

odify access rights
Shows the access rights of resources and allows modifying them.
Simplified rights management

Ready demoadmin @ localhost €1 [
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— Use the filter to quickly find the

° Users and Role Management  suichto uzer ansgeme desired opt/on
Role Management
lléaui x| I With the User Roles Management you can define
Vi PP PD PP ‘which type of user should be able to use which

feature.

fo T Helpdesk
o User defined
o User defined

o Data Owner
fo HR

Actions - Web client

Pause staff member
Allows users to pause staff members in the web client.

I ¢ e
_ @ Junior Administrator N, |
()
()
()
()
(<)
- © Auditor
| @ 58 Manager defined in AD)
| X requesterempioyes)

Ready demoadmin @ localhost €1 H&

Please note that certain functions require specific access and views.

Forexample:

The functionality "reset user password" requires either the "Accounts" or the "Resource" view.

The changes take effect immediately without requiring users to log in again.

Access Rights Management. Only much Smart
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Access Rights Management

11.3.1 Simplified rights management

_ When activating simplified user

e Users and Role Management management, the user is not able

Switch to User Managemer

FET— to see specific details.

| | | e s e o

: j e é; £ festure This option is suitable for Data

iy i : il g, Owners that are not very technical.
Rl A N =

Views - 8MAN-Application
Dashboard

tics and iing Active Directory.

Accounts
Shows users, groups and other accounts in graphical form.

Multi selection

Shows Active Directory in tabular form to allow the selection of multiple objects.
Scan comparison

Allows SMAN users to compare twe scans.

anagement
Reduce the complexity of access right management, by hiding technical details. The:
8MAN user will be presented with a view that is reduced to the configured access
ht enforce the use of B (if enabled).

ToGBo0K
Shows the events of the SMAN Logbaok.

Server information

Shows various information about the status of the BMAN Server.

Functions - 8MAN-Application
Create new user or group
LA Allows 8MAN users to create users and groups.

..... Delete accounts.

demoadmin @ localhost €1 #

Limitations of simplified rights management:
e The group wizard creates groups and members. The group wizard must be activated when using simplified user
management. It is possible to select this option with deactivated group wizard, however an error message will be

shown.
e The option "apply to all" is not available in the group wizard, meaning that existing direct access rights can not be

turned into group memberships.

e Alist of planned changes is not displayed.
e Only the content of 8MAN groups is displayed. Existing access rights (direct or via other non-8MAN groups) as well
as "Applies to" information (propagation) is not displayed.

Access Rights Management. Only much Smarter.
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12 Change configuration

Manage 8MAN users

Server Status Jobs Collectors
License Information summary Configuration
Logged in users: 1 45cans 5 Changes 1 Connected 1 Disconnected
0 Reports 15 More 2 Configured in Total
Licensed
4 Scheduled 0 Bxecuting Some collectors are currently not
20 Succeeded 0 Failed operational
[ arier 2

>

Resource Configurations,
Loggs, File Server CSV Impart

&.

License
License Information, Server
Status

Change Configuration
Common Change Settings,

Technology-speciic Change
Configurations

ﬁ
Open Order

Open Order Resource
Descriptions

ase
1 1]
see 4
Jobs Overview
Job Status, Job Categories

[ahal

Views & Reports
Views & Reports, Bleckist for
Views &Reports

User Management
User Management, Role:
Management

silia
[
Data Owner

Organizational Categories, Data
Owners, Resourcss, Addtional
Group Wizard Settings

f‘\

Collectors Alerts Configuration
BMAN Callectors Overvizw and Adtivated Alert Sensors
Configuration
—
uﬁ — A
—'
Server Basic configuration
GrantA, Comments, Emall BMAN Server SOL Server
Storage of Scans, Server Hesith Configuration Status

Check, Server Logging

demoadmin @ localhost €1 HE

ts Management. Only much Smarter.

NN Cick on "Change configuration”.

Settings made in "Change
configuration" are only relevant if
your license includes 8MAN
Enterprise.
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Access Rights Management

12.1 Manage Active Directory (AD) change configuration

Y Cick on "Active Directory".

Common Change Settings
Set up technology-independ ions for change actions

Technology-specific Change Configurations

Set up change configurations for each supported technology

S B

w

SharePoint

Active Directory Exchange
Besic change configuration for Exchange malba specific Sharepoint Resource (Farm
Active Directory domains change configurations Based)

e @

SharePoint Site Collection SharePeint Online Site
Collection

demoadmin @ localhost €1 HE

Access Rights Management. Only much Smart
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Change configuration

12.1.1 Configuring new user default settings

_ You can determine default settings

Required properties

SAM account name

Password options

Initial password

© Preset

[Givenname Surname

© Custom

[<givenname}.gsny

For the fictional user "Ulrike User" . g. the following SAM

‘account name will be suggested according to your rule definition:

|Ulrike.User

1n17141P455w8rd

[] Hide password

Generate 3 new password with a length of
characters

The user must change the password at next logan
|| The user cannot change his password
|| The password never expires

LDAP Attributes

Company (company)
Department (department)
Deseription (description)
Display Name (displaynam...
Employee Id (employeeid)
Job Category (employeety...

L4
m]
[m]
v

Given Name (givenname)

Users
v * Attribute - Creation Rule Validation Rule
o Account Expires (account...

« ¢ Common Name (cn) AR 2§

Comment (comment)

8MAN says!

Active Directory Change Configuration

The Active Directory Change Configuration allows you to set default values
that will be used for new users and groups you want to create in 8MAN.

In the first part of this configuration you can define which name creation
rules shall be used for building Common- and SAM-Account Name.
Afterwards you can set the initial password and the password options.
Please note that the password you define here will be used for all new
created user initially. Even though these are only default values that can be
modified in the time of creating a new object in 8MAN.

In the second part you can enabie optional properties for editing when
creating new users as well as new groups.

Ready

Gemoadmin @ localhost €1

Required properties
SAM account name

Users.

Service accounts

Password options

Initial password

1n17141P455ward

[] Hide password

{givennane}.{sn}

For the fictional user "Ulrike User" e. g. the following SAM

account name vill be suggested accarding to your rule definition:

Ulrike.User

Generate 3 new password with a length of

characters

The user must change the password at next logon
|| The user cannot change his password
|| The password never expires

v
«  Account Expires (account...
«  Common Name (cn)
Comment (comment)
Company (company)
Department (department]

Description (description)
Display Name (displaynam...
Employee Id (smployeeid)

Job Category (employeety...

v
=]
O
v

Given Name (givenname)

LDAP Attributes
Users
* Attribute a Creation Rule Validation Rule

AW

8MAN says!

. -
Naming rules

The SAM account name can be preassigned automatically when creating
a new user. Therefore you can define rules that describe whic}

properties shall be used and how they will be combined to create the
SAM account name. There are some frequently used naming rules as
presets that you can select. If you do not find any rule that fit your
needs, you can also define your own ones. There are three different
categories of naming rules that you can define corresponding to user,
administrator and service accounts.

Placeholders

You can use some LDAP attribute as placeholders, to automatically
generate the SAM account name with its values:

{givenname} - the user's given name,

{5n) - the user's surname,

{description} - the description which is associated with the user

The braces inform 8MAN that a placeholder is used inside. In case of
attributes that are not supported or a wrong syntax, you will be notified
by a red highlighting of the input textbox.

Functions

There are also several functions you can use for further modifications to
the attributes. Functions are marked by angle brackets followed by the

argument in round brackets:

<tolUpperCase »(ARGUMENT) - converts the determined argument into

Ready

demoadmin @ localhost <1 P

that are applied to newly created
users in the SMAN GUI.

The naming conventions for user
names can be applied differently
for users, administrators and
service accounts. You can manage
these settings in the appropriate
tabs.

NN Different possibilities for naming

rules are described in the "8MAN

says!" section.
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Change configuration

12.1.2 Selecting available LDAP attributes

Required properties

SAM account name

Password options

[<givenname}.gsny ]

For the fictional user “Ulrike User" e, g, the following SAM
‘account name will be suggested according to your rule definition:

|Ulrike.User |

[C2l| Administrators | Service accounts foalpactord
- 1n17141pes5ward
Preset
= [ Hide passord
[Givenname Surname v]
® Custom R AR

characters

The user must change the password at next logon
[ The user cannot change his password
|| The password never expires

LDAP Attributes

Comment (comment)
Company (company)
Department (department)
Deseription (description)
Display Name (displaynam...
Employee Id (employeeid)
Job Category (employeety...
Given Name (givenname)

LRO0ORARER

Users
v * Attribute - Creation Rule Validation Rule
o Account Expires (account...

« ¢ Common Name (cn) AR 2§

8MAN says!

LDAP attributes

In this section you can select LDAP attributes that are optional for users
and groups. Please select all attributes which shall be configurable when
creating new users and group. Entries that you uncheck here wil not
appear in the Create User/Group overlay in 8MAN.

Ready

Gemoadmin @ localhost €1

Access Rights Management. Only much Smarter.

You can select which LDAP
attributes are available in the
8MAN GUI for the creation of new
users and groups.

Attributes that are marked with a
green check in the first column can
not be deselected.

Attributes with an additional green
check in the second column are
mandatory fields that must be
filled in.

8MAN reads and displays a
standard set of LDAP attributes. If
you would like to use additional
attributes, please contact support.
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Access Rights Management

12.2 File server (FS) change configuration

Y Cick on "File server".

Common Change Settings

Set up tech p ions for change actions
=
®
Authorization Scripting
BMAN administrator Scripting configuration for
autorization for changes with change actions
BMAN

Technology-specific Change Configurations

Set up change configurations for each supported technology

e Ba - R

Exchange File server SharePoint

Active Directory
Besic change configuration for Exchange malba specific File server specific change Sharepoint Resource (Farm
Active Directory domains change configurations configurations and Group Based)

Wizard settings

e @

SharePoint Site Collection SharePeint Online Site
Collection

demoadmin @ localhost €1 HE

Access Rights Management. Only much Smart
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12.2.1 Manage global settings for FS changes

N Cick "Globoal file server

° Change Configuration - File server configuration "in the "Resource"

section.
Rezoiweas © Group Wizard Settings: Configuration successfully loaded.
Vou can set up change configurations and the @ Configuration Cheek:  The configuration is valid.
Group Wizard for each resource.
Please select a resource to setup its change
configuration. Enable Group Wizard [ Enable scheduled removing of access rights (Comfort Feature):
[ Smulate changes only (smuation Earliest run after [ 2 *| day(s) at 1200 am.

mode)

Use following demain groups:
@ local O global O universal O local and global  [] Create global groups within the account domain

Performs an initial check of the access right changes on the affected resources before additional aptions will be provided (e..
Gr
roup Wizard usage or the name of access right groups).

v Access Categories

v Naming Conventions for BMAN Groups

v Blacklist

Ready demoadmin @ localhost €1 #
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12.2.1.1 Basic settings

N Dctermine the basic settings for

° Change Configuration - File server group WiZGfd, comfortfeature and

~ BMAN says! Configuration Status sandbox.
RE=ourees) © Group Wizard Settings: Configuration successfuly loaded.
T ——— e

Group Wizard for each resource.

Basic Settings

Please select a resource to setup its change
configuration. Enable Group Wizard [ Enable scheduled
[ Smulate changes only (smuation Earliest run after [«

mode)

ing of access rights (Comfort Feature):
day(s) at 12:00 am.

Use following demain groups:
@ local O global O universal O local and global  [] Create global groups within the account domain

Performs an initial check of the access right changes on the affected resources before additional aptions will be provided (e..
Gr
roup Wizard usage or the name of access right groups).

v Access Categories

v Naming Conventions for BMAN Groups

g v Blacklist

Ready demoadmin @ localhost €1 #
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Change configuration

12.2.1.1.1 Use the group wizard

° Change Configuration - File server

Vou can set up change configurations and the
Group Wizard for each resource.

Please select a resource to setup its change
configuration.

Resources

~ 8MAN says! Configuration Status
Resources

© Group Wizard Settings: Configuration successfully loaded.

h
O Contgrton e T coguion s i

Basic Settings

Enable Group Wizard [] Enable scheduled removing of access rights (Comfort Feature):
T SO TG STy s ton Earliest run after [ 2 *| day(s) at 1200 am.
mode)
Use following demain groups:
@ local O global O universal O local and global  [] Create global groups within the account domain

Performs an initial check of the access right changes on the affected resources before additional aptions will be provided (e..
Gr
roup Wizard usage or the name of access right groups).

v Access Categories

v Naming Conventions for BMAN Groups

v Blacklist

Ready

demoadmin @ localhost €1 P

Access Rights Management. Only much Smarter.

The group wizard is one of the
most powerful features of SMIAN
Enterprise.

Option disabled

Access rights changes made with
8MAN are written directly into the
ACL (Access Control List). If you do
this with users and not with
groups, this procedure contradicts
Microsoft's recommended best
practices.

Option enabled

8MAN creates permission groups
(8MAN-groups). Users and groups
are then assigned memberships in
these 8MAN groups.
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Change configuration

12.2.1.1.2 Use the simulation mode

Activate the simulation mode to
° Change Configuration - File server preview all p/anned changes, for

example, which groups would be
m‘:’;ﬁp e st e @ Group Wizard Settings: Configuration successfully loaded, crea t_ed YO ucan no t app Iy Ch an ges

h
@ Configuration Cheek:  The configuration is valid.
Group Wizard for each resource.

Basic Settings
Please select a resource to setup its change

configuration. Ensble Group Wizard [] Enable scheduled removing of aceess rights (Comfort Feature):
o ’5':-:::15 changes only (simulation Earliest run after [ 2 *| day(s) at 1200 am.

If you want to execute changes

Use following domain groups:

with 8MAN, the simulation mode
@ local O global O universal O local and global  [] Create global groups within the account domain R
must be deactivated.
Performs an initial check of the access right changes on the affected resources before additional options will be provided (eg.
Group Wizard usage or the name of access right groups).

v Access Categories

v Naming Conventions for BMAN Groups

v Blacklist

Ready

demoadmin @ localhost €1 P

s Management. Only much Smart
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12.2.1.1.3 Use the comfort feature

° Change Configuration - File server

~ 8MAN says!

Resources
Vou can set up change configurations and the
Group Wizard for each resource.

Please select a resource to setup its change
configuration.

Configuration Status
© Group Wizard Settings: Configuration successfully loaded.

Appl;
et ——
Basic Settings

Enable Group Wizard (] Enable scheduled removing of access rights (Comfort Feature):
[ Smulate changes only (smuation Earliest run after [ 2 +| day(s) at 12:00am.
mode)
Use following demain groups:
@ local O global O universal O local and global  [] Create global groups within the account domain

Performs an initial check of the access right changes on the affected resources before additional aptions will be provided (e..
Gr
roup Wizard usage or the name of access right groups).

v Access Categories

v Naming Conventions for BMAN Groups

v Blacklist

Ready

demoadmin @ localhost €1 P

8MAN does not set temporary list permissions.

Access Rights Management. Only much Smarter.

Change configuration

When users register on the
network, their group memberships
are verified and added to the
Kerberos token. When assigning
permissions with the group wizard
via group memberships, they only
become active after the user logs
out of and into the system again.

By activating the "comfort
feature", users temporarily receive
direct access rights. These are
active immediately and are
automatically removed after a
configurable time. This allows the
user to access required resources
immediately without having to log
outand in again.

Users may not be able to navigate to the folders.
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Change configuration

12.2.1.1.4 Set AD group types for the Group Wizard

~ 8MAN says!

Basic Settings
Please specify, whether 8MAN should use
universal, local or global domain groups only or
local and global domain groups as well when
managing rights on the file server with the
Group Wizard. Microsoft suggests using local
domain groups on actual systems (newer than
NT4).

In 3 multi-domain environment the usage of
global groups is recommended only if users do
not need access across domains.

Please note that you can make this choice only
once (before this configuration will be saved for
the first time).

Basic Settings

Enable Group Wizard
[ Simuate changes only (simuation
mode)

[ Enable scheduled removing of access rights (Comfort Feature):

Earliest run after [ 2 ¥ day(s) at 1200 am.

U 'g domain groups:

© local © global O universal © local and global [[] Create global groups within the account domain I

[ Performs an niil check of the access right changes on the affected resources before additional options will be provided (e, Group
Wizard usage or the name of access right groups).

+ Access Categories
~ 8MAN Groups

v Blacklist

Resources

EFile server

rrrrr B srv-8man
Configuration Status
@ Group Wizard Settings: Configuration successfully loaded. No group strategy has been chosen yet.

Appls
@ Configuration Check:  The configuration s valid. PRy
Ready demoadmin @ localhost <1 HE

_ You can configure how group

wizard groups are created.

Once you have
selected a model and
saved the
configuration you can
not change it
anymore.

The different models are described
in the following chapters.

It can be extremely cumbersome to
make any changes to the model
after it has been saved so please
select carefully!

If you do require any changes
please contact support.

More information regarding the use of AD groups can be found on the following pages and from Microsoft.

Access Rights Management. Only much Smarter.
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Access Rights Management Change configuration

12.2.1.1.4.1 Use local AD groups

A->DL->P

A - account (user-account)

DL - domain local group (local AD group)
P - permission

I R | 5)\/AN creates AD groups with
the type local.

Basic Settings Enable Group Wizard [] Enable scheduled removing of access rights {Comfort Feature): 2 . 8M A N a dds th e r eq u I r ed u S er S
Please specify, whether 8MAN should use 5 Simulate changes only (simuation Earliest run after [ 2 ¥ day(s) at 1200 am. .
universal, local or global domain groups only or mode) to th IS g rou p B
local and global domain groups as well when
er\agi’r‘\? n%m;l on |haﬁﬁle seme; with tr;e ‘ AT A O ) . }
roup Wizard. Microsoft suggests using loca . §
o e e o global Ouniverl  © local and global [l Creste global groups within the account domain 3. 8MAN ass igns permissions to

NT4). . .
D e e g o e souesfrs sl opns il b provitd e G file server resources for this
Ina multi-domain enviranment the usage of

global groups is recommended only if users do « Access Categories g rou p .
not need access across domains,

~ 8MAN Groups

Please note that you can make this choice only

once (before this configuration will be saved for v Blacklist
the first tima).
Resources
& File server
rrrrr [ srv-8man
Configuration Status
@ Group Wizard Settings: Configuration successfully loaded. has been chosen yet.
l
© Configuration Check:  The configuration s valid. Aeply
Ready demoadmin @ localhost €] [

Advantages Disadvantages

Users and groups from other domains or forests Membership in a local group requires 40 bytes of
can be a member of alocal AD group and thereby storage in the Kerberos token. This can cause
be assigned permissions. Kerberos token size to be exceeded, especially in

large environments, where users have a large
number of group memberships.

Local AD-groups are only visible and applicable in
their assigned domain.

Access Rights Management. Only much Smarter.




Access Rights Management

12.2.1.1.4.2 Use global AD groups

A->G->P

A - account (user account)

G - global group (global AD-group)
P - permission

Change configuration

Y 1. S\VIAN creates AD groups of the

~ 8MAN says!

Basic Settings
Please specify, whether BMAN should use
universal, local or global domain groups only or

Enable Group Wizard
- Simuate changes only (simuation
mode)

[] Enable scheduled removing of access rights (Comort Feature):

Earliest run after [ 2 ¥ day(s) at 1200 am.

local and global domain groups as well when
managing rights on the file server with the

g ¢ L Use follogigg domain groups:
i e RS e e O local |®igiobat | O universal  © local and global [7] Create global groups within the account domain

domain groups on actual systems (newer than
NT4).

Wizard usage or the name of access right groups).
Ina multi-domain enviranment the usage of
global groups is recommended only if users do

v Access Categories
not need access across domains.

~ 8MAN Groups

Please note that you can make this choice only
once (before this configuration will be saved for
the first tima).

v Blacklist

Resources
EFile server
rrrrr [ srv-8man

Configuration Status

@ Group Wizard Settings: Configuration successfully loaded.
@ Configuration Check:  The configuration is valid.

has been chosen yet

Basic Settings

[ Performs an it check of the access rght changes on the affected resources before additional options wil be provided (e Group

type global.

2. 8MAN adds the required users
to this group.

3. 8MAN assigns permissions to
file server resources for this
group.

Ready

demoadmin @ localhost €] [

Advantages

Disadvantages

Membership in a global AD-group requires 8
bytes of storage space in the Kerberos token.
This is the most "frugal" group-type, in case you
are having issues with Kerberos token limits.

Only users and groups of the assigned domain can
be members of global AD-groups. Therefore this
approach is unsuitable for multi-domain
environments.

Access Rights Management. Only much Smarter.
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Change configuration

12.2.1.1.4.3 Use universal AD groups

A->U->P

A - account (user-account)

U - universal group (universal AD-group)
P - permission

I Y 1. S\VIAN creates AD groups with

~ 8MAN says!

Basic Settings
Please specify, whether BMAN should use
universal, local or global domain groups only or

[] Enable scheduled removing of access rights (Comort Feature):

Earliest run after [ 2 ¥ day(s) at 1200 am.

Enable Group Wizard
- Simulate changes only (simulstion
mode)
local and global domain groups as well when
managing rights on the file server with the
Group Wizard. Microsoft suggests using local
domain groups on actual systems (newer than
NT4).

Use following domain grouge

O'local © global © local and global [] Create global groups within the account domain

Wizard usage or the name of access right groups).
Ina multi-domain enviranment the usage of
global groups is recommended only if users do

v Access Categories
not need access across domains.

~ 8MAN Groups

Please note that you can make this choice only
once (before this configuration will be saved for
the first tima).

v Blacklist

Resources
EFile server
rrrrr [ srv-8man

Configuration Status

© Group Wizard Settings: Configuration successfully loaded. No group strategy has been chosen yet.
@ Configuration Check:  The configuration is valid.

Basic Settings

[ Performs an it check of the access rght changes on the affected resources before additional options wil be provided (e Group

the type universal.

2. 8MAN adds the required users
to this group.

3. 8MAN assigns permissions to
file server resources for this
group.

Ready

demoadmin @ localhost €1 H&

Advantages

Disadvantages

Membership in a universal group requires 8 bytes
(foreign domain) or 40 bytes (own domain) of
storage in the Kerberos token. A universal group
can be a member on foreign domains as long as
these belong to the same forest. Itis therefore
possible to use a group in multiple domains
within the same forest.

Universal AD-groups may not have local AD-
groups as members. Nested grouping (parent -
child relationships) are part of this restriction.
Universal groups can not be used across multiple
forests. Therefore this approach is unsuitable in
multi-forest environments.

Access Rights Management. Only much Smarter.
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12.2.1.1.4.4 Use local and global AD-groups

A->G->DL->P

A - account (user-account)

G - global group (global AD-group)

DL - domain local group (local AD-group)
P - permission

Consider all groups created by the group wizard as file server resource groups. You should not use these groups for
other purposes (for example: VPN access).

1. 8MAN creates a group of the

type global for users.

Basi Setings ER— T — 2. 8MAN adds the desired users to
Please specify, whether SMAN should use [ Simuate changes only (simuation Earliest run after [ 2 ¥ day(s) at 1200 am.
universal, local or global domain groups only or mode) th e g IO b a l g rou p .

lacal and global domain groups as well when
managing rights on the file server with the
Group Wizard, Microsoft suggests using local
domain groups on actual systems (newer than
NT4).

Use following domain groups:
Olocal © global O universal

CISRR————— 3. 8MAN creates another group of

- Performs an sl check o the accesa right changes on the sfected resources before edtonsl options willbe provided (eg. Group t h e ty p e /O ca /

Wizard usage or the name of access right groups).

Ina mutti-domain environment the usage of

e R 4. 8MAN nests the group. The
R L NN, global group (child) becomes a
once (before this configuration will be saved for v Blacklist

s member of the local group
(parent).

Pl server 5. 8MAN gives the local group

v BMAN Groups

rrrrr o access rights to file server
resources.
Example
"Sam Sales" (A) ->
"g_fs01 share01 sales_md" (G) ->
B - "l fs01_share01_sales_md" (DL) ->
T

permission (P) "Modify" on the
folder "Sales".

Access Rights Management. Only much Smarter.
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Basic Settings
Please specify, whether BMAN should use
universal, local or global domain groups only or
local and global domain groups as well when
managing rights on the file server with the
Group Wizard. Microsoft suggests using local
domain groups on actual systems (newer than
NT4).

Ina multi-domain enviranment the usage of
global groups is recommended only if users do
not need access across domains.

Please note that you can make this choice only
once (before this configuration will be saved for
the first tima).

Resources
EFile server
rrrrr [ srv-8man

~ 8MAN says!

Basic Settings

Enable Group Wizard
- Simuate changes only (simuation
mode)

[] Enable scheduled removing of access rights (Comort Feature):

Earliest run after [ 2 ¥ day(s) at 1200 am.

Use following domain groups:
Olocal O global O universal

[ Performs an it check of the access rght changes on the affected resources before additional options wil be provided (e Group
Wizard usage or the name of access right groups).

v Access Categories
+ 8MAN Groups

v Blacklist

Configuration Status

@ Group Wizard Settings: Configuration successfully loaded.
@ Configuration Check:  The configuration is valid.

has been chosen yet

demoadmin @ localhost €] [

Change configuration

Option enabled (recommended)

The global group is created in every
domain that members are located
in (this including possibly multiple
times). Only by activating this
function can you assign access
rights across multiple domains.

Option disabled

The global group is only created in
the domain that the resource is
located in. In this scenario it is not
possible to assign access rights
across multiple domains.

Advantages Disadvantages

The A-G-DL-P-principle ensures a variety of
different options and approaches in multi-
domain and multi-forest environments.

Users require two or more group memberships
for their permissions. Therefore this approach
may lead to issues with token size.

Access Rights Management. Only much Smarter.
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12.2.1.1.5 Activate/deactivate an initial test

NN Option enabled:

The group wizard will determine all

;::E;;:'::Z ;;';’;Z i"ﬂ‘_’;:g:,:ﬂ'::”“t 2 a Enable Group Wizard [] Enable scheduled removing of access rights (Comfort Feature): req UI red S tep S f O r a Ccess rl g h ts
ChrElE e R e A ) Simulate changes only (simuiation Earlest run after [ 2 ] day(s) at 1200 am.

as well as after how many days and at what =) Changes in the SMAN GU/

time the writing shall start,
Use following domain groups:

Automatic workflow mode Chd Chd Comr) Qb [ ner e immediately after clicking on

Please activate the automatic mode here, to A BT — e —— S—— HA I n

e R s e e rforms an infalcheck of the access rght changes on the afected resources before additionaloptions wil be provided (eg.Group | p p y .
{ Wizard usage or the name of access i

Server automatically after you have pressed

the "Apply* button in the Access Rights view.

v Access Categories
If you disable the automatic mode, you will

have to press the "Next” button to get the ~ 8MAN Groups
changes list form the server but you will be
able to make changes to the Group Wizard

Option disabled:
T Before determining the required
e ’ changes, a dialog box will open,
a:i;:,:; allowing you to make changes to
group wizard options.
This can save a lot of time,
especially if you want to perform
complex access rights changes with
non-standard group wizard
options.
i

Ready demoadmin @ localhost <1 HE

v Blacklist
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Change configuration

12.2.1.2 Select access categories available in SMAN

8MAN summarizes the access rights combinations available in Microsoft environments. This allows for a
simplification of access rights assignment.

Back

~ 8MAN says!

Access Category Tag

Here you can configure access categories that
will be used when modifying access rights in
8MAN, Enabled categories you will find in the
“Medify access rights” represented by columns
or rows.

There you can easily change the access rights of
users and groups via drag and drop.

For each category you can alse defing,
- which indicator should be added to the default
names of related BMAN groups

- whether administrators as well as

- all non-administrators can use it in SMAN.

Resources
EIFile server
& srv-8man

Enable Group Wizard 7] Enable scheduled removing of access rights (Comfort Feature):
[ Simuate changes only (simuation Earliest run after [ 2 ¥ day(s) at 1200 am.

mode)

Use following domain groups:

©local O global O universal © local and global Create global groups within the account domain

Performs an initial check of the access right changes on the affected resources before additional options will be provided (e.g. Group
Wizard usage o the name of access right groups).

~ Access Categories
E F] o £
© 1 H
g 2 g :
§ E _§ ]? % B & %
¥ & caegon 2 2 & & 5 8 ropgiton Ty
01 Ful contol YIS SYSY OB e ]
o B Modiy Y Y4 DED
[0 O Restrictad Modify v ¢ OED [me ]
Read & execute Y « OoD
0 O Read 4 oen |
0O O wiite 4 [=L]u} w ]
) O tistfoldr contents v os
[ O Traverse folder B Idtf

~ 8MAN Groups

v Blacklist

Configuration Status

& Group Wizard Settings: Configuration successfully loaded. No group strategy has been chosen yet.
Apply

@ Configuration Check:  The configuration is valid.

demoadmin @ localhost €1 P

Back

g
&

~ 8MAN says!

Access Category Tag

Here you can configure access categories that
will be used when modifying access rights in
BMAN. Enabled categories you willfind in the
"Modify access rights* represented by columns
or rows,

There you can easily ehange the access rights of
users and groups via drag and drop.

For each category you can also define,
- which indicator should be added to the default
names of related VAN groups

- whether administrators as well as

- all non-administrators can use it in BMAN. ] P
E k- y 5
< 4 £
5
L I
3
M 2835 2%
¥ &fcarcoory 2 3 & & = 8 Popagaton  Tag
Offut conra YIS DED
Resources sty YY¥ Y DOsD
[ m— [ O Restricted Modify DA 2K 4K A =] [m ]
rrrrr B srv-8man ead & exccute ¢ ¢ « DeD
[ Ofread "4 Ben |
O Ofpwrite 4 =]} w ]
[ O uist folder contents ¢ o®
O O raverse folder ¢ O
—
v 8MAN Groups
v Blacklist
Configuration Status
@ Group Wizard Settings: Configuration successfully loaded. No group strategy has been chosen yet.
Ready demoadmin @ localhost €1 HE

Basic Settings

Ensble Group Wizard [ Enable scheduled removing of accass rights (Comfort Featurs):
[ Simuste changes only (smulstion Earliest run after [« 2] day(s) at 1200 am.

mode)

Use following domain groups:

@ local O global Ouniversal  © local and global [¥] Create global groups within the account domain

Performs an initial check of the aecess right changes on the affected resourees befare additional aptions will be provided (e.g. Group
Wizard usage or the name of access right groups).

~ Access Categories

Access Rights Management. Only much Smarter.

Select the access category that you
would like to make available in
8MAN.

Selected access categories will then
be visible as columns in the SMAN
GUI.

If you would like to clean up the
access rights situation on your file
server(s) in one fell swoop and
manage hundreds or even
thousands of folders
simultaneously you should consider
8MATE clean!.

For more details on this service
please refer to the following section
of the 8MAN user manual:
Replacing divergent access rights
on afile server.

Determine which access categories
should be available for which
8MAN-user roles.

You can configure these settings so
that the administrator role can
manage different access categories
than the other SMAN-user roles.
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Access Category Tag

Here you can configure access categories that
will be used when modifying access rights in
8MAN, Enabled categories you will find in the
“Modify access rights” represented by columns
or rows.

There you can easily change the access rights of
users and groups via drag and drop.

For each category you can also define,

- which indicator should be added to the default
names of related BMAN groups

- whether zdministrators as well as

- all non-administrators can use it in 8MAN.

~ 8MAN says!

Basic Settings

Enable Group Wizard 7] Enable scheduled removing of access rights (Comfort Feature):
O Simulate changes only (simulation Earliest run after [ 2 ¥ day(s) at 1200 am.

mode)

Use following domain groups:

®local O global Ouniversal O local and global [W] Creste global groups within the account domain

]

Performs an initial check of the access right changes on the affected resources before additional aptions will be provided (e.g. Group
Wizard i
jizard usage or the name of access right groups).

~ Access Categories

-
g 3 y §
< 4 £
g ¢ = g g
) 5 5
2 2 2
I A
¥ & caegoy 2 2 & & = 5 popagation  JTag
O Full control A A A A A =t-ls)
Resources Modify LK 2K K Al =L3¢]
e — [ O Restricted Modify SIS DeD me |
rrrr B srv-8man Read & execute ¢ ¢ « oen
O O Read 4 oen ]
0 O write 4 Boen w ]
[ [ vistfolder contents ¢ o=
[ O Traverse folder « B Idtf
~ 8MAN Groups
v Blacklist
Configuration Status
© Group Wizard Settings: Configuration successfully loaded. No group strategy has been chosen yet.
@ Configuration Check:  The configuration is valid.
Ready demoadmin @ localhost €] [

s Management. Only much Smart

Change configuration

Determine the abbreviations for
the individual access categories.
The abbreviations can also be used
for the naming convention of

EMAN-groups.

Default abbreviations have the
following significance:

fc- full control

md - modify

mx - restricted modify

re - read & execute

r-read

w - write

Id - list directory

Idtf - list directory this folder (only)
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Change configuration

12.2.1.2.1 Restricted modify

— Restricted modify is a special

~ 8MAN says!

Access Category Tag

Here you can configure access categories that
will be used when modifying access rights in
8MAN, Enabled categories you will find in the
"Modify access rights* represanted by columns
or rows.

There you can easily change the access rights of
users and groups via drag and drop.

For each category you can also define,
- which indicator should be added to the default
names of related BMAN groups

- whether administrators as well as

- all non-administrators can use it in BMAN.

Basic Settings

[ Enable scheduled removing of access rights (Comfort Feature):

Earliest run after [ 2 ¥ day(s) at 1200 am.

Enable Group Wizard
[ Simuate changes only (simuation
mode)

Use following domain groups:

© local © global O universal ) local and global Create global groups within the account domain

Performs an initial check of the access right changes on the affected resources before additional options will be provided (e.g. Group
Wizard usage or the name of access right groups).

~ Access Categories

£
§ 4 F £
g 5 g g
£ G £ H
g 2 i85 522
¥ & cotegoy 2 2 & & = 8 popgation  Tag
O Full control Y¢S DED e ]
[l O Modify f f f f f B0 md
Restricted Modify v V¥ D020 e j
Read & execute ¢  BED re
[J O Read < oen |
O O write %4 Bsn w ]
[ O List folder contents ¢ O
[ O Traverse folder B It

~ 8MAN Groups

v Blacklist

Configuration Status

® Group Wizard Settings: Configuration successfully loaded. No group strategy has been chosen yet.
@ Configuration Check:  The configuration is valid.

Apply

Ready

Gemoadmin @ localhost €1

combination of permissions where
users have modify rights to folders
and sub-folders but are not able to
delete this folder (keep it as parent
forinheritance).

Three permission are assigned:

e Modify (applies to: this folder,
subfolders and files)

e Deny Delete (applies to: this
folder only)

e Delete (applies to: subfolders and
files)
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12.2.1.2.2 Traverse folder

NN ' Traverse folder is a special

NN combination of access rights where
.
the user only has rights to traverse

Access Category Tag @ Group Wizard Settings: Configuration successfully loaded.
Here you can canfigure access categories @ Configuration Check:  The configuration is valid. . . )
the folder for navigation (Applies

that will be used when modifying access
‘ .
fepesented by <ol v, 2 Sl roup Wiz ]t v o e g (Cmfort et to: this folder only).

rights in 8MAN. Enabled categories you will Basic Settings
find in the "Modify access rights"

There you can easily change the access Simulzte changes only (simulation Earliest run after [« 2 *|d: t 12:00
drop.

For each category you can also define, e

~ which indicator should be added to the @local O global Quniversal O localand global [ Create global groups within the account domain Thl.s access Category is not V/'s/'b[e to

default names of related 8MAN groups
- whether administrators as well as Performs an initial check of the access right changes on the affected resources before additional aptions wil be provided (&.g.

- all non-administrators can use it in 8MAN. Group Wizard usage or the name of access right groups) users [f S8MAN man ages /ISt ri h ts
~ Access Categories automatically.

Resources . 2
& g
SFile server g 2 H £
,,,,, “vbman | E 0§
]
3L EE
¥ & cocgony 22 & 2 S 8 bopogation T
) 07 ol contel YIS LYY OED
V] ¥ Modiy LA A A=
[ [ Restricted Modify vS S DD [m ]
Read & execute 7 U Al=1=]s}
L] O Read "4 o®n
0 O wiite 4 =18
[J [ List folder contents ¢ B
|00 O Treverse foider ¢ O

~ 8MAN Groups

v Blacklist

Gemoadmin @ localhost €1

Ready

s Management. Only much Smart




Access Rights Management

Change configuration

12.2.1.3 Define 8MAN group names

I Y -/ mine how names of SMAN

e

8MAN Groups nable Group Wizard [ Enable scheduled
Selecting this option the complete path - Simulate changes only (simulation
including the server- and share name will be mode) ; ;

e Please note the preview in the
In the section Group Name Defaults you can .

:S::ﬂ:";:’:“;ﬂ"::i :::_‘5:;2:"‘:9‘2‘“‘2 " @local © global Ouniversal  © local and global [¥] Create global groups within the account domain b [o] tto ms ectl on.
the server name or share name should be part of

the group name or not. You can also define
which levels of the path should be part of the
group name. This part of the group name you
an overwrite while using the Group Wizard.

groups are build.

ing of access rights (Comfort Featur):
day(s) at 1200 am.

Use following domain groups:

erforms an initial check of the aecess right changes on the affected resourees befare additional aptions will be provided (e.g. Group
izard usage or the name of access right groups).

+ Access Categories

~ 8MAN Groups

Group-specific characters
DG\cbalgmups D Local groups D Universal groups. D List groups |:| Delimiter
[1st | List group Suffix

Path usage in group names
Resources

© Complete path © All directories

CIFile server
5 srv-8man © Path relative to server © limittothe fist ~ [+ 1 | directories
O Path relative to share @ Limit to the first |4

directories

Name format:

[ istBemem | [ 2nd Element | [ ahpemem |
Group dentifer |- Group Prefix [+ ccess categery g [ 7
O update names of MAN groups when

@ The user is allowed to change the name of the 8MAN group, when performing an access right change.
Preview:

§_8GP_Share_Folder]_Folder2_Folder3_Folderd_fc

v Blacklist

Configuration Status

@ Group Wizard Settings: Configuration successfully Ioaded. No group strategy has been chosen yet.

Appl;
O Conaion o T cofpsion s

Ready

Gemoadmin @ localhost €1

Access Rig
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12.2.1.3.1 Change 8MAN group names automatically

Change configuration

By default 8MAN group names are build according to the defined naming convention.

8MAN Grou|

All levels of the path will be displayed in the
group name.

In the section Group Name Defaults you can
define the format which is used for the path
element of the group name. You can define if
the server name or share name should be part of
the group name or not, You can also define
which levels of the path should be part of the.
group name. This part of the group name you
can overwrite while using the Group Wizard.

Basic Settings

Enable Group Wizard [ Enable scheduled removing of access rights (Comfort Feature):
o 2:.:1719 changes only (simulation Earliest run sfter [ 2 ¥ day(s) at 1200 am.

Use following domain groups:

@local O global Ouniversal O local and global [¥] Creste global groups within the account domain

Performs an initial check of the access right changes on the affected resources before additional options will be provided (e.g. Group
Wizard usage or the name of access right groups).

v Access Categories
» BMAN Groups

Group-specific characters
Dﬁ\nbalgmups D Local groups D Universal groups D List groups.
List group Suffix

Path usage in group names

[ peiimiter

© Complete path ® All directories
© limittothe fist -~ [« 1 )| directories

© Limit to the first and the last| directories

© Path relative to server

© Path relative to share

Name format:

(ondement | [
Group Prefix [ =

(—TetBemert | (Do) T
Sl oo ]

It update names of existing 8MAN groups when I

@ The 8MAN group name cannot be customized by the user.
Preview:

g_8GP_Share_Folder!_Folder2_Folder3_Folderd_fc

v Blacklist

Configuration Status
© Group Wizard Settings: Configuration successfully loaded. No group strategy has been chosen yet.
Apply

@ Configuration Checke  The configuration is valid.

~ 8MAN says!

Ready

demoadmin @ localhost <1 2

Option enabled:

When changing folder names,
8MAN-groups are automatically
renamed the next time access
rights are changed (except list
groups).

Users are not able to change the
name of the S8V AN-group in the
8MAN GUI.

Option disabled:

When changing folder names,
8MAN-groups are not
automatically renamed.

Users are able to change the name

of the 8MAN-group in the SMAN
GUI.
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Change configuration

12.2.1.4 Blacklist - Exclude users and groups from use

NN Dctermine which users and groups

are excluded from usage within

Blacklist

8MAN for granting and removing
Enable Group Wizard [] Enable scheduled removing of access rights {Comfort Feature):
The Blacklist allows you to define users and

[ Simulate changes only simulation

+] dayts) at 1200 am.
groups whoose access rights you will not be able mode) access.
to manage within SMAN. You may either search
for a specific user name or just enter the SID of g
ENTEEITL @local © global Ouniversal O local and global [w/] Create global groups within the account domain
Performs an initial check of the access right changes on the affected resources before additional options wil be provided (e.g. Group
Wizard Usage or the name of access right groups).

v Access Categories

v 8MAN Groups

~ Blacklist

Credentials for searching 8man-demo\sa-Bman

Available users/groups/Well-known SIDs: The blackist contains the following entries:

| Qsearcn [@ricer el

Resources

| @ Users @ Groups I @ Intemal entries @ Custom entries ‘

5 srv-8man Name - Name -

& Administrator

@ BUILTINVAccount Operators

& BUILTINAdministrators

@ BUILTIN\Backup Operatars

@ BUILTIN\Domain

@ BUILTIN\Guests

@ BUILTIN\Network Configuration Operators

@ BUILTIN\Power Users

@ BUILTIN\Pre-Windows 2000 Compatible Access
@ BUILTINPrint Operators

@ BUIL

Remote Deskiop Users

@ Aiso search for well-known SIDs.

@ Eestore d;ﬁ:un entries (<]

Configuration Status

@ Group Wizard Settings: Configuration successfully loaded. No group strategy has been chasen yet.

Appl
8 Conturtin kT conganion vl

Ready

demoadmin @ localhost <1 P
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12.2.1.4.1 Add entries to the blacklist

Blacklist

The Blacklist allows you to define users and
‘groups whoose access rights you will not be able
to manage within 8MAN, You may either search
for a specific user name or just enter the SID of
an account.

Resources

2 File server
rrrrr & srv-8man

Ready

~ 8MAN says!

Basic Settings

Enable Group Wizard
Simulate changes only (simulation
m] mode)

[] Enable scheduled removing of access rights (Comort Feature):

Earliest run after [ 2 ¥ day(s) at 1200 am.

Use following domain groups:

©local O global O universal © local and global Create global groups within the account domain

Performs an initial check of the access right changes on the affected resources before additional options will be provided (e.g. Group
Wizard usage or the name of access right groups).

v Access Categories

v 8MAN Groups

~ Blacklist

Credentials for searching 8man-demo\sa-8man
Availzble users/groups/Well-known SIDs:
Q_ search |
@ Users @ Groups

blacklist contains the following entries:

@ internal entries @ Custom entries ‘

Name -
& Administrator ~
@ BUILTINVAccount Operators
& BUILTINAdministrators
@ BUILTIN\Backup Operators
@ BUILTIN\Domain
@ BUILTIN\Guests
@ BUILTIN\Network Configuration Operators
@ BUILTIN\Power Users
@ BUILTIN\Pre-Windows 2000 Compatible Access
@ BUILTINPrint Operators

@ BUILTIN\Remote Desktop Users .

Configuration Status
@ Group Wizard Settings: Configuration successfully loaded. No group strategy has been chosen yet,
Apply

& configuration Check:  The configuration is valid.

@ Aiso search for well-known SIDs.

@)  Bestoredefauit entres

demoadmin @ localhost <1 P

Blacklist

This list shows all users, groups or well-known
SIDs that fit your search input and that you can
add to the Blacklist.

Ready

~/

able Group Wizard [ Enable scheduled removing of access rights (Comfort Feature):
e changes only (simulation Earlest run after [_2 ] day(s) at 1200 a.m.

St
mode)

m}

Use following domain groups:

@ local ©global Ouniversal O 'local and global ] Create global groups within the account domain

Performs an initial cheek of the access right changes on the affected resources before additional options will be provided (e.g. Group
Wizard usage or the name of access right groups).

~ Access Categories
~ 8MAN Groups
~ Blacklist

Credentials for searching 8man-demo\sa-Bman
Available users/groups/Well-known SIDs:

| Q david

I @ Users @ Groups.

The blacklist contains the following entries:
x| | @i

| I @ internal entries @ Custom entries ‘

Name -
& Administrator "

Select all

Copy

@ BUILTIN\Network Configuration Operators

@ BUILTIN\Power Users

@ BUILTIN\Pre-Windows 2000 Compatible Access
@ BUILTIN\Print Operators

Remote Deskiop Users

v

Configuration Status
@ Group Wizard Settings: Configuration successfully loaded. No group strategy has been chosen yet.
Apply

@ Configuration Check:  The configuration is valid.

© Also search for well-known SIDs.

demoadmin @ localhost €1 [#

Access Rig

Management. Only much Smarter.

Change configuration

1. You can determine which

domain is searched based upon
the login credentials. By default
the credentials from the basic
configuration are used.

When searching for users and
groups a "live-request" is sent
to the Active Directory. This
search works independently of
existing AD scans. The search
only works in licensed domains.

Available search options:

e I[fno domain is entered into the
search field, the domain is
selected based upon the
credentials.

e /[f a domain is entered (for
example:
,domain2\another.user"), SMAN
will search that domain
(domain2)

e Ifyou entera "\" before the user
name, 8MAN searches all
licensed domains.

To add a user or group to the
blacklist you can:

Double-click
Use drag&drop

Right-click on the object and
select from the context menu

Use the green plus icon
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12.2.1.4.2 Remove entries from the blacklist

Filter the entries and remove the
desired entry by:

Blacklist [] Enable Group Wizard Enable scheduled removing of access rights (Comfort Feature): (] R I g h t' C I I Ck I n g O n th e O b _I e Ct (Jn d
This list shows all entries that are actually Simulate changes only (simulation Earliest run after day(s) at 1200 am. .
] selecting fro the context menu.

contained in the Blacklist.

Use following domain groups:

® local ) global O universal © local and global [] Create global groups within the account domain [ ] DrCIg & dI'Op On tO the rECyCIe bln
B g b o f e g s e icon or the red X icon.

~ Access Categories

~ 8MAN Groups

~ Blackiis Please note that default entries
Crodentins o secingSontofensec S with the "internal” type can not be

Available users/groups/Well-known SIDs: The blackist contains the following entries:

[ ] [@ams L i removed.

Resources. |°u§grs @ Groups ‘ @ Internal entries @ Custom entries

EIFile server
g Name - Name -
rrrrr srv-8man
& BMAN service (8man-demo\sa-8man) ~ I @ David Buckley (8man-demo\DBuckley) I
2 8MAN-complete (man-demo\8MAN-complete) T Selectall CtrleA
& Abott, Peter (Bman-demo\Peter Abott) Paste CuiV
& Access Control Assistance Operators (bulltin\Access Control Assi
& Account Operators (BUILTINVAccount Operators)
& Account Operators (builtin\Account Operators)
8 adadmin (8man-demo\adadmin)
& Adam French (man-demo\AFrench)
& Administrator (3man-demo\Administrator)
& Administrator (Administrator)
8

Adam )
O ———

@ Riso search for well-known SIDs. 0 Restore default entries.
Configuration Status
© Group Wizard Settings: Configuration successfully loaded. No group strategy has been chosen yet.
@ Configuration Check:  The configuration s valid. Aeply

Ready demoadmin @ localhost €1 HE

v

Access Rights Management. Only much Sm
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Change configuration

12.2.1.4.3 Restore default blacklist entries

~ 8MAN says!

Blacklist

The Blacklist allows you to define users and
groups whoose access rights you will not be able
to manage within BMAN. You may either search
for a specific user name or just enter the SID of
an account,

Resources

Ready

Basic Settings

[ Enable Group Wizard [] Enable scheduled removing of access rights (Comfort Feature):
Simulate changes only (simulation *] day(s) at 12:00 am.

Use following domain groups:

@ local O global O universal © local and global [_] Create global groups within the account domain

Performs an initial check of the aceess right changes on the affected resources before additional options will be provided (e.g. Group
Wizard usage or the name of access right groups).

v Access Categories
v 8MAN Groups
~ Blacklist

Credentials for searching 8man-demo\sa-8man

Available users/groups/Well-known SIDs: The blackist contains the following entries:

[ Qsearn | E3 = |

| @ Users @ Groups ‘ I @ Internal entries @ Custom entries ‘
Name - Name -

& Administrtor ~

@ BUILTINVAccount Operators
& BUILTINVAdministrators

@ BUILTIN\Backup Operators

@ BUILTIN\Domain

@ BUILTIN\Guests

@ BUILTIN\Netweork Configuration Operators

@ BUILTINWower Users

@ BUILTINPre-Windows 2000 Compatible Access
@ BUILTIN\Print Operators

@ BUILTIN\Remote Desktop Users

© @
Configuration Status
& Group Wizard Settings: Configuration successfully loaded. No group strategy has been chosen yet.
Apply

@ Configuration Check:

@ Also search for well-known SIDs.

The configuration is valid.

v

demoadmin @ localhost €1 HE

~ 8MAN says!

Blacklist

The Blacklist allows you to define users and
groups whoose access rights you will not be able
to manage within BMAN. You may either search
for a specific user name or just enter the SID of
an account,

Resources

Ready

Basic Settings

[ Enable Group Wizard [] Enable scheduled removing of access rights (Comfort Feature):
Simulate changes only (simulation *] day(s) at 12:00 am.

Use following domain groups:

@ local O global O universal © local and global [_] Create global groups within the account domain

Performs an initial check of the aceess right changes on the affected resources before additional options will be provided (e.g. Group
Wizard usage or the name of access right groups).

v Access Categories
v 8MAN Groups
~ Blacklist

Credentials for searching 8man-demo\sa-8man

Available users/groups/Well-known SIDs: The blackist contains the following entries:

[ X search | [ & 5039 |
| @ Users @ Groups ‘ @ Internal entries () Custom entries | ‘
Name - Name -

Administrator
BUILTINVAdministrators
CREATOR OWNER
Logon Session

NT AUTHORITY\SYSTEM

(<]

Configuration Status
& Group Wizard Settings: Configuration successfully loaded. No group strategy has been chosen yet.
Apply

@ Configuration Check:

@ Also search for well-known SIDs. 0 Restore default entries

The configuration is valid.

v

demoadmin @ localhost €1 HE

In factory settings the blacklist
contains 39 default entries. These
are Microsoft built in/predefined
accounts and should not be used in
conjunction with 8MAN.

You are able to remove and restore
the entries with the green dot. This
may be required if you need to
remove "Everyone" access rights,
forexample.

When restoring the blacklist only
the removed standard entries are
added again. Any individual
additional entries remain stored in
the blacklist.

"Internal entries" are marked with
a lock and gray font and can not be
removed.
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12.2.2 Apply global file server configuration

~ 8MAN says!

Naming Conventions for SMAN
Groups

Here you can configure the defaults for
automatically generated 8MAN groups.

These include the symbols of the individual
components, separators, restrictions (of paths,
URLS, etc) and the format of the group name.

This format describes the composition of the
individual components which can be fully
configured,

A preview below provides you an example of
how the generated BMAN groups will look like
with your configuration.

Resources

B Global file server configuration 2
@ & srv-8man &

Configuration Status

© Group Wizard Settings: Configuration successfully loaded.
@ Configuration Cheek:  The configuration is valid.

Basic Settings

Enable Group Wizard [] Enable scheduled
[ Simolate changes only (smulation Earfiest run after [ ¢
mode)

ing of access rights (Comfort Feature):
day(s) at 12:00 am.

Use following demain groups:
@ local O global O universal O local and global  [] Create global groups within the account domain

Performs an initial check of the access right changes on the affected resources before additional aptions will be provided (e..
Gr
roup Wizard usage or the name of access right groups).

v Access Categories

v Naming Conventions for BMAN Groups

v Blacklist

Ready

demoadmin @ localhost €1 P

Change configuration

Y /o1 must confirm changes in the

° Change Configuration - File server

global file server configuration by
clicking "Apply".

If you click "Back" instead, no
changes will be applied.
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12.2.3 Add FS-specific change configurations

You can configure specific settings for each file server:

o the account used to make the changes,

¢ in which domain the 8MAN groups are stored,

e the Group Wizard Settings (Zugriffskategorien, Gruppennamen, Blacklist),
e wie die Listrechte verwaltet werden.

Fiir jede Freigabe kdnnen Sie spezifisch einstellen:

Change configuration

o die Group-Wizard-Einstellungen (Zugriffskategorien, Gruppennamen, Blacklist).

Legen Sie keine optionalen Group-Wizard-Einstellungen fest, werden die Einstellungen der Gibergeordneten Ebene

verwendet.

° Andern-Konfiguration - Fileserver

1. Select the desired file server in

the "Resources" area. How to

~ BMAN sagt!

Grundeinstellungen

Bitte setzen Sie hier die Grundeinstellungen fr
die Group Wizard Konfiguration der gewahiten
Ressource.

Sie kénnen einstellen, ob der Group Wizard
aktiviert oder deaktiviert sein soll.

Ist er aktiviert, wird BMAN automatisch
Berechtigungsgruppen (BMAN-Gruppen)
anlegen, sobald Berechtigungen mit SMAN
geandert werden.

Anderenfalls werden keine Gruppen
automatisch erzeugt,

Dieses Element besitzt noch keine Konfiguration.
Ressourcen
<

+1
+1

Erstelle neue Konfiguration

| @

& Globale Fileserver-Konfigurati...

demoadmin @ localhost €1 HE

— o X
° Change Configuration - File server

Resources
You can set up change configurations and the
Group Wizard for each resource.

Group Wizard

®

F"Eﬂf‘“jfda resource to setup its change Configure the global Group Wizard settings on the "Global file server configuration” top
configuration.

node.
You can configure different settings for subordinated file servers or shares here.

Resources

Create a configuration different from the parent element

@

add a file server is described in
the chapter Adding FS scans.
Newly added file servers do not
have a configuration.

2. Create a new configuration.

8MAN shows you how many
configurations exist below (arrow
with number) and where they are
(gear).

Ready demoadmin @ localhost <1 HE

Access Rights Management. Only much Smarter
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Access Rights Management. Only much Smarter.
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Change configuration

12.2.3.1 Configure the FS-change account

T ENER Dctermine which account is used to
‘ Change Configuration - File server

apply changes to the selected file
Change Configuration srv-8man

x| Serverresource.

Basic Settings
Please setup the basic settings for the Group
Wizard configuration of the selected resource
here. I Credential for changes Bmar inis <] 1 .
You can configure whether the Group Wizard Domain for BMAN groups | 8man-demolocal iRt If y ou dO n t en ter Creden tla IS th ese
shall be active or nat. ;

~ List Rights Configuration

| | will be requested in the SMAN GUI.
If it is active, then 8MAN will automatically
create its own access right groups (BMAN
groups) as needed when changing access rights
within 8MAN.
Othenwise, no groups will be created
automatically.

Resources
B Global file server configuration 2
B B srv-8man 10
3

Len [Z] Vertrieb

demoadmin @ localhost <1 HE

Access Rights Management. Only much Smarter.
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12.2.3.2 Determine the domain for SMAN-groups

Change configuration

T NN sc/cct the domain in which the
‘ Change Configuration - File server

8MAN groups are stored.

~ BMAN says!

Basic Settings
Please setup the basic settings for the Group

Wizard configuration of the selected resource
here.

You can configure whether the Group Wizard
shall be active or not.

Ifitis active, then 8MAN will automatically
createits own access right groups (BMAN
groups) as needed when changing access rights
within 8MAN.

Otherwise, no groups will be created
automatically.

Resources
B Global file server configuration 2
B B srv-8man 10
3

Len [Z] Vertrieb

Change Configuration srv-gman

Basic Settings |[[EER R ]

Credential for changes Bman-demo\administrator ¢
Domain for BMAN groups | 8man-demolocal BES

If you don't enter a domain, the
8MAN-groups will automatically be

v List Rights Configuration

stored in the domain that the user

has selected in the SMAN GUI.

Ready

demoadmin @ localhost <1 HE

Access Rights Management. Only much Smarter.




Access Rights Management

12.2.3.3 Configure automatic list rights management

Back
~ BMAN says! Configuration
Domain for 8BMAN groups Change Configuration srv-8man @

This setting defines the domain in which the

B8MAN groups controlling access to this file Basic Settings

server are created. This s usually the hosting
domain of the file server. Credential for changes 8man-demo\sa-8man ¥

Domain for SMAN groups [ 8man-demolocal Y]

~ List Rights Configuration

[[J Manage list rights (List folder content) automatically Preview for all directory levels

- Do not allow ccess right changes beow the last level that has
list groups enabled

Mode; | Direct list group memberships B (st
Configure directory levels:

s will be created from on for 1levels.

vy

-1

On the further 0 levels list entries will be added only.

Resources o

Directory level of an access rigth change Preview for the level of an acces right change

- Also createlst groups on the same directory levelof an access
right change

Protect directories against accidental deletion by an access
entry (deny delete) for the list group

Change configuration

The list right configuration includes
several options for determining
how 8MAN automatically ensures
that users can navigate to the
folders that they have access to.

Compared to Microsoft native tools
you can avoid many cumbersome
and error prone administrative
steps.

Ready demoadmin @ localhost €1 H

~ 8MAN says! Configuration

Domain for 8SMAN groups Change Configuration srv-8man @
This setting defines the domain in which the

8MAN groups controlling access to this file Basic Settings

server are created. This is usually the hosting
domain of the file server. Credential for changes 8man-demo\sa-8man &

Domain for BMAN groups [ man-demolocal Bk

~ List Rights Configuration

Preview for all directory levels

st groups cnabled

Mode: | Direct list group memberships -

Configure directory levels:

Resources List groups will be created from level 1 on for 1 levels.

On the further 0 levels list entries will be added only.

Directory level of an access rigth change Preview for the level of an acces right change

Also create list groups on the same directory level of an access =
(s P e & (o)
right change LN
Protect directories against accidental deletion by an access .. (% aMAN Group)

entry (deny delete] for the list group

Ready demoadmin @ localhost <1 HE

Activate the automatic list rights
management option.
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Domain for 8MAN groups

This setting defines the domain in which the.
BMAN groups controlling access to this file
server are created. This is usually the hosting
domain of the file server.

~ 8MAN says!

Configuration

Change Configuration srv-&man

Credential for changes 8man-demo\sa-8man <

Domain for SMAN groups [ 8man-demolocal

~ List Rights Configuration

Manage list rights (List folder content) automatically

O Do not allow access right changes below the last level that has.
list groups enabled

Made: | Direct list group memberships -

Configure directory levels:

Preview for all directory levels
eS|
Y (Grwree]
& G
Q (e

M List groups will be created from level 1 on for 3 levels.
[rerrrrrpm—]
File server ===
rrrrr H srv-8man ‘
On the further 1 levels list entries will be added only.
Directory level of an access rigth change Preview for the level of an acces right change
Also create list th directory level of =
e Hgme et wly e @ =
ight change =ra
|- Protect directories against accidental deletion by an access &Y Fovan crou)
entry (deny delete) for the list group o
Ready

%)

Basic Settings

demoadmin @ localhost <1

Basic Settings

Please setup the basic settings for the Group
Wizard configuration of the selected
resource here,

You can configure whether the Group
‘Wizard shall be active or not.

If it is active, then 8MAN will automatically
create its own access right groups (8MAN
groups) as needed when changing access
rights within SMAN.

Otherwise, no groups will be created
automatically.

Resources

S File server

~ 8MAN says! Configuration

Change Configuration srv-&man

Basic Settings

Credential for changes 8man-demo\sa-8man <

Domain for 8MAN groups [ 8man-demolocal

~ List Rights Configuration

Manage list rights (List folder content) automatically

[ D et allow sccess right changes befow the last level that has
list groups enabled

Mode: [ Direct list group memberships -

Configure directory levels:

List groups will be created fror b for 2 levels.

Preview for all directory levels

o
Y e

(%)

L 4] | 7 | 8 | —_——
-~ B srv-8man i (st ety for EMAN graup arly|
On the further 1 levels list entries will be added only.
Directory level of an access rigth change Preview for the level of an acces right change
Also create list groups on the same directory level of an access =
= right change . (uise r:v] 2
Protect directories against accidental deletion by an access .. (@ aMAN Group)
entry (deny delete) for the list group —
Ready

demoadmin @ localhost €1

s Management. Only much Smart

Change configuration

Use the slider to determine the level
of folder depth that SMAN
manages.

Level 0

Level Ois the shared folder (share
level). This folder is visible to users
based on share rights. An
assignment of list rights on this
level is not required.

green levels

8MAN creates list groups for every
level. The access rights groups
become members of list groups.

blue levels

8MAN does not create list groups
for these levels. Access groups are
provisioned by entering list rights
directly into the Access Control List
(ACL). This way overall less groups
are created and Kerberos token size
is minimized. On the other hand
more ACL entries are required
which may cause performance
issues.

Move the orange slider to exclude
folder levels from the automatic
creation of list groups. This is useful
if users already have list rights to
these folder levels.
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Basic Settings

Wizard configuration of the selected
resource here.

You can configure whether the Group
Wizard shall be active or not.

Ifitis active, then BMAN will automatically
create its own access right groups (BMAN
groups) as needed when changing access
rights within MAN.

Othenwise, n groups will be created
automatically.

Resources

Please setup the basic settings for the Group

Management

Change Cenfiguration srv-8man

Credential for changes 8man-demo\sa-8man <

Domain for BMAN groups [ man-demolocal

~ List Rights Configuration

Preview for all directory levels

list groups enabled

Mode: | Direct lst group memberships -

Configure directory levels:

List groups will be created from level 1 on for 3 levels.
—
4 —

On the further 1 levels list entries will be added only.

ety for 8MAN group only|

Directory level of an access rigth change Preview for the level of an acces right change

& o
A R
@Y Favancrou)

[ Ais0 create list groups on the same directory level of an access
tight change
Protect directories against accidental deletion by an access
entry (deny delete) for the list group

Ready

emoadmin @ localhost €]

Basic Settings

Please setup the basic settings for the Group
Wizard configuration of the selected
resource here,

You can configure whether the Group
Wizard shall be active or not.

If it is active, then 8MAN will automatically
create its own access right groups (8MAN
groups) as needed when changing access
rights within SMAN.

Otherwise, no groups will be created
automatically.

Resources

ile server
H srv-8man

Ready

Change Configuration srv-&man

Credential for changes 8man-demo\sa-8man ¢

Domain for SMAN groups [ 8man-demolocal

~ List Rights Configuration

Manage list rights (List folder content) automatically

Do not allow access right changes below the last level that has
list groups enabled

Preview for all directory levels

Mode: | Direct list group memberships -1

Confid  Cascade list groups
BMAN groups will be each added as member to their carresponding list

Lot group. The lst rights to ol upper directory levels will be established by
cascading the list groups (each list group is member of the ane above). L
VAN group o)

Direct list group memberships —
8MAN groups vl be each added as member to their carresponding list
groups in all upper directory levels to establish st rights to these directories.

On the

Preview for the level of an acces right change
G
@ A R
&Y Fevan o)

Directory level of an access rigth change

Ao create lst groups on the same directory level of an access
fight change

Pratect directories against accidental deletion by an aceess
entry (deny delete) for the list group

demoadmin @ localhost <1 P

Change configuration

Y /\ctivate this option to prevent

access rights changes below the
lowest "list-rights-level" plus one
(forexample level 6, as in the
screenshot).

You should activate this option to
prevent users from gaining access
to levels that they are not able to
navigate to.

Select a list group mode.

This setting has no influence on
Kerberos token size.

This option allows you to prevent

Basic Settings

Please setup the basic settings for the Group
Wizard configuration of the selected
resource here.

You can configure whether the Group
Wizard shall be active or not.

Ifitis active, then BMAN will automatically
create its own access right groups (BMAN
groups) as needed when changing access
rights within MAN.

Othenwise, n groups will be created
automatically.

Resources

=

Configuration

Change Cenfiguration srv-8man

Credential for changes 8man-demo\sa-8man <

Domain for BMAN groups [ man-demolocal

~ List Rights Configuration

Manage list rights (List folder content) automatically

Do not allow access right changes below the last level that has
list groups enabled

Mode: [ Direct lst group memberships -

Configure directory levels:

Preview for all directory levels

List groups will be created from level 1 on for 3 levels.

ety for 8MAN group only|

On the further 1 levels list entries will be added only.

Directory level of an access rigth change Preview for the level of an acces right change

[ Al create list groups on the same directory level of an access
fight change

Protect directories against accidental deletion by an access
entry (deny delete) for the list group

Ready

permission changes to specific
folder levels (keep it as parent for
inheritance).

It is more beneficial to protect
folder levels by assigning
"restricted modify", as these

require fewer group memberships.

emoadmin @ localhost €]
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12.2.3.4 Delete a FS-specific configuration

Y Cick on the red cross to completely

‘ Change Configuration - File server remove the FS-SPE’CI'fI'C
Change Confiourstion -z configuration.

Basic Settings

Please setup the basic settings for the Group

Wizard configuration of the selected resource
here.

X

Credential for changes Bmas inis &

You can configure whether the Group Wizard Domain for MAN groups [6man-demolocal iRt
shall be active or not.

~ List Rights Configuration
If it is active, then 8MAN will automatically
create its own access right groups (BMAN
groups) as needed when changing access rights
within 8MAN.
Otherwise, no groups will be created
automatically.

Resources
B Global file server configuration 2
B B srv-8man 10
2

Len [Z] Vertrieb

demoadmin @ localhost <1 HE

Access Rights Management. Only much Sma
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Access Rights Management

12.3 Exchange change configuration

IR s/t 'Change configuration” from
‘ the 8MAN configuration home
menu.

Common Change Settings
Set up technology-independ ions for change actions Click ”Exchange"
=
®
Authorization Scripting
BMAN administrator Scripting configuration for
sutorization for changes with change actions
BMAN

Technology-specific Change Configurations

Set up change configurations for each supported technology

e Ba - R

File server SharePoint

Active Directory Exchange
Besic change configuration for Exchange malba specific File server specific change Sharepoint Resource (Farm
Active Directory domains change configurations configurations and Group Based)
Wizard settings

e @

SharePoint Site Collection SharePeint Online Site
Collection

demoadmin @ localhost €1 HE

Access Rights Management. Only much Smarter.
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12.3.1 Create an Exchange change configuration

After creating an Exchange Scan, the Exchange resource does not have a valid change configuration. You must have
executed an Exchange scan in order to create a change configuration.

NN 1. Sclect an (alreadly scanned)

Exchange server.

Basic Settings 2. Click "Create new

Please setup the basic settings for the Group

W ortgston e e configuration”.

You can configure whether the Group
Wizard shall be active or not.

Ifitis active, then BMAN will automatically
create its own access right groups (SMAN
groups) as needed when changing access
rights within SMAN.

Othenwise, n groups will be created
automatically.

Resources o |

This element has no configuration yet.

Create new configuration ‘

- I SRV-EXCHANGE.8man-demo.local I

Ready demoadmin @ localhost €1 HE

Access Rights Management. Only much Smarter.
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12.3.2 Customize an Exchange change configuration

Basic Settings

Please setup the basic settings for the Group
Wizard configuration of the selected
resource here,

Vou can the Group

~ 8MAN says!

Configuration

Change Configuration SRV-EXCHANGE 8man-demo.local

Basic Settings
I Credential for changes 8man-demo\sa-8man ¢ I

Wizard shall be active or not.

Ifitis active, then BMAN will automatically
create its own access right groups (BMAN
groups) as needed when changing access
rights within 8MAN.

Othenwise, no groups will be created
automatically.

Resources
B Exchange
rrrrr & 8man-demo.com
———— [ SRV-EXCHANGE.8man-demo.local

~ Create mailbox

Email-Add:

Change configuration

1. Enter the desired credentials to

make changes to Exchange.
Please note additional
information in the following
sections: Service accounts and
required permissions. If you

Use Exchange email address policies (sddresses will be generated automatically)
Storage
[ Enable Archive per default
G g

Enable ActivaSync per default

Enable Outiook Web App (OWA) per default
Enable IMAP per default

Enable POP3 per default

Enable MAP! per default

~ Enable distribution group
~ Mailbox Access Categories
v Distribution Groups Access Categories

+ Mailbox Settings

Ready

demoadmin @ localhost €1

8MAN email address policy
You can find more about the syntax of the
rules in the BMAN documentation.

Resources

B Exchange
i~ (&) 8man-demo.com
i---- B3 SRV-EXCHANGE.8man-demao.local

~ 8MAN says! Configuration

Change Configuration SRV-EXCHANGE 8man-demalocal

Credential for changes 8man-demo\sa-8man

v Create mailbox

~ Enable distribution group

Email-Add:

[] Use Exchange email address policies (sddresses will be generated automatically)
8MAN email address policy
=

([fqdn])

v Mailbox Access Categories
+ Distribution Groups Access Categories

+ Mailbox Settings

Ready

Gemoadmin @ localhost €1

Access Rights Management. Only much Smarter

don't enter any credentials,
users will be requested to enter
this information for every
change or session.

Designate the settings for the
creation of a mailbox.

Creating mailboxes for Exchange
Online is not supported.

Determine how email addresses for
mailing lists are built.

Option activated:

E-Mail-Addresses are automatically
built based on Exchange guidelines.
When activating emails for mailing
lists the email address can not be
changed.

Option deactivated:

Email addresses are generated
based upon the defined settings.
Forexample, you can use the OU
instead of the group name. You
may define email addresses
differently than allowed by
standard Exchange guidelines.
When activating emails for mailing

lists, the email address can be
changed.

Creating distribution groups in
Exchange Online is not supported.
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Change configuration

N Dctermine which mailbox access

categories are available to SMIAN
users.

Access Category Tag
Here you can configure access categories
that will be used when modifying access
rights in BMAN. Enabled categories you will
find in the "Meodify access rights™
represented by columns or rows.

There you can easily change the access
rights of users and groups via drag and
drop.

Configuration

Change Configuration SRV-EXCHANGE 8man-demallocal @

Basic Settings

Credential for changes 8man-demo\sa-8man ¢

v Create mailbox

+ Enable distribution group

For each category you can also define,
- which indicator should be added to the

~ Mailbox Access Categories

default names of related BMAN groups
- whether administrators as well as
- all non-administrators can use it in 8MAN.

Resources

& Exchange
& 8man-demo.com
1 SRV-EXCHANGE 8man-demo local

£ 3
g3
g2 A
£ £
2 a
% & category
O Full Access
[ Receive As
[ SendAs
[ Send On Behalf

+ Distribution Groups Access Categories

+ Mailbox Settings

Ready

demoadmin @ localhost <1

The category "Receive As" is not
supported by Exchange Online.

— 1. Determine which distribution

~ BMAN says!

Access Category Tag
Here you can configure access categaries
that will be used when modifying access
rights in 8MAN. Enabled categories you will
find in the "Modify access rights*
represented by columns or rows.

There you can easily change the access
rights of users and groups via drag and
drop.

For each category you can also define,
- which indicator should be added to the.
default names of related BMAN groups

- whether administrators as well as

- all non-administrators can use it in BMAN,

Configuration

Credential for changes 8man-demo\sa-8man <

Change Configuration SRV-EXCHANGE 8man-dema.local

¥ Create mailbox
+ Enable distribution group

v Mailbox Access Categories

£ 2
g3
M
i 2
o :: ’

Resources 5 £
2 a

g!x;;ange % & Category

Emawd-:mnmmn O send On gehalf
| SRV-EXCHANGE.8man-demo.local [ sendAs
[ ReceiveAs

~ Distribution Groups Access Categories

~ Mailbox Settings

Mailbox Size

MB  On mailbox size (quota) with 1.00 G8

Ready

demoadmin @ localhost €1

group access categories are
available to 8MIAN users.

Determine the increments that
will be used to increase mailbox
size.
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12.3.3 Delete an Exchange change configuration

If you delete an Exchange change

- configuration you lose all
onfiguration q

Basic Sgﬂings ‘Change Configuration SRV-EXCHANGE 8man-demo.local
Please setup the basic settings for the Group

Wizard configuration of the selected Basic Settings

resource here.

customized settings and can create
a new configuration with default
Wizard shall be active or not. Settln gs

v Create mailbox

Credential for changes Bman-demo\sa-8man ¢
Vou can configure whether the Group

Ifitis active, then BMAN will automatically
create its own access right groups (BMAN
groups) as needed when changing access . .
rights within BMAN. ~ Mailbox Access Categories
Othenwise, no groups will be created
automatically.

+ Enable distribution group

v Distribution Groups Access Categories
» Mailbox Settings

Mailbox Size

step
I @ z
[$1.0243] M8 On maitbox size (quota) with 100 GB

Resources

B Exchange
rrrrr & 8man-demo.com
———— [ SRV-EXCHANGE.8man-demo.local

Ready demoadmin @ localhost €1

Access Rights Management. Only much Smarter.
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Change configuration

12.4 SharePoint change configuration

Common Change Settings

Set up tech p ions for change actions

=

®
Authorization Scripting
BMAN adrministrator Scripting configuration for

autorization for changes with change actions
BMAN

Technology-specific Change Configurations

Set up change configurations for each supported technology

& B C A

=R
Active Directory Exchange File server SharePoint
Basic change configuration for Exchange mallbox specific Fie server specific change Sharepoint Resource (Farm
Active Directory domains change configurations configurations and Group Based)
Wizard settings

L

SharePeint Online Site
Collection

SharePoint Site Collection

Ready demoadmin @ localhost €1 HE

Add a SharePoint change configuration

~ 8MAN says!

Basic Settings

Please setup the basic settings for the Group
Wizard configuration of the selected
resource here.

You can configure whether the Group
Wizard shall be active or not.

Ifitis active, then BMAN will automatically
create its own access right groups (BMAN
groups) as needed when changing access
rights within SMAN.

Othenwise, no groups will be created
automatically.

Resources

This element has no configuration yet.

I‘ Create new configuration

Gemoadmin @ localhost €1

Ready

In the 8MAN configuration,
navigate to "Change
Configuration" ->"SharePoint".

You must have run at least one
SharePoint scan to create a change
configuration.

1. Select a SharePoint resource.

2. Click "Create new
configuration".
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Change configuration

Modify a SharePoint change configuration

1. Specify which credentials are

~ BMAN says! Configuration

Access Category Tag Change Configuration httpyfintranet
Here you can configure access categories - -
that will be used when modifying access Basic Settings 1

rights in 8MAN. Enabled categories you will
find in the "Modify access rights*
represented by columns or rows.

Credential for changes <optional>

)

There you can easily change the access = "
rights of users and groups via drag and Access Categories
drop.
HEE
For each category you can also define, ﬁ i
- which indicator should be added to the il 5
default names of related BMAN groups - 2
- whether administrators as well as 3 2
- all non-administrators can use it in BMAN. a
hJ Category
O Administrator
[ Approve
Resources [ Contribute
) M=
§ SharePoint [ Full Control
< @ httpufintranet [ timited Access
> @ ntpusportal [] Manage Hierarehy
[ Read
[ Restricted Read

Ready

demoadmin @ localhost €1

Delete a SharePoint Change configuration

used to make changes to the
SharePoint resource.

If you do not specify any, the
8MAN users are prompted for
each change.

Determine which access
categories are available for
8MAN users to change access
rights. Define a set for SMAN
administrators and another for
all BMAN modify user roles (See
also: BMIAN user management).

1. Delete a SharePoint change

~ BMAN says! Configuration

Access Category Tag Change Configuration http:/finiranet

rights in 8MAN. Enabled categories you will
find in the "Modify access rights*
represented by columns or rows.

There you can easily change the access
rights of users and groups via drag and

Credential for changes <optional>

~ Access Categories

drop.
HEE
For each category you can also define, ﬁ i
- which indicator should be added to the il 5
default names of related BMAN groups - 2
- whether administrators as well as 3 2
- all non-administrators can use it in BMAN.
% & Ccategory
O Administrator
[ Approve
Resources [ Contribute
[ Design
§ SharePoint [ Full Control
< @ httpufintranet [ timited Access
> @ ntpusportal [] Manage Hierarehy
[ Read
[ Restricted Read

]

Here you can configure access categories - -
that will be used when modifying access Basic Settings

Ready

demoadmin @ localhost €1

s Management. Only much Smart

configuration.
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13 Data Owner

Change configuration

Server Status Jobs Collectors
License Information summary Configuration
Logged in users: 1 19 Scans 14 Changes 1 Connected 1 Disconnected
2 Reports 20 More 2 Configured in Total
Licensed
4 Scheduled 0 Bxecuting Some collectors are currently not
51 Succeeded 0 Failed operational
[ arier 2

>

Resource configurations,
Laggs, File server CS\ import

&.

License
License Information, Server
Status

Change Configuration
Common Change Settings,

Technology-speciic Change
Configurations

ﬁ
Open Order

Open Order resource
descriptions

Jobs overview
Job status, Job categories

[ahal

Views & Reports
Views & Reports, Bleckist for
Views &Reports

User Management
User Managsmen, Extended
user management

Collectors
8MAN Collecters Overview and
Configuration

o

Server
GrantA, Comments, Email
Storage of scans, Server Health
Check, Server logaing

Data Owner
Organizational categories, Data
Owners, Resourcss, Addtional

Group Wizard settings

f‘\

Alerts Configuration
Activated Alert Sensors.

\-'-
——
~—1
Basic configuration
BMAN Server, SQL Server,
Configuration Status

demoadmin @ localhost €1 HE

Access Rights Management. Only much Smarter.

Data Owners, from an 8VMIAN
perspective are persons or roles in
an organization that know, which
employees need access to specific
resources to do their jobs.

You create organizational
categories in the data owner
configuration. You can determine
which users are assigned the Data
Owner role and which rights they
can assign.
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13.1

Back

Create organizational categories

Data Owner configuration

@

Organizational categories form the

containers that Data Owners can

manage.

You can create structures and

hierarchies similar to your
companies org chart.

You can add a description to all
organizational categories.

| © showinherited entries

Exchange
Template

No resources to show...

(Organizational categories Eu rope User & Group selection
Creste Edit Delete Import Export Report N P——— =
[ | * Additional Group Wizard settings omain l—""a“ emolocal
Q Search p
S h Filter
| @ include content | | Data owners Q seard A Fier
Q @ search L
8MAN Demo Company | @ rieer 2 | I ‘
| @ Showinherited entries | Name
__ HR
. N Name Inherited from User role
manufacturing
9 & sam Sales (8man-demo\Sam Sales) 8MAN Demo Company/Sales Data Owner
. marketing & Dirk DataOwner (8man-demo\D.DataOwner) 8MAN Deme Company/Sales Data Owner
. OU Data Owner
R&D
g Sales
,,,,, Europe
— > v
.. SharePoint Site Resource selection
___ SharePoint Team - [ Qsearcn
Resources
| @riter

Ready

Gemoadmin @ localhost €1

Data Owner configuration

@

NN Ccate as many organizational

Organizational categories

Create Edit Delete | Import Export Report

| search

| @ include content

8MAN Demo Company
. HR

_ manufacturing

_ marketing

. OU Data Owner

_.. SharePoint Site

__ SharePoint Team

o New

T Edit

# Delete

categories as you like. You can do

E User & Group selection ) .

e — [ — -| this by using the symbols on the
Eﬁwm as@ Daw| tOP Or by right-clicking and using
[@mw o [Reem *l| the context menu.
| @ showinherited entries | Name

Name st rom errle You can move the organizational
& 5am Sales [Bman-demo\Sam Sales) 8MAN Deme Company/Sales Data Owner
& Dirk DataOwner (8man-demo\D.DataOwner) 8MAN Demo Company/Sales Data Owner

> v
Resource selection

categories with drag & drop.

| @ Show inherited entries

Exchange
Template

No resources to show...

Ready

demoadmin @ localhost <1 P
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Data Owner configuration

@

__ OU Data Owner

___ SharePoint Site

__ sharePoint Team

Resources

Organizational categories Europe User & Group selection
Create Edit Delete Import Export Report o P————— "
2, 1 Wizard settings omain | 8man-demolocal
Q search _
Search @) @ Fitter
@ Include content Data Owners Qseorcn @D A rier
[a @ seoren o]
8MAN Demo Company [ @ rieer 2|
| @ Show inherited entries ‘ Name
. HR
P . Name Inherited from User role
manufacturin
""" 9 & 52m Sales (8man-demo\Sam Sales) BMAN Demo Company/Sales Data Ouner
_____ marketing & Dirk DataOwner (8man-demo\D.DataOwner) 8MAN Demo Company/Sales Data Owner

Resource selection

| & search |

| & rieer

& Active Directory

I @ Show inherited entries

File server

No resources to show...

Exchange
Template

demoadmin @ localhost €] [

Access Rights Management. Only much Smarter.

Data Owner

N vou can search the organizational

categories.

Option "Include content"
deactivated:

The search is only applied to names
and descriptions of the
organizational category.

Option "Include content"
activated:

The search also includes Data
Owners and resources.
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13.2 Assign a Data Owner to an organizational category

— Select a user via drag & drop or by
Data Ouner configuration double-clicking on him.

Organizational categories Eu rope User & Group selection
Create Edit Delete Import Export Report 5 lm—.
I | 3% Additional Group Wizard settings omain | 8man-demalocal
Q Search
Search Filter
| @ include content | Data Owners Q search @ ) 4 Filter
Q @ Davd X-2
8MAN Demo Company [ @ricer ] [ |
| @ Showinherited entries | Name
__ HR

& Dave DataOwner (man-demo\Dave DataO...
gt

.. manufacturing
__ marketing
- OU Data Owner

__ R&D No Data Owners to show...

_.. SharePoint Site Resource selection

___ SharePoint Team v [ Qsearcn
Resources
5 Active Di
[are @ Active Directory

File server

@ Show inherited entries

Exchange
Template

No resources to show...

Ready demoadmin @ localhost <1 HE

Data Owners must have either a
"change" or a "read" user role in
the 8MAN user management.
8MAN-Admins can not be
configured as Data Owners.

Insert accounts into 8MAN user management

1 account could not be configured as Data Owners
Aceounts eannat be configured os Dat Owner unless they are part of the user management

List of accounts that will be added as Data Qwner

Account State

o : TN Yo If you want to assign Data Owners
that do not own the required role,
then this the dialogue box is
shown.

When clicking on "Apply" the
required change role is assigned to
the user.

Do you want 8MAN to automatically apply the necessary user role
® 1o the pending accounts?

The required user role "Data Onner" will be applisd to the accounts. Afterwards, these accounts

will be added to the organizational category:

You can change the role

afterwards.

Ready demoadmin @ localhost €1 [

Access Rights Management. Only much Smarter.
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NN icrarchy rule:

Data Owner configuration

@

Organizational categories

Europe

Create Edit Delete Import Export Report

User & Group selection

[ Q searcn

| & Additional Group Wizard settings

| @ Include content:

‘ Data Owners

8MAN Demo Company
__ HR
manufacturing

_____ marketing

__ OU Data Owner
_ R&D

= Sales

L. Europe

___ SharePoint Site

__ sharePoint Team

Domain [&man-demolocal -
Q search Q Fitter

|Q @& 5am Sales (8man-de... X v & ‘

2 |

i @ Show inherited entries n

Name
& Dirk DataOwner (Bman-demol\D.DataOwner)

& sam Sales (8man-demo\Sam Sales)

Resources

Inherited from

8MAN Demo Company/Sales

User role
ata Owner

ata Owner

& Dave DataOwner (8man-dematDave.DataO..
& Sem Sales (Bman-demo\Sam Sales)

Resource selection

| & search

| & rieer

|| ©Active Directory

I @ Show inherited entries

‘ File server

No resources to show...

Exchange
Template

demoadmin @ localhost €] [

Access Rights Management. Only much Smarter.

Data Owners are able to manage
the assigned organizational
category and all sub-categories.
1. You can activate the option
"Show inherited entries".

2. The column "inherited from"
shows the origin.
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13.3 Assign resources to an organizational category

_ Select the desired resource and add

& File server (3)
Hersteller (\\srv-8man\Vertrieb\He}
~-FJKunden (Nsrv-8manVertrieb\Kundag
- [E]Vertrieb (\srv-8man\Wertrieh)
Template (2)

-~ [Z¥ Sales - Neue Gruppe (8man)

Sales - Neuer Benutzer (8man)

ieroseft Dynamics NAV

Ready

demoadmin @ localhost <1 P

Data Quner configuration it to the organizational category vie
Organizational categories Eu rope User & Group selection
P L L R ar~eve— Ry — | drag & drop or by double-clicking
— | & Qs @ D@ ma| ON ft.
Fa e [ @& sam Sales (8man-de... X - % | .
EMAN Beme Company [ & oot = e You can only add resources which
= (I taOwner (8man-demo\Dave.Dat
. monufacuring e s e Bomom o | have been scanned.
. marketing & Sam Sales (Bman-demo\Sam Sales) 8MAN Deme Company/Sales Data Owner
.. OU Data Owner
— Open order resources such as
o saes "template”, "hardware" or
rrrrr Europe | "software" can only be added if:
_ SharePoint Site Resource selection
" SharcPoint Team — . [Cee | » you have the required license and
[® itz e you have imported an open
= order configuration.
No resources to show...
Ready Gemoadmin @ localhost €1
LBl Sclect a resource to perform the
Data Quner configuration @ | following functions in the flyout:
Organizational Categories Sales User & Group selection
ICNA ot feme lmeen Been k‘m‘ "5y Additional Group Wizard Settings O Assigned workflow Domain[aMaN-EMOLOCAL  ~]
QSg»w(h Keep standard settings ‘e Marketing (2-Stufen Genehmigung] P e
[ et e ' _oata owners Regquesters [Cowm R 5] 1. Remove resource.
Demo company | @re 1| @ 2of6_| ‘ . . P
o Development | @ stowintered enie | [0 sravimericacnies | (P 2. Assign aliases and description
@ Azubi, Andy (8man-demc\Andy Azubi]
- Name Inherited from User role Name Inherited from User rolle Krise, Christiane (8man-demao\Christiane Kri... H H H H
~m Finance &, 5am Sales (BMA... Data Ovmer = %Azubw.Andyl- Emumeﬂunplﬂy!ﬂ §Pde;Paul(Eman(—demw\PPau:) to Slmpll.fy Orderlng In GrantMA
_.. Manufacturin, iy et Requester (employee) Silie, Peter (8man-demo\Peter Silie) . . .
reing ’ I 3. Enable/disable recertification.
. Open Order 4. Enable/disable orderability in
- GrantMA.
. Projekt:GeheimesSalesProjekt
" ProjektGeheimrezept i  p——— 5. Enable/disable visibility.
e Resources i | 6. Enable/disable changeability.
& Filter
i @ Show inherited entries
Active Di"dory (‘;)lame Alias. Inherited from
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Data Owner

Y icrcirchy rule:
Data Owner configuration @

p— : . Resources are available in the
rganizational categories Eu rope User & Group selection . . .
ot gt Dot It ot et borin [ -| assigned organizational category

[ & searcn | Keep standard settings _ . .
[ @ et comene | oots o a=@ar gnd all higher categories (from
[ 2 @& sam sales @man-de... X ~ & |
8MAN Demo Company | @rieer 2 ]

[© o s e ‘ e bottom to top as opposed to Data
.. HR & Dave DataOwner (8man-demch\Dave.DataC...

& 5am Sales (8man-demo\Sam Sales) O wneran d N TFS I’igh tS
& sam Sales (8man-demo\Sam Sales) 8MAN Demo Company/Sales D:m w:: i n h er i ta nce ) .

Name Inherited from User role

manufacturine
----- 9 & Dirk DataOwner (Bman-demo\D.DatsOwner)

_____ marketing

__ OU Data Owner

. 1. Activate the option "Show
- inherited entries" to display
E Europe ; inherited entries in gray.

i France Resource selection

o } 2. The column "inherited from"
__ SharePoint Site ‘

| & search
Resources h h . .
" Sharepoint Team T G Actie Directory shows the origin.
ilter File server
© Show inherited entries | ‘ .
Name Inherited from Access Exchange
- - Template
2 Active Directory (1)
i & 8man-demolocal (DC=8man-demo,DC=local) D/
le server (2)
EFiyer f\snv-8man\Crganization\Marketing)\Fiyer) 8MAN Demo Company/Sales/Europe/F... O /7
[Esales (Wsrv-8man\Organization\Sales) 7

demoadmin @ localhost €] [

Access Rights Management. Only much Smarter.
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13.4 Assign specific group wizard settings to organizational categories

1. You can modify the group
wizard configuration for every
organizational category.

This allows you to use

2. separate OUs

Group Wizard Configuration for Europe . 3. group names (prefix)

Please selct the Group Wizard setings you want to use for 8MIAN groups that are created

BMAN groups created by the Group Wizard in the Data Owner context of this organization will be put under a specific OU with a specific 8MAN group prefix (8GP) according to
e G e st by Data Owners

& Keep standard settings

‘The Group Wizard in the Scan G i be appli iing changes on resources.

P Use custom settings

The eustom Group defined here will be app performing changes on resources.

Creating groups um%
In the ‘8man-

Ready demoadmin @ localhost €1 [

Access Rights Management. Only much Smarter.
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Access Rights Management

13.5 Activate/deactivate simple approvals for Data Owners

LM 'Authorization" can be found in the
‘ "Change Configuration".

Common Change Settings

Set up tech p ions for change actions

@_ @ The authorization
“n ""::mm settings do not affect
- 8MATE GrantMA

workflows.

Technology-specific Change Configurations
Set up change configurations for each supported technology

o B A

Active Directory Exchange SharePoint
Besic change configuration for Exchange malba specific Sharepaint Resource (Farm
Active Directory domains change configurations Base

=L L)

SharePoint Site Collection SharePeint Online Site
Collection

Ready demoadmin @ localhost €1 HE

LBl Option "Deactivated":

8MAN implements changes made
by Data Owners without any

S further approval.

Authorization

© B peactivated

Authorization is deactivated.
Only Administrators or Data Cwner are able to execute changes directly with SMAN, &

© E Activated

Any changes performed by a Data Owner wiithin 8MAN must be authorized by an 8MAN Administrator. & @

demoadmin @ localhost €1

Ready

LN Option "Activated":
Changes made by Data Owners
must be approved by an 8MAN
S = Administrator.

Authorization

© [Bpeactivated

Authorization is deactivated.
Only Administrators or Data Owner are able to execute changes directly with SMAN.

© B Activated

Any changes performed by a Data Owner within 8MAN must be authorized by an 8MAN Administrator. & (g

demoadmin @ localhost <1 P

Ready

Access Rights Management. Only much Smarter.
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Permission Analysis

@ Where does auser/group have (B vSphere
access?

User Provisioning

£ Accounts & Resources

@ Create new user or group | @ Edit access rights

@ Edit group memberships

Security Monitoring

® Manage alerts & Active Directory

izati AD Logga Report
[ Authorization Requests | . ©gg9a Repor

33 Waiting for authorization
& o at, except authorized

| ® Who has the privilege?

Documentation & Reporting

® Reports overview
@ Where has the user/group access?

@ Who has access where?

& Active Directory

@ Account Details

® Inactive accounts

@ Local accounts

@ Manager-Employees

@ OU Members and group
memberships

® Users and groups (Kerberos, Last
logen)

B Exchange

@ Exchange mailbox permissions

Q Configuration
@ Convert XML import file

@ Report configuration import

E' File server

@ All*Authenticated users’
permissions

@ All ‘Everyone’ permissions
@ All owner not administrator
@ All users with direct access
@ Permission difference

@ Unresolved SIDs

@ Where have employees of a
manager access (file server)?

® Who has access through which
permission groups?

Ready

Sman-demolocal <] & [@ slatestsean> -] @

8MAN Administrators need to log
in to 8MAN and find "Authorization
Requests" on the home page.

Simple approvals without SMATE
GrantMA do not include any active
notification functionality.
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13.6 Data Owner configuration and GrantMA

Organisationskategorien

Deutschland

Benutzer & Gruppen Auswahl

rver (1)
[Z]Vertrieb (\srv-8man\Vertrieb)

8MAN konfiguration

Arbeitsablauf zuweisen

Bitte wihlen Sie, welchen Arbeitsablauf Sie zuweisen méchten
[Grer

<Kein Arbeitsablauf>
Keinen bestimmten Workflow zuweisen. Gegebenenfalls wird der Workflow von der
(abergeardneten) Organisation Gbernommen.

-

Sofortige Ausfiihrung
ausgefihrt, Eine

Default Single Step Data Owner Authorization
for

3
%
o HR (3-Stufen Genehmigung)

Mg Zuerst genehmigt der Vorgesetzter, dann der Data Owner der Ressourcen und
anschlieBiend ein Mitglied der Gruppe C-Level

ist nicht notwendig.

Automatically g

®3  Marketing (2-Stufen Genehmigung)

@ Zuerst genehmigt der Vorgesetzte und anschlieBend der Data Owner der Ressourcen

T ]

Zu

c Data Owner Konfiguration

Erstelle Beorbeiten Loschen Import Export Domane | BVANDIMOLOAL -
Report 2" Zusitzliche Group Wizard Einstellungen O  Zugewiesener Arbeitsablauf omane \—‘
w bei @ Default Single Step Data Owner Authorization
[ QUsuene | 35Tvon 611 |
I @ Inhalt durchsuchen ‘ Data Owner Antragsteller I @ Benutzer O Gruppen ‘
[a B = \
Demo Compan Name -~
e pany | @ zeige geerbte Eintrage ||| © zeige geerbtc Eintrage | L
Finanzen Name Geerbt von Benutzerrechte Name Geerbtvon Benutzerrechte [| @ BMAN Service (8man-demosa-gman)
. 28 Dk Dot s oo - & Aber, Mark (8man-dema\Mark Aber)
Marketing irk DataOuner ( ateneigentd.. & ADLogga Tester (8man-demo\ATester)
T & Kraut, Heide (Bmai Auditor = @ Administrator (8man-demo\Administrator)
; ertriel
- &, Sam Sales der Bos Dema Company/Nertrie' Dateneigentd.. ~ Keine Antra gst eller. & Alien, Amald (8man-demc\Amold Alien)
Europa & Alog, Vera (8man-demoiVera Alog)
cl P &, Ander, Gori (man-demo\Cori Ander)
Deutschland — "
Ressourcen-Auswahl
[ A sucne
Ressourcen:
Z & Active Directory
Name Geerbt von Zugriff Exchange
@Vorlage
B Active Directory (1) @ Hard
i A, 8Bman-demollocal (DC=8man-demo,DC =local) o/ s
B Software

cradmin @ localhost €] Version: 7

cradmin @ localhost €] Version: 7 10

@

Organisationskategorien Deutschland Benutzer & Gruppen Auswahl
Erstelle Bearbeiten Loschen Import Export _
et 43 Zustziche Group Vizard Enstelungen 0 Zugewiesener Atbetableut pome [auavovooon ]
w bei @ Marketing (2-Stufen Genehmigung)
| & suere | A vertriet] 7von 611 X_|
I @ Inhalt durchsuchen ‘ Data Owner Antragsteller O Benutzer @ Gruppen ‘
la 3| 1
Demo Company Name -~
@ B -
T I @ zeige geerbte Eintrage ‘ @ zeige geerbte Eintrage | Vertriel Hersteller re (8man-dema\l_... |
Finanzen Name Geerbtvon Benutzerrechte Name Geerbtvon Benutzemechte | Vertricb_Kunden_md (8man-dematl_\
I_Vertrieh Kunden_re (8man-demohl_V:
. Dirk DataOy 8 Dater .. - W 88 Vertrieb (8man-de ‘B Antragsteller = = = =
_____ Marketing &8 Dirk DataOuner steneigent. |_Vertreb, Projekte_md (8man-demoll__..
i T & Kraut, Heide (8mar Auditor - | Vertrieb_Projekte_re (8man-demo\l_V.
L ertriel
2 &, Sam Sales der Bos Dema Company/Nertrie' Dateneigenti.. ~ |_Vertrieb_Projekte_SehrWichtigesGehei...
e |_Vertrieh_re (8man-demo\|_Vertrieh_re)
uropa
2 P 88 Vertrieb (Sman-demo\Sales) ]
Deutschland
Ressourcen-Auswahl
[ @ sucne
Ressourcen:
@ Active Director
[ & F =
| @ zeige geerbte Einrage |
Name Geerbt von Zugriff Exchange
—— @Vorlage
B Active Directory (1) Hardware
i &, Bman-deme.local (DC=8man-deme,DC =local) o7 e
rver (1)
[ZVertrieb (\srv-Bmani\Vertrieb) Eo/

cradmin @ localhost €] Version: 7.

Access Rights Management. Only much Smarter.

Data Owne

If your license includes SMATE

Data Owner Konfiguration

GrantMA you can see additional
options in the Data Owner
configuration.

Assign a workflow for an
organizational category. This way,
you can determine which approval
steps are required.

Workflows are created in the
8MATE Grant MA web interface.
See chapter: "Define individual
approval workflows"

When using SMATE GrantMA,
there is in additional user role:
"Requester”.

Select a user or group from the
account selection area. Add your
selection to the "Requester" section
via drag & drop.
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Mark the resources as available, so
ata Ouner Konfiguration that they can be shown in the

Organisationskategorien Deutschland Benutzer & Gruppen Auswahl
S ——— R — | BMATE GrantMA web interface.
Report & Zusitzliche Group Wizard Einstellungen O Zugewiesener Arbeitsablauf omans i .

bei

Marketing (2-Stufen Genehmigung

[ suche | | @ vertrien 7von611 X |
I @ Inhalt durchsuchen ‘ Data Owner Antragsteller O Benutzer @ Gruppen ‘
bemo ¢ | @Fier 3 |f] @rier 1| 1O Kentaite
emo Compan " P . -
? pany | @ zeige geerbte Eintrage ||| @ zeige geerbte Eintrage | Name .
Finanzen Name Geerbtvon Benutzerrechte Name Geerbtvon Benutzerrechte | B8 | Vertrieb_Hersteller_re (man-demall_.. ~
_Vertrieb_Kunden_md (8man-dema\l_V.
88 Vertrieb (8man-cl B Antragstell
. i - rieb (Bman-ce agsteller
Marketing & Dirk DataOvner (8 Dateneigentd... & B8 1_Vertrieb_Kunden_re (man-cemo\l_Ve
& Kraut Heide (Emar Auditor - Bk 1_Vertrieb_Projekte_md (gman-demo\l_..
Vertrieb
B2 & Sam Sales der Bos Demo Company/Vertrie Dateneigenti.. = B |_Vertrieb_Projekte_re (8man-demo\l_V.
| B8 1_Vertrieb_Projekte SehrWichtigasGehei...
Lg Europa Be |_Vertricb_re (8man-demo\l_Vertrieb re)
. Deutschland
= Ressourcen-Auswahl
| Qsucke
Ressourcen:
® Active Direct
| @ rier 7| \ctive Directory
| @ zeige geerbte Eintrage | 3
Name Geerbt von Zugrif Exchange
B Active Directs 1 EVorlage
L .&I,v;malr:i:::{:ial) {DC=8man-den) o/ A Hardware
! @ Markiere als bestellbare Ressourcs Bsoftware

rver (1)

Vertrieb (Wsrv-8man'\Vertrieb) @ 7

cradmin @ localhost €] Ver:
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13.7

Import/export Data Owner configurations

@

Data Owner configuration

Organizational categories

| & searcn

| @ include content

8MAN Demo Company
. HR

_ manufacturing

Europe

User & Group selection

o,

"9y Additional Group Wizard settings
w Keep standard settings

Data Owners

Domain | 8man-demalocal v
Q Search A Fitter

[a @ searcn o]

[ @ e

2|

| @ Show inherited entries

Name

&, Dirk DataOwner (8man-demo\D.DataOwner)

& Dave DataOwner (Bman-demo\Dave.DataO.

User role & Sam Sales (Bman-demo\Sam Sales)

Inherited from
DataOwner =

. marketing & 5am Sales [Bman-demo\Sam Sales) 8MAN Deme Company/Sales Data Owner
- OU Data Owner
. R&D
-8 Sales
LE Europe
; > v
rrrrr France Resource selection
_. SharePoint Site N | Qsearen ]
Resources
... SharePoint Team [ @rieer ‘ & Active Directory
e File server
| © showinherited entries | )
Name Inherited from Access Exchange
— Template
& Active Directory (1)
£~ B Bman-demolocal (DC=8man-demo, D= local) o/

le server (2)
EFiyer (snv-8man\Crganization\Marketing)\Fiyer)
[E35ales (hsrv-8man\Organization\Sales)

8MAN Demo Company/Sales/Europe/F.. © /~

o/

Ready

demoadmin @ localhost <1 HE

Access Rights Management. Only much Smarter.

You can export an existing Data
Owner configuration in order to be
able to perform bulk operations or
a transfer to and from other
systems (for example from testing
to productive).

For more information on bulk
operations and the import of Data
Owner configurations in a JSON
format please contact our
professional services team.
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13.8 Create a Data Owner configuration report

— You can create a Data Owner

Data Quner configuration configuration report in CSV

User & Group selection

Organizational categories Eu rope
[ S | R — | format.
2" Additional Group Wizard settings omain | Sman-demo local

[«

| Keep standerd settings a
Search
| @ include content |

Data Owners

Q @ Search
8MAN Demo Company | @ rier 2 | I
iR | @ Showinherited entries | Name
- & Dave DataOwner (Bman-demo\Dave.DataO.
Name Inherited from User role .
" manufacturing & Sam Sales (Bman-demo\Sam Sales)
& Dirk DataOwner (8man-demo\D.DataOwner) DataOwner =
. marketing & 5am Sales [Bman-demo\Sam Sales) 8MAN Deme Company/Sales Data Owner
.. OU Data Owner
_ R&D
Sales
Europe
> v
France Resource selection
. SharePoint Site -
Resources
_ SharePoint Team I a Fitter
| © showinherited entries
Name Inherited from
& Active Directory (1)
‘EoBman-demo.local (DC=8man-demo, DC=local)
e server (2)
EFiyer (snv-8man\Crganization\Marketing)\Fiyer) 8MAN Demo Company/Sales/Europe/F... ©
[E35ales (hsrv-8man\Organization\Sales) o/
Ready demoadmin @ localhost <1 HE

HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW demoadmin ~ H Th .
- - — e last column contains
X cu R T W - EewnpTet @} E@ &= %( @ E:Hmm - QY #

i o - . . .
P B T U - DA S EMssencos - 5% 0 Gndtorl frte G et D forst O\ St o information on data storage of file
Clipboard & Font ) Alignment I} MNumber I} Styles. Cells. Editing ~ Server resources
D51 M Fe > :
A B [ D | E F G H [2]
1 | Organization Unit DO Name User Resource Type Resource Resource Size
2 | marketing SMAN-DEMO\PWillis Fileserver \\srv-gman\Organization\Marketing 408 Bytes . .
; e demo.ocl(3mar-demo local: oC-gmer-demo,DClocs) The column users will only contain
4 FileServer \\snt Eman\Drganlzatlon\Marketl ng 408 Bytes
5 i y local | d local: DC=8man-demo,DC=local) l ;- h b
6 FileServer \\srv-8man\Organization\Marketing 408 Bytes Va ues I_fa gro up as een
7 .
& | manufacturing Sman-demo\AStillwell i y Agco Corp 1 demo.local: CN=Agco Corp p 1,0U=TestG: DC=8man-demo,DC=local) Conflgured as the Data OWner,
9 d m (SRV-8MAN)
10 iractory Agco Corp L demo.local: CN=Agco Corp b 1,0U=TestGroups, DC=8man-demo,DC=local)
n i d m (SRV-8MAN)
12 i y Agco Corp P d local: CN=Agco Corp p 1,0U=TestGroups, DC=2man-demo,DC=local) | —
13 d m (SRV-8MAN)
14
15 HR 8man-demo\Tom Ahawk FileServer \\srv-8man\Organization\HR 344 Bytes
16 FileServer \\srv-8Bman\Organization\HR 344 Bytes
17 i Y d local (; d local: DC=8r -demo,DC=local)
18 FileServer \\srv-8man\Organization\HR 344 Bytes
19 iveDirectory dema.local ( demo.local: DC=8man-demo,DC=local)
20
21 Sharepoint Site SMAN-DEMO\ demo,com/Docs (SRY-8MAN)
22 d m/Docs |
s irectory demo.local ( demo.local: DC=8man-demo,DC=local)
24 d /Docs (SRV-BMAN)
d local d local: DC= d DC=local}

Export - Data Owner Configurati ® [T ]
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14 Server

I R Cic/ "Server” to manage settings
related to comments, email, data

. Server Status . Jobs Collectors
License Information Summary Configuration h I h h k d
storage, health-check and event
Logged in users: 1 4 Scans 5 Changes 1 Connected 1 Disconnected
0 Reports 15 More 2 Configured in Total / g
Licensed 0gs.
4 Scheduled 0 Executing Some collectors are currently not
20 Succeeded 0 Failed operational
[ arier 2

> = = £

Scans Open Order User Management Data Owner
Resource Configurations, Open Order Resource User Managerent, Role Organizational Categories, Data
Logga, File Server CSV Import Descriptions Management Cwners, Resources, Additonal
Group Wizard Settings

Q&A nd w

License Jobs Overview Collectors Alerts Configuration
License Information, Server Job Status, Job Categories 8MAN Collecters Overview and Activated Alert Sensors.
Status Configuration

Cs Lahal o S.

Change Configuration Views & Reports Server Basic configuration
Comman Change Settings, Views & Reports, Blackist for GrantA, Comments, Emall BMAN Server SOL Server
Technology-speciic Change Views &Reports Storage of Scans, Server Hesith Configuration Status

Configuratians Check, Server Logging

demoadmin @ localhost €1 HE
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14.1 Configure the GrantMA URL

— Specify the URL of the web server

_ running the GrantMA Website.

' This is used for the link in the
notification emails.

A GrantMA

The base URL to GrantMA web server is hitps//srv-8man.8man-demolocal .

v Comments

v Email

v Storage of Scans

v Server Health Check

v Server Logging

Ready demozdmin @ localhost <1

Access Rights Management. Only much Smarter.
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14.2 Set the display duration for comment icons

— 8MAN shows a note icon for stored

+ Comments

Number of days for which comment indicaters vl be displayed on acceunts and resources.
A\ Note: This setting does only affect the icons displayed on accounts and resources, You can always access the full logbook through the context menu.

~ Email
~ Storage of scans
~ Server Health Check

v Server logging

Ready demoadmin @ localhost €1 H&

Access Rights Management. Only much Smarter.

comments or AD Logga
information.

The longer you use 8MAN, the
more notes will be created. You can
reduce the length of time that
notes are displayed, if you see too
many notes.
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14.3 Configure e-mail settings

v Comments
+ Email

vl

Server

Activate email support in SMAN.

ES Emails are sent using the SMTP server localhost on port [

. SSLis disabled .

@

8man@8man-demoocal is the email sender using the credentials <anonymous>.

(5 Test the SMTP server and email sender configuration by sending a test email to a specific address.

Send errors and alarms to <not configured>
Attach compressed log to alarm or error maills is gnabled

Send warnings to <not configured>
Attach compressed log to waming mails is enabled

K] Information about changes made by BMAN will be sent to <not configured>

Ready

v

v Comments
~ Email

W

% Emails are sent using the SMTP server localhost on port [

demoadmin @ localhost <1 2

Configure an SMTP-Server for
sending emails.

. SSLis disabled .

@

8man@8man-demo.ocal is the email sender using the credentials <anonymous>

5 Test the SMTP server and email sender configuration by sending a test email to a specifc address.

Send erors and alarms to <not configured>
Attach compressed log to alarm or error mails is enabled

Send wamings to <not configured>
Attach compressed log to warning mailsis enabled

E Information about changes made by 8MAN will be sent to <not configured:

Ready

Standard ports for SMTP:
e 25 without SSL

e 465 or 587 with SSL/TLS

v

~ Comments
~ Email

Wi

% Emails are sent using the SMTP server

demoadmin @ localhost <1 P

Sources for errors, alerts and

warnings include the following:

localhast on port [¢

SSLis disabled .

@

8man@Bman-demo.ocal is the email sender using the credentials <anonymous>

Ea Test the SMTP server and email sender configuration by sending a test email to  specific address.

Send errors and alarms to <not configured>
Attach compressed log to alarm or error mails i enabled

Send warnings to <not configured>
Attach compressed log to warning mails s ensbled

E Informatien about changes made by 8MAN will be sent to <not configured>

Ready

e Thresholds from the Server
Health-Check

e Errors when running SMAN

Emails include the events of the last
4 hours.

v

~ Comments
~ Email

[

Iy Emails are sent using the SMTP server

Gemoadmin @ localhost €1

Enter an email address if you want

to be alerted every time a user

localhost on por

SSLis disabled .

completes a change with 8MAN.

@

8man@8man-demolocal is the email sender using the credentials <anonymous>,

(3@ Test the SMTP server and emil sender configuration by sending a test email to 2 specifc adress.

Send errors and alarms to <not configured=
Attach compressed log to alarm or error mails is enabled

Send warnings to <not configured>
Attach compressed log to warning mails s gnsbled

e
T r——

Ready

SPAM Alert!

Every change
generates an email.

v

demoadmin @ localhost €1 H&




Access Rights Management

14.4 Configure storage of scans settings

v Comments

~ Storage of scans

Enable the creation of a Scan Archive to store and open old scans, which were deleted from the database.

The BMAN Server stores the Scan Archive under the path C:AP: D: anAchiv

In case of a low disk space condition remove oldest scans

Enable automatic scan deletion.

A (B8] keep daity Active Directory scans fo the last [€ 30 ¥aayts).
(B ke clder monthiy scans for month(s).

' . Keep daily scans for the last dayls).
(55 keep oider monthiy scans for month(s).

ﬁ‘\‘ Recorded AD Logga events will be deleted, when they are aider than dayls)

% Recorded FS Logga events will be deleted, when they are older than day(s).

~ Server Health Check

~ Server logging

Ready

Gemoadmin @ localhost €1

8MAN Konfiguration

v~ Kommentare
~ E-Mail

~ Datenstandspeicherung

I Scan-Archiv aktivieren, um alte und bereits in der Datenbank gelSschte Datensténde zu laden I

Der 8MAN Server speichert das Scan-Archiv unter dem Pfad C\ProgramD: rk

Wenn nicht mehr gentgend Speicherplatz im Archiv verfuigbar ist lésche die ftesten Archive

hes Léschen alter D

in der Datenbank aktivieren.

A . Tagliche Active Directory Datenstande in der Datenbank speichemn far Tag(s).

] Monatiche Datenstnde beibenalten fir [{ 60 ¥] Monatie).

9 B8] 75giche Datenstande in der Datenbank speicher fur Tag(e).
5] Monatiche Datenstnde beibenaiten fir [{_3_¥] Monatie).

B;l Aufgezeichnete AD Logga Daten werden gelgscht, wenn sie lter sind als Tagle).
% Aufgezeichnete FS Logga Daten werden geléscht, wenn sie alter sind als Tagle).

~ Server Gesundheits-Check

~ Server Ereignis Protokollierung

v Comments

B4 cradmin @ localhost 4] Version: 7w

~ Storage of scans

Enable the creation of 3 Sean Archive to store and open old scans, which were deleted from the database.

I The BMAN Server stores the Scan Archive under the path CAP: D:

In case of a low disk space condition remove oldest scans

Enable automatic scan deletion.

(58] Keep daity Active Directory scans fo the last [€ 90 ¥]dayts.

5] kee older monthiy scans for months).

¥ 58] keep chily scans for the ast day(s)
B keep older manthiy scans for [€_3_B] monthis).

S;} Recorded AD Logga events will be deleted, when they are older than dayls).
% Recorded FS Logga events will be delsted, when they are older than days)

~ Server Health Check

~ Server logging

Ready

demoadmin @ localhost <1 2

s Management. Only much Smart

The "Storage of Scans"
configuration allows you to
determine how long scan and
Logga data are stored. This affects
the size of your data base and
required disk storage.

Please refer to the chapter SQL
Express.

Option activated:

8MAN creates an encrypted and
password protected zip file and
stores it on the file system. This
data can be reloaded in the SMAN
GUIl even if it has been deleted from
the data base. Activate this option
when using SQL Express.

Option deactivated:

8MAN does not create a scan
archive. 8MAN users are only able
to access data available in the data
base.

Determine where the 8VIAN scan
archive is located.

For example, you can store the
scan archive on another volume.

Default path for the scan archive:

%ProgramData%\protected-
networks.com\8MAN\data\ScanArc
hive
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Action to perform in case of storage limit reached

How should BMAN react if there is not enough free disk space available for the scan archive?

© Skip storing new scans (leave old scans untouched).
® Remove old scan data until the new scan data can be archived.

demoadmin @ localhost €]

v Comments

| ~ Storage of scans

Enable the creation of a Scan Archive to store and open old scans, which were deleted from the database.

The BMAN Server stores the Scan Archive under the path C:AP: D:

In case of a low disk space condition remove oldest scans

Enable automatic scan deletion.

A Keep daily Active Directory scans for the last [4 80 ¥] days).
(B ke clder monthiy scans for month(s).

Keep daily scans for the last [1 21 ¥ dayls).

]

Bi\. Recorded AD Logga events will be deleted, when they are aider than dayls)

% Recorded FS Logga events will be deleted, when they are older than dayls).

~ Server Health Check

~ Server logging

demoadmin @ localhost <1 HE

Ready
‘ Server
~ GrantMA
v Comments
~ Email
~ Storage of Scans
Archive under the path
In case of alow disk space condition skip archiving
7] Enable automatic scan deletion.
2 58] Keep daiy Actve Direcory scans or the lst [€ 180 9] dayts.
‘oider monthly scans for [4 60 ¥] monthis).
8 ecorcied AD Logga events wil e deeted, when theyare oider than dayts).
B Recories F5 Logga evets willbe deleted, when they are older than dayts).
% Bl o IadE o o ity e i dayis).
v Server Health Check
v Server Logging
Ready. ‘demoadmin @ localhost <1 [

Access Rights Management. Only much Smarter.

Determine how 8MAN reacts in
case of low disk space (volume

full).

Option deactivated:

8MAN does not delete any scans
from the data base.

Option activated:

Determine how long 8MAN retains
scans in the database.

Activate this option when using
SQL Express and select a short
period of retention.

Please see further information in
Data base maintenance.

Determine how long 8MAN Logga
data is stored.

Default: 30 days

An event generates the following
average amount of data:

FS Logga about 43 bytes
AD Logga about 600 bytes
Exchange Logga about 600 bytes
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14.5 Determine server thresholds

v Comments
~ Email

~ Storage of scans

Server

Determine server thresholds and

monitoring frequency.

Please reference the following
chapter for more information on

+ Server Health Check

The server threshold values will be checked periodically every minute(s).

The size of the database will be checked periodically (only applicable on MS SQL Express databases).

/8 Warn, i the database has less than [ 1,024 2] M8 left free.
Q Alarm, f the database has less than MB left free.
The size of available free hard disk space on SQL Server will be checked periodically.
B\ Warn, i the database disk has less than GBleft free.
@ larm, Fthe database disk has less than GB left free.
The size of available free hard disk space for the Scan Archive will be checked periodically.
2\ Warn, i the archive disk has less than 6B left free.
@ Aiarm, i the archive disc has ess than [<_1 D] 6B et free
The number of messages in the queuing services will be checked periodically.
/1 Warm, i the message count exceeds [ 20,000 ¥] Messages
Q Alarm, if the message count exceeds [¢ 40,000 ¥ Messages

actual thresholds:Displaying actual
server thresholds.

~ Server logging

Ready

demoadmin @ localhost <1

v Comments
~ Email

v Storage of scans

8MAN identifies automatically

whether you are using SQL Express.

In this case you can determine
thresholds for data base size.

|~ Server Health Check

The server threshold values will be checked periodically every minute(s).

The size of the database will be checked periodically (only applicable on MS SGL Express databases).

1\ Warn, i the database has less than [€ 1,024 0] M8 left free.
Q Alarm, f the database has less than MB left free.

The size of available free hard disk space on SQL Server will be checked periodically.

B\ Warn, i the database disk has less than [_2 9] GBleft free.
@ arm, fthe database disk has ess than B left free.
The size of available free hard disk space for the Scan Archive will be checked periodically.
8\ Warn, i the archive disk has less than GB left free.
@ arm, Fthe archive disc has less than [ 1 9] 6B left free
The number of messages in the queving services will be checked periodically.
I\ Warn, i the message count exceeds [4 20000 ¥] Messages
@ arm, fthe message count exceeds [4 40,000 ¥] Messages

~ Server logging

If you are using a "full" SQL server,
then these settings are not
relevant.

Please refer to the following section
for additional information: SQL
Express.

Ready

demoadmin @ localhost <1 2

Access Rights Management. Only much Sm
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I Y <\ automatically determines
the available disk space on the
:'“I""S volume storing SQL data base files.
+ Storage of scans

Determine thresholds for available
| ~ Server Health Check ] Storage SpaCE.
The be checked p: iy minute(s).

The size of the database will be checked periodically (only applicable on MS SQL Express databases).

g A\ Warn, i the database has less than

Q Alarm, if the database has less than

The size of available free hard disk space on SQL Server will be checked periodically.

A\ Wam, i the database disk has less than [ 2 D] GB lef free.

Q Alarm, if the database disk has less than [4

G left free.

The size of available free hard disk space for the Scan Archive will be checked periodically.

1\ Warm, i the archive isk hasless than [ 2 ] GB It free.

Q Alarm, if the archive disk has less than

The number of messages in the queving services will be checked periodically.

1\ Warm, i the message count exceeds

Q Alarm, i the message count exceeds [¢

~ Server logging

Ready

demoadmin @ localhost €1 H

NN -/ mine the thresholds for

available disk space of the scan
S archive.
v Email

Y rm— Settings for the scan archive can be
= Sz @i | found in Storage of Scans.
The server threshold values will be checked periodically every minute(s).

The size of the database will be checked periodically (only applicable on MS SQL Express databases).

[\ Warn, i the databaze ha less than

Q Alarm, if the database has less tha

The size of available free hard disk space on SQL Server will be checked periodically.

A\ Warn, i the database disk has less than [« GB left free.

Q Alarm, if the database disk has less than [ G left free.

The size of available free hard disk space for the Scan Archive will be checked periodically.

A\ Warn, i the archive disk has less than [

Q Alarm, if the archive disk has less than

The number of messages in the queving services will be checked periodically.

1\ Warm, i the message count exceeds

@ Horm, ifthe message count exceeds [3

~ Server logging

Ready

demoadmin @ localhost <1 P

IR - mine the thresholds for the
message queuing.

—i The settings are only relevant if you
e — use SMATE Logga alerts (alert

S e | sensors enabled).

The server threshold values will be checked periodically every minute(s).

The size of the database will be checked periodically (anly applicable on MS SQL Exprss databases).

A\ Wam, i the database has less than

Q Alarm, if the database has less tha

The size of available free hard disk space on SQL Server will be checked periodically.

/N Wam, i the database disk has less than

@ Aorm, ifthe database disk has ess than [ 1 ] GB left free.

The size of available free hard disk space for the Scan Archive will be checked periodically.

[\ Warn, i the archive disk ha less than [

Q Alarm, if the archive disk has less than

The number of messages in the queving services will be checked periodically.

A\ Warn, i the meszage count exceeds

Q Alarm, if the message count exceeds 4

~ Server logging

Ready

demoadmin @ localhost <1
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Access Rights Management. Only much Smarter.
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14.5.1 Display the server health check

Click on the marked symbolin the
status bar to see the current server
values.

This works in both 8MAN modules.

Server Health Check

8MAN SQL Database
The 8MAN SQL Server database size is only limited by the available SQL Server volume size.

8MAN database disk space
12.73 6B are free on the volume for the 8MAN SQL Server database,

Scan Archive
12.73 GB are free on the volume for the archive.

Alert Message-Queue-System

The state of the Alert-Message-Queue-System is ok.

Templates for user and group creation V
2 templates have been succes: sfully loaded.

Click here for further details.

Access Rights Management. Only much Smarter.
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14.6 Server event logging

14.6.1 Determine the logging level

~ Comments
~ Email
v Storage of scans

~ Server Health Check

~ Server logging

. Each level can dump previous events, to analyze the history of an event. A value of 0 suppresses the events of the level, except the events that are needed for the history of anather
level. The value of 1 writes only the Eventnl the level ithout any previous event.

1\, ATTENTION: Setting the Debug or Cade level to values different than 0 can affect the performance of the 8MAN Server and collectors.

Logging leves... 1
0 Error is used for internal errors and unexpectad behavior, Events are saved with  history of[4_50_*|Bvent(s).
L1 Waming is used for ted behavior. Ev ved with 2 history of [4 10 ¥] event(s).

Information is used for useful information. Events are saved with  history of [ 1 ¥ eventis).
£ Debug s used for uscfulinterna information. Events are saved with a history of eventls).

Code is used for tracing the details of the program execution, Events are saved with a history of [0 ] event(s).

G Performance can be used to analyse the system load (CPU, memory and parallel tasks). Events are saved with a history of eventis).

Ready demoadmin @ localhost €1 H&

— Determine the number of details

that 8MAN captures in event logs.

1. Set the value for the number of
stored errors to at least 50.

2. Activate the levels Debug or
Code only for the diagnosis of
severe issues.
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14.6.2 Retrieve event logs

8MAN saves all log files in the following folder:

%ProgramDataX%\protected-networks.com\8MAN\log
All events are saved centrally on the 8MAN-server, including events from remote collectors.

Log files either grow to a size of 50MB or 7 days. When restarting the 8MAN service a new log file is started. 8MAN
saves a maximum of 20 log files per type.

The current version does not have a

Home Share View
© = 4 [+ ThisPC » Local Disk(C) » ProgramDate » protected-networks.com » 8MAN » log » v & [ Searchlog 2] time Stamp n theflle name.
4% Eavorites Mame Date modified Type Size =Y Current Iog fi/es may be shown
B Desktop ] 641e648d09784ca292640661852232d4 32/2017220PM  TedtDocument 1KB _ . L .
|18 Downloads || sppaMANZ6700 4/20/201712:55PM  Text Document 2KB = Wlth a OKB size In Wln dO ws
) Recent places 7] appaMAN_20170302145506 3/2/2017255PM  Text Document 4B || . B
7] appa8MAN_20170302180751 3/2/2017607PM  Text Document 24K8 EXp/orer, even If th ey con tain data.
288 This PC ] sppEMAN_20170308134084 3/8/2017140PM  TextDocument 199 KB
b [ Desktop ] appaMAN_20170317144120 3/17/2017241PM Tt Document 11KB Please le thefi/es before Sending
b 1| Documents ] sppaMAN_20170321145157 321/2017251PM  Text Document 24K
b g Downloads || appeMAN_20170321145235 3/21/2017 252 PM  Text Document 24KB th em to su Q Q ort.
b b Music 7] appaMAN_20170321155912 3/21/2017359PM  Text Document 54KB
b 8 Pictures ] appBMAN_20170323132512 3/23/2017 1:25PM  Text Document 24K8
b 8 Videos ] sppEMAN_20170323132523 3232017 125PM  Text Document 23KB
] appaMAN_20170328155420 320/2017354PM  Text Document 2B
b e S (E) || appEMAN_20170328185735 3/20/20176:57PM  Text Document 2K
7] appaMAN_20170320111225 3/29/2017 11:12AM  Text Document 23K8
» € Network 7] appaMAN_20170320112107 3/29/2017 11:21AM  Text Document 26K8
[ appBMAN_20170328155942 3/29/2017359PM  Text Document 8 KB
] sppEMAN_20170330135840 330/2017 1:58PM  Text Document 24K
] appEMAN_20170330142756 330/2017227PM  Text Document 23KB
[ appEMAN_20170412131217 4712/20171:12PM  Text Document 2K
|71 appaMAN_20170413110352 4/13/2017 1103 AM  Text Document 136 KB
] appaMAN_20170418114726 4/18/2017 1147 AM  Text Document 21K
| appBMAN_20170419180448 4/19/20176:04PM  Text Document S0 KB
[ sppConfige2asd 4/20/20171053AM  Text Document 0KkB
| appConfig_20170410144212 4710/2017242PM  Text Document 13KB
| appConfig_20170412150805 4/12/2017308PM  Text Document 19KB
|1 sppConfig 2017041217219 4/12/2017521PM  Text Document 25K8
| sppConfig_20170413110407 4/13/2017 1104 AM  Text Document 152 KB
| sppConfig_20170413155520 413/2017355PM  Text Document 13KB =
E it S . [~]
25 items =

The following event types are

ez entered into the Windows event
] Event Viewer (Local) 2 " " on . "
b 5 Costor Views log: "Error", "Warning" and
Windows L
i % A;:u.xonigasna Services Logs giomsion £ OpenSaved Log n i t' " SMAN t 't
EBMAN aEHDr 4/20/2017 4:33:19 W Create Custom Vi n Orma Ion . Crea eSI S
reate Custom View...
BMAN-Alerts (@ Information 4/20/2017 4:33:09 ) " . .
@ e ey it enies e wpnazsg || mporeCustom View own node under "Application and
] DFS Replication (@ Information 4/20/2017 4:33.0 Clear Log... "
5] Diectory Senice @ror SR04 | |7 Fiper Current Log.. Service Logs".
£] DN Server (@ nformation 4/20/2017 432:59 Properties
£] Hardware Events @ Error 4/20/2017 4:32:59
[ Intemet Explorer i) Information 4/20/2017 4:30: 8 Find
£ Key Management Service D Information 4/20/2017 4:30: [l Save All Events As...
b [ Microsoft D) Information 4/20/2017 3:45:
Attach a Task To this Log...
] Microsoft Office Alerts ) Information 4/20/2017 3:45: B
£ Windows PowerShell D Information 442072017 3:45: View 4
[ Subscriptions i) Information 4/20/2017 3:45: |6 Refresh
D) Information 4/20/2017 3:45: Help )
D Information 4/20/2017 3:45:50
420201724550 | | Event 0, BMAN-Server = |
<l \ [ B Event Properties
(e} AT X | @ Attach Task To This Event..
General | Details By Copy »
fed Save Selected Events...
[ 5451|SRV-BMAN [pnServer [5500.1] 64/8MAN-DEMO\sa-8man
|pn.openService tech...irectoryl oginService| 170420[14:33:19.504/Info | Refresh
|ActiveDir inServi icati String userName, Help N
Log Name SMAN
Source: SMAN-Server Logged: 4/20/2017 4:33:19 PM
Event ID: 0 Task Category: None
Level: Information Keywords:  Classic
User: N/A Computer:  srv-8man.8man-dema.local
OpCode:
More Information: ~ Event Log Online Help




Access Rights Management Server

14.6.3 Logfile types

pnServer Information on the 8MAN server, collectors and jobs. Is most frequently used in
support requests. Please don't confuse this with pnService.

pnService Information relating to the start of the 8MAN service.

app8MAN Information on the 8MAN graphical user interface (GUI). Useful in case of program
crashes.

appConfig Information on the configuration interface. Useful in case of crashes of the

configuration.

pnTracer Information on Logga SMATES.

pnRun Watchdog for pnServer service.

pnAlert Information about alert engine (FS Logga and AD Logga).
grantMa Information on GrantMA, webAPI.

Access Rights Management. Only much Smarter.
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15 Skripting

15.1 Configure scripts

Scripts must be stored in the following directory:

%ProgramData%\protected-networks.com\8MAN\scripts\analyze

Supported file types are:
e .ps (PowerShell)

e .vbs (VisualBasic)

e .bat

e .cmd

e .js (nodejs.exe)

® .exe

Required PowerShell modules must be installed on the 8MAN server.

Navigate to "Scripting".

Resource Configurations,
Logga, File Server CSV Import

Open Order Resource
Descriptions

. HH

License Jobs Overview

License Information, Server
Status

Lutad

Views & Reports

Views &Reports

Job Status, Job Categories

Viens &Reports, Blackiist for

User Management, Role
Management

I‘\

Alerts
Activate/Deactivate Alert

Server
GrantMA, Comments, Email

Storage of Scans, Server Health
Check, Server Logging

Server Status Jobs Collectors
Licensz Information Summary Configuration
Logged in users: 2 29 Seans. 44 Changes 1 Connected
1 Reports 31 More 1 Configured in Total
Licensed
5 Scheduled 0 Executing All Collectors are Operational
88 Succeeded 12 Failed
| arier
> ) ailin
> E ) (=
Seans Open Order User Management Data Owner

Organizational Categeries, Data
Owners, Resources, Addtional
Group Wizerd Settings

Change Configuration
Common Change Setings,

Technology-specific Change
Configuratians

_u-
— 4
A
Basic Configuration
BMAN Server, SQL Server,
Configuration Status

Ready

demoadmin @ localhost <1

Access Rights Management. Only much Sm
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Skripting

‘ Scripting

Scripting Configuration
Using scripts that can supplement SMAN
+ executed change actions and automate the steps that precede or follow an action
» trigger specific actions if alerts occur
» define actions for order templates
Here you can define which scripts are available for which change actions, alerts and order templates and which options to use. Scripts must be stored in folder "%ProgramDatadé\protected-
networks.com\8MAN\scripts\analyze". Supported file formats are .ps , ubs ic), .bat, .cmd, js (nodejs.exe) and .exe.
Use the command line preview by clicking the magnifying glass in the right column.

Supported actions and parameters

| Change actions [ Nog T
New

Exccution point Action Preselection  Script file on server Parameters
[after change action | [ Create user account_~] O [isenimportpst ] [15ON object and additional argume ~ | |
[after change action | [ Create user account_~] O [c Dir Hannoverps1 _~ | [ Command line arguments 1|
[after change action | [ Create user account_~ O [Welcome Package.pst ] [ Command tine arguments 11 {employ
[after change action v | [Move AD Object =] O [isonimportps1 | [15ON abject and sdditional argume ™ | [-5td Berlin
[after change action | [ Move AD Object_ ~] O [Crangetocationpst ] [SON object and additional argume ~ | [-Std Hannover
[afterchangeaction | [ Move AD Object _~| [m] [ ChangeDepartmentps1 -] [Command line arguments ~ ] | MoveChjectName} iMoveObjectGuid) {TargetOuDomair
[before change action | [ Delete user account_~] O [o Berlinps1 | [CSV object and 2dditional argumen ~ | [-Server Fs-BLN-02
[after change action | [ Please select actions ~ O [ArchiveAndDelMail pst ] [J5ON object and additional argume ~ | [fuserprincipalname]
[after change action | [ Please select actions ~| O [TyRemovelotusAccountps1 _ + ] [ Command line arguments ~ | [{samaccountname}

< >

Ready demoadmin @ localhost <1 HE

Y S c/cct the area for which you are

configuring scripts.

— 1. 8MAN shows you a list of all the

8MAN says!

ing Configuration

Using scripts you can 8MAN executed change acti d automate the steps that precede or follow an action. Here you can define which scripts are available for which change actions and which options to.

Scripts must be stored in folder "3 . Supported file formats are ps ) ubs , .bat, and g

Use the command line preview by dlicking the magnifying glass in the right column. ﬁ nformations about supported actions and s
2

before/after Actions Preselection  Script file on server Parameters Credentials  Name

[atter v [create useraccount -] O [ ~ ] [ Command tine arguments ~] = <optional> |Creste HomeDirectory Beriin | [B] @
{department]

[atter v [create useraccount -] O [ ~ ] [ Command tine arguments ~] <optional> | Create HomeDirectory Hannc| [B] Q
tdepartment)

[ter =] [Creste usersccount -loo | -] [Command line arguments ~] = Welcome Packsge & a

{department)

{isplayname]

{employesid) [givenname)

fsn} [Password)

{userprincipalname]
[after  ~] [Move AD Object -] O [ ] [15ON object and additional argume > | [ -Sta Bertin | = <optional> |Change Location Berin | [E] &
[s#ter~] [Move AD Object -0 ] [SON ahisct and additional argume ¥ | | -Std Hannover | = <optional> | Change Location Hannover | ] Q4
[atter ~ [Move AD Object -] O [ ~ ] [Command line arguments ~ ]| MaveObjectiame) <optional> | Change Department A a

{MoveObjectGuid}

{TargetOuDemain)

TargetOuGuid)
[before v ] [Delete user account -] O [ ] [(CSV obiect and additional argumer ~ | | -Server Fs-BLN-02 <optional> | Delete HomeDirectory Beriin | ] Q0
[after  v] [Prease select actions -] m| [ ] [15ON object and additional argume ~ | | fuserprincipainame) <optional> |Archive and DeleteMail | ] Q
[ater =] [Please select actions Ao - [command line arguments -1l | = <optional> [Delete IBM Notes Account | [E]

Ready demoadmin @ localhost €1 HE

supported change actions
before or after which scripts can
be executed, as well as available
parameters.

Create a new script
configuration.
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8MAN says!

Scripting Configuration

Using scripts you can 8MAN executed change acti
Scripts must be stored in folder "%P: k

Use the command line preview by clicking the magnifying glass in the right column.

d automate the steps that precede or follow an action. Here you can define which scripts are available for which change actions and which options to use.
lyze. rted file formats are .ps (PowerShell), wbs (VisualBasic), .bat, and cmd.
@

bout supported actions and parameters

New Delete

before/after Actions Preselection  Script file on server Parameters Credentials  Name

[after -] [crete useraccount B [ | ~ ] [Command tine arguments ~] = coptional> |Create HomeDirectory Beriin | [E] Q.
{department)
[after -] [create user account -] O [ ~ ] [Command tine arguments -] = <optional> |Creste HomeDirectory Hannc| [B]
{department)
[after~] [create useraccount <o | + ] [Command line arguments ~] = <optional> |Welcome Package [N
{department]
{izplayname]
{employeeid [givenname]
fen} [Password)
tuserprincipelname)
[s#ter v [Move AD Object -l o ] [JSON chbizct and additional argume | | -Std Berlin | = <optional> | Change Location Berlin | [E] O
[after v [Move AD Object -] | [ ] [1SON object and additional argume ~ | | -Std Kannover | = <coptional> |Change Location Hannover | [E]
[after - [Move AD Object -] O [ ~ ] [Command line arguments ~ ]| iMaveObjectName} = <optional> | Change Department & a
{MoveObjectGuid)
{TargetOuDomain)
{TargetOuGuid)
[before v ] [[Delete user account -] | [ ] [(cV object and additional argumer ~ | | -Server Fs-BLN-02 = coptional> |Delete HomeDirectory Bertin | E] Q.
after~ | [Please select actions -loo ] [150N abject and additional argume ~ | | userprincipalname) <optional> | Archive and Delete Mail | [E] Q
1 s:sel&ns -] [ ~ ] [ Command fine arguments ~] <optional> | Delete 1BM Notes Account | [ Q0
a Please select actions [ 1 + ] [ Command line arguments ~ = coptional> | @ «

[[] Create new group
[] Move AD Object

[] Change attributes
[] Soft delete user account
[ Recover user account

Ready demoadmin @ localhost €]

8MAN says!

Scripting Configuration
Using scripts you can 8MAN executed ch: d automate the steps that precede or follow an action. Here you can define which scripts are available for which change actions and which options to use.
Scripts must be stored in folder %P k i lyze™. Supported file formats are .ps (Powershell), vbs (VisualBasic), .bat, and .cmd.

Use the command line preview by clicking the magnifying glass in the right column. @

bout supported actions and parameters

New Delete

before/after Actions Preselection  Script file on server Parameters Credentials  Name

[after  ~] [Create user account -] O [ + ] [Command line arguments ~] = coptional> |Creste HomeDirectory Berlin | [£] @
{department]
[atter v [create useraccount -] O [ ~ ] [Command line arguments ~] = coptional> |Creste HomeDirectory Hanne| [E] @
tdepartment]
[atter v [create useraccount -] O [ ~ ] [ Command tine arguments ~] = coptional> |Welcome Package @«
tdepartment)
displayname]
femployesid {givenname]
{sn} {Passwor
fuserprincipalname]
[atter -] [Move AD Object -l oo | ] [15ON object and additional argume | [ -5td Beriin = <optional> |Change LocationBerin | [B] @
[a#ter v [Move AD Object <o ] [1SON chjct and additional argume ~ | | -Std Hannover <optional> | Change Location Hennover | [E] Q4
[after  ~] [Move AD Object -] m| [ + ] [Command tine arguments ~ ] | MaveObjectiame) = <coptional> | Change Department & a
{MoveObjectGuid)
{TargetOuDorain)
MargetOuGuid)
[before v [Delete user account -] O [ ] [CSV object and 2dditional argumen ¥ | [ -Server Fs-BLN-02 <optionals | Delete HomeDirectory Beriin | (8] Q
[atter =] [[Please select actions B [ | ~ ] [JSON object and additional argume ~ | | tuserprincipainame) | = coptional> |archive and Deletemail | [E]
[atter <] [Please select actions Ao | g -] [ command line arguments <optional> | Delete IBM Notes Account | [B] O
[atter v [create useraccount ~| J CreatetomeDir Beriin.ps1 ~ Wl Command iine arguments | = <optional> | 1@ a
Command line arguments
JSON object and additional arguments
CSV object and additional arguments
Ready demoadmin @ localhost €1 HE

Skripting

Y 1. Sclect whether to run the script

before or after the action. Your
selection filters the available
actions (column 2).

Select an action for which you
want to make a script available.

If you have several scripts
available for an action, specify
the default settings for the
8MAN users in the drop-down
menu.

Select a script file.

Select how 8MAN passes the
parameters to the script.

You can select the parameters
directly or pass them as JSON or
CSV objects.




Access Rights Management

Skripting

ount

AuthorComment
surcrione

@

comment
CommonMame
company.
Deactivated

Scripting Configuration
Using scripts you can BMAN executed change acti d automate the steps that precede or follow an action. Here you can define which scripts are availal

ions and which options to use.

Scripts must be stored in folder %P K rted file formats are ps. (PowerShell, abs (VisualBasic, bat.al "~
Use the command line preview by clicking the magnifying glass in the right column, :Pa ment It supported actions and parameters
jescription
displayname
New Delete distinguishedname

DomainController

before/after Actions Preselection  Script file on server Parameters DomainName
employesid

N
[after -] [crete useraccount B [ | ~ ] [Command tine arguments ~] te HomeDirectory Beriin | ] Q0
fdzpertment)
givenname

[after -] [[crete useraccount B [ | ~ ] [Command tine arguments ~] te HomeDirectory Hannc| ] Q.
{department) homedrive
[after~] [create useraccount <o | ~ ] [Command line arguments ~] homeghene jcome Package [N

{department] info
{displayname] initials
::"B"Zﬂ::zg““”am} JobCreationTime

tuserprincipalname) JobName

[s#ter v [Move AD Object -l o ] [JSON chbizct and additional argume | | -Std Berlin I¥ nge Location Berlin aa

lastlogon

[atter~] [Move AD Object -] | [ | [15ON object and additional argume ¥ ] | -5t Kannover || tastiogontimestamp  |nge Location Hannover | [&] @
[after -] [Move AD Object -] O - [Command line arguments ~] [MoveObjectName) lockoutime nge Department [IJCY
MoveObjectGuid) mail
{TargetQuDomain} manager
argetOuGuid) mobile
[before v ] [[Delete user account -] | [ ] [(cV object and additional argumer ~ | | -Server Fs-BLN-02 || name te HomeDirectory Berlin | [£] @
NewObjectGuid
[ater__~] [Please select actions -loo ] [150N abject and additional argume ~ | | userprincipalname) | Dbjmdjass B jve and Delete Mail | [E] Q
[a#ter =] [Please select sctions <o | -] [Command line arguments ] || ObjectDis o ke 1BM Notes Account | [] O
[after  ~][create useraccount - [ CreateHomeDir erlinpst - | [ Command line arguments ~] = | coptionai> [ @ «
Ready demoadmin @ localhost €1 H&

8MAN says!

Scripting Configuration

Using scripts you can 8MAN executed ch: d automate the steps that precede or follow an action. Here you can define which scripts are available for which change actions and which options to use.
Scripts must be stored in folder %P k i lyze™. Supported file formats are .ps (Powershell), vbs (VisualBasic), .bat, and .cmd.
Use the command line preview by clicking the magnifying glass in the right column. @ bout supported actions and parsmeters
New Delete

before/after Actions Preselection  Script file on server Parameters Credentials  Name

[after  ~] [Create user account -] O [ + ] [Command line arguments ~] = coptional> |Creste HomeDirectory Berlin | [£] @
{department]

[atter v [create useraccount -] O [ ~ ] [Command line arguments ~] = coptional> |Creste HomeDirectory Hanne| [E] @
tdepartment]

[atter v [create useraccount -] O ~ ] [ Command tine arguments ~] = coptional> |Welcome Package | @

tdepartment)

displayname]

femployesid {givenname]

{sn} {Passwor

fuserprincipalname]
[atter -] [Move AD Object -l oo | ] [15ON object and additional argume | [ -5td Beriin <optional> |Change Location Berin | [B] Q
[a#ter v [Move AD Object <o ] [1SON chjct and additional argume ~ | | -Std Hannover <optional> | Change Location Hennover | [E] Q4
[after  ~] [Move AD Object -] m| [ + ] [Command tine arguments ~ ] | MaveObjectiame) = <coptional> | Change Department & a

{MoveObjectGuid)

{TargetOuDorain)

MargetOuGuid)
[before v [Delete user account -] O [ ] [CSV object and 2dditional argumen ¥ | [ -Server Fs-BLN-02 <optionals | Delete HomeDirectory Beriin | (8] Q
[atter =] [[Please select actions B [ | ~ ] [JSON object and additional argume ~ | | tuserprincipainame) | = coptional> |archive and Deletemail | [E]
[atter <] [Please select actions Ao -] [[command fine arguments -1l | = <optional> |Delete 1BV Notes Account | [B]
[atter v [create useraccount ~| [ createHomeDir Berlinps1 ~ | [ Command tine arguments 3 | IE <optionar | 1@ a

Ready demoadmin @ localhost <1 HE

s Management. Only much Sm

Select the command line
parameters.

Select the type of data transfer to
the script. Using a JSON or CSV
object as a selection causes the
script to provide a temporary file
that contains the object data in the
selected format.

For information on the available
parameters in the CSV /JSON
objects, please contact support.
Use the command line preview for
a detailed view of passing.
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8MAN says!
Scripting Configuration
Using scripts you can BMAN executed change actions and automate the steps that precede or follow an action. Here you can define which scripts are available for which change actions and which options to use.
Scripts must be stored in folder *%P i lyze". rted file formats are .ps (PowerShell, wbs (VisualBasic), bat, and .cmd.
Use the command line preview by clicking the magnifying glass in the right column. o) bout nd parameters
New Delete
before/after Actions Preselection  Script file on server Parameters. Credentials  Name
[after -] [crete useraccount B [ | -1[c arguments ~] = coptional> |Create HomeDirectory Beriin | [E] @
{department)
[after -] [[crete useraccount B [ | - [c arguments -] = coptional> |Create HomeDirectory Hannc| [E] @
{department)
[after~] [create useraccount <o | - [c arguments ~] = <optional> |Welcome Package LIJESN
{department]
{displayname)
{employeeid [givenname]
{sn} {Password)
{userprincipalname)
[s#ter v [Move AD Object -l o ] [JSON chbizct and additional argume | | -Std Berlin | = <optional> | Change Location Berlin | [E] Q1
[after v [Move AD Object -] | [ ] [1SON object and additional argume ~ | | -Std Kannover | = <coptional> |Change Location Hannover | [E] Q0
[after - [Move AD Object -] O [ -] [c arguments ~ ]| tMoveObjectName) = <optional> | Change Department & a
{MoveObjectGuid)
{TargetOuDomain)
{TargetOuGuid)
[before v ] [[Delete user account -] | [ ] [(cV object and additional argumer ~ | | -Server Fs-BLN-02 = coptional> |Delete HomeDirectory Beriin | [E] @
[atter <] [Please select actions -loo ] [150N abject and additional argume ~ | | userprincipalname) <optional> | Archive and Delete Mail | [E] Q
[a#ter =] [Please select sctions <o | -] [c arguments ] <optional> | Delete 1M Notes Account | ] Q
e <] [Coromersempsr ][ | = — a
Ready demoadmin @ localhost €] [

Command line preview

Copy to dlipboard

demoadmin @ localhost €]

N 1. Specify credentials to run the

script. If you do not specify any,
the credentials from the base
configuration are used.

2. Give the script assignment a
unique name for the selection in
the 8MAN user interface.

3. Leave a description.

Get a command line preview at any
time.




15.2 DEEP DIVE: Pass parameters to a script via JSON or CSV

In the "Deep Dive" you learn how exactly parameters are transferred to a script via JSON or CSV file.

The following chapters describe:
1. General: Include a template with a script call in SMAN.
2. In detail: Pass the parameters to the script via JSON or CSV.

15.2.1 Disable a user via GrantMA

Background / Value

Ordering a new user on the GrantMA Self-Service Portal is natively supported by 8MAN. Disabling a user after the
order workflow has been completed becomes possible through the use of scripts. The combination GrantMA -
Scripts - S8MAN webAP| opens up a multitude of further possibilities to automate documented processes.

An example is the option described below of ordering the deactivation of a user:

Define an open template and ask for required values in a request in GrantMA.
After approval, the values are passed to a script.

The script controls 8MAN via the webAPI to perform the required action in 8MAN.
8MAN executes the action and logs it in the 8MAN logbook.

A w e

Related services

Create a user account as an HR employee

Step by step process

I = | templats [=[= [ i
LA Sl In the directory
m Start Freigeben Ansicht 0
D [ Neues Element ~ B Atles auswahlen
i P ere P4 = bintacher Zugrift - o Nichts suswahlen
opieren Einfi - n  Lésch Umbenennen N Ei hafts () (+)
"I9S = erkniipfung einfdgen osgnen ot Hgenschatten 25 auswahl umkehren /opr‘ogr‘amdata/o\pr‘otected -
. B networks.com\8MAN\data\templat
© = 4|l « Lokaler Dotentrager (C) » ProgramData b protected-networks.com » BMAN b data » templates » | v ] [ “templates® durchsuchen 2] es
¢ Favoriten [a] Name - Anderungsdatum Typ GroBe -
B Desktop master 11.09.2017 13:37 Dateiordner
&8 Downloads | old 0 Dateiordner .
. Zuetz besucht ] Beispel CrestebsiContact json xsrmple BAMPLEDute 2k 8MAN provides a sample template
] Beispiel.CreateNewGroup.json.example EXAMPLE-Datei KB . .
Beiic Crateutrcon sampl fordisabling users.
£ Bilder || CreateProjectFolders.OpenTemplate json JSON-Datei 3KE =
j& Desktop || CreateProjectFolders.OpenTemplate json.example EXAMPLE-Datei 3KB
E| Dokumente = T CreatesqlUzer.OpenTemplatejson JSON-Datei 2KE
i Downloads L Desctvtebiser OpenTemplatejson JSON-Datei KB Copy the Samp/e f//e’ remove the
I Musik || Deactivateliser,OpenTemplate json.example EXAMPLE-Datei 2KB o "
8 Videos || Development CresteNewGroupjson 50 2kE suff/x ,example and make
iy Lokaler Datentrager (C:) || Development.CreateNewUser,json KB .
P [ Finance reateNewGroup on 2K adjustments as needed. For more
§ CD-Laufwerk (E) VirtualBox Gug || Finance.CreateNewUser json 9KB . . " ..
S8 Shared (\wboxsnd) (F) ] Manufacturing.CreateNewGroup json JSON-Datei 2kB InfO rmation, see the "Customizin g
] Manufacturing.CreateNewlserjson J50N-Datei 9KB "
FA— © [ pesonsabteung CresteewGroug sen 1501 Date e Templates" manual.
22 Elemente

The template will be loaded
automatically. Errors while loading
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Start Freigeben Ansicht
% Ausschneiden i L@ x Iiﬁ m eues Element * D g orfnen - HH Atles auswahlen
[ Pfad kopieren 7] Einfacher Zugriff » [ Bearbeiten BB Nichts auswahlen
Kopieren Einfiigen ) . Verschieben Kopieren  Loschen Umbenennen | Neuer Eigenschaften .
[£] Verknipfung einfagen nach+  nach - Ordner - &2 Auswahl umkehren
Zwischenablage Organisieren Neu Offnen Auswahlen
[C)] = 4 L » DieserPC » Lokaler Datentrsger (C) » ProgrambData » protected-networks.com » 8MAN » scripts » analyze | v & | | "aralyze durchsuchen 2]
Yt Favoriten [~ Name : Anderungsdatum  Typ Grake =
B Desktop & Abteilungswechsel.ps1 05.10.2016 09:27 Windows PowerS... 0KE
9 P
g Downloads ArchiveAndDelMail.ps1 09.03.2017 10:16 Windows Powers... 0KB
‘] Zuletzt besucht Blog Verdffentlichung.ps] 05.10.2016 09:29 Windows PowerS... 0KE
& ChangeDepartment.ps1 09.03.2017 10:16 Windows Powers... 0KB
{80 Dieser PC ChangeLocation.ps] 09.02.2017 10:16 Windows PowerS... 0KE
£ Bilder |3 CreateHomeDir Berlin.ps1 00.03.2017 10:16 Windows Powers... 0KB _
| j Desktop | CreateHomeDir Hannover.ps1 09.03.2017 10:16 Windows Powers... 0KB -
/] Dokumente = | CreatelotusAccount.psl 00.03.2017 10:16 Windows Powers... 0KB
8 Downloads createProjectFolders.ps1 16.01.2018 14:17 Windows Powers... 2Ke
U Musik |6 createSOLUser.ps1 12.08.2017 11:23 Windows PowerS... 1K8
B Videos
&y Lokaler Datentréger (C:) |44 DeactivateAccount.ps 09.01.2018 15:32 Windows PowerS...
ca FS (D) 3 ki NLCE e
¥ CD-Laufwerk (E) VirtuzlBox Gu |4 DeleteHomeDir Hannover.ps1 09.03.2017 10:16 Windows PowerS... 0KB
5 Shared (\Whboxsr) (F) jsonimport.ps1 16.01.2018 14:17 Windows Powers... 1K8
i SAP Syncpsl 05.10.2016 09:27 Windows PowerS... KB
€ Netzwerk v SOL Zugriff.ps1 05.10.2016 09:23 Windows Powers... 0KB 2
21 Elemente =
‘ Scripting
8MAN says!
Scripting Configuration
Using scripts that can supplement SMAN
» executed change actions and automate the steps that precede or follow an action
o trigger specific actions f alerts occur
o define actions for order templates
available for which ch ctions, alerts and order d which 10 use. Scripts must be stored in folder . Supported
file formats are .ps (PowerShell), .vbs (VisualBasic), .bat, .cmd, js (nodejs.exe) and .exe.
pr y ng glass in the right column.
Supported actions and parsmeters
Order templates
New
Usage Preselection  Script file on server Parameters Credentials Nz
[fempoe =] O [ceabroecrodenps ] [150N objectand gl | =/ <optionat> [en
e ] O [cestesaivsepst ] [Command gl | =/ <optionai> [
0 [oeceeicome g e gl | =/ <optionat> [ae
< >

Apply

demoadmin @ locathost <1

‘ Scripting

8MAN says!

Scripting Configuration

Using scripts that can supplement SMAN
« executed change actions and automate the steps that precede o follow an action
o trigger specific actions if alerts occur
o define actions for order templates

Here you can define which scripts are available for which change actions, alerts and order templates and which options to use. Scripts must be stored i folder . Supported
file formats are ps (Powershell), vbs (VisualBasic), bat, cmd, js (nodejs.exe) and .exe.
preview by clicking glass in the right column.

reselection  Script file on server Parameters Credentials  Name
o | ] [15ON object and aditonal argume ] | | = coptional> |cresteProjectroicers| [ Q.
o [ ] [commana ) = coptionals [creaesaiser | B Q
O [oocwctcompn ] [Commomdineagumens || oot Roermarer ] =) <optionat> | @ a
UserComment
N >
Apply

demoadmin @ localhost <1 H

Access Rights Management. Only much Smarter.

Skripting

the template are displayed in the
server health check.

In the directory

%programdata%\protected-
networks.com\8MAN\scripts\anal
yze

8MAN provides a sample script for
disabling users.

On the start page of the SBMAN

configuration select "Scripts".

1. Click on the tab "Order
templates”.

2. Choose "Template".

3. Select the script, in this example

here "DeactivateAccount.ps1"”.

Specify which parameters are
passed to the script.

In the example here, the
authentication token and the
comment are passed.
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I Y ) o /dition, the values queried in

‘ skeipte the template are passed to the
T .
script:

Konfiguration Skripte
Mit Skipten konnen Sie mit SMAN

e ) e The name of the account to be

Hier legen Sie fest, welche Skripte BMAN Benutzer bei welchen A& Ala

b, o
ps (Powershell, vbs (VisualBssic), b, .cmd, Js (nodejs.exe) und exe.

e e et deactivated

Unterstotzte Aktionen und Parameter

[icimionn | urme [ e The date on which the account
o should be deactivated

Verwendung Vorauswahl  Skript-Datei auf dem Server  Parameter Anmeldung  Name

<optionst [ceneprjecoders| ]| Q

optional [acoesaitser | B Q

<oty [t | B

.
.
s O [ g
|

Datei Bearbeiten Suchen Ansicht Kodierung Sprachen Einstellungen  Werkzeuge

sHBB LS LRk e mp x| BB

51

"Typen: "DatePicker”,
"Label": "Deaktivierungsdatum",
"IsRequiredn: true

"ScriptparameterFormatt: "0"

demoadmin @ localhost <1

Enter the name of the script. The

Q s name must match the call in the
template.

Konfiguration Skripte
MitSkripten konnen Sie mit SVAN

beim Auftreter Akt i
o fir Bestellvorlagen Aktionen definieren
Hier legen Sie fest, i Benutzern bei welch Jarmen b

- »
ps (Powershell, vb IBasic), bat, cmd, s (nodejs.exe) und exe.

Nutzen Sie die Kommandozeilenvorschau mit dem Lupensymbol in der rechten Spaite.
Unterstitzte Aktionen und Parameter

T I ccciotoon |

1 Lischen

Verwendung  Vorauswahl  Skript-Datei auf dem Server  Parameter Anmeldung  Name

Rl — . ]l = coptonats [creneprocttces] B Q
o | |l i <optionats [crestesQuuzer | [B] QU

@ a

T e s e T S R e S (e Eenes e 7
BB GLE smn e/ an 2 EBR[HI[ERBA | BENER

FET ~
2 "Version™: ©,

3 "TemplateType": "OpenTemplate™

. "Idn: "bb3bdfe-911d-4180-2520-bbadbeca2ese”

8 =
5

7

i

oncainer”,
crag zum Deskiivieren eines Benutzers",

12 o

i
- k= Srmmemireies s el et o

In the Data Owner configuration

Data Owner configuration ®@

p——rm—— Marketing Ger & Group secion you set the template to
ot Bl Dot bop Bt Bt [ oo tionst Group Waad Setngs o) ssgned workfiow Domsin Eman-demoloca! 1 requesta b /e.
& eco sandorc stings mmeciste xecution - P aq

ata Ovners [ew: = 1, UseDrag & Drop to order the

& Demo company [@rier 2 | [@rie 7]

| @ Show inherited entries | | © Show inherited entries | Name . . .
Development @ DominenAdnin Sman-demo\Dominen-.. temp late in an o rganization
Finance Name Inherited from User role Name Inherited from User role & Krise, Christiane (8man-demo\Christiane ..

& Zifer, Lou (Bman-demo\Lou... DataOwner =~ & Moe Zarella (8man-dem... EIRequester (employee) | & Kutta, Karl (8man-demo\Karl Kutta)
" . il froirveir s Eirnctoioed | & ot o ot i category.

) g lel‘ly Ru:m (sn;:.m N E:;quesler (employee)
Manufacturing Ty Y, p— miristrator
R sams. il Rubi i e
— S e 3 2. The template must be
Fal,

 openorder requestable (default) and

ales e
; i ! Resourcs seecion modifiable.

Active Directory -

Resources

[@rie

| @ show inherited entries

Name Alias Inherited from R Aces
B Active Directory (2) D
: oot Nese Croppe

- IS Finance - Neue Gruppe

File server (1) ~ S Finance - Neuer Benutzer
émme::;] (Vsrv-Bmar\Marketing) ros - 23 Manufocturing - Neue Gruppe
3 Exchange - [\ Manufacturing - Neuer Benutzer
L Bkiise, O Jocal: o7 = e -

A Personaisbteiung - Neus Gruppe.
Personslsbteiung - Never Benutzer
5 Produktion - Neus Gruppe.

<5 Produktion - Newer Benutzer

-5 Projektordner erselien

ir

ETemplate (1)
kS 2

Ready demoadmin @ localhost <1 H
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T %D repstcsnosesor x Lo : Start the request in GrantMA.

<€ C | @ Sicher |

# Cockpit @ Billy Rubin ~

Create a new request

Search resource Q

Start / Marketing

~
Create new objects
Action Resource Details
B Benutzerkonto deakiivieren Opentempiate
Bestellen Sie das Deakliveren eines
Benutzerkontos
~
Resources
Action Resource Details

© & Marketing (3man-demo\Marketing) Active Directory
Kammert sich ums Markeling

OB Maketng File server - Share
\isrv-8man\Marketing

& avanvies The freely configurable template
<« @ ‘ & Sicher | hitpsy/, : .local, resaurcetype=12;organizationld=2887bf70-54ce-40ac-9eb3-fef26beb2aeb;parentGuid=guid%253A%252F%252... v ‘}‘ : queries the Va/ues that WII/ Iater be
passed as parameters to the script.
In the example here:

Benutzerkonto deaktivieren

Bestellen Sie das Deaklivieren eines Benutzerkontos

e The account to be deactivated.

Antrag zum Deaktivieren eines Benutzers

Benutzer auswihlen Benutzerkonto suchen ‘ ) Th e da te on Wh ich th e accoun t
@ Nurin eigener Domane suchen O Nur eigene Mitarbeiter suchen Sh Ould be deaCtiVO ted.

& Minni Ralwasser (8man-demoM . &

Deaktivierungsdatum Marz 2018 v

After completing and approving
the order as usual, the script will be
executed automatically.

S

s Management. Only much Smart
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B 8MAN Web

€ C | @ Sicher |

# Cockpit

Task overview (16)

D status

14| Template | Successful

13| Template | Successful
12| Template | Successful
Template | Successful

10| Tempiate | Successful

©

Template | Successful

®

Template | Successful

Set inherit; Successful

Set inherit; Successful

ol o

Edit group; Successful

Change a( Failed
3| Change ad Failed
2| Change a( Failed

1| Change aq Successful

EEGEIGEIEIEEEGEEEEEEE

0| Change ad Successful

Drag columns here to create groups.

Reguester

Billy Rubin
Billy Rubin
Billy Rubin
Billy Rubin
Billy Rubin
Billy Rubin
Billy Rubin
Anton Admin
Anton Admin
Anton Admin
Anton Admin
Anton Admin
Anton Admin
Anton Admin

Anton Admin

Q Recertification ~

Creation date

3/112018 3:58:02 £ 3/1/2018 3:58:07
3/1/2018 3:53:13 §3/1/2018 3:53:18 F
3/1/2018 3:49:17 £3/1/2018 3:49:22 F
3/1/2018 3:46:48 § 3/1/2018 3:46:53 F
3/1/2018 3:44:32 §3/1/2018 3:44:42 §
3/1/2018 11:53:43| 3/1/2018 11:53:55,
2/28/2018 10:21:1|2/28/2018 10:21:1
212712018 1:47:15/2/27/2018 1:47:31
212712018 1:47:14| 2/27/2018 1:47:20
212212018 5:41:12 2/22/2018 5:41:18
212212018 5:18:10 2/22/2018 5:18:47
2/2212018 5:18:10 2/22/2018 5:18:40
212212018 5:18:09 2/22/2018 5:18:33
212212018 5:18:09 2/22/2018 5:18:26

212212018 5:18:09 2/22/2018 5:18:16

date - Descri

W Requests - % Workflows ~ % . Q Anton Admin ~

Reports

Configuration %
Specified date range: between Friday, December 1, 2017 and Friday, March 2, 2018

- NN

Direct Excel export
Create Report

8 columns selected

Benutzerkonto deaktivieren
Benutzerkonto deaktivieren
Benutzerkonto deaktivieren
Benuizerkonto deaktivieren
Benutzerkonto deaktivieren
Benutzerkonto deaktivieren
Benuizerkonto deaktivieren
Benutzerkonto deaktivieren

Set inheritance on jekt X\D

Set inheritance on \isrv-8man\Marketing\Projekt X\Dokumente:
Add new member Log, Anna (§man-demo\Anna Log) to group IT-Gruppe (8man-demoVT-Gruppe)

Remove access 1o \srv-

110 for Arbeit, Andi Arbeit)
Remove access to \isrv-maniFinanzinicht gucken for Arbeit, Andi (8man-demo\Andi Arbeit)

Remove access 10 \\srv- for Arbeit, Andi (8man-d

i Arbeit)
Remove access o \sv-8man\Finanz for Arbeit, Andi (§man-demo\Andi Arbeit)

Remove access to \\srv-8man\Vertrieb\offentiicher ag for Arbeit, Andi (8man-demo\Andi Abeit)

# Start

& Resourc

[m} X

& Anton Admin ~

[ Multisel

@ Scan comparision

LOgbOOk From 6 month ago until Toda Thursday, March 1, 2018 Report ~
2 [ @ ricer Tofe |
I I X Show all comments
® Timev Author Comment
] 401PM Billy Rubin 202 ~
_ g % i3 g f @B  3:58PM BillyRubin 45
g 551 ellé @ !
: £t E s g g o8 Billy Rubin demo. e
E g E i g E ] ;hnum[xlmnli(ripl
2 8ada i e
The 312018 & ~
Wed 2/28/2018 1 1 SMAN Changes:
Tue 2272018 s L . 1 lied to object
Mon 2/26/2018 2 2 Fath: 'CA P
Fi 2232018 s e sz‘(‘l\s‘;(a\:?:;f:pl‘w1
Thu 2/222018 & 2 2 File checksum (MDS): '55EB08798377B591CB93FEAGIBSEGETE'
Wed 2/21/2018 6 6 Log file: CAP
e D | n 5 B s 201280301145318319.2003
Mon 2/19/2018 37 7 1 7 1 1
The 27152018 2 2 Feb
Wed 2/142018 T n 3
Mon 2/12/2018 1 1
Fi 292018 1 1 a
T 282018 2 2
Wed 2772018 & 7 1
Tue 262018 3 oo 1
Mon 2/5/2018 & 2 2 Dee
Fi 2272018 9 A=
The 1252018 = 1 i 2 1
Wed 1/24/2018 27 =3 B 2
Fi 1192018 s 2 1
T 1182008 7 1 0 1
Mon 1/15/2018 2 i N

Ready

Sman-demodocal ~] 3 [@ <latestsn> -] @

Access Rights Management. Only much Smarter.

Skripting

In the task overview, you can see
details about job execution.
Successful job execution here
means that the script started
successfully.

For information about the script
execution, see the SMIAN Log.

To diagnose script execution errors,
use the linked log file.
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15.2.2 Pass parameters to a script via JSON or CSV

The transfer of parameters to the script can be done either directly or through a JSON or CSV file. The direct entry is
described in the previous chapter "Disabling a user via GrantMA".

Using a JSON or CSV file is especially convenient if you want to pass many parameters to a script.In particular, the
JSON format in Powershell can be used immediately as an object.

Here's a sample PowerShell script that simply outputs the parameters passed by JSON.
location

%ProgramDataX%\protected-networks.com\8MAN\scripts\analyze\jsonImport.psl

Code

param(
[string]$json
)

# example for reading json formatted data addressed by $json over command line
# Read all data from json file into an object

Write-Host $json

(Get-Content $3json) -join "“n" | ConvertFrom-Json | Write-Host

# here you can alternatively assign and compute the object

Configuration of the script

R 1 [nter the name of the script.

¢ SI_ 2. Select "JSON object and
additional parameters"

Kon:iguration Skripte
dropdown.

st 3. Optional: Specify additional
parameters that will be passed
to the script in addition to those
contained in the JSON file.

bat, cmd,

H
i
g
é
H

E]
»

e e nem

Access Rights Management. Only much Smarter.
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I Y /)t the name of the script. The

Q s name must match the call in the
template.

n von Alarmen spezifische Aktionen auslgsen
lagen Aktionen definieren

Alarmen baw. "
ps (Powerhell, vbs (VisualBasic), bat, cmd, js (nodejs.exe) und exe.

mit dem

[ I ccscivotoon |

3 Loschen

Verwendung Vorauswahl SkiptDate oo dem Server_ Parameter Anmeldng Nome
[ - ; - | = <optonats [reneprcticers] B

Dnsi Bewbeiten Suchen Ansicht Kodienung Sprachen Estelungen Werkzeuge Makio Ausfuhven Enveitemgen Fenster 2
HEHRRLR s hE ek 2% EBRS1EEBhue|eEDBEB

In the command line preview, you
will see the call to the JSON file.
The JSON file is temporarily stored
here after filling in the template:

%ProgramData%\protected-
networks.com\8MAN\tmp\script\

and gets a file name with
timestamp, for example:

jsonImport_param_2018031813002
8263.json

The file name is used automatically
in the command line as the value of
the variable {jsonfile}.

Supported field types / input options from the templates

Textfield

Returns the text content. If the field is empty, it will not be transported.

DropDown

Returns the value of the selection, not the display value.

Checkbox

Returns the text "True" if the box was selected, otherwise "False".

DatePicker

Returns the text of the selected time. The output format can be influenced by the parameter
"ScriptParameterFormat". (.net definitions).

RadioButton

Returns the text of the selected radio button. The key is the Radio Groupld.

SMAN Access Rights Management. Only much Smarter. | 237
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Management

Example JSON-File
{

"OnBoardingUser": "Horst Peter (8man-demo\\H.Peter)",
"Vorname": "Horst",

"Nachname": "Peter",

"Loginname": "H.Peter",

"VPN2": "False",

"VPN": "True",

"WLAN": "True",

"Teamwarp": "True",

"Jira": "False",

"HomeDir": "True",

"When": "2018-03-28T22:00:00.0000000Z" ,
"DropDownWert”: "Value B",
"UserComment": "LOL"

16 8MAN jobs overview

N 1c job overview contains a variety

of information including scan

Server Status Jobs Collectors
| F = speed and the amount of collected
Logged in users: 1 4 Scans 5 Changes 1 Connacted 1 Disconnected
s | oo 15 More I 2 Configured in Total d ata.
4 Scheduled 0 Executing Some collectors are currently not 3
I 20 Succeeded 0 Failed | operational You are not able to Edlt or

[ane . configure the displayed
information in the job overview tile.

» B ¥ = R
Scans Open Order User Management Data Owner SuccesstI.l o bS are dISp layed for 2
Resource Configurations, Open Order Resource User Management, Role Organizational Categories, Data

Logga, File Server CSV Import Descriptions Management Owners, Resources, Additional WEEkS, fa iled jobs for 4 Weeks_

Group Wizerd Settings

Q. ) v  \ Click the tile for more details.

License Jobs Overview Collectors Alerts Configuration
License Information, Server Job Status, Job Categories BMAN Collectors Overview and Activated Alert Sensors.
Configuration

g Labal % S.

Change Configuration Views & Reports Server Basic configuration
Common Change Settings, ~ Views &Reports Blacklistfor  GrantMA, Comments, Email BMAN Server SQL Server,
Technology-specifc Change: Viens &Reports Storage of Scans, Server Healtn Configuration Status
Configurations Check, Server Logging
Ready demoadmin @ localhost €1 HE

Access Rights Management. Only much Sm
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I Y < - between two views.
)

~ Navigation
anges 2 Reports O Databace Maintenznce 23 BMAN internal
Scheduled Succeeded
Please select a job history diagram to view detalls...
Ready demoadmin @ localhost €1 HE

Access Rights Management. Only much Smarter.
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8MAN jobs overview

16.1 Group jobs according to status

Y /o o1 sce o job progress diagram
)

forevery status.
~ Navigation
Views > Status
t|9 Scans 16 Changes 2 Reports 0 Database Manienance 23 8MAN internal Click On a diagram to VI.eW the
Scheduled — associated jobs.
: — ., | Hover overthe bars in the diagram
sottms v | Duraton | Aceouen ame et to receive a quick preview.
4/21/2017 5:00 AM BMAN DataBase Maintenance @ Scheduled
4/20/2017 10:00 PM Data Warehouse Calculation e Scheduled
4/20/2017 10:00 PM 8man-demo\sa-8man File server scan of "srv-8man” e Scheduled
4/20/2017 10:00 PM 8man-demo\sa-8man Active Directory Scan of “Eman-demo.local” 0 Scheduled
Ready.

demoadmin @ localhost €1 H

Access Rights Management. Only much Smarter.
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16.2 Display jobs grouped by category

~ Navigation

Views > Categories >

4 Scheduled 0 Erecuting 13 Succeeded 0 Faled

Changes 8MAN internal Scans Reports
0 Scheduled 2 Scheduled 2 Scheduled 0 Scheduled
0 Executing 0 Executing 0 Executing 0 Executing
2 Succeaded 9 Succeeded 2 Succeeded 0 Succeeded
0 Failed 0 Failed 0 Failed 0 Failed
~ 8MAN internal
Data Warehouse Calcu... | i Database Maintenance
Details
| @rieer 9
Starttime ¥ Duration

4/22/2017 500 AM

4/21/2017 500 AM 9 seconds
4/20/2017 10:53 AM < 1 second
4/20/2017 10:50 AM < 1 second

Ready

Account

Name

8MAN DataBase Maintenance
8MAN DataBase Maintenance
8MAN DataBase Maintenance
8MAN DataBase Maintenance

@ Scheduled

Ok Data Owner reinitialization [..]
0k

Ok

v

demoadmin @ localhost €1 H

Access Rights Management. Only much Smarter.

8MAN jobs overview

— In the category view the jobs are

listed in more granularity.

8MAN provides job progress
diagrams for each category.

Click on a diagram to list the
associated jobs.
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8MAN jobs overview

17 Configure views & reports

NN -/ mine the options for report
creation, views and blacklists

Server Status Jobs Collectors
License Information summary Configuration
Logged in users: 1 45cans 5 Changes 1 Connected 1 Disconnected
| orerors 15 More 2 Configured in Total
Licensed
4 Scheduled 0 Bxecuting Some collectors are currently not
20 Succeeded 0 Failed operational
[ arier 2

> =

Scans Open Order
Resource Configurations, Open Order Resource
Descriptions

Logga, File Server CSV Import

&.

License
License Information, Server
Status

V|

Jobs Overview
Job Status, Job Categories

0% ]
[ ) [ |
User Management

User Management, Role:
Management

Data Owner

Organizational Categories, Data

Owners, Resourcss, Addtional
Group Wizard Settings

v a

Alerts Configuration

S

Change Configuration Views & Reports
Commen Change Setfings, Views &Reports, Blackit for
Views &Reports

Technology-speciic Change
Configurations

Collectors
8MAN Collecters Overview and Activated Alert Sensors.
Configuration
ﬁ \-'-
— A
=
Server Basic configuration

BMAN Server, SQL Server,

GranthMA, Comments, Email,
Configuration Status

Storage of Scans, Server Hesith
Check, Server Logging

Click on "Views & reports".

demoadmin @ localhost €1 HE

Access Rights Management. Only mu
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Configure views & reports

17.1 Configure report options

Views & Reports

I The 8MAN Server stores the generated reports under the path C) I

[] [ XPS reports will be opened in Microsoft XPS-Viewer up to page count [4 100 b
Old reports will be deleted, if..

reports are older than [4 28 ] days or
T2, the count of all currently existing reprts i greater than [€ 100 o
& the size of all currently existing reports is grester than ME.

Configuration for group resolving in reports

& Oty the name of groups containing more than members will be displayad in the reports. The group members will not be listed,

Blacklist for Views & Reports

In reports and 8MAN Resource View all groups wil be resolved.

Ready

demoadmin @ localhost <1

Views & Reports

The BMAN Server stores the generated reports under the path C:

l [ | XPS reports will be opened in Microsoft XPS-Viewer up to page count I

Old reports will be deleted, if..

reports are older than [4 28 ] days or
2, the count of all currently eisting reperts i greater than [€ 100 BJor
&R the size of all cumrently existing reports is greater than ME.

Configuration for group resolving in reports

& Oty the name of groups containing more than members will be displayad in the reports. The group members will not be listed,

Blacklist for Views & Reports

In reports and 8MAN Resource View all groups will be resolved.

Ready

demoadmin @ localhost <1 2

Access Rights Management. Only much Sm

Determine where 8MAN stores
reports.

The default path is:

%ProgramData%\protected-
networks.com\8MAN\data\reports

By default 8MAN uses its own XPS
viewer when opening files in an XPS
format. The 8MAN user interface is
locked when displaying XPS
reports.

Please use the Microsoft XPS
viewer if you require the
simultaneous availability of both
report and 8MAN user interface.

From 8MAN version 8 on reports
will no longer be created in XPS
format. For compatibility reasons
the XPS viewer will stay included to
view earlier created reports in XPS
format.
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17.2 Configure the blacklist for views and reports

You can determine the groups for which members are not resolved in the views and reports. This allows for a better
overview, especially for groups with large numbers of users. Affected are:

e reports

e views in SMAN GUI

e Analyze&Act web interface

Examples:
e Domain users - This groups includes all users in the applied domain.
e Users (predefined) - This group includes all users withing a selected context (for example domain, file server)

Hiding group memberships may also be required in order to ensure compliance with company regulations and
guidelines.

Groups included in the blacklist are indicated with a blacklist icon in the resource view of the 8MAN user interface.
Their members are not displayed.

Use the search to find the desired

accounts.

— Move accounts in and out of the
A blacklist via drag & drop.

@ Cloneable Domain Controllers (Bman-dema\Cloneable Domain Controllers) @ Domain Users (8man-demo\Domain Users)

Blacklist for Views & Reports

ts of domain In reports and BMAN Resource View these groups will not be resolve

You must enter a comment for the
log book in order to be able to
apply these changes.

@ Read-only Domain Controllers (8man-demo\Read-only Domain Controllers)

demoadmin @ localhost <1

Access Rights Management. Only much Sma
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18 Open Order

NN //ith OpenOrder, you use GrantVA

workflows for orders that are not
[ s =l | S .
? 2 executed with SMAN after

Logged in users: 1 52 Scans 58 Changes 1 Connected R
1 Report 42 M 1 Configured in Total I

- e - s Tes completion.
4 Scheduled 0 Executing All Collectors are Operational

s 0 You define the available

[are B technologies and resources in an

> ﬁ ot oiin XML file, e.g. Hardware, software,
[ - or permissions for systems not

Scans Open Order User Management Data Owner
Resource Configurations, Open Order Resource User Management, Role Organizational Categories, Data H d H 8 M A N
Loggs, File Server CSV Import Descriptions Management Owners, Resources, Additional n teg ra te n tO .
Group Wizard Settings

Customize the order with
Q,, HH 9. 7\ customizable templates (see

ass =
License Jobs Overview Collectors Alerts Configuration manual for templates).
License Information, Server Job Status, Job Categories BMAN Collecters Overview and Activated Alert Sensers.
Status Configuration

O Lahal o0 S.

Change Configuration Views & Reports Server Basic configuration

Common Change Settings, Views &Reports, Biackiistfor _ GrantMA, Comments, Em, BMAN Server SOL Server
Technology-specific Change Views &Reports Storage of Scans, Server Health Configuration Status
Configurations Check, Server Logging
Ready demoadmin @ localhost €1

Access Rights Management. Only much Smarter.




18.1 Define the available technologies and resources
You can define the available technologies and resources in an XML file.

The XML file has the following structure:
1. Settechnology

2. Define technology
- Define permissionsets
- Summarizing permissions for types

3. Describe resources
- Define resource root
- Define resources

Example:
<?xml version="1.0" encoding="utf-8"?>

<!-- do not change -->
<resourceImport Version="3">

<!-- technology definition -->
< Id="D54C16F2-42C1-477A-BD20-3285158F68D3" Name="Hardware" IconId="2" Color="#0000be">
<definitions>
< >
<permissionSet PermissionSetId="1" Description="['en-US:Buy', 'de-DE:Kaufen']" />
<permissionSet PermissionSetId="2" Description="['en-US:Lease', 'de-DE:Leasen']" />
<permissionSet PermissionSetId="3" Description="['en-US:Rent', 'de-DE:Mieten']" />
</permissionSets>
< >
<type Id="1" Description="['en-US:Hardware', 'de-DE:Hardware']" IconId="Container"
PermissionSetIds="[]" />
<type Id="3" Description="["'en-US:Desktop’, 'de-DE:Desktop’']"” IconId="Computer"
PermissionSetIds="[1,2,3]" />

</types>
</definitions>
<l-- -=>
<data>
< Id="6CE9B526-9FFD-46A5-9EDO-36FB4E1303B5" Name="Computer" TypeIld="1" Merge="no">
< Name="Desktop PCs" TypeId="3" Description="['en-US:Stationary PC', 'de-DE:Stationdre

Arbeitsplatz-PCs']">
<resource Name="Desktop-PC Einfach" TypeId="3" />
<resource Name="Desktop-PC Standard" TypeId="3" />
<resource Name="Desktop-PC konfigurierbar" Typeld="3" TemplateID="E3865726-6FDF-489E-A7D5-
4ABBA5B2BF83" />
</resource>
</root>
</data>
</technology>
</resourceImport>
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18.1.1 Set technology

An OpenOrder XML configuration can contain several technologies. In the first line of a technology section, specify
the ID, name, and icon.

Example:

<!-- technology definition -->
<technology Id="D54C16F2-42C1-477A-BD20-3285158F68D3" Name="Hardware" IconId="2">

id

Identifies the technology and must be unique within Open Order. Our recommendation: Use a GUID, e.g. from
guidgen.com

Name

Display name of the technology.

Iconld

Displayed icon for the DataOwner configuration (not for the GrantMA). See predefined Icons.

Access Rights Management. Only much Smarter.
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Access Rights Management

18.1.1.1 Define permission sets
In the permissionSets section, you define the technology's permission sets.

Example:

<permissionSets>
<permissionSet PermissionSetId="1" Description="['en-US:Buy', 'de-DE:Kaufen']" />

<permissionSet PermissionSetId="2" Description="['en-US:Lease', 'de-DE:Leasen’']" />
<permissionSet PermissionSetId="3" Description="['en-US:Rent"','de-DE:Mieten']" />
</permissionSets>

PermissionSetld

Assign an integer that identifies the entry in the permission set.

Description

See Chapter Descriptions.

Access Rights Management. Only much Smarter.
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18.1.1.2 Define types

A type definition of a technology contains 0to n permissions and an icon.

Example:

<types>
<type Id="1" Description="['en-US:Hardware', 'de-DE:Hardware']" Iconld="Container"
PermissionSetIds="[]" />
<type Id="3" Description="['en-US:Desktop', 'de-DE:Desktop’']" IconId="Computer"
PermissionSetIds="[1,2,3]" />
</types>

id

Assign an integer that identifies the type.

Description

The displayed description of type.

Iconld

Displayed icon for the DataOwner configuration (not for the GrantMA). See predefined icons.

PermissionSetlds

A list of possible permissions for the type. An empty list of PermissionSetlds implies that a resource with the
authorization type can not be ordered.
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18.1.2 Define resources

In the data section, you define the resources. A resource node starts with a root entry. You then specify the

available resources.

Access Rights Management. Only much Smarter.




18.1.2.1 Define root

With a node entry (root), you define the topmost entry of a resource.

Example:

<data>
<root Id="6CE9B526-9FFD-46A5-9EDO-36FB4E1303B5" Name="Computer" TypeId="1" Merge="no">
<resource Name="Desktop PCs" TypeId="3" Description="['en-US:Stationary PC', 'de-DE:Stationdre
Arbeitsplatz-PCs']">
<resource Name="Desktop-PC Einfach" TypeId="3" />
<resource Name="Desktop-PC Standard" Typeld="3" />
<resource Name="Desktop-PC konfigurierbar" TypeId="3" TemplateID="E3865726-6FDF-489E-A7D5-
4ABBASB2BF83" />
</resource>
</root>
</data>

id

Assign an ID to the top node. The ID must be unique within Open Order. Our recommendation: Use a GUID, e.g. from

Name

Assign an display name for the node.

Typeld

Specify the type of the top node.

Merge

Set the update behavior if you re-upload the XML configuration.

Merge="no"
An existing configuration of the same root ID is removed and replaced by the new upload.

Merge="yes"
For an existing root ID:

e new entries (new name) will be added,
e same entries (same name) will be added creating duplicates,

e old entries will be kept.


https://www.guidgen.com/
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18.1.2.2 Define resource

Within the root, you define the resources in the resource section. You can nest the resources as much as you want.

Example:
<data>
<root Id="6CE9B526-9FFD-46A5-9EDO-36FB4E1303B5" Name="Computer" TypeId="1" Merge="no">
<resource Name="Desktop PCs" TypeId="3" Description="['en-US:Stationary PC', 'de-DE:Stationdre
Arbeitsplatz-PCs']">
<resource Name="Desktop-PC Einfach" TypeId="3" />
<resource Name="Desktop-PC Standard" TypelId="3" />
<resource Name="Desktop-PC konfigurierbar" TypeId="3" TemplateID="E3865726-6FDF-489E-A7D5-
4ABBA5B2BF83" />
</resource>
</root>
</data>

Name

In 8MAN displayed name of the resource.

Typeld

Mandatory: Assign a type to the resource.

Description

Optionally provide a description of the resource.
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18.2 Predefined icons

To display the technologies and resources in the data owner configuration, use predefined icons.
Use either the ID or the tag (tags are case-insensitive).

Example

IconId="1" or IconId="Server" or IconID="SERVER"

Tag ID Icon [ Tooltip German Tooltip English Notes
(case-insensitive)

Unknown 0 £} | Unbekannt Unknown (1)
Server 1 |# Server Server (2)
Domain 2 ~ Doméne Domain
OrganizationalUnit 3 ___1! Organisationseinheit | Organizational Unit
Container 4 J Container Container

Computer 5 ?} Computer Computer

Share 6 L |Freigabe Share

Directory 7 f_-;, Verzeichnis Directory

File 8 Datei File

Contact 9 4 | Kontakt Contact

Iltem 10 Element Iltem

Group 11 ‘. Gruppe Group

User 12 3 Benutzer User

Memorystick 13 ﬁ Memorystick Memorystick

BoxSoftware 14 =r|:_|; Softwarebox Software box

cd 15 |:j cD cD

Laptop 16 __:g Laptop Laptop
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Printer 18 LE Drucker Printer

Smartphone 17 Smartphone Smartphone

(1) Default for resources if no or an invalid value (tag or ID) was specified.
(2) The default setting for resource nodes (root), if no or an invalid value (tag or ID) was specified.
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18.3 Descriptions
Descriptions can be given in several languages.

Example
Description="['en-US:Buy', 'de-DE:Kaufen', 'fr-FR:Acheter']

You can add additional languages. Use the Windows Language Code Identifier (LCID).

Note

If you need to use an apostrophe (escape character) within the description text, this must be quoted:
Description="['en-US:PC&quots"']
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18.4 Validate an XML configuration file

At the latest when uploading to the 8MAN configuration, your XML configuration is validated. You can already check
the structure of your XML data in the editor for validity.

In the 8MAN configuration,

navigate to "Open Order".
Click "here" to download the XML
schema file.

In Notepad ++ with XML Tools
enabled, you can perform a

schema validation.

Click Plugins > XML Tools > Validate
Now.

Open Order Resource Descriptions BMAN says!
Open Order Configuration
Import File Here you can manage extemnal resource descriptions of several Open Order
Select a valid XML file which contains open order resource descriptions for import. technologies. Use the Open Order technologies in the Data Owner configuration in
order to assign your requestable resources.
Uplesd
Functions:
« Import Open Order resource descriptions from XML file
XML schema ¢ Open Order pti
The XML schema will be used to verify that the import fie s valid. It also serves a5
documentation for creating an import file. You can download the s(hem
Hardware
rrrrr (@ computer
& Software
e [ Software
Schach
rrrrr [ Computer Hersteller
Ready demoadmin @ localhost €1 H
& ~CUsers\j.brandtiD t£\OpenO - Notepad++ e - o x
"
Datei Bearbeiten Suchen Ansicht Kodierng Sprachen Einstellungen Werkzeuge Makro Au;h'mvenl Erveiterungen |Fenster 7 x
- - i
AR REE sk De|(hg| kx| BR (Bl converter =
OpenOrderExample sl £ TR >
T <7xml version="1.0" encoding="utf-6"7> DTt D
2 NppErport >
3 <!— do mot change ——> e
3 TSN rnablexmL heck
N [V Enable XML syntax auto-ched
e <1 CheckXMLsyntaxnow
7 wed . I Coloz="# >
. 2 ion
s B Validate Ctrl+Alt+ Shift M.
10 -US:Buy" , 'de-DE:Raufen'l" />
11 [ Tog auto-close -US:Lease','de-DE:Leasen’]" />
12 Set XML type automtically US:Rent', 'de-DE:Misten']" />
PR
= & Prevent XXE
15 Pretty print (XML ony) ardware']" Iconld="Container" PermissicnSetIds="[1" />
16 sktop']" Iconld="Computer’ PermissiomSstIds='[1,2,3]" />
B Prety print (XML only - with line breaks) Cri Alts Shift+ B
12 | </ Prettyprint (Tedt indent)
1s Pretty print (libXML) [experimental]
i;’ j[ Pretty print (attributes) Ctrl+ Alt-ShifteA
Pt Linarize XML CHLASHEL | computern TypeTd=ri® Merge="nons
23 Apply to all openfiles: "['en-US:Stationary BC','de-DE:Stationire Arbeitsplatz-BCs']">
21
= Current XML Path Cle Al Shift-P
26 Evaluate XPath expression 3% TemplateID="E3665726-GEDE-459E-ATD5-4ABBASB2BESS" />
27
. ¥5L Transformation
22 T 9 Convertselection XML totext (<= => 8ll8igt)
30 F </re -
21 Lijresc  Convertselection tedtto XML (8ltgt => <>}
Comment selection Ctrls Al Shift+ C
Uncomment selection Ctrle AltsShifts R
[V Checkfor plugin updates on startup
Options...
About XML Tools
ctensible Markup Language file length 1454 lines : 31 Lni31 Col:18 Sel:0[0 Windows (CRLF)  UTF-6 INS
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[& causersjbrandeD t=\0penO - Notepads+ b - o X 5 l t th h fl (8MAN
Dstei Bearbeiten Suchen Ansicht Kodierung Sprachen Einstellungen Werkzeuge Makro Ausfohren Erweiterungen Fenster ? X elec escnema jie
LOHBRGE ALk oc ay|ss 36851 EIBAne| a0 EE OpenOrder Configuration
[ OpenOrderExample xml E3 p g
: Import.xsd) downloaded from
3 <!-- do not change -->
2 [O<rescurceImport Version=n3ns 8MAN
5 .
7 158F68D3" I Col. # > . " " . .
e 8 astimanionn Click "OK" to start the validation.
s = <permissionSets>
10 <permissionSet PermissionSetI: Description="["'en-US:Buy"','de-DE:Kaufen']" />
11 <permissionSet Permission3etI: D - -
12 <permissionSet PermizsionSacT Dag Select file.. x
il </permissionsets> Please select ML schema (45D
14 O <types>
15 <type Té="1" Description="[' B [T — ) OperDider Corfiguration Impor 0 235 0ssd ||| Faa=rnpyn /5
16 <type Ia="3" Description="['en-US:Desk |nooran: "[1,2,3]" />
R </types> This dislog o is displayed because default validation schema cannot be found in XML root
8 </definitions> element. To avoid having to specify the. ot every validation, please define the default
13 HML schema in your reet element using felloring syntax:
20 <!-- resource definition —-> <resourcelmpott .
21 «data> rmlnsxsi="http /w3 org/ 2001 XMLS chema-ingtance™
S sornd) : o T B
23 <resource Name="Desktop PCs" TypeTd="3 wherzXSD_FILE_PATH is the relative ar absclute path of the XML schema fil. beitsplata-PCs']">
24 <resource Name="Desktop-PC Einfach"
= researes Name—rDaskrop Be Stancard
27 = </resource>
28 ] </root>
23 e </data>
30 I </technology>
31 L</resourceImport>
|eXtensible Markup Language file length: 1454 lines: 31 Ln:31 Col:18 Sel:0|0 Windows (CRLF}  UTF-8 INS
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18.5 Integrate Open Order templates in the SMATE GrantMA

To create Open Order Templates, follow these steps:

1. Enterthe template's call into the XML Resource Configuration
2. Upload an XML resource configuration to the Data Owner configuration

3. Setthe Open Order resource to requestable

Access Rights Management. Only much Smarter.




18.5.1 Enter the template's call into the XML Resource Configuration

Assign the unique ID of the OpenOrderTemplate to one or more resources.
For more information on the structure of the XML resource configuration, see the Open Order manual.

Example

<?xml version="1.0" encoding="utf-8"?>
<resourceImport Version="3">
<technology Id="D54C16F2-42C1-477A-BD20-3285158F68D3" Name="Hardware" IconId="2" Color="#0000be">
<definitions>
<permissionSets>
<permissionSet PermissionSetId="1" Description="['en-US:Buy', 'de-DE:Kaufen']" />
<permissionSet PermissionSetId="2" Description="['en-US:Lease', 'de-DE:Leasen']" />
<permissionSet PermissionSetId="3" Description="['en-US:Rent', 'de-DE:Mieten']" />
</permissionSets>
<types>
<type Id="1" Description="['en-US:Hardware', 'de-DE:Hardware']" IconId="Container"
PermissionSetIds="[]" />
<type Id="3" Description="["'en-US:Desktop’, 'de-DE:Desktop’']"” IconId="Computer"
PermissionSetIds="[1,2,3]" />
</types>
</definitions>
<data>
<root Id="6CE9B526-9FFD-46A5-9EDO-36FB4E1303B5" Name="Computer" TypeId="1" Merge="no">
<resource Name="Desktop PCs" TypeId="3" Description="['en-US:Stationary PC', 'de-DE:Stationdre
Arbeitsplatz-PCs']">
<resource Name="Desktop-PC Simple" TypeId="3" />
<resource Name="Desktop-PC Standard" TypeId="3" />
<resource Name="Desktop-PC Custom" TypeId="3" TemplateID="E3865726-6FDF-489E-A7D5-
4ABBASB2BF83" />
</resource>
</root>
</data>
</technology>
</resourceImport>
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18.5.2 Upload an XML resource configuration to the Data Owner configuration

In the 8MAN configuration, click

Server Status Jobs Collectors
License Information summary Cenfiguration
Logged in users: 2 49 Seans 21 Changes 1 Connected
0 Reports 26 More 1 Configured in Total
Licensed
6 Scheduled 0 Bxecuting All Collectors are Operational
50 Succeeded 40 Failed
| & e 12

> =

Scans Open Order

Resource Configurations, Open Order Resource
Logga, File Server CSV Import Descriptions
ase
L1 1]
A4 1

License Jobs Overview

License Information, Server
tatus

Change Configuration
Common Change Settings,

Technology-specific Change
Configurations

uhal

Views &Reports

Job Status, Job Categories

Views & Reports
Views & Reports, Blacklist for

i

User Management
User Management, Role
Management

9.

Collectors
BMAN Collectors Overview and
Configuration

Server
GrantMA, Comments, Email

Storage of Scans, Server Health
Check, Server Logging

Data Owner
Organizationsl Categories, Data
Onners, Resources, Additional
Group Wizerd Settings

f‘\

Alerts Configuration
Activated Alert Sensors.

(]

4
Basic configuration

BMAN Server SQL Server,
Configuration Status

Ready

demoadmin @ localhost €1

Open Order Resource Descriptions

8MAN says!

"Open Order".

Click "Upload" to import the XML
Resource Configuration.

After successful import, the
resources are available in the Data

Open Order Configuration
Import File Here you can manage extemal resource descriptions of several Open Order f H ;
Select a valid XML file which contain: open order resource descriptions for import technologies. Use the Open Order technologies in the Data Owner configuration in O wner con Ig uration an d can b e
] order to assign your requestable resources. . i A
Upload
—g et assigned to organizational
« Import Open Order resource descriptions from XML file .
XML schema . Gpen Order CategOI'Ies.

The XML schema will be used to verify that the import file is valid. It also serves as
documentation for creating an import file. You can download the schema here

B Schach
‘[T Computer Hersteller

Ready

demoadmin @ localhost <1 P

Management. Only much S
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18.5.3 Set the Open Order resource to requestable

N /11 the SMAN configuration, click

"Data Owner".

Server Status Jobs Collectors
License Information Summary Cenfiguration
Logged in users: 2 49 Seans 21 Changes 1 Connected
0 Reports 26 More 1 Configured in Total
Licensed
6 Scheduled 0 Executing All Collectors are Operational
50 Succeeded 40 Failed
12
> ) [ ]
> E ) [
Scans Open Order User Management Data Owner
Resource Canfigurations, Open Order Resource User Management, Role Organizationsl Categories, Data
Logga, File Server CSV Import Descriptions Owners, Resources, Additional

Q.

License.
License Information, Server
tatus

Change Configuration
Common Change Settings,

Technology-specific Change
Configurations

Jobs Overview

Job Status, Job Categories

uhal

Views & Reports

Views &Reports, Blackiist for

Views &Reports

Group Wizerd Settings

9.

Collectors
BMAN Collectors Overview and
Configuration

Server
GrantMA, Comments, Email

Storage of Scans, Server Health
Check, Server Logging

f‘\

Alerts Configuration
Activated Alert Sensors.

(]

4

Basic configuration
BMAN Server, SQL Server
Configuration Status

Ready

demoadmin @ localhost €1

Data Owner configuration

1. Add the desired resource by
drag & drop.

Organizational Categories

Creste Edit Delete

[ |

| @ include content |

Import Export Report

User & Group selection
Demo P
g Domain | 8MAN-DEMO.LOCAL v

Additional Group Wizard Settings
Keep standard settings

O Assigned workflow

Default Single Step Data Owner Authorization

2. Theresource is automatically
marked as requestable.

Q_ Search (§

Data Owners Requesters
L [Q @ seoren ©
Organisation a4 1| [ @ceer [
| @ showinherited entries | | @ show inherited entries | Name
. Demo
H Name Inherited from User role Name Inherited from User role
inanzen
: &8 Dirk DataOviner (. Data Owner & Ricky Requester (.. HRequester
. Finanzen Gehilter
. Marketing
_ Mitgliedschaft in Rollen
_ Open Order
_ Personalabteilung
. 8 > -
.. Produktion Resource selection
_ Projekt:GeheimesSalesProjekt | @ searcn
Resources
jekt:Gehei ctive Director
- P [@-Fieer T Ty
S - ile server
' Sales | @ showinherited entries | <hange
Name Inherited from Access [Tamplxie)
& Hardware
le server (1) 7
[E]Marketing (\srv-8man\Marketing) BO/
Template (2)
B PC Enfach
N
z:ma:‘hﬂa Exchange (8man) > g § B Desttop-5C Entwickler
ample - create a new user, (8man) 38 Desktop-PC Standard
& Hardware (1)
BDesitop PCs (Hardware/Computer/Desktop PCs) @
P-System
asy Connect - CSV
asy Connect - SQL
SharePoint
Ready demoadmin @ localhost €1 HE
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Bl e requester can find the resource

available via Open Order in the
"Create new objects" area.

B 8MAN Web x

«

052e3858¢d 1 9%252F%252FComputer%252F88899 ¥ ﬁ‘ 3

C | @ sicher | nttpsy, d 3247d-9512-4403-a4

Create a new request Py Cormpany
Search resource Q
Start / Demo/ Desktop PCs
~
Create new objects
Action Resource Details
[ Deskiop-PC Entwickler Hardware
~
Resources
Action Resource Details
[E Deskiop-PC Einfach Hardware
[E Deskiop-PC Standard Hardware
R H--En
Y& o . Example for an template based
& €| & sicher | ntipsy o 3a47d-9512-4403-a4 d;par %4252F%252F Computer%252F8889%25¢ % | O
pen Order request.

Desktop-PC Entwickler

Request a customizable Desktop-PC

os: Windows 10

17 Quadcore

16 GB

Add o shopping cart

s Management. Only much Smart
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19 Configuration in the web client

19.1 Set analyze options

Log into the WebClient as SMIAN
administrator.

1. Click the gear.

2. Select Analyze.

v 3. Specify credentials for the
execution of scripts. Specify an
Fasswors : account that has the

o permissions to perform the
actions of the scripts.

S 4. Define the maximum number of
L i ol lines to be displayed in the
scenarios. A high number of
o= lines can lead to performance
problems (see Browser
Recommendations).

5. Save the settings.

- | @ anton Admin ~

# Cockplit O Recerfification ~  [u: Analyze ~ W Requests - % Workflows -

Analyze Settings

Script credentials

Userid

hitpsy/srv-8man 8man-demoJocal/#
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19.2 Configure Recertifications

Activate/deactivate

B BMAN Web - Settings X

# Home [il Recerfification -  [i: Analyze - 2 Requesting ~ % Workflows - ~ & demoadmin ~

. . \ 2.
Settings Recertification ‘
Configuration
Recertification date range 3.

Start date:March 20, 2017

March 2017 v e»

Duration |30 Days

Frequence 3 Month

Login with 8MAN administrator
credentials and select
"Recertification”.

Select a start date.
Recertification is active from this
date on.

Select an end date.
Recertification is deactivated
from this date on. There is no
other option to deactivate the
recertification. All Data Owners
with open recertification
requests will be informed by
email.

These settings are valid globally for
all Data Owners.

Which resources need to be
certified is specified in the
DataOwner configuration.

Deadlines and Intervals

£ BMAN Web - Setings X

Login with 8MAN Administrator

o 2 credentials and select
& Home i Recerfification ~  lu: Analyze -+ 12 Requesting ~ % Workflows ~ | 2 demoadmin - "Receftiﬁca t/-on n
Seffings Receriification ‘ 2. Determine hoyv much time Data
Owners are given to complete
Cotoin recertifications.
feccston e e R 3. Determine the frequency of the
recertification process.
T =] i = These settings are valid globally for
) . ) . : all Data Owners.
il 22 i) 24 25
(J end date
Duration l3o— Days
Frequence lE—Month
=1
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Activate Recertifications in the Data Owner Configuration

Data Owner configuration

@

Organizational Categories Sales User & Group selection
Create Edit Delete Import Export Report
I ‘ 294, pdtionsl Group Wizsrd Settings ©3  pssigned workflow Domain[avan-cemoloca ]
Q search Keep standard settings Marketing (2-Stufen Genehmigung)
Q search @) @ Fier
| @ tmctude content | Data owners Requesters
[& @ searen @]
Demo company | @, Filter 1 ‘ | @ Filter 206 ‘
= " | @ showinherited entries | | O showinherted entries | Name
~m Developmen &, Azubi, Andy (8man-demo\Andy Azubi)
Finance Name Inherited from User role Name Inherited from User role O Y m————
@ &, sam Sales (BMA... Data Owner = & Azubi, Andy (.. H Requester (employee)  , peter Paul (man-dema\PPaul)
_ Manufacturing & Ricky Request... BlRequester (employee) 2, S, Peter (8man-demo\PeterSile)
. Marketing |
__ Open Order
_ HR
__ ProjektGeheimesSalesProjekt
) ) g > v
_ Projekt:Geheimrezept Resource selection
.. Sales - | Qsearcn
Resources
(@ 5 | 2Active Directory
Filte File server
| © showinherited entries |
Name Alias Inherited from ®  Access
Active Directory (13)
od
g = / @ Easy Connect - SQL
- - arePoint
Vertieb (\srv-8manVertrieb) Ll =k Microsoft Dynamics NAV
2 Template (2)
-4 Sales - Neue Gruppe (8man) E 7
£ /4 Sales - Neuer Benutzer (man) B 7
Ready

demoadmin @ localhost €1 HE
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To make resources appear in the
Data Owner recertification process,
you must mark them as editable
and activate the recertification.

Select a resource and use the flyout
menu bar to activate the
recertification.
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19.2.1 Customize notification emails

Manage the frequency of email notifications

Reminder to finish
recertification
Status notify to
8MAN Admin

Call fo action
fo the Data Owner

Reminder to finish
recertification

Reminder to finish
recertification

50% 90% 100%

» i
P> time

Finalization of the Recertification
by the Data Owner

Recertification in part
by the Data Owner

E-Mail fo the
8MAN Admin with
desired changes

Automatic removal E-Mail o the
8MAN Admin with

desired changes

Automatic removal

of permissions
(if possible)

of permissions
(if possible)

b
»

Realization

v

Period of recertification

Start of
recertification

Adjust content and style of the notification email

Configuration in the web client

During the recertification process,
email notifications are sent
frequently to data owners and
8MAN administrators.

The timeline diagram visualizes
when emails are sent and whom
they are sent to. Every email above
the timeline (with an orange
marking) can be deactivated. In
this case please contact support.

8MAN offers standard templates in XML stylesheet format. You can find them in the following directory:

%ProgramFiles%\Protected Networks\8MAN\etc\mails\Recertification

In case you want to modify these templates, please copy the files (*.xslt und css.html) to:

%ProgramData%\protected-networks.com\8AN\cfg\mails\Recertification

The sub-directory "mails\recertification" must be created in advance.

Adjust the templates in "ProgramData". 8MAN primarily uses the modified templates in "ProgramData".

When updating to a newer 8MAN version the data in "ProgramFiles" will be overwritten.

Access Rights Management. Only much Smarter.




19.2.2 Test notification emails for recertification

Background / Value

In the stages of recertification, 8MAN sends various notification emails. Test the notification emails - including your
adjustments if necessary, before you enable recertification.

Additional Services

(Administrator)

Step by step process

8MAN Web x

Log into the web client as an
administrator.

tips://sru-Bman.8man-demolocal

SMAN & codptt O recertfication -

@ Q M w ﬁ LA
Requests

% Workflows -

lw. Analyze ~

W Requests -

1. Click on the gear.

2. Select "Recertification Test
Email".

Employee search

Waiting for Approval 0
My requests 4 @
Risks A
Accounswinneverexping g0 ?
pessuore 8 ) Frea Rick (man-damotered Rick
i Pause user (0]
Inactive accounts 70 Log. Anna (8man-demo\Anna Log
&
Directories with direct access 55
D &
My area 2
My staff members 2 Assign profile >
Change my personal information > Group actions
©
~
P rTTE—— B[ [a] ..
e\ 1. Enter one or more recipients.
<« C | @ Sicher | htips;//srv-8man.8man-demo.local/#/rece -emai %l :

SMAN  # codpit  Orecertification -l Analyze W Requests -+ % Workflows - - QAnfon Admin - il 2 Choosethe lan guage.
Recertification - Recertification email fest 3. Send the desired no tlfI.Ca tion
of | email.

Start Recertification

Email notifications E

50% time frame (Data Owner

90% time frame (Data Owner

90% time 7

N-Admin;

00% time frame (Data Owner)

00% time frame (BMAN
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R Example of a notification at the
Recertification beginning of the recertification.

Dear Anton Admin,

>

a new scheduled recertification is pending. It has to be finished by 3/16/2018.
Please check the permissions on the following resources:

Permissions

Resource Description

ProjectX | Project X

ProjectY | Project¥

Follow the link to login to the 8MAN recertification website.

Regards

8MAN recertification

Access Rights Management. Only much Smarter.
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19.2.3 Configure the display settings

Eliminate the display of technical accounts

The recertification process has been designed to check the permissions of real users. Technical accounts (see the
following list) are not displayed:

e Creator Owner (S-1-3-0)

e Creator-Group (S-1-3-1)

e Creator-Owner-Server (S-1-3-2)
e Creator group-Server (S-1-3-3)
All Services (S-1-5-80-0)

e RDT (S-1-5-1)

e Network (S-1-5-2)

e Batch processing (S-1-5-3)

e Interactive (S-1-5-4)

e Domain controller (S-1-5-9)

e Local System (S-1-5-18)

e Local Service (S-1-5-19)

e Network service (S-1-5-20)

Please contact support if you require any modifications of this list.

Manage display settings for resolving group memberships

Recertifications adopt the settings of the blacklist for views and reports. Please see the chapter "Configure the
Blacklist for Views & Reports".

By viewing accounts and groups without the technical ones Data Owners get a far better overview.
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19.3 GrantMA settings

) 8 smanweb x \

<« C | @ Sicher | https/srv-8man.8man-demo.local/#/settings:mode=orde i

SMAN  #codot  Orecertification -+l Analyze - W Requests - % Workfiows -

GrantMA Settings

v
% GrantA
Die E-Mail-Adresse des Administrators fiir GrantMA ist
B Department profiles
B compliance
Maximum number of items to Show on order overviews
Open requests will expire after 21| + |days
@ Send ema e requester on status updates. (On order, reject, executed or failed
@ Sen onal emails to the requester on each approval step
v ! n new approvable request to the Approver
@ Stob vierarchical resources (.. il
@ Allow approvers to modify order details
for resolving workflows and data owner approvers
N n ordering a resource from an organization category, the workflow triggered. I this workfiow contains
th le "data owner of the organization category”, the data owners pprove. In the legacy mode.
n jorkflow of the first organization category that contains a resou s) hierarchically closest to the
o ce s triggered. If this workflow contains the approver role "dal ization category", the data owners
of all organization categories that contain a resource that is closest to the ordered resource have to approve.
htp:
/ 8 sman web x \
& C | @ sicher | https//srv-Bman.8man-demo.local/#/settingsimode=orde L

< Recertification - % Workflows - % - Q Anfon Admin -

8MAN

A Cockpit li: Analyze - W Requests ~

GrantMA Settings

Settings v
Maximum number of items to show on order overviews

v 2 emalsto the requeste on each approvalstef ]

Open requests will expire after

@ Send ema u

(- X -]

vable reques

n ordering a resource from an organization category, the work
‘data owner of the organization category”, the data ow to approve. In the legacy mode
low of the first organization category that contains a re s) hierarchically closest to the

ce s triggered. f this workflow contains the approver role "data owner ganization category", the data owners
of all organization categories that contain a resource that is closest to the ordered resource have to approve.

triggered. I this workfiow contains

Log into the web client as an 8SMIAN
administrator.

1. Click the gear.
2. Select GrantMA.

3. Specify the administrator's
email address for GrantMA.
8MAN sends emails if errors
occur in the order process (not
for Recertification and Analyze
& Act).

1. Define the maximum number of
lines to be displayed in the
scenarios. A high number of
lines can lead to performance
problems (see
Recommendations).

2. Specify the number of days of
unfinished jobs by Data Owners
being marked as expired.
Administrators see these
requests as expired in the order
summary. No emails will be
sent.

3. Option enabled:
The requester receives an email
when the status of his order
changes.

4. Option enabled:
The applicant receives
additional emails at each
approval step.
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1. Option enabled:
The approver will receive an
email for a new request. We
GrantMA Settings recommend that you enable
GeneralSetings v this option.

Die E-Mail-Adresse des Administrators fiir GrantMA ist

& Cockpit O Recerfification ~  lu: Analyze Re s~ % Workflows ~ @ Anton Admin ~

aamingsian demosoc 2. Option enabled:
Wi e f s s onorder e : oo+ Requesters can navigate into
R — i o+ Jos hierarchical resources, e.g.
1 Sen mats o requeser on st updaes On o, refct, executd or k) subdirectories.
@ senaasonl ema t e resuesteoneac pprova s 3. Option enabled:
O oo v v e e s ] Approvers can modify a
request.

a\z Allow requesters {0 browse hierarchical resources (€.g. file system folders). |

a\z Allow approvers to modify order details. I
T Legacy mode for resonng workTows and cata ovrer approvers 4. If necessary, enable the legacy
Normally, when ordering a resource from an category, this cate is triggered. If this workflow contains m O d e_

the approver role "data owner of the organization category”, the data owners of this category have to approve. In the legacy mode,
however, the workflow of the first organization category that contains a resource which is (upwards) hierarchically closest to the
ordered resource is triggered. If this workflow contains the approver role "data owner of the organization category", the data owners
of all organization categories that contain a resource that s closest to the ordered resource have to approve.

/ 8 8MAN Web

x\
¢ ¢ [anmps 8man-demo. K

Define a blacklist for which
directories are hidden for

& Home O Recerffict lil: Analyze - Requesting - % Workflows - or ders. Use U N C pa t hS.
GrantMA Seffings 2. Define a directory depth up to
which users can order.

General Settings >
o . 3. Enable ordering new directories.
- — 4. Save your settings.
q I1srv-fs01/Organization/Sales/ ® ®
Activate a max. depth for requestable folders
Maximum depth of requestable folders (might get ~ [
overridden by the given list group

KR Enable ordering of new folders

s Management. Only much Smart
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19.4 Resource owners

19.4.1 Assign resource owners using the web client

Background / Value

With version 8.0 8MAN releases new features to move the GrantMA configuration into the web client. We inserted
the new role "Resource Owner". Assign this role completely using the web client. Due to the requirements of our
customers we designed a direct assignment between the Resource Owner and the resource - without the need of
creating organizational categories in the data owner configuration.

The functionality is deactivated by default. Please contact support for activating.

Additional Services

Defining individual approval workflows

Step by step process

e oo Login to the web interface with

admin credentials.

C | @ https//srv-Bman Bman-demo.local/#/login

Login as current Windows User

Powere d by Protected Networks
V8.0 2931e76 15.5.2017_1:17

Access Rights Management. Only much Smarter.
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B 8MAN Web

&

C | & Sicher | h

& | i

# Cockpit O Recerfification ~ | Analyze ~ W Requests - % Workflows ~

= XOMOR 2O

@ Anton Admin ~

strator %

Employee search
'Wating for Approval 0
Selected user accounts Q_ Searcn
« Here the selected user B
My requests 4 accounts wil be displayed
RS o Account details @
never expires
exp + Use the search and select users from Fred Rick (Bman-demolFred ick)
the resultlist Pause user
Inactive accounts 60
@ Log, Anna (gman-demovanna Log) Change personal S
information
Directories with direct a7
access =
My staff members. 2 Assign profile @
Change my personal »
information
Remove group
membership
Add membership
htps://srv-8man 8man-demolocal/#

B BMAN Web. X
& c

& htips//srv-8

|

Associate accounts

¥ srv-8man & Tor, Moni (8man-demo\Moni Tor)

© Search my domain only

I} search nistory

Archive

» clean! source

|> clean! target B

» nicht gucken

» Rechnungen

> GF

» Home

»IT

Q

» Marketing

» Personal

» Vertrieb

» Vorlage

> Hardware

» Software

s Management. Only much Smart

B--=

Searn - 13
v All Resources Assigned resource owners :
» Active Directory
All Resources / Fileserver / srv-8man / Finanz / Gehdlter
& ¥ Fileserver

« 10 4
© > Assets

Configuration in the web client

1. Click the gear-wheel.
‘ 2. Select "Resource owners".

Search for resources or
alternatively navigate through
the tree.

Gray text color indicates that no

resource owner is assigned to
the directory.

Green text color indicates an
existing assignment.

The icons indicate assignments
and assignments in
subdirectories.
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Neuer Tab X B 8MAN Web x
& C [ @ ntpsyysry d 7|

search

# Home

O Recertification ~

s Analyze ~ % Workflows ~

E Requesting ~

Assigned resource owners

All Resources / Fileserver / srv-8man/ Finanz

@ Arbeit, Andi (8man-demo\Andi Arbeit)

@ v All Resources
> Active Directory
[ v Fileserver
@ ¥ srv-8man
Archive
» clean! source
» clean! target
[ ¥ Finanz

&

> Gehalter

» nicht gucken

» Rechnungen

> GF

» Home

> T

Q

» Marketing

» Personal

» Vertrieb

» Vorlage

> Hardware

» Software

Assets
o~ |

@ Search my domain only

&) search history

® Dee, Dan (8man-demo\Dan
2 )

o[

Neuer Tab

X / B aMAN Web

& (€]

& https//srv d

# Home

< Recertification ~

[ Analyze ~ E Requesting ~

My approval process 5

What is your approval process there for?

& demoadmin ~

1. Approval step

@ Add Approver

Data Owners of the requested organization category

8MAN Admin

Manager of requester

Owner of requested resource
TIata OWRETS Of OTganization Category...

User / Group

fed in this approval step?

@

Cancel

Access Rig

Management. Only much Sma

Configuration in the web client

Find an user or a group.

2. Click a search result to set an
assignment.

3. Delete an existing assignment.

Design individual workflows with
the new role resource owner as an
approver.
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19.4.2 Import/export resource owner configurations

Background / Value

Automate and accelerate the assignment of resource owners by editing a CSV-file. Import/export the assignments
to transfer the configuration from one system to another, for example from a testing to a productive environment.

Additional Services

Defining individual approval workflows

Step by step process

TVErTT— B - """ rxport the configuration to a CSV-

E Ol e e e e wn filE after assigning resource
# Home O Recerification - [t Analyze - H Requesting - % Workflows ~ & demoadmin ~ owners. CIICk "EXport

. T
B configuration".
Assigned resource owners Import configuration
All Resources
& » Fileserver ‘Associate accounts
» Vorlage
No resource owner assigned. O Search my domain only
» Hargware
Y search history
» Software
There are resource owners assigned 1o sub resources.
H-c T
D . The export file is handled as a
< C | & nttpsy/n 8 y H . . .
S download. D/sp/aylng and saving
# stariseife O Rezerfifizierung ~ [ Analyze - I Bestellung - % Workflows ~ I Of the _f//e dep en ds on th e bro wser.
Zugewiesene Verantwortliche
» Active Directory
Alle Ressourcen
& » Fileserver Konten hinzufugen
» Vorlage
Es st kein Verantwortlicher zugewiesen O Nur in eigener Domane suchen
» Hardware
Zuletzt gesucht
» Software
ui haben
Ressourcenverant...csv A Alleanzeigen | X
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Eile Edit Search VWiew Encoding Language Settings Macro Run  Plugins Window 2

HHRERGE| sGh e x| 2z BE 1 EEElce | RElBE| @Y
A R AN 5 Fowowcmorwiwonin 1605 2071257200 3|

CA\Users\demoadmin\Downloads\Ressourcenverantwortung_16.05.2017_112612.csv - Notepad ++

"ResourceType"™; "Provider™; "ResourceKey" ; "ResourceOwner™
"FileServer";"";"";"gman-demo\Maik Rohsofc"”
"FileServer";"srv-8man”;"\\srv-eman\Finanz";"&man-demo\Sue Permarkt"
"FileServer";"srv-8man";"\\srv-Eman\Finanz\Gehdlter\Berlin"; "8man-demo\Ann Halter"
"FileServer";"srv-8man";"\\srv-8man\Finanz\Gehdlter\Minchen"; "8man-demo\Ann Orak"

Wom oo e W R

rv-8man\Finanz\Gehdlter"; "8man-demo\Moni
5 an .

Tor"™

podemot o beit™

eman-demo\Tom Ate"

Eman-demo\Sam.Urai"

Mormal text file length: 629 lines: 9 Ln:1 Col:1 Sel:0|0 Windows (CRLF)  UTF-8-BOM INS
o - EEn
Neuer Tab x )/ 8 amAN Web x \Wh
< G | @ ntpsy/sn a #*

# Home O Recerfification -

Import resource owners

[ Analyze - E

I Requesting ~

% Workflows ~

Resource type Provider Resource key Resource owner Error
:M lBman-demo\Maik Rohsoft
FileServer srv-gman \sIv-8man\Finanz lBman-demo\Sue Permarkt
FileServer srv-8man i d Halter
FileServer sv-gman WS- a Orak
FileServer srv-8man Tor
FileServer srv-sman a i Arbeit
FileServer srv-gman /Bman-demotrom Ate
FileServer srv-sman a Urai
FileServer srv-gman Bman-demo\Bily Rubin
FileServer srv-sman lBman-demo\Peter Silie

Configuration in the web client

You can edit the CSV-file.

Please note that the assignment is
always one-to-one.

1. Load a CSV-file.
2. Clear the loaded list.
3. Click "Import".
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B - "% 1. Option activated:

The existing configuration will
Import resource owners be deleted before the import.

v Option deactivated:

The existing configuration will
— be retained. The import will be
added. No duplicates will be
generated.

Start the import process.

Never Tab X /B 8MAN Web x\

€ - C | @ ntps/ssry

B - 7 8MAN shows you where errors

occurred during import.
@ Home O Recerification - [ Analyze - E Requesting -~ % Workflows ~ & demoadmin ~ . . .
e St g E e & v e 2. Edit the fields of the table to fix

Neuer Tab X / B aMAN Web x

< G | @ nips//sn 8man-demol #

Import resource owners small errors immediately.
Resource type Provider Resource key Resource owner Error “
Fileserver lsman-demo\Maik Rohsoft oK
FileServer srv-gman Nsrv-8man\Finanz lBman-demo\Sue Permarkt oK “
FileServer 'srv-Bman N\srv-8man\Finanz\Gehalter\Berlin d n Halter oK
Fileserver srv-8man \lsrv-8man|Finanz\Genalteriinchen_|8man-demo\Ann Orak oK
FileServer isrv-8man [\srv-8man\Finan: halter d \Moni Tor OK
FileServer srv-gman sIv-Bman\Finanz\assets lBman-demo\Andi Arbeit oK
FileServer isrv-8man Nsrv d \Tom Ate OK

1

FileServer stv-8man Nsrv-8man\Marketing Bman-demo\Sam.Urai o
FileServer srv-8man Nsrv_8man\Marketing 2 8man-demo\Billy Rubin Account not found
FileServer stv-8man \srv-8man\Marketin man-demo\Peter Silie Resource not found
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Information provided in this document may change at any given time and without prior notice. Its provision does
not entail any kind of legal obligation at Protected Networks’s end.

The usage of Protected Networks’s software 8MAN is outlined in an End User Licence Agreement (EULA). SMAN
must only be used in accordance with its stipulations.

Without prior written consent from Protected Networks this document must not be partially or entirely reproduced,
transmitted or translated, be it by electronic, mechanical, manual or optical means.

This document should be considered part of a framework consisting of Protected Networks’s Terms & Conditions,
EULA and Privacy Statement to be found on their website.

Copyright

8MAN is the registered trademark of a software solution and its related documents and is the intellectual property
of Protected Networks.

All product and company names are trademarks™ or registered® trademarks of their respective holders even
without special marking.

Protected Networks GmbH
Alt-Moabit 73

10555 Berlin

+49303906345-0
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Json.net, © 2006-2014 Microsoft, https://ison.codeplex.com/license

JSON.NET Copyright (c) 2007 James Newton-King
https://github.com/JamesNK/Newtonsoft.Json/blob/master/LICENSE.md

Irony Copyright (c) 2011 Roman lvantsov http://irony.codeplex.com/license

Jint Copyright (c) 2011 Sebastien Ros http://jint.codeplex.com/license
#ziplib 0.85.5.452, © 2001-2012 IC#Code, http://www.icsharpcode.net/opensource/sharpziplib/

PDFsharp 1.33.2882.0, © 2005-2012 empira Software GmbH, Troisdorf (Germany),
http://www.pdfsharp.net/PDFsharp License.ashx

JetBrains Annotations, ©2007-2012 JetBrains, http://www.apache.org/licenses/LICENSE-2.0

Microsoft Windows Driver Development Kit, © Microsoft, EULA, installed on the computer on which the FS Logga
for Windows file servers is installed: C:\Program Files\protected-networks.com\8MAN\driver (Usage only for FS
Logga for Windows file server)

NetApp Manageability SDK, © 2013 NetApp, https://communities.netapp.com/docs/DOC-1152 (Usage only for FS
Logga for NetApp Fileserver)

WPF Shell Integration Library 3.0.50506.1, © 2008 Microsoft Corporation,
http://archive.msdn.microsoft.com/WPFShell/Project/License.aspx

WPF Toolkit Library 3.5.50211.1, © Microsoft 2006-2013, http://wpf.codeplex.com/license
Bootstrap, © 2011-2016 Twitter, Inc, https://github.com/twbs/bootstrap/blob/master/LICENSE

e jQuery, © 2016 The jQuery Foundation, https://iquery.org/license
e jquery.cookie, © 2014 Klaus Hartl, https://github.com/carhartl/jquery-cookie/blob/master/MIT-LICENSE. txt
e jquery-tablesort, © 2013 Kyle Fox, https://github.com/kylefox/iquery-tablesort/blob/master/LICENSE

LoadingDots, © 2011 John Nelson, http://johncoder.com
easyModal.js, © 2012 Flavius Matis, https://github.com/flaviusmatis/easyModal.js/blob/master/LICENSE. txt

o jsTimezoneDetect, © 2012 Jon Nylander

https://bitbucket.org/pellepim/jstimezonedetect/src/f9e3e30e1e1f53dd27cd0f73eb51a7e7caf 7b378/LICENCE.txt?

at=defaultjquery-tablesort

Sammy.js, © 2008 Aaron Quint, Quirkey NYC, LLC
https://raw.githubusercontent.com/quirkey/sammy/master/LICENSE

Mustache.js, © 2009 Chris Wanstrath (Ruby), © 2010-2014 Jan Lehnardt (JavaScript) and © 2010-2015 The
mustache.js community https://github.com/ianl/mustache.is/blob/master/LICENSE

Metro Ul CSS 2.0, © 2012-2013 Sergey Pimenov, https://github.com/olton/Metro-UI-CSS/blob/master/LICENSE

Underscore.js, © 2009-2016 Jeremy Ashkenas, DocumentCloud and Investigative Reporters & Editors
https://github.com/jashkenas/underscore/blob/master/LICENSE

Ractive.js, © 2012-15 Rich Harris and contributors, https://github.com/ractivejs/ractive/blob/dev/LICENSE.md
RequirelS, © 2010-2015, The Dojo Foundation, https://github.com/irburke/requirejs/blob/master/LICENSE
typeahead.js, © 2013-2014 Twitter, Inc, https://github.com/twitter/typeahead.js/blob/master/LICENSE

Select2, © 2012-2015 Kevin Brown, Igor Vaynberg, and Select2 contributors
https://github.com/select2/select2/blob/master/LICENSE.md

bootstrap-datepicker, © Copyright 2013 eternicode https://github.com/eternicode/bootstrap-
datepicker/blob/master/LICENSE

RabbitMQ, © Copyright 2007-2013 GoPivotal, https://www.rabbitmg.com/mpl.html!
EPPlus, JanKallman, https://github.com/lankallman/EPPlus/blob/master/LICENSE
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