SMAN

Access Rights Management. Only much Smarter.

Access Rights Management
User Manual

Version 9

© 2018 Protected Networks GmbH

N
Protected '(\"
Networks



We started in 2009 with the mission to raise our client’s IT Security level. We knew IT Security
does not end with the firewall, but with a protected network from within.

As of 2018 we have over 1200 satisfied customers: 8MAN Access Rights Management has
become a standard in companies and institutions worldwide.

This would not have been possible without the help of our clients, partners and distributors:
Thank you all for the good collaboration!

In this document you find our whole product range: The 8MAN World. Please contact us if you
have any questions.

Berlin 2018

Publisher

Protected Networks GmbH

Alt-Moabit 73
10555 Berlin

+49 30 390 63 45 -0

Protected-Networks.com
8MAN.com

Support

+49 30 390 63 45 - 99

helpdesk@8man.com
Knowledge Base

Stephan Brack Matthias Schulte-Huxel
Knowledge Management CEO Protected Networks CSO Protected Networks

Fabian Fischer / J6rg Brandt .
T: +49 30 390 63 45-41
T: +49 30 390 63 45-81

Got Feedback?


mailto:helpdesk@8man.com
https://susi.8man.com/index.php?/frontend_ger/Knowledgebase/List
mailto:KM@8Man.com

Liability Notice

Information provided in this document may change at any given time and without prior notice. Its
provision does not entail any kind of legal obligation at Protected Networks’s end.

The usage of Protected Networks’s software 8MAN is outlined in an End User Licence Agreement (EULA).
8MAN must only be used in accordance with its stipulations.

Without prior written consent from Protected Networks this document must not be partially or
entirely reproduced, transmitted or translated, be it by electronic, mechanical, manual or optical
means.

This document should be considered part of a framework consisting of Protected Networks’s Terms &
Conditions, EULA and Privacy Statement to be found on their website.

Copyright

8MAN is the registered trademark of a software solution and its related documents and is the
intellectual property of Protected Networks.

Protected Networks GmbH
Alt-Moabit 73
10555 Berlin

Berlin, July 2018



Content

11
1.2
1.3

2.1
2.2
2.3
2.4
2.5

3.1

3.2

33

WY 2 ittt eeeti et rerareeneeeeasesesasasasnsnssssnsssasasasasnssssssnsasssasasnsnnnnsnsnsnsasans 14
Protecting data, information and KNOWIEdEE .........ccccuiiiiiriiiiiiiiie e 15
Decentralize SECUNTY EXPEITISE .uuvieiiiiieeicciirieeee et e e e ee e e e e e e e e e e e s starreeeeeeeeesennnsraneeeas 16
Y L0 o 13 VY=L U ¢ S SPPSRt 17
The Core Disciplines of ARM ......ccieieieiiieiiiiirirrerereeeeeererererasasesassesnsrasasasasnsnnnns 19
PermiSSiON ANAIYSIS .eeiiiiiiiieiiiiiiie ettt st e e s st e e s s bb e e e e s bt e e e e ta e e e e nbaeeeens 21
Documentation & REPOITING .....uuuuuiiiiii e nnannnn 22
SECUNITY MONITOMING oiiiiiiiiiii 23
Role & Process OPtimization ..........coeiiiiciiiiiiiee e e e e e rae e 24
USEI PrOVISIONING .eeiiiiiiiiiiii ittt ettt ettt e e e e e e sttt e e e e e e s e s bbbt b e e eeeeessaansbeneeeas 25
Additional ARM disCIPliNesS .....ccoeiiiiiiiiiiiiiiiiiiiierrreiesirsrersesasessssnsnsesasasns 27
RESOUICE INTEEIATION Lutiiiiiiiiiiii s 29
3,11 H8MATE fOr EXCRHANEE ooiiiiiiiee ettt e e e e e e e et e e e e e e e eea e e eeeaaes 30
3.1.2  H8MATE fOr SHar@POINT c.uvueeie i e e e e e e e e e e e e eaaaes 31
3.1.3  +8MATE for DYNamics NAV ...ttt e e e e e e e e e et e e e e e e e eesana e aaaaans 32
3.1.4 Easy Connect-integrating any rESOUICTES .....viiuuuvierreiiireeineeiineetieeeiseereeernsennneernnsennnnns 33
3.14.1 ANalysing Easy CONNECE FESOUICES ...uuieeeeiieiiiiiiiieeeeeeeeietieieeeeeeeeerasaaaeeeeeeeeraaaraaeaaaaaes 33
3142 (createa report for an Easy Connect RESOUICE ......cooiiiiiiiiiiiiiiiiii 35
8MAN Application INTEZIratioN ........uiiiiiiiiiie e e e s s bae e e s eaee 36
32,1 HBIMIATE IMIAtliX 42 ceeieieiiieieieieieieie ettt ettt ettt ettt ettt ettt ettt et ettt ettt e ee e et e eeeeeeeeeseeeeeeeeeeaeaeeees 37
Threat & Gap MaNAZEMENT ......ooiiiiiieee et e e et e e e et r e e e e s aaaeeeeennreeeeennsaeeaean 38
3.3 1 BMATE ClEaN! et e e e e e et e e e e e e e et e e e e e e e e aaba e eaaaes 39
Permission analysis .....cccieiiiiiiiiiiiiiiiiiiiiiicie s e s e s s e s nnanans 41
FANot A I B 1 =T ot (o Y USSPt 42
4.1.1  Services for AdMINISTrAators .......uuuueeuueeeereeeeerieeeeereereereeeeerreeeereereeeeeeeerererereeererererrrerararrae 43
4111 visualize nested BIOUP STIUCLUIES 1oiviiiiiieeeeeeeeieiiieeee e e e e ee et e e e e e e e e e vab e e e e e e e e eaasannes 43
4.1.1.2 Compare two different access rights situations (Scan Comparison) ........cccccceveeeeernnnne 45
4113 Indentify overpriviledged users (based on Keroberos token Size) ............coovvveeeeeeeenns 49
4114 Identify nesting depth of SroUPS ....cooeeiiiiiiiieii e 50
4115 view members of different groupsinone list .....oooeeiiiiiiii i, 52

S8MAN



4.2

4.3

4.1.1.6

[dentify @mMPLY BrOUPS ..oovei e e eeaaans 53
4117 [dENTITY FECUISIVE BIrOUPS ..oeiiiiiiiiiieie e e e et e e e e e ettt e e e e e e e e e e e et e e e e e e eeeaasaaaeaaeaaaes 55
41.1.8 Identify recursive groups (Web client) ...ccuviiiiiiiee e 57
4119 Identify users with never expiring PassWords ...........cuuveeeieeeiiiiiiiiiiieee e 59
4.1.1.10 Identify users with never expiring password (web client) .......cccccceeeeeeieiiiiiiiiciie e, 61
41111 Analyze historical AD SEIUCLUIES ....covvuieiiiiiie e e e e e et e e e et eeeee 63
4.1.1.12 Identify inactive accounts (Web Client) ......uuueieeiiiiiiiiice e 65
4.1.1.13 Identify temMPOrary USEr aCCOUNTES ......cciiiiiiiiiiieeeeeeeeeetie e e e e e e ee et e e e e e e e e erataaaeaeaaaaes 67
41114 Identify the most recent actions on an account ........cccoooviiiiiiiiiii i, 69

4.1.1.15 Determine permissions deviating from the department profile (Compliance

Check) (WD ClIENT) i e e e 71
FIlE SBIVET ettt sttt e et e bt e s bt e e st b e e e be e e s abe e e st e e e nareeenree s 73
4.2.1 Services foradministrators und data OWNErS ........cooiiiiiiiiiiiiieiiiiee e 74
4.2.11 Identify access rights on a file server dir€Ctory ..........veeeeeeeeiiiiiiiiiice e, 74
4.2.12 Identify the permissions Of @ USET ....ccoiiiiiiiiiiie e 76
4.2.2  Services for adminiStrators ... ... . . e i ittt ee e e eeeeeeeeeeeeeeeeeeeeaeaeeaes 78
4.2.2.1 Identify multiple access paths to file server directories ............eeeeveieiiiiiiiiiiiiiiiiiiiieeeas 78
4.2.2.2 Identify globally accessible directories (web client) .....cccooeeiiiiiiiiiiiiiniiiicceee e 80
4.2.23 Identify corrupted iNNEIITANCE ......iii i e e 82
4.2.24 Identify folders with special protection ...........coeiiiiiiiiiiiie e, 85
4.2.2.5 Compare two different access rights situations (Scan Comparison) ......cccc.ccevvvevvvvnnnnn.. 87
4.2.2.6 Analyze historical access rights SitUations ........ccoeeeeiiiiiiiiiii e 91
4.2.2.7 Identify the last activities 0N @ dir€Ctory ...o.ooovuieiiiiiie e 92
4.2.2.8 Identify Share PErMISSIONS . ...cuuiuiiiie e e e e e e e e e e e aeaaes 94
F8MATE fOr EXCNANEE ..euvirvieiiie ettt ettt e e eeee b e e e e e e e seetabaeaeeeeeseesnstssaeeeeeeeesnnsnnes 95
B3] HEIP DESK oottt e e e e e e a e aaaaes 96

© 2018 Protected Networks GmbH



Content

4.4

4.5

5.2

43.11 Identify access rights on MailbOXes ......oovuniiiiiiiiii e 96
4.3.1.2 Identify MailbOX PrOPEItIES ..oouuuuiiiie e e e e e e e e e e e e e e e aaeaes 97
4313 Identify access rights on public fOlders ...........uuiiiiiiiiiiiiiiiiiiiiiiiieeeeeee e 98
4.3.14 Identify permissions on distribution SroUps .......cooovviiiiiiieieeiiieiccee e 99
43.1.5 Identify members of distribution Sroups .........eeeeiieiiiiiiiiiiie e 101
+BMATE fOr ShAar€POINt ..o e e e e e s rae e e e e eseeeeeeanes 102
4.4.1 Services foradministrators and data OWNEIS .........ceeveiiieiiiiiiiireieeeeeeeeererereeeeeeeeerererera. 103
44.11 Identify access rights on SharePoint reSOUICES .......ccevveiiiiiiiieieeeeeeecee e 103
4.4.2  Services foradminiStrators .........iiiiiiiiiiiiiiiiiiiiiieiiieiee ettt 104
44.2.1 Identify divergent access rights in the tree structure ........ccoooeeevvvviiiiiieeeeeeeeeeiinnn. 104
+B8MATE fOr DYNAmMICS NAV ...oiiiiiiieieeeitiiee ettt estee e et e e e saee e e s ette e e e ssnbaeeeesssaeesssnsseeesnnnes 106
4.5.1 Analyze Dynamics NAV PerMiSSIONS ....ciiiiiiiiiiiiiiiiiieeeeeeeeeeiiiie e e e e e e et e e e e e e e e eerraaa s 106
Documentation & REPOrting .....cccveiiiieiiiiiiiiiiiieiiiieieiiiieteterreressesesasasessssssnnss 108
A I =Tl T Vo] Ko = =T PR PPPPPI 109
5.1.1 Flexible reports (Web client) .....oooiiiiiiii 109
5.1.2 Report on 8MAN Access Rights Management activities (Logbook report) ...................... 111
FAXo 1YL= B 11T ox o] o PP PPPPPPRE 113
5.21 Management FEPOITS «.eeuniiii ittt e et e et e e e eeeees 113
5211 \where do users and BrOUPS NAVE QCCESS? .uuniiiiieeeiiiieee e e e e e e et e e e et e e e e e e eeee 113
5212 EMPlOYEESs Of @ MANAZET ....ceeiiieeeeece et e e e e e e e e e e s 115
5.2.2  Reports for adminiStrators .......ccieeeiiieeiiiiiiie e et e e e e e et e e e e e e eeaaaaas 117
5221 Display user account details ..........uuiieiiiiiiiiiiiicee e 117
5.2.2.2  find inactive accounts (USETIS OF COMPULETS) wevvvirerirererrererrerereeeeerrrseseersrsrsrsrererrrrraa... 119
5223 gUmembers und group Memberships ..ooouuoii i 121
5.2.24 O Y S [0 o I =4 Co 10T o I 1= e Jo ] o SRR 122
5.2.25 Identify 10Cal @CCOUNTS ...coovuiieeie e et e eeeaaees 124
5.2.3  Organizational help for administrators ..........couoeiiiiiiiiiiiii e 125

S8MAN



53

54

5.5

6
6.1

5231

Add notes to user accounts anNd rOUPS ....ccevvuieiiiiiie e e e e e e e 125
5.23.2 Purpose Groups: Give aliases tO SrOUPS ......cuvuuuiiieeeeiiiiiiiiiiie e e e e e e e e e ee e s 128
5.23.21 Create Q PUIPOSE BIrOUP ovuiiieeeiiteiie et et e et e et s e tts e et e et e et e eaan s eetaseaaneeaneeenns 128
5.2.3.2.2  Delete or modify @ pUIPOSE BrOUP coeeeviieiiiiiiiieieieeee e 130
TSIy =T oY= SRR 131
5.3.1  Management FE@POITS ..oeeriiiiiiii et e e 131
53.11  \where do users and BrOUPS NAVE GCCESS? ..eiiiiiiiiiiiiiiieitiiitittteeeeeeteeeeeeeeeeeeeeaeeeeeeeeeeenees 131
5312 \Wh0 has ACCESS t0 WHAE? ...vvoeeeeeeeeee oo e e e e e e e s s e e 133
53.13  \where do employees of a manager have access to? ....ooovvivviiiiiiiiieeeeceeicee e, 136
5.3.2  Reports for AdmMINiSTrators ......coieiceiiiieiiciee e e e et e e e e e e ee e e e e e e eeeaneeas 137
53.21 Identify Usage Of "eVErYONE" ... e 137
53.22 \who has access through which permission groups? .......cccoeeiiiiiiiiiiiiie e, 139
5323 Pormission AIfFEIENCES wvveveriverereeeeeeseeeeeeeseeeeeeeeseeeeeeeeseeseees e ee s s e eseeeseees e seeeeseeeees 141
5.3.24 [dentify UNreSoIVEd SIDS ....ccoeiiiiiiiiiiiiiiiiiiiiiiiitite ettt eeeeeeeees 142
5.3.25 Identify dir@Ct PEIMISSIONS ....cciiiiiiiiiee e e e e e e e e e 144
53.26 Identify directories whose owners are not administrators .........cccccceeeeeeeeeeeeeeiinnnnnnnn. 146
5.3.2.7 Identify usage of "Authenticated Users" .........ueoiieiiiiieeiccee e 148
+8MATE fOr EXCRANZE ... et e e e e e e e e e e e e e e e e e nneraaeeeeaaeaean 150
541  Management REPOITS oo e 151
5411 Who has acCess t0 WHAt? ...ueeeiiii i e e e e e e e e e e eeeanees 151
54.12 Identify mailbOX PEIMISSIONS ...covviiiieie e 153
+BMATE fOr ShAar€POINT ..ot e e e e e tre e e e et re e e e e aaeeeeeennaeeeeannes 155
5.5.1  Management REPOIS .ivuiiiiiiiiiiiie et et e e et aa e 156
5.5 L0 VN0 NaS ACCESS WHETEP oo e e s s eeen 156
5.5.1.2

Where do users and groups have aCCESS? ..oevvvviiiiiiiiiiiieieeeeeeeeeeee e 158
Security MONItOIING ..cciuiiiiiiiiiiiiiiiiiiiiieieitetetirietetatetersssesssasesessssssssasasasesssnes 160
FAXo RNV D T =Tox o] o PP PPPPPPRE 161

© 2018 Protected Networks GmbH



Content

6.2

6.3

6.1.1  H8IMATE AD LOZEA eevuniiiuniiiiieii ettt ettt et e e et e et e et e et e e et e e e e eea e e eaa e eaaaees 161
6111 Report: monitor changes in Active DIr€CtOry .....c.cuiiiiiiiiiiiiiiiiiiiiiiiiiiiieieieeeeeeeeeeeeeeeeeees 162
6.1.12 Identify temporary group memberships .........ceeieeiiiiiiiiiiiiiie e 166
6.1.13 Identify locked USEr aCCOUNTS .......vvuuiiiieeee e e e e e e e e e e s 168
6.1.14 MONITOr PASSWOIA FESEES ovvuniiiiiiiei e et e et e et e e e et e e e e eaaeeeeeaaaaaes 170
6.1.1.5 Analyze AD Logga events with the [08b0ooK ..........coeeiiiiiiiiiiiii e, 172
6.1.1.6  setalerts for =g oYU o 1SR 174
6. 117 ot alerts FOr USEr ACCOUNES w...vveeveeveeeereeeeeeeeseeeseeeeseseseeeseeseesseeeeeeseeeseeessesssseseseees 176
6.11.8 pyn ASCriptafteran alert ... 178
6.1.19 Y ETa TSI T =T o PP P PP PPPPPPPPPPPPPPRY 180
] LT =Y VT PSPPI 181
6.2.1  HBMATE FSLOBEA w.vovevivieeieeeeeeieeeteeeteteeee ettt st ettt set et s s sasteeese s s eseseneas s esaseas 181
6211 MONitor aCCess t0 SENSItIVE UALA ......v.eveeeeeeeeeeeseeeeeeeeeeeeeeeeeeeeeseeees e ees e ees e eeseeeeses 182
6.2.1.2  Enable alerts fOr file SErVEr GireCtONIES ... rrrererereerereeerereresesseeseeseseseseeeseessseereseees 184
6.21.3  Enable alerts for suspected data theft (file server) ......ovveeeeiiiiiiiiiii e 189
6.2.1.4  Enaple alerts for data deletion (file SEIVEr) oo 194
6.215  Enable alerts for suspected cases on ransomware (file server) ......cccceeeeeeeeiiiiiiiinnnnn... 199
o] o =TT PSP 204
6.3.1  Monitor EXChange actiVities ......coiiiiii i 204
6.3.11  Monitor activities on mailboxes, calendars, and contacts (report) .....cccceeeeeveevvvvnnnnnn.. 205
6.3.1.2 View activities in mailboxes, calendars, and contacts (logbook) ..........cccceeeeeeeirinnnnnn. 207
Role & Process Optimization ........ccccieiieieieiiiiiiiiiiiiieiieieiiirerererecesesesssssesesasns 210
Delegation Of tASKS ....eiiiiiiie e e e e e e e e eanaes 211
7.1.1  Apply an 8MAN account to a specific security role or data owner .........cccoeeeeeviveeennnnnnn. 212
7111 Create aread only account With 8MAN .......oiiiiiii e 213
7112 sehedule ] oYY (U PP PUUUUURRUURPPPR: 214

S8MAN



7.2

7.3

7.4

7.5

7.1.2  Assign the administration of folder rights to a Data Owner (Manager) .......cccccveeeeevennns 217
7.1.21

Define Data OwWners and aSSigN MESOUICES .....cutituiriiiriiiiiitiiieeirtitrereeereeeeeeeeeeeeeeeeeeeeeees 218
7122 Enable Data Owners to manage file server permissions .........cccceveevivieeeeeeeeeeeiiiinnnn. 220
7.1.3 Delegate user provisioning processes to the helpdesk .......ccccooeeiiiiiiiiiiiiiiiiiiiiiiee, 221
7131 pefine your help desk and assign resources with 8MAN .........cccoeeeeeiiiiiiiiiiiieeeeeeeeeinn, 222
7.13.2 Assign responsibilities to help desk employees .....cceeeeivivviiiiiiiii e, 223
Create apProVaAl PrOCESSES .uvviiiiiiieiiciiiieeeeeeeeeeeirre e et e e e ee e et ereeeeeeeeessarsraaeeeeeeesennsraraeeeaaeaans 224

7.2.1 The simple authorization process. Approving and rejecting actions as an Administrator 224

7.2.2  +8MATE GrantMA: design complex approval flows .........ccoovviiiiiiiiiiiiiiiiiiiiciee e, 227
7221 Define individual apProval WOrkflOWS .......uueeeeiiiiiiiiicee e 228
7.2.2.2 Assigning approval workflows to individual resources ........ccceeeeeeeeiiieiiiciiieeeeeeeeeennn, 231
7.2.2.3 Assigning resource owners using the web client ........ccccoooiiii i, 232
Data Owner: Recertification of existing access rights ........ccccceiiiiiiiiiiiie e, 235
7.3.1 E-mail notifications for recertification ..........ccovviiiiiiiii i 238
+8MATE GrantMA workflows for EmMpPlOYEES ......cccuvveiieiiiiee e 239
7.41 Manage my requests (COCKPIT) .o e 240
7.4.2 Requestfile Server access NS ......oooviiiiiiiiii i 242
7.4.3  Request group MemMbBerships ... e 246
7.4.4  ReqUEST NEW dIr€CLOIES coiviiiiiiiie e e e e e e e e e e e e e e e e et e e e eeeeeeasneas 249
7.4.5 Create auseraccountasan HR @mployee ......coooviiiiiiiiiiiiieiieiicee e 252
7.4.6  Order script-based SEIVICES ....uuiiiiiiii i 256
+8MATE GrantMA: workflows for data owner/administrators ..........ccccoeeveeeeviveeeeiiiveeeenns 260
7.5.1 Approve orreject requests (COCKPIL) ..ooeeeeiriiiiiiiiii 260
7.5.2 Informing approvers of new requests via email ......ccccoeeeiiiiiiiiiiiiiiie i, 262
7.5.3 Approving or denying a request in the self service portal ........cccoeeeeieiiiiiiiiiiieeeeeieeeiinn, 263
USEr ProViSiONING ..ccciiiiiiiieieieiiiiiiiieiaseseiesesisieisesasassssssssssesssssassssssssssssssases 266
FANot AV 1 =T ot (o] YR 267
8. 1.1 AdMINISTIATOr coiiiiiiiiiii i 267
8111 Create an USEr aCCOUNT ...ttt e e et e e et e e e et e e e eane e e eeeanes 267
8112 (reate ErouPS aNd Add USEIS ... 270

© 2018 Protected Networks GmbH



Content

8113 Manage group Memberships ... 273
8.1.1.4 DElEtE EMPLY BrOUPS wovvrtuieeeeee ettt e e e e e ettt e e e e e e e e e et e e e e e e e eeaat e e e eeeeeesssaaanns 275
8115 Move objects in Active DIr€CtOrY .....oooiiiiiiiiiii 278
8116  Reduce Multiple Eroups t0 ONE SIrOUP ...eeiiiiiieeiiiie e e e e e e eaa s 279
8.1.17 Change PassSWOrd OPLTIONS ...uuuueii e e e e e e e e e e e e e e e e e eeeeeaaeeas 281
8.1.18  peactivate user accounts in bulk (web client) ..o, 283
8.1.19  pelete accounts in bulk (soft delete) (web client) ......coevvvveeeeeeiiieieceee e, 285
8.1.1.10 Change password options in bulk (Web client) ....ccoooeeieieiiiiieiiieeecce e 287
81111 Modify attributes in bulk (Web client) ........ooviiieieiiiiceee e 289
8.1.112  Remove unresolved SIDs in bulk (Web client) e 292
8.1113  Remove direct permissions in bulk (web client) .....cccooooiiiiiiiiiiiiicicccc s 295
8.1114 Remove group membershipsin bulk (web client) .....cccooeeeiiiiiiiiiiiiee e 298
8.1115 Remove "everyone" permissions in bulk (web client) ......cccooeeiiiiiiiiiiiin . 300
8.1116  (reate anew department profile (administrator) ......cccccooeeiiiiiiiiiieeeeeeeeeeceee e 303
8.1117 Eyecute scripts for directories in bulk (web client) .........ccoeeeeeiiiiiiiiiiie . 306
8.1118 Eyecute scripts on user accounts in bulk (web client) ....oooooeeeeeiiiiiiiiiieeeeeceecececc, 308
8.1119 it temporary group memberships (web client) ......cccceeeeeiiiiiiiiiiiiieeee e 310
8.1.1.20 Edit COMPULET @CCOUNTS L.uuuniiiiiieeiiiiee e e e e e e e e et e e e e e e e e e eaa s 312
81121 Delete COMPULET @CCOUNTS ...oeviiiiiiiiiiiiiiiiiiiiiititi ettt ettt ettt eeeeteeeeeeeeeeeeeeeeeeeeeeeeeeeaeeees 314
23 0 o 1= ' Yo [T USRS 315
8121  Reset PASSWOITS ertuniiiiiieeeeitiee e e et e e ettt e e e et eeseata e e s etaa e esssaaeesestaaasssaneesesnnneasesanns 315
8122  paset passwords in bulk (Web client) ........ovueiiiiiiiice e 317
8123 UNIoCK @M USEF ACCOUNL w..erveeeeeeeeeeeeeeeee e eeees e eeee e eee e ees e ees e eese 319
8.1.24  ynjock user accounts (WD ClIENT) e 321

S8MAN



8.2

8.1.2.5

Deactivate an USEraCCoUNT ......coivuiiiiiie et e e e e s 323
8.1.2.6 Modify group and user attribULEs ......ccccoiiiiiiiiiiiii e 325
8127 HGOFET JRIETE @ USEE «eveevereereeeseseeeeeeseeeseeeseseesesesseseseeesesesees s esseeeseeeseseseeeesseeeeseeeees 327
8.1.28 Remove a user and its PerMISSIONS ......iiiiiiiieeiiiie et e e e e et eeeaa s 329
8.1.3  Data OWNEIr/MANAZEE .coceeeeeeeeeeeeeeeeeeeeeeeeeeeee e 331
8.13.1  Resetusers' PASSWOIAS (COCKPIT) wuueeieiiiiiiiiiiee et 331
8.13.2 Change account data of USers (COCKPIT) .uuuuuuuiieieieiiiiiei e 333
8.1.33  peactivate users (COCKPIT) it 335
8.1.3.4  payse user (COCKPIT) et e e e e e e e e e e e e e e e e eeaaaaas 337
8.13.5  (reate anew user (COCKPIL) coeeeeeeeee e 339
8.1.36 Assign a department profile to users (COCKPIT) ..vvvuueeereeiiiiiiiiiieeee e, 341
8.1.3.7 Change your own account information (COckpit) .....ceeeeeeeeieiiiiiiiieie e, 343
8138 Manage my employees (COCKPIT) wuvvueiieiiiiiiiiiiiiee e 344
8.13.9  Add group memberships (COCKPIT) coooeiiiiiiiiiiee e 345
8.1.3.10 Remove group memberships (COCKPIT) .uvuvviiiriiiiiiiiiiiiiiieiiieieieiererererererererererererera————. 347
FIlE SEIVET e st 349
8.2. 1 Dat@ OWNEI ittt e e e e e e e 349
8211  Grantand remove file server access (=4 0} £ USSP 349
8212  (reatea protected file server dir€Ctory ..o 353
8.2.2  AdMINISTIAtor oo 357
8221  Remove multiple access rights on file server directories .........ccooeeeeiiiiieiiiiiiee e, 357
8.2.2.2 ReMOVE dir€Ct PEIMISSIONS ...oiiiiiiiiiieie e e e e e e e e e e e s 361
8.2.23  Remove corrupted iINhEritanCe ......cooiiiiiiiii 364
8.2.2.4 Identify and delete UNreSoIVEd SIDS .......c.oevviiiiiieeieeeeeecee e 367
8.2.2.5 Determine naming conventions for acCeSS SrOUPS ....ceevvvvveiieeeeereeiiiiiiieeeeeeeeeerrnines 371

© 2018 Protected Networks GmbH



Content

8.3

8.4

8.2.26 Change directory OWNEIrShIP ....cceiiie e e e e e e e e 372
8.2.2.7 Identify errors in inheritance in Analyze & Act and fix themin bulk ............ccccoeeeee.l. 374
+BMATE fOr EXCRANGE ..eeeiieieee ettt e st e e et e e e e sare e e e s aaaee e esnnaeeeeannes 377
8.3. 1 HEIP DESK ..ottt e e e e e e e e et aaaaaaaaaaaa, 377
83.11  (reate a mailbox (e-Mail @NABIE USEIS) .uuieeeeeieiiicce e 377
8.3.1.2 Change MailboX PEIrMISSIONS ....ciiiiiiiiiiiiiie e e e e e e e e e e e e e e eeeaenes 379
8.3.13 Manage out of Office NOLICES ...ovvuiiiiiii e 381
83.14 Manage mailbox and €-Mail SIZE .......eviiiiiiiiiiiiiiiiiiiiiieieeeeeeeeeee e 383
83.15 Manage e-mail ddrESSES ...ceviiiiiiiiiiiiiiiiiiiii ittt eaaaae 385
8.3.1.6 C g :

Manage distribution group memberships ........ccovviiiiiiiiiiiii 387
8.3.1.7 Manage distribution group PermisSioNS ........uuuuieieiieiiiiiiiciie e e 389
83.1.8 Modify moderation of distribution Sroups ........ceeeeieiiiiiiiiiiiie e 391
83.19 Change the manager of distribution Sroups ..........cceeeeeiiiiiiiiiiiiiie e, 393
8.3.1.10  reate and AelEte CONTACES w..vvrerveereeeeereeeeeeeeseeeseeeseeeeeeeeeesesseeseseeseseseseseeee e eeseeeees 395
+BMATE fOr ShAar€POINT ..o e s e e s s aae e e s snabeeeesennes 399
S R D 1= Y = @ VY g = PSPPSR 399
8.4.11 Manage SharePoint PEIrMISSIONS ....uuuiiiii e e e e e e e e e s 399
8.4.2  AdMINISIAtOr cooeiiiiiiii e 401
8.4.2.1 Create SharePOINT BrOUDPS covuuueiie e e et e e et e e e e e e e et e e e e e e e e earaa e e eeeeeeeaannns 401
8.4.2.2 Determine naming conventions fOr aCCeSsS roUPS ....uvvieiiiiieeeiiiiieeeeiieee e et e eeieeens 404
Threat & Gap ManagemeNnt .....ccccvivreieiiieieieirerrrereeeeeasereresesasecnsessnssesasasanes 406
FEIMATE ClEAN! oot e e e e e e e e e e e e e s b ea e e e e e e e eeeeennaraaaeeeaaeaaas 407
9.1.1 Identify file path names that are too 1oNg ......ccovvvviiiiiiii i e, 407
9.1.2  Archiveold file serverdata .....ccccceeiiiiiiiiii 408
9.1.3 Push permissions to empty sub-directories through inheritance ...........cc....ccoeeeiinnni. 409
9.1.4 Delete empty file SErver dir€@CtOries ....uuuuiieii i e e e eeeaaee 410
9.1.5 Correct non-canonical access MENTS ..oeevuuuuiie i e e e 411

S8MAN



9.1.6 Replace non-canonical permissions through overarching rights ..................cc. 412

9.1.7 Automatically replace critical access rights ........ooouuiiiiieiii e, 413
9.1.8 Identify NULL DACLs and replace them with higher level permissions ..................c....... 414
9.1.9 Replace divergent access rights on afile SErver .....ccocoooiviiiiiiiii e, 415
9.1.10 Delete divergent access MghtS ......oooiiiiiiiiiiiii 416
9.1.11 Automatically remove critical permissions .............uuieeiiieeeiiiiiiiiiie e e 417
9.1.12 RemOoVe dir€Ct PEIMISSIONS iivvuiiiiiii e it e e e et e e e e e e e et e e e e et e e e eaaanns 418
9.1.13 Replace direct permissions with group memberships .........cccooeeeiiiiiiiiiiiie e, 419
9.1.14 Activate inheritance for directories with identical access rights ..............ccccc 420
9.1.15 Remove permission gaps by aligning directory OWNers .........cccceeeeeeeeeiiiiiiiiiciieeeeeeeeeeenn, 421
9.1.16 Automatically reduce the depth of permissions on file servers ........ccccccovvveeeeeeeeeeennnnn. 422
10 8MAN Application INtegration ..........cccceeiiieiiiiiiiiiiiiiiiiieieiieresiirseersesssessesans 424
10.1 +8MATE IMAEIIX 42 ..ottt e s et e s e e e e s snbae e e s naeeesennnaeeeeas 425
10.1. 1 FOr EMPIOYEES .ottt e e e e e e e et e e e e e e e e e eat b eeeeeeeeeaasbaaaaaaeaaeaes 425
10131 order Fileserver Access Rights With MatriX 42 .......ccooviiiiiiiiiiieiiiieee e 425
10.1.2 For Data Owners and AdminiStrators ..........oociiiiiiiieee e 425
10.1.2.1 Acceptorrejectaninquiery in Matrix 42 ...........oveiiiiiiiiiiiiiiiiiii 425
B A Y'e Yo =1 o T [ G 426
11.1 Software license ackNOWIEAZMENTS .......cooiiiiiiiiiiii e e e e e e s eaanns 427
Keywords 0

© 2018 Protected Networks GmbH



S8MAN



1.1 Protecting data, information and knowledge

Your firewall protects you from external threats. 8MAN access rights management protects data,
information and knowledge within your network.

Access rights management answers three central questions:

Personal level

Who has access?

Directory level

What do they have access to?

Decision level

Who should have access to what?

Access rights management prevents unauthorized access to data and optimizes security
relevant processes within your company network.

™ 22222
22222
e i 2 i i 2
oot i i 2 i
e i i i
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1.2 Decentralize security expertise

Security officers usually don’t know where important data is stored or who has access to it.

e

8MAN access rights management delegates this responsibility to decision makers within your
organization. They assign access rights and hold security expertise within your company.

With 8MAN managers become data protectors:

Chairman I

.l..l.l.l

I-incncnul Murlcehng Accounting
Manager Murmgar

222 212

Sales Team Employea

112 222

Accounting Team Financial Team
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1.3 Simplify Security

Security measures are usually not adhered to if they are cumbersome and inefficient. Access Rights
Management automates processes and unifies two opposing forces: Security + Efficiency.

Access rights management with 8MAN Access Rights Management:
native tools:

b |G [ g = 2 LHERAE £
Chectrane: OMsrng =5 Al permissions
——— - @ A7 Full Control S vV VYV
— luhx—unm:m_mqi - @ A Special permissions 5 v v v
88 _Ds_ Mot MCT——— - 557 Modify % v
L ] g - : i@ Sie, Peer (Peer Sie) ) AR AR A AN )
e | 2R U1_DS Marketing md ) ¥ S
Hes = : Ann{AmGebeI) B v
BI_Ds Makatngf | T ' o i : = zrsen (Ben Zin) S L
& cradmin (cradming | I"—"'"_‘_- . ......?m__.p.._.,.. : - B &7 Ka, Ede (Ede Ka) N v F
£ e #. 7 Dee, Dan (Dan Des) L] L A
= # 2 Krise, Christiane (Christiane... v F
Pemsnaler e - —T - 27 Fred Chen (Fred.Chen) ] LA A
= BT = = e Sl 3 ¢ Y¥ e
Moty 8 e s AL ko o ek, st s # 2 Dampt, Hans (Hans Dampf) L A A
Pnttomsts i el - e L # 2 Becher,Joe Kurt (loe Kurt Be.. % AR B AR
= e e, = e e & Maria Makketing (MariaMak... % vy YV VTV
; i 7 Hacke, Petra (PetraHacke) -] S
) (e ] [ i & 2 Sam Sales der Boss (SamSal.. % LR A
=T - A Read & execute -] v vV
[ = e

8MAN Access Rights Management makes security efficient:

Capture the access rights
situation in your network nfa 3 minutes

n/a 2 minutes
Make security relevant
processes in a network

transparent nfa 2 minutes
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2. The Core Disciplines of ARM
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8MAN Access Rights Management is based on five core disciplines:

PERMISSION ANALYSIS
Displays a comprehensive overview of the access rights situation to resources in your organization.

DOCUMENTATION & REPORTING
Records any access rights activity in our logbook and creates audit proof reports

SECURITY MONITORING
Monitors security relevant actions in Active Directory and on your file servers.

ROLE & PROCESS OPTIMIZATION
Shortens your access rights management process and involves only the most important actors.

USER PROVISIONING

Sets rules for the creation of new user accounts, the provisioning of rights and the editing of account
details

S8MAN
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2.1 Permission Analysis

8MAN analyzes the authorization situation in your company and shows who can access a given resource.
In a central view, you can see the group memberships from Active Directory and the access rights to
your file servers, SharePoint sites and Exchange. With this knowledge, you are able to take action and
protect your company from internal security incidents.

8MAN puts you back in control. One click on the Resource view shows the actual condition of a scanned
system and the employees with authorizations for it.

Available in all product versions:

Permission Analysis is part of every 8MAN Version for Active Directory and file server.

If you want to analyze and administrate other technologies with 8MAN we recommend the following
Add-On's:

8MATE for Exchange

8MATE for SharePoint
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2.2 Documentation & Reporting

B

8MAN documents the activities in Active Directory, the file servers, SharePoint and Exchange. You can
use the Calendar function to view the activities over the course of time. The mandatory comment
function takes the burden off the administrator. Since a short note (a ticket number forinstance) is
stored, every activity is traceable, even a long time after

To the services

Available in all product versions:

Documentation and Reporting is part of every 8MAN Version for Active Directory and file server.

If you want to analyze and administrate other technologies with 8MAN we recommend the following
Add-On's:

8MATE for Exchange

8MATE for SharePoint

S8MAN
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2.3 Security Monitoring

A great many employees make changes in Active At process levels, you gain complete visibility
Directory and to the file server. Security risks can into Access Rights activities. Changes made
arise without comprehensive monitoring. With outside of 8MAN are recorded. Based on the
our Active Directory Logga, File Server Logga and information obtained, your Access Rights
Exchange Logga, you can record security- Management process can be optimized. With
relevant activities in your company network. Alerts (FS and AD Logga) you are informed
This allows you to trace what has been done in proactive of critical events.

the network, by whom and when.

Security Monitoring can be combined with all base versions. It can be added with the following add-
ons:

Active Directory Fileserver
8MATE AD Logga 8MATE FS Logga
Exchange

8MATE Exchange Logga
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2.4 Role & Process Optimization

The person with the best idea of who should have access and what they should be able to access is the
data owner or the supervisor, not the administrator. By introducing a role concept for analysing and
granting access rights, you are introducing the data awareness concept and corresponding action into
the company.

You can map the organizational chart of your company with the data owner concept and cover all
departments. Then you assign employees to the individual data owners. The data owners analyse or
assign access rights to their staff.

An employee can use the 8\VIATE GrantlVIA add-on module to request access rights via a Web portal. The
data owner then decides on the access rights in the department with a simple workflow.

Role & Process Optimization is only available for 8MAN Enterprise:

There is one Add-On available:
SMATE GranMA: The ARM Self Service Portal

workflows for employees

To the services

S8MAN


http://www.8man.com/en/8man-modules/8mate-grantma

The Core Disciplines of ARM

2.5 User Provisioning

User creation

User Provisioning allows you to set up new users within seconds. Users are generated in a standardized
manner and in conformity with the roles in your company. The access rights to file servers, SharePoint
sites, Exchange and virtual servers as defined in the AD groups are issued at the same time. 8MAN
generates a suitable email account so that the new colleague can start work immediately. You can
schedule the activation to prepare for the event in the future or to limit the access period for project
work. Whether help desk or data owner: The participants work with a reduced, simple interface in both
cases. All accesses are set up in afew steps.

Access Rights Management

Modify the authorizations of existing accounts by dragging and dropping in a simple interface.

Account Management

Account management includes modifying Active Directory attributes, password resetting, activating and
deactivating accounts and setting up out-of-office notifications centrally in Exchange, among many
other tasks.

© 2018 Protected Networks GmbH
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3. Additional ARM disciplines
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Threat & Gap Management

Removes security relevant permission errors automatically and standardizes the access rights system
according to your demands.

8MAN Ressource Integration 8MAN Application Integration

Enables the administration of additional resources.  Enables the automatic collaboration with other
applications in your software landscape.

S8MAN
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3.1 Resource Integration

Resource Integration

Enables the administration of additional resources.
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3.1.1 +8MATE for Exchange

Problem

The administration of permissions with Microsoft Exchange is complex. The available Microsoft
resources do not allow for a holistic view of access rights to public files and mailboxes. The
administration of access rights is cumbersome and time-consuming.

Solution

8MATE for Exchange enables you to expand 8MAN to email resources. Thus, analysis and administration
of permissions take place centrally and in line with the access management for other applications. In
the familiar 8MAN overview, you see at a glance who is authorised to access public folders, mailboxes,
mailbox folders and, for instance, calendars.

The administration of Exchange is essential to the onboarding process. The setup of mailboxes and
assignment of permissions takes place right in 8MIAN. Changes made with 8MAN are documented and
are audit-proof.

Apart from the analysis and administration of permissions in Exchange, 8SMATE has additional features:
¢ The ability to create Out-of-Office notifications without accessing an email account.

e Listing of proxies for mailboxes and Send As permissions.

e Administration of mail box sizes

S8MAN
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3.1.2 +8MATE for SharePoint

Problem

The analysis and administration of authorisations on SharePoint is a complex matter. The on-board
Microsoft resources do not allow for a holistic view of the authorised permissions of individual
SharePoint resources. The administration of permissions is cumbersome and time-consuming. Changes
that have been made in the permission structure are not discernible.

Solution

8MATE for SharePoint integrates all SharePoint resources in 8MAN. The analysis and administration of
permissions takes place centrally and in line with the access rights management of other applications.

You will benefitimmensely from 8MAN's unique ability to display, analyse and change access rights.
8MAN displays the permissions in a tree structure. This allows you to quickly see who is authorised to
access a given SharePoint resource. Using the scan comparison report, you can find out who has made
changes to permissions and what they were, and you obtain a protocol of all activities that have been
undertaken. 8MATE for SharePoint allows you to assign all permissions in the 8MAN interface. By using
the Group Wizard and assigning naming conventions, you can standardise your authorisation
assignment process.
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3.1.3 +8MATE for Dynamics NAV

Problem

Microsoft Dynamics NAV contains business information that not everyone should see. Depending on
the development stage of the ERP solution, project budgets, purchase price lists, annual balance sheets
or personal data of employees, suppliers or customers are stored there.

Efficient access rights management is difficult with on-board resources. Users are members of various
authorization groups, which in turn can be members of other authorization groups. In addition, the ERP
solution uses company-specific permission sets, which are also used to assign access rights. If you want
to know which users have which access rights, a corresponding number of sources have to be
consolidated. The answer to the actually very simple question: "Who has access to where" becomes a
costly and time-consuming search project.

Solution

8MATE Dynamics NAV integrates the permission analysis of the ERP system into 8MAN. As usual, all
access rights are displayed in a flat list. In the first step, the module offers services in the area of
Permission Analysis and Documentation & Reporting:

Permission Analysis

e |dentify access rights to NAV resources
¢ Identify multiple access rights

e Analyzing the access rights situation from the past

Documentation & Reporting

e Report: Who has access where?

e Report: Where do users/groups have access?

S8MAN



Additional ARM disciplines

3.1.4 Easy Connect - integrating any resources

Background / Value

Integrate further resources to 8MAN with Easy Connect. You will get the 8MAN-typical overview,
analysis and reporting functionalities for these. The question "Who has access where?" can be
answered more comprehensive and much easier with one single solution. Import data from a CSV-file
or via SQL-scripts manual or automatically.

The following reports are supported for Easy Connect resources:

¢ "Who has access where?"
e "Where has the user/group access?"

e "Account Details"

3.1.4.1 Analysing Easy Connect resources

The example shows access
rights information imported

ints oard [ Mult
. S— from a Linux file system and a
esources g _8Man - Report ~
[ @i oo e ol ] oryempon P MS SQL-server.
- bectpton | e ot

Active Directory
File server
Exchange
vSphere
Purpose Groups

1. Linux file system
information are imported
from a CSV-file.

- 2. SQl-server access rights
log SRV-gM Ress § i i [
oF e v pnsaomss. Accounts with permissions information are imported
N via SQL-script.

SEasy Connect - CSV.
&1 iy SRVUBUNTU SRVUBUNTU

-~ By bin SRVUBUNTU/bin
@y et SRVUBUNTU/etc
> @ By home SRVUBUNTU/home:
S SRVUBUNTU/sys
SRVUBUNTU/ust

-8 INFORMATION_SCHEMA...

Users/groups with access right All permissions

410 8MANdeans SRV-BMAN\SQLEXPRESS /Da..
-~ §1© 8MAN-Demo_AdminContent SRV-8MAN\SQLEXPRESS/Da..

|2
SRV-8MAN\SQLEXPRESS /Da... | @ Users @ Groups. |

© 8MAN-De
© sMAN-D Hom... SRV-BMAN\SQLEXPRESS/Da.. n )
© 8MAN-Demo_ Mysites Con.. SRV-BMAN\SQLEXPRESS/Da... Name al¥
© 1 8man (man-demo\sa-8mar) 1 ~

© BMAN-Demo_PortalHome.... SRV-8MAN\SQUEXPRESS Da...
© BMAN-Demo StateService  SRV-8MAN\SQLEXPRESS Da... © Administrator (8man-demo\Administrator)
SRV-8MAN\SQLEXPRESS/Da... © 15 Arbeit, Andi (8man-der
SRV-BMAN\SQLEXPRESS Se... 13 Becher, Joe Kurt (8m:

1 Burg, Johannes (8man-demo\Johannes Burg) 1

ceeccececcee

B
MAN-DEMOLOCAL ~ | & [@ <latestsan> ] @ =]

<
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Active scenario; Where does a User/group have access?

1

2 Clearall scenarios % g5 _8ManDB

" 8ManD8

o]

full path
Active Directory
File server
Exchange
vSphere
Purpose Groups
SAP-System
Easy Connect - CSV
Easy Connect - SQL
SharePoint
® 19 Dee_Dan (Bman-demo\Dan Dee)

SRV-BMAN\SQLEXPRESS

ySites_Con.

DC=8man-demo,DC=local

- & Publisher SW

atabases SRV-BMAN\SQUEXPRESS/Da...
SRV-BMAN\SQLEXPRESS/Da..
SRV-BMAN\SQUEXPRESS/Da...
\Content SRV-8MAN\SQLEXPRESS/Da...

SRV-MAN\SQUEXPRESS/Da...
RV-8MAN\SQLEXPRESS/Da..
SRV-BMAN\SQUEXPRESS Da...
SRV-BMAN\SQLEXPRESS/Da...
SRV-BMAN\SQUEXPRESS/Se...

Description Accessrights Folder Siz

(Everyone, Authenticated users, Domain users, NTF

3ppPublisher (8man-demo\... All those people get the.

>

~ & Access rights

Special
permissions

sysadmin (SRV-BMAN\SQ...
(SRV-8MANAS.
(SRV-8MA...
min (SRV-BMANL.
-8 INFORMATION_SCHEMA...

AANNANN

Accounts with permissions

Tor3 X |

- 8 OfficesW 2ppOffice (Bman-demo\app... All those people will hav...
@ [ srv-8man srv-gman
E55 -]
<« >
Ready SMAN-DEMOLOCAL ~ | 0 [@ <Latestsan> ] @

S8MAN

8MAN search includes easy
connect resources.

The scenario "Where does a
user/group have access?"
includes Easy Connect
resources.

The scenario includes the
imported SQL-server
resource.

Navigate through Easy
Connect resources.

5. Access rights of the desired

user are shown in SMAN-
typical style.



3.1.4.2

Additional ARM disciplines

B Permissions

Resources

& Multiselection

& Accounts

[ Logbook @ Scan comparision

Create areport for an Easy Connect Resource

[ Ftter resources on st tree tevet

Active Directory
File server
Exchange
vSphere
Purpose Groups

3

usr SRVUBUNTU/usr
Easy Connect - SQL

full path Description

svanoolocAl <] & [@ <mmz <] @

Who has access where?

Report configuration

e [ree

Comment. [Comment

Objects
S Paths & Organizational categories

SRVUBUNTU

v Details
v Filter

~ Group settings

v Options

~ Settings

€ B et torescve e theseected rescurce

Translate names of groups to purpose group name

Who has access where?

Access right report on resources with detailed permissions.

Ready

BMAN-DEMO.LOCAL @ <Latest scan> ~

% g SRVUBUNTU .
o SRVUBUNTU Report
~ A acces ights se Oz 3.
8
3
B
¥ E
&8
1Al permissions
o 8ront o
ot.g v
2 others v
J
(<
Accounts with permissions
Users/groups with access right: All permissions
| 4dan 03X _|
| @ users @ Groups |
Name PSE'S
A

Choose "Resource" view

Select a resource, e.g.
"SRVUBUNTU".

Choose the report: "Who
has access where?" from
the context menu.

Configure the report.
Options are the same as on
any "built-in" resource.

Start the report.
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3.2 8MAN Application Integration

8MAN Application Integration

Enables the automatic collaboration with other applications in your software landscape.
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3.2.1 +8MATE Matrix 42

The 8MATE Matrix42 connects 8MAN with the IT Service Management Solution Matrix 42. In the solution
built by Futuredat GmbH employees can order file server permissions by using the Matrix42 self service
portal. Data Owners or Administrators check the order in a standardized process. In case of approval
8MAN starts automatically and creates the desired permissions on the file server. The whole process
follows Microsoft Best Practice: For each permission an Active Directory group is created. All activities
are tracked in Matrix42 and the 8MAN logbook.
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3.3 Threat & Gap Management

Threat & Gap Management

Removes security relevant permission errors automatically and standardizes the access rights system
according to your demands.

S8MAN
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3.3.1 S8MATE Clean!

Problem

The correction of permission inconsistencies and mistakes on file servers is only possible with extreme
difficulty and effort. The implementation of best practices to solve these issues frequently fails at two
hurdles: knowledge and time. Furthermore, classic Access Rights Management (ARM) has always only
been focusing at the folder level.

Solution

The 8MATE Clean! starts a process that leads to a secure and standardized file server and permissions
structure. Through a series of clear decisions and parameters, you define how security and structural
problems will be resolved in your environment. Your requirements and the 8MAN best practices will be
automatically implemented. Additionally, the archiving of stale or obsolete datais possible. The
benefit being, the lesser the data, the simpler the administration.

What does SMATE Clean! achieve?

e Archives old file server data
e Removes automatically critical permissions
e Remove orreplace direct permissions

e Standardizes existing permissions on your file server

8MATE Clean! Is only available in combination with professional services. Please contact your local sales
representative for further information.

© 2018 Protected Networks GmbH
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4.1 Active Directory

Active Directory is the leading system for administrators in Windows networks. 8MAN focuses on the
analysis of users and groups and also on the creation of these objects. This happens in a scalable way
across your entire domain and organizational structure. The 8MANgroup wizard can automatically create
the appropriate security groups in Active directory.

S8MAN



Permission analysis

4.1.1 Services for Administrators

4.1.1.1 Visualize nested group structures

Background / Value

One of the most important concepts of every Active Directory (AD) is group structure. Administrators
use groups to assign access rights to resources to individual users. This can create recursions or loops in
your group structure. For example: The group "Marketing" assigns access rights to the appropriate file
server directories for that department. At the same time this group is also a member (in a recursion) of
the group "4th floor WiFi" The 8MAN graph shows and highlights the recursion within your Active
Directory thereby helping you recognize errors and correct mistakes.

Additional Services

Identifying the depth of nesting in your AD

Identifying recursive groups

Step by step process

Switch to Accounts in the AD
Graph view.

SMAN

# Start & Resources [ Permissions &% Accounts @ Dashboard @ Multiselection M0 Logbook @ Scan comparision

v Tree

© 2018 Protected Networks GmbH

| 43



44 | Access Rights Management

N ey R 1. Find the AD group by
= permissons <] . 0 g IO entering its name into the
search field. For example:

@ Clean - Marketing (8man-demo\Clean - Marketing) cn: Clean - Ma...|

~ Parents - - gMarkeling Events Team (8man-demo\Marketing Events Team) cn: = B ing (81 d Ma...
= Marlfeling (8man-demo\Marketing) displayname: ... |} o - " . "
iectories(1) , Marketing". Select the
@ "? [ Marketing \\srv-8man\Or... ~ Children
& : Py desired result from the
8 1 _ES Marketing re 6. 1 vSphere (0)
88 9 Techn 1 Public Folders (1) . .
5 5 5 1r G ; T Marketing Folder: Marke.. Activer Directory Resources
[#, » Portal Home Owners 1 Mailbox Folders (0) .
2 & s compe .. > s ey <R F— section of the drop-down.
® \arketing name: Market... 1
2 Clean - Marketing cn: Clean - Ma... 2l ’ .
ErE &% Marketing. ' 2. Ifyou can’t find your
Purpose Groups (0) = : "
; resource click on "show
w 1 n
P further results".
) James Taylors (8man-dem... 1
15 Jean-Claude Martin (8man... 1
& 1 Jim Jameson (8m: L1
& 1 Jimmy Hope (8man-demo... 1
e 1
S 1
i
1
8 w 1
Ammy N
1
& B Petra Hacke Bman-demo\.. 1
Cootnomn s
-
v Tree v Attributes Edit

The "Marketing" group is

=, - the focus of the following

 Wareting (aman deme\a. analysis.

— . Above the group you see 4

LT 2 other groups in the AD

o . graph that the "Marketing

B Group is a member in, the
B oo so-called "parents"”. All

: "parent" groups, both direct
and indirect, are listed on
the left-hand side. Indirect
"parents" are indicated by a
blue arrow.

3. On theright hand side you
can see the name of the
group listed at the top.
Underneath it you can see a
list of all "children", both
direct and indirect, of the
group.

4. You can open and close the

individual branches on the

AD graph by clicking on the

icon. The number listed

indicates the number of
direct "parents" or

“children”.

SMAN @ marketing

th Start & Resources [l Permissions & Accounts ® Dashboard @ Multiselection M

8MAN-complete: Technical Training Group\ (man-demo
\echnica G

hnical Training Group )

15 James Joseph (8man-
15 James Poolle (Bman-demo.

v Tree
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4.1.1.2 Compare two different access rights situations (Scan Comparison)

Background / Value

The scan comparison compares AD scans at two different points in time and shows you how your access
rights situation has changed.

Additional Services

The scan comparison only takes two separate points in time into account. In order to be able to monitor
all administrative actions made within a given time period to access rights on file servers you would
require the 8MATE FS Logga. Alternatively to the Scan comparison you can use the Report on Permission
Differences.

Step by step process

1. Click on "Scan comparison”.

2. Select the two scans that
you want to compare.

@ Search L 1
Acc s @ Dashbo o m ok

8 resources @) Ba0rganization ) categories

Timea Element Change Action New value Old value
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Time range for scan comparison

Start of time range for scan compare
Please select a start date for the scan comparison.

< Jamuary 2017 » | Time (Hour: Minute)
sumorumerh reoa | [LUEJE 08B

2% 26 27 28 20 30 3 Time zone
TETLTYN Y | [Wic-0100 Ao serin bem Rome Sode

6 s 0 el
s 1 17 1 10 B Selected date
Friday, January 13, 2017 206 PM
Friday, January 13, 2017 106 PM [UTC]

Currently used scans

All currently used scans per resource are listed in the table below. In addition, scan errors (if any) are listed under each scanned
resource.

[@Fue [

DActive Directory (1)
L% s oevoLocal 2

Q File server (1)

B srv-8man 10/23/2015 4:44:16 PM
G SharePoint (1)

LB, srv-gmaN 8/16/2015 200:04 AM

S8MAN

Select the date and time of
both scans.

The comparison always
compares existing scans.

1

Click on the information
symbol.

Date and time of the
selected scan is indicated on
the right-hand side.

In order to maximize
accuracy you should run a
current AD Scan before
starting the scan
comparison.



Permission analysis

o . 1. Click on "add resources".

Multiselection [0 Logbook € Scan comparision 2. Select the desired resource
by double clicking on it.

& Account: ® Dashboard

Scan comparision Compare <latest scan time> © with 1/1/2016 2:06 PM ® X 8 Resources @) yOrganizationsl categories

New value Old value

SharePoint

1. Select the range of the
comparison.
2. Start the comparison.

& Account: ® Dashboard [ Multiselection M Logbook @ Scan comparision

Scan comparision Compare <latest scan time> ® with 1/1/2016 2:06 PM ® X B resources @) B 0rganizations categories

s Resources (- Hide details

's8man-demo.ocal, <add>

X
Report ~
se select resource(s) X |
© With 8MAN @ Wi O Indi O Warnir J
Resources
B Active Directory Change Action New value Old value
————— & 8man-demo.local
File server
SharePoint

(TR o = CXTEEE o

© 2018 Protected Networks GmbH
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Use filters to focus on
specific actions.

Generate a structured
Scan comparision Compare <latest scan time> ® with 1/1/2016 2:06 PM @ X 8 Resources @) yOrganizationsl categories " R .
> — Permission Differences
At donnl sk Report" and / or export the

&, ¥l Created, modified and deleted objects ] Atributes (7] Group memberships [ Account changes X

b G o] results to .XLS.
= 2 | E o e e s

© Active Directory O FileSystem O SharePoint @ With 8MAN @ Wi o o || including changed group

@ Scan comparision

Time - Element Change Action Export the generated scan compare list into Excel XLS format.
® Clean - ReadGroup8 (8man-demo\Clean - Created
ReadGrou
& Clean - Admin (8man-demo\Clean - Admin) db Created
& Clean - Overall (§man-dema\Clean - o Created

Overall)

® Clean - ReadGroup10 (8man-demo\Clean - b Created
ReadGroup10)

® Clean - ReadGroup3 (8man-demo\Clean - Created
ReadGroup3)

(@ bagfouda-d26e-40be-Ofbf-22b6c417a6ae b Created

& Clean - User (8man-demo\Clean - User)  p Created

® Clean - ReadGroup4 (8man-demo\Clean - 4 Created
ReadGroupd)

® Clean - ReadGroups Bman-demo\Clean - b Created
ReadGroups)

® Clean - ResdGroup? (8man-demo\Clean - 4 Created

roup2)
@ Clean - ReadGroup6 (3man-demo\Clean - dp Created

ReadGroupt)
® Clean - ReadGroup? (8man-dema\Clean - o Created
ReadGroup?)
® neadmin (8man-demo\nezdmin) 4 Added to group
Domain Admins (8man-demo\Domain Admins)
119/2017 33823 ¥] Changed display name Marketing Marketing 2
1/19/2017 3:38:23 PM8 Marketing (8man-demo\Marketing) W] Changed Common Name Marketing Marketing 2
< >

S8MAN
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4.1.1.3 Indentify overpriviledged users (based on Keroberos token size)

Background / Value

The size of a Kerberos token is a good indicator for identifying users with excessive access rights. The
more group memberships a user has, the bigger their Kerberos token. Even if a group membership does
not automatically grant privileges, it is worthwhile analyzing the listed users. Additionally, if a user
exceeds his maximum Kerberos token size he can no longer register on the network.

Step by step process

Select the Dashboard.

# Start & Resources [ Permissions o Accounts @ Dashboard  [@ Multiselection [0l Logbook @ Scan comparision ~ ® 2. Double-click on the user in
Groups with members (w/o recurions) 0 " the list "TOp 5 Kerberos

Reporting Empty groups %

8MAN

"
Groups nrecursions 3 Tokens
& Active Directory o Vs 428
@ Inactive accounts Built-in security groups 21
® Local accounts Global secury groups i
e 3
@ Users and groups (Kerberos, Last YT
logon) Local securty groups 2
Globaldistribution groups o
B File server Universal distribution groups 2
Loca distribution groups o

@ All ‘Authenticated users' [l

permissions ~ OU/ Contacts / More

@ Al Everyone' permissions [

Computers 4
@ All owner not administrator [[FJ
Computers (disablec) )
@ Al users with direct access [[E] o
@ New and unused shares )
® Unresolved SIDs 2
Top 5 Kerberos Tokens [Bytes]
‘Quinton Patton (8man-demo\QPatton) 1584
Jones, Gareth (8man-demo\Gareth Jones) 1528
Administrator (8man-dema\Administrator) 1520
5P Farm (8man-demo\SP_Farm) 1488
Depth of nested groups [rS——— e
~ Top 5 Oldest logons
'SP SearchSenvice (Bman-demo\SP_SearchService) 5/16/2014 237:14 PM
o 1 1 Eric Reid (8m: lemo\EReid) 10/10/2014 2:28:02 PM
H 4 s Abar, Mohammed (Bman-demo\Mohammed Akbar) 10/22/2014 827:50 AM

Depth Quinton Patton (8man-demo\QPatton) 11/25/2014 231:09 PM

Srmon-demolocal veqmﬂm» -0

1. 8MAN automatically
focuses on the selected user
in the AD graph view.

SMAN

# Start & Resources [ Permissions & Accounts @ Dashboard [ Multiselection [ Logbook @ Scan comparision

15 1_ES_HR_Employee
B I_ES_HR_re (8man-de.
15 1_ES Marketing Event...
Y .
B > 101 ESF
3 LES
(>

2. All"parents", meaning
groups in which the selected
user is a direct or indirect
member of, are shown on
the left-hand side. If a
group is very large, we
recommend a flat list view.

o
P—

Quinton Patton (Bman-demo\QPatton)

B

v Tree

ey OIHo = QmEEmo

© 2018 Protected Networks GmbH
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4.1.1.4 Identify nesting depth of groups

Background / Value

An AD that has grown over years often contains a large number of nested levels. The 8MAN dashboard
shows nested groups up to level 10. According to Microsoft best-practice your AD should contain no
more than 3 or 4 levels. 8MAN allows you to identify these critical areas of your AD and restructure
them with minimal effort. In order to achieve low levels of nesting and maintain a well organized AD
structure we recommend creating more groups with specific functionalities.

Additional services

Reducing several groups to one group

Step by step process

1. Select the Dashboard.

8MAN

# Start & Resources [ Permissions o Accounts @ Dashboard  [@ Multiselection [0l Logbook @ Scan comparision ~ ® 2. Click on any Of the nested
. » User and other accouns levels.
Reporting
Users. 429
& Active Directory Users (Dissbled) 5
@ Inactive accounts Administrators 2
@ Local account ts Administrators (Disabled) 0
@ Users and groups (Kerberos, Last ~ Groups
logon)
182
L3 File server ions) 103
76
@ All ‘Authenticated users' [El]
permissions 3
Users)) 428
@ All ‘Everyone
e z
L ] ol securty groups 7
® Al | Univer 35
® New and unused share: 2
@ Unresolved SIDs °
Universal distibution groups 2
Local distribution groups o
~ U/ Contacts / More
Computers 4
Computers (disablec) o
o
o
T

~ Top 5 Kerberos Tokens [Bytes]

Quinton Patton (3man-demo\QPatton)

S8MAN
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- @ Search ®
Multiselection g & Operations\ (8man-demo\Operations )

‘groups with depth of nesting [Depth 5] Report =
| & ier

| O users @ Groups O comtacts O Computers

Name -

81 Operations\ (Bman-dema\Operations )

L+ @19 john paul (Bman-dema\lpaul)

f

Hy—
‘srman-demolocal "°<Latﬁsts:an> g o

8MAN automatically shows
the Multiselection

In this scenario SMIAN
automatically filters the
groups by the selected
nested level.

You can see the nested
levels in the tree graph on
the right hand side.

© 2018 Protected Networks GmbH
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4.1.1.5 View members of different groups in one list

Background / Value

Multiselection allows you to select several groups allowing you an overview of all members.

Step by step process

Select Multiselection.
Filter by groups.

Q@ search ] =

B Permission & Account: ® Dashboard Multiselection [ Logboo

Multiselection

Select the desired groups.

Qi w |
O Users |@ Groups| O Contacts O Computers

A Fiter a1

e e & You can see an overview of
AN . all “children" of all selected
groups. 8MAN also
indicates if any users are

; included in multiple groups,
forexample Jason Johnson.

AW NR

Name -
@ pijDAXProfits (man-demo\priDAXProfits)
@®

@15 Protected Users (Bman-demo\Protected Users)

Qs RDS Endpoint Servers (Bman-demG\RDS Endpoint Servers)
@ RDS Management Servers (man-dema\RDS Management Servers)
Qs RS R R

® Read-only Domain Controllers (Eman-demo\Read-only Domain Controllers)
Y = 5

1
1
1
1
1
-,
1
1
1
1
1

& Records Management (8man-demo\Records Management)
Re u

ecursion group 3 (8man-demo\Recursion group 3)
@ Recursion groupT\ (8man-demo\Recursion groupl )

@ Remote Desktop Users (gman-demo\Remote Desktop Users)
(S

@ Replicator (8man-demo)\Replicator)

L A ' Bruce Ellington (8man-
@m: 4 15 Chris Cook (8man-demo\C...

@15 Sales Master (8man-demo)\Sales Master)

@1 Sales top secret (Bman-demo\Sales top seeret)

B Soles-APAC\ (8

) & 15 Harmless Group\
R A\ 15 Harvey Wax (gmar
R, &\ Henry Ford (man-demo!
&\ 15 Henry Johnson (8

€3 Server Operators (8man-demo\Server Operators)
@ SharePoint-User (8man-dema\SharePaint-User)

man-demolocal "°<La¢sst§:an> - o)

S8MAN



4.1.1.6

Background / Value

Identify empty groups

Permission analysis

Over time empty groups often accumulate in an AD structure. These empty groups reduce performance

and diminish transparency. We recommend deleting these groups.

Step by step process

Reporting
& Active Directory
@ Inactive accounts

® Loc

@ Users and groups (Kerberos, Last
logon)
EJ File server

@ All ‘Authenticated users’ [
permissions

® Al 'Everyone' permissions [l
® Al users with direct access [E

® Directories without [l
administrative owners

® Unresolved SIDs

Depth of nested groups

All Groups

~ OU/ Contacts / More

Computers
Computers (disabled)
Contacts

Foreign users

Organizational Units

~ Top 5 Kerberos Tokens [Bytes]

Silie, Peter (8man-demo)Peter Sile)
Krise, Chrstiane (8man-demo\Christiane.Krise)

2016
18%

BMAN-DEMOLOCAL ~] & [@ <Latestsan> ] @

Groups without members could include system groups. These should not be deleted.

1. Select the Dashboard.
2. Click on "Empty Groups".

© 2018 Protected Networks GmbH
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8MAN automatically shows

! :
the Multiselection.

Multiselection

° Sy 2. Thescenario "Empty

Multiselection

ey oo — Groups" is active. The listed
O G Qe O N ‘ Groups are all empty.

€ Access Control trol Assistance Operators) A

5 Account Operators (Bman-demo\Account Operators)
@19 Ageo Corp Global Group 1 (Bman-demo\igeo Corp Global Group 1)
&5 51 p 1)
B Alowed ROD! i RODC Password Replicat..
@ Backup Operators (man-demo\Backup Operators)
@ Clean - Marketing (8man-demo\Clean - Marketing)
a Controll Controllers)
Qo " Operators)
& Delegated Setup (8man-demo\Delegated Setup)
88 Discovery Management (3man-demo\Discovery Management)
@ Distributed COM Users (8man-demo\Distributed COM Users)

@ LMW are-AppOuner-AD (man-dema\ DL-VMWare-AppOwner-AD)

@ i AppOwner-AV)

@ pp y P

®

@ DLVMWare-AppOuner-Fileserver (Eman-demo\DL-VMWare-AppOuner-Fileserver)

@ e pROWner-Lexware)

@ pp PP

® oo i VMtare-App

@ DLVMWare-AppOuwner-SQL (8man-demo\ DL-VMWare-AppOwner-SQL)

® oo enter ( o enter)
@ pp P

@ - AppOwner-View)

@ DLVMWore-App demo\DL-VMMWare-AppOwner-Watchguard
®

@

% DnsAdmins (8man-demo\DnsAdmins)
@ DrsUpdateProny (Bman-demo\DnsUpdateProxy)

B Documentation (8man-dema\Documentation)

@ tmpty Group 10\ (8man-demo\Empty Group 10) .

Emandemalocal ~e<mﬂmn> »

S8MAN
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4.1.1.7 Identify recursive groups

Background / Value

Groups can be members of other groups. Active Directory allows "children" to become "parents" within
their own family tree. If the nested group structure loops in a circular way group membership
assignments become ineffective and nonsensical. Through these recursions or circular nested groups
every user who is a member of any of the recursive groups is granted all of the access rights of all of the
groups. The consequence is a confusing mess of excessive access rights. SMAN automatically identifies
all recursions in your system. We highly recommend removing the recursion by breaking the chain of
circular group memberships.

TIPP: Only administrate with 8MAN and recursions can not happen anymore.

Additional Services

The deeper your group structure the more likely you are to have circular nested group structures. We
therefore recommend keeping an eye on the number of nested group levels.

Identify groups in recursion (web client)

Step by step process

1. Select the dashboard.

8MAN

. " .
# Start & Resources [l Permissions &% Accounts @ Dashboard  [Z Multiselection [0 Logbook @ Scan comparision 2- DOUble'CIICk on groups n
H n
. ~ Users and other accounts recursions .
Reporting
Users 420
& Active Directory Users (Disabled) 6
@ Inactive accounts Administrators 2
PO - Administrators (Disabled) 0
@ Users and groups (Kerberos, Last ~ Groups
logon)
Al Groups 82
EJ File server Groups with members (w/o recursions) 103
o o ;

Groups in recursions 3
"The largest group (Domain Users (6man-demo\Domain Users)) 426
Built-in security groups a1
Global security groups 7

Univers

® Unresolved SIDs

Universal distribution groups 2

Local distribution groups 0

~ QU / Contacts / More

Computers

Computers (disabled)

Depth of nested groups

2 9 Z ~ Top 5 Kerberos Tokens [Bytes]

1 2 3 4 5 Quinten Patton (8man-demo\QPatton) 1584

Depth Jones, Gareth (8man-demo)\Gareth Jones) 1528 .

© 2018 Protected Networks GmbH
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Multiselection [T

D Scan comparisic

i i @ Recursion groupl\ (8man-demo\Recursion gro...
Multiselection (2] 1
Groups in recursions Deactivate scenario Report ~
2 Fiter T e
O Users @ Groups O Contacts O Computers. ‘ @ Filter 3
@ Users @ Groups @ Contacts @ Computers
Name a
[CIE] roup 2 (man-demo\Recur p2) a Name E
2 Recursion group 3 (8man-demo\Recursion group 3) >
up1\ (Bman-demo\Recursion group ) Recursion group\ (Bman-demo\Recursion group1) %
& 9 Recursion group 2 (8man-demo\Recursion group2) %
v Tree
v Attributes Edit
Ready man-demolocal ~e<mﬂsm> o)

Q Lo

1

& Accounts ® Dashboard Multiselection

(8man-demo
group1 )

& | @ Recursion group 3 (8man-demo)\Rec...
Report
~ Children
~ Tree

98 e o 3 G

<

v Attributes

Bl: -

“srman-demolocal "°<Latﬁsts:an> g o

S8MAN

8MAN automatically selects
Multiselection.

The scenario "groups in
recursions" is active. SMAN
lists all groups included in
the recursion.

Click on a Group.

8MAN lists all users and
groups in the selected
recursion

Double-click on a group.

8MAN switches to the
account view. You can see
an example of a recursion
across 3 levels.

The recursion is indicated by
the green line.



Permission analysis

4.1.1.8 Identify recursive groups (web client)

Background / Value

Groups can be members of other groups. Active Directory allows "children" to become "parents" within
their own family tree. If the nested group structure loops in a circular way group membership
assignments become ineffective and nonsensical. Through these recursions or circular nested groups
every user who is a member of any of the recursive groups is granted all of the access rights of all of the
groups. The consequence is a confusing mess of excessive access rights. SMAN automatically identifies
all recursions in your system. We highly recommend removing the recursion by breaking the chain of
circular group memberships.

TIP: Administrate only with 8MAN and recursions can no longer occur.
Additional Services

The deeper your group structure the more likely you are to have circular nested group structures. We
therefore recommend keeping an eye on the number of nested group levels.

Idenitfy recursive groups (rich client)

Break the circle by managing group memberships (rich client) or removing group memberships (web
client).

Step by step process

Go to the Risk Assessment

 Cockpht O Recertification ~

‘Accounts where password.
never expies

() ron s
@-

Inactive accounts

Directories with direct
access

My staff members.

Change my personal
information

© 2018 Protected Networks GmbH
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S : 1. 8MAN shows a rating for
€ C | @ sicher | https f

the risk factor "Groups in
recursion”.

# Cockpit O Recertification ~

Risk Assessment Dashboard

High Risk Level
=
o
o n
100

2. Click "Minimize risks".

The tiles are sorted by risk
ootz - S— level and may therefore be
located in different places.

369 of 382 accounts 60 of 382 accounts 470166 directories.

‘sman-demo.jocal ‘sman-demo.jocal \srv-8man

Directories with unresolved SIDs Non-compliant user accounts Groups in recursion

20166 directories. 377 of 382 accounts. 3301 278 groups

\srv-8man ‘sman-demo.jocal 8man-gemoJocal
-

More - Minimize isks - o @

R 1. 8MAN lists all groups in
' : recursion.

& Home O Recerfification ~ E Requesting ~ % Workflows - & demoadmin ~

2. Usesorting, filtering and

1

N q Configuration % Reports .
[Groups in recursion (33)] @ G smancemo s R grouping to analyze the
Domain name x | Type, Name v Im Create Report da ta )
| Type  Name + Regfiested Action v ~ | Available Actions
D ——— 3. Select the rows to display in
= ° the grid and in the reports.
5] @ 1Ring 1 1Ring 1) .
o e o 4. Export the data into Excel.
] @ 10 Ring 1 10 Ring 1) )
o e 1oRmg2(6 10Rn92) 5. Create a report in PDF- or
] ® 10 Ring 3 10 Ring 3)
o e 2hng ) CSV-format. Save the report
=] @ 2 Ring 2 (8 2Ring 2) o .
- ) P oremail it.
o @ 3Ring 1 (8 3Ring 1)
5] ® 3Ring 3 3Ring 3)
5] @ 4Ring 1 4Ring 1)
o ® 3Ring 2 3Ring 2)
o @ 4Ring 2 4Ring 2)
o @ 4Ring 3 (8 4Ring 3)
5] ® 5Ring 1 5Ring 1)
(] @ 1Ring 3 1 Ring 3) B

S8MAN



4.1.1.9 Identify users with never expiring passwords

Background / Value

Permission analysis

One key security requirement within any organization is that passwords are changed regularly. SMAN
scans your domain for user accounts where this requirement has not been activated. You can view this

information in our reports for "Users" an "Groups".

Additional Services

Reset passwords

Change password options

Identify users with never expiring password (web client)

Change password options in bulk (web client)

Step by step process

@ Ssearch 1 =
& Accounts @ Dashboard  [Z] Multiselection [0 Logbook @ Scan comparision
. ~ Users and other accounts
Reporting
Users a9
& Active Directory Users (Disabled) 3
@ Inactive accounts Administrators 2
@ Local accoun ts ‘Administrators (Disabled) o
I
@ Users and groups (Kerberos, Last ~ Groups
logon)
I Al Groups 102
BJ File server Groups with members (w/o recursions) 103
Empty group [
Groups in recursions. 3
(De Users)) 428
Built-in security groups 277
Global security groups 76
33
@ New and unused shares 2
@ Unresolved SIDs °
2
Locl distribution groups 13
 OU / Contacts / More
Computers 4
13
Depth of nested groups o
13
12
2 N ) ~ Top 5 Kerberos Tokens [Bytes]
]
1 2 3 4 5 ‘Quinton Patton (8man-demo\QPatton) 1584
Depth Jones, Gareth (8man-demo\Gareth Jones) 1528
Ready Smen demolocal ~o<um can> - JJ0)

Select the "Dashboard".

Click on "Users" and
"Groups" in the "Reports"
area.

© 2018 Protected Networks GmbH
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1. Select the range of the
report via drag & drop.

Users and groups (Kerberos, Last logon) 2. Runther eport.

Report configuration Users and groups (Kerberos, Last logon)

e [Tme

Comment. [Comment

Objects £ Active Directory

8man-demo.local -8 &% 8man-demo.local

~ Settings

The output format is XLS

Report execution mode started manually
Store on specific path is Desctivated
Send email is Deactivated

Discard

sman-demolocal - A= @ <Latestscan>

CI 5 || WD dor'texpire -\ Open the report in Excel.
4 A B c E F - H [+] " "

Report uber alle Benutzar fur 8man-demo.local
H 1. Select the tab "User".

| 3 |DisplayName [~|isDisabled |~ Account Expiras last Lagon [~ Last Logon Timestar ~ | Type |~ |Direct

5| Aber, Mark (8man-demotMark Aber) Nein Account never expires"o8 1A NIA Benutzer . "
. AbLgga Tecer o damowTeste i Accounsnevr cxies Ja A WA Banizer 2. Filter the column "PWD
7 | Administrator {8man-demo\Administrator) Nein Account never expires Ja 08.10.2016 21:00:02 08.10.2016 21:00-02  Benutzer
8 |Alien, Amold (3man-demo\ameld Alien) Nein Account never expires Ja NIA NIA Benutzer 4 H " HX
e Ve (ot o) Aot ros e o don’t expire" by positive
10 | Ander, Cori (8man-demo\Cori Ander) Nein Account never expires Ja NIA NIA Benutzer )

Ander, Ole (8man-demo\Ole Ander) Nein Account never expires Ja NIA 10.03.2015 15:48:05  Benutzer entries
12 Andrea Azubi (3man-demo\Andrea Azubi) Ja Account never expires Ja NIA NIA Benutzer ‘
13 | Aner. Dominik (8man-demo\Dominik Aner) Nein Account never expires Ja o NIA NIA Benutzer

Angie Nein Account never expires Ja NIA NIA Benutzer H
g X gi mm

15 Ann Essay (8man-demotAnn Essay, Nein Account never expires Ja NIA NIA Benutzer We reco end 56’tt/ng yOUf
16 Anna Lyse (8man-demolAnna Lyse) Nein Account never expires Ja NIA 07.03.2016 17:44:11  Benutzer . . h
17 |Anna Ziese (8man-demo\Anna Giese) Nein Account never expires Ja NiA NIA Benutzer m
18 | Ansgar Agentor (8man-demo\AAgentor) Nein Account never expires Ja NIA 07.03.2016 17:38:41  Benutzer Securlty reqUIre ents so that
19 | Apfel, Adam (8man-demo\Adam Apfel) Nein Account never expires Ja NiA NiA Benutzer
20 | Arbeit, Andi (8man-demotAndi Arbeit) Nein Account never expires Ja 12.03.2015 10:44:56 10.03.2015 16:51:26  Benutzer pass Words must be Changed at

Am, Armin (8man-demo\Amin Arm) Nein Account never expires Ja NIA NIA Benutzer

Aroni, Mark (8man-demo\Mark Aroni) Nein Account never expires Ja NIA NIA Benutzer d

Asil, Claire (8man-demo\Claire Asil) Nein Account never expires Ja NIA NIA Benutzer /eCISt every 90 ays.
4 Auer. Karl (8man-demotKarl Auer) Nein Account never expires Ja NIA NIA Benutzer
5 Auhss, Ann (8man-demo\Ann Auhss) Nein Account never expires Ja NIA NIA Benutzer
5 Autsch, Anke (§man-demo\Anke Autsch) Nein Account never expires Ja NiA NIA Benutzer
7 | Azubi, Andy (8man-demolAndy Azubi) Nein Account never expires Ja NIA 07.03.2016 10:44:09  Benutzer
5 Baba, Al (8man-demo\Ali Baba) Nein Account never expires Ja NiA NIA Benutzer
3 Bach, Klara (8man-demo\Klara Bach) Nein Account never expires Ja NIA NIA Benutzer
) Baer, Johannes (man-demolJohannes Baer) Nein Account never expires Ja NIA NIA Benutzer
31 Baer. Roy (8man-demo\Roy Baer) Nein Account never expires Ja NIA 13.03.2016 10:21:15  Benutzer

Baem, Al (8man-demotAl Baem) Nein Account never expires Ja NIA NIA Benutzer

Balken, Don R. (3man-demo'Don R. Balken) Nein Account never expires Ja NIA NIA Benutzer

Becher, Joe Kurt (8man-demobJoe Kurt Becher)  Nein Account never expires Ja NIA NIA Benutzer
35 Beiter, Walter (8man-demo\Walter Biter) Nein Account never expires Ja NIA NIA Benutzer
36 |Bert, Carmen (8man-demo\Carmen Bert) Nein Account never expires Ja NIA NIA Benutzer

| konfiguration | 8man-demo.local Benutzer | &man-demolocal Gruppen | @ ¢ [«] | |

Bereit  347von 353 Datensatzen gefunden. i} O -——+——+ 0%

S8MAN



Permission analysis

4.1.1.10 Identify users with never expiring password (web client)

Background / Value

One key security requirement within any organization is that passwords are changed regularly. Use the
scenario to find accounts where this requirement has not been activated. View this information in the
web interface and create reports.

Additional Services

Reset passwords (rich client)

Change password options (rich client)

Step by step process

Accounts where password
never expires

Inactive accounts

Directories with direct
access

My staff members.

Change my personal
information

hitps//srv-GmanBman-demolocalé

+ Use the search and select users from

Go to the Risk Assessment

® Pp——
@ s

the resul list

:

1. 8MAN shows a rating for
the risk factor "Accounts
with never expiring

Risk Assessment Dashboard

password".

2. Click on "Minimize risks".

Accounts where password never
expires
369 of 362 accounts

‘sman-demo.jocal

The tiles are sorted by risk
level and may therefore be

60 0f 352 accounts 470166 directories.

‘gman-demo.jocal

Directories with unresolved SIDs

20166 directories.

\srv-8man

located in different places.

Non-compliant user account ts Groups in recursion

377 of 382 accounts. 33 01 278 groups

‘gman-demo.Jocal

8man-gemoJocal
-
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B 8MAN Web x

& Home

13d8e3

IAccounts where password never expires
(342)

Accounts where password never expires: 8man-demo.local

Domain name x

Type, Name v

Type  Name  Requested Action

L] 4 Domain name:8man-demo.iocal(342 ftems)
Clean - Admin (8man-demo\Clean - Admin)

sa-8mansvc (8man-demo\sa-8mansvc)

I3

sa-ExcViewer (8man-demo\sa-ExcViewer)

sa-HQ-vRanger (8man-demo\sa-HQ-vRanger)

5a-SP_CacheADM (8man-demolsa-SP_CacheADN

53-SP_Crawl (8man-demo\sa-SP_Crawl)

sa-SP_Farm (8man-demolsa-SP_Farm)
5a-SP_Install (8man-demolsa-SP_Install)

5a-SP_MySite (8man-demo\sa-SP_MySite)

5a-SP_Pool_Intranet (8man-demolsa-SP_Pool_int

sa-SP_Pool_Portal (8man-demolsa-SP_Pool_Port;

sa-SP_Profile (8man-demo\sa-SP_Profile)

sa-SP_Search (8man-demo\sa-SP_Search)

sa-sql (8man-demo\sa-sql)

sa-SP_Services (8man-demolsa-SP_Services)

demoadmin (8man-demo\demoadmin)

Bill Anz (8man-demo\8ill Anz)

cradmin (8man-demo\cradmin)

AEEEEEEEEEEEEEEEEEE

| ¢[00 € || 000 P P ¢ € 0k k Kk € K

Anna Lyse (8man-demo\Anna Lyse)

Direct Excel export

Create Report

Available Actions

S8MAN

8MAN lists all accounts with
never expiring password.
Use sorting, filtering and
grouping to analyze the
data.

Select the rows to display in
the grid and in the reports.
Export the data into Excel.
Create a report in PDF- or
CSV-format. Save the report
oremail it.



4.1.1.11 Analyze historical AD structures

Background / Value

Permission analysis

After the occurrence of data breaches and other security incidents it is often useful to review historical
AD structures. This allows you to understand who had access and who could not possibly have had
access during a given pointin time. 8Man allows you to access historical scans in the usual "Look and
Feel" to understand the security implications of AD access rights at the time of the incident.

Additional Services

Alternatively you could also compare two scans from different points in time.

Step by step process

8MAN

# Start

=]
24

& Resources

Permission Analysis

® Where does a user/group have
access?

User Provisioning

A Active Directory

® Create new user or group

@ Edit group memberships

Security Monitoring

& Active Directory

‘ @ AD Logga Report

= Permissions

Accounts

(& vsphere

‘ @ Who has the privilege?

EJ File server

‘ ® Edit directory access rights

B File server
@ Detailed permission changes

@ Who did what, except authorized
users (SoD)?

@ Who did what?

@ Who made changes?

@ Dashboard

& Multiselection

Logbook

k @ Scan comparision

Documentation & Reporting

® Reports overview

@ Where has the user/group
access?

@ Who has access where?

EJ File server

@ All ‘Authenticated users"
permissions

@ All ‘Everyone' permissions
@ All owner not administrator
@ All users with direct access
® New and unused shares

@ Permission difference

@ Unresolved SIDs

@ Where have employees of a
manager access (file server)?

@ Who has access through which
permission groups?

Q configuration
@ Convert XML import file

@ Report configuration import

& Active Directory
@ Account Details
@ Inactive accounts
@ Local accounts
® Manager-Employees

@ OU Members and group

© <Latest scan> ~

® Users and 1ol g /1972017 301 pm

ogon  § & w35 o
@ 10/23/2015 444 PM
Bz Exchange | @ armooisastow

© £/19/2015 421 PM
© 8/17/2015 1000 PM

© /1672015 1000 PM

© 8/15/2015 10:00 PM

@ Exchange mai

@ 8/14/2015 10:00 PM
© 3/13/2015 10:00 PM
© 8/12/2015 10:00 PM
@ 8/11/2015 10:00 PM
@ 8/10/2015 10:00 PM
© 8/9/2015 1000 PM
@ 8/8/2015 1000 PM
© /772015 10:00 PM
© /3/2015 1000PM__ v

man-demolocal ‘/°<La¢sst§:an> -J©)

Select the desired scan date.
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8MAN The warning and the orange
st frame indicate that you are

viewing historical information.

Permission Analysis Documentation & Reporting
‘ ® Where does auser/group have () vSphere ® Reports overview O configuration
2
access ‘ @ Who has the privilege? @ Where has the user/group @ Convert XML import file
access?

@ Report configuration import
@ Who has access where?

& Active Directory

3 File server

B g @ Account Details
] File server @ Al “Authenticated users® .
o @ Inactive accounts
@ Edit directory access rights permissions
@ All ‘Everyone' permissions @ Local accounts
@ All owner not administrator ® Manager-Employees
Security Monitoring ® Al users with direct access e
memberships
N - . @ New and unused shares
& Active Directory B File server @ Users and groups {Kerberos, Last
lissi i logon;
‘ @ AD Logga Report @ Detailed permission changes O G el ogen)
@ @ Who did what, except authorized O U= e B Exchange
users (SoD)? ® Where have employees of a

e ® Who did what? manager access (file server)? ® Exchange mailbox permissions

@ Who has access through which
permission groups?.

@ Who made changes?

S8MAN
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4.1.1.12 Identify inactive accounts (web client)

Background / Value

Inactive accounts can be used for data theft and manipulation without being detected. Since most
inactive accounts are remnants of past employees, they are often a symptom of a communication
problem between HR and IT. 8MAN displays all inactive accounts in Active Directory with a last logon
older than 30 days. Remove or deactivate accounts that are no longer needed.

Additional Services

Report: inactive accounts

Deactivate accounts in bulk (web client)

Step by step process

Go to the Risk Assessment

% . QAnton Admin -

1T Adminstrator @

Employee search

Selected user

Q searcn

Here the selected user
‘accounts wil be displayed.

® [ T——
®:

My staff members.

Change my personal
information

itps//srv-Gman 3man-demolocal/#.

1. 8MAN shows a rating for
the risk factor "Inactive
accounts".

2. Click "Minimize risks".

& Cockplt O Recertification -l Analyze - W Requests - % Workflows ~ © - Anton Admin -

Risk Assessment Dashboard

High Risk Level
@ e
(e

The tiles are sorted by risk
level and may therefore be
located in different places.

Accounts where passwor

60 of 382 accoun ts

369 of 362 accounts

\srv-8man

‘gman-demo focal 8man-gemolocal

Non-compliant user accour ints Groups in

377 of 382 accoun ts

33 0f 278 groups

8man-gemolocal

\srv-8man 8man-gemolocal
-
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f cme D\ ' 1. 8MAN lists all inactive
accounts.

€ o C[ 8 nps/smtmans 1604 v %

& Home

O Recertification ~ = Requesting ~

2. Usesorting, filtering and

1

o Configuration % Reports
Inactive accounts (56) @ oo mavmorca + I grouping to analyze the
Domain name x I 5 cotumns seiectea Ml c [ = | =& S Create Report da ta
Type  Name  Lastlogon  Days since lasflogon  Isactivated Requested Action Y| - Available Actions ‘
4 Domain name:8man-demo.local(56 ltems) . . .
= e e T ' 3. Select the rows to display in
o & | Azubi, Andy (8man-demo\Andy Azubi) 372016 |436 true . .
[B 2o o s oo s the grid and in the reports.
o & Moe Zarella (8man-demo\Moe Zarella) 3/7/12016 436 true .
[h etsaresreer 4. Export the data into Excel.
o 8 Sue Permarkt (8man-demo\Sue Permarkt) 31712016 436 true
G| © v Rawasser (sman demowinni Ravasser) sots 4 e 5. Createare, port in PDF- or
o & Erkan Alles (8man-demo\Erkan Alles) 31712016 436 true
PO T D | CSV-format. Save the report
[5] & |Tom Ate (8man-demo\Tom Ate) 372016 436 true .
o 8 Mel Odie (8man-demo\Mel Odie) 31712016 436 true 0 r em a II It.
5] & |Karl Kulation (8man-demo\Karl Kulation) 372016 |436 true
=] 8 Gitta Rensolo (8man-demo\Gitta Rensolo) 31712016 436 true
o & | Ansgar Agentor (8man-demo\AAgentor) 372016 |436 true
o] & |Hacke, Petra (8man-demo\Petra.Hacke) 372016 |436 true
E Q Krise, Christiane (8man-demo\Christiane.Krise) 3/7/12016 436 true
o & Silie, Peter (8man-demo\Peter Silie) 31712016 436 true
o & Rosi Ne (8man-demo\Rosi Ne) 31712016 436 true
=] & |AnnaLyse (8man-demo\anna Lyse) 372016 |436 true -

S8MAN
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4.1.1.13 Identify temporary user accounts

Background / Value

User accounts for external employees or interns should only exist temporarily. 8MAN allows you to
maintain an overview of your temporary user accounts. You can view this information in our report for
"Users and Groups".

Step by step process

Version: 7

SMAN

Select the "Dashboard".

; n n
# Start & Resources Permissions &% Accounts @ Dashboard  [4 Multiselection [0 Logbook @ Scan comparision 2- CIICk on Users and

~ Users and other accourts "Groups" in the "Reports"
area.

Reporting
& Active Directory

® Inactive accounts

® Local accounts

@ Users and groups (Kerberos, Last ~ Groups
logon)
! Al Groups 82

B File server e 103
Empty groups 2
@ All*Authenticated users' [JEll pty groups
Groups in recursions &

permissions

“The largest group (Domain Users (8man-demo\Domain Users) 428
@ All ‘Everyone' permissions [l faestarop

Built-in security groups 2
@ All owner not administrator [[E] Global securty groups .
@ All users with direct access [[F] Universal security groups. 35
@ New and unused shares Local security groups. 42

Global distribution groups 0
@ Unresolved SIDs groue

Universal distribution groups 2

Loca distribution groups 0

~ QU / Contacts / More

Computers

<

ters (disabled)

Depth of nested groups

4
0
Contacts 0
Foreign users 0
Organizational Units: 1
12 9 ~ Top 5 Kerberos Tokens [Bytes]

2 1

1 2 3 2 5 Quinton Patton (Eman-demo\QPatton) 1584

Depth Jones, Gareth (8man-demo)\Gareth Jones) 1528 .

1. Select the range of the
report via drag & drop.

Users and groups (Kerberos, Last logon) 1, Run th e rep Ort.

Report configuration Users and groups (Kerberos, Last logon)

Title [ Titte

Comment [ Comment ] Resources

Objects 2 Active Directony

(8man-demolocal %/ | -8 & Bman-demo.local

~ Settings

The output format is XS ¥
ode started manually
4
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CEEC Ry R | e | Open the report in Excel.
7 Report dber alle Benutzer iCr Bmande?m local c } o £ F ¢ " mc " "
DisplayN: |+ |IsDisabled Account Expires | -T PWD don't expire| ¥ |Last Logon v |Last Logon Timestamp |+ |Type [+ |Direct | Indirect Memt 1 Se,eCt the tab User -
550 o oranae o poe) e $112 2016 00000 NA ] S —— : . "
L 2. Filter the column "Account
expires" by positive entries.
We recommend checking with
your HR department if any of
these accounts are still needed.
< uration || 8man-demo.local Benutzer | &man-demo.ocal_Gruppen | @ i [ mj
Bereit  2von 353 Datensdtzen gefunden. |- 1 + 100%

S8MAN
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4.1.1.14 Identify the most recent actions on an account

Background / Value

User accounts and AD groups have their own history. This is why it makes sense to review the previously
performed actions and changes. 8MAN shows you a quick view of most recent activities or you can jump
directly into the log book to receive a full report.

Step by step process

1. Select "Accounts".

SMAN 2

t Start & Resources [l Permission | o Accounts @ Dashboard 2 Multiselection [0 Logbook @ Scan comparision 2- SearCh for the deSired user
- Graph PYs or group.

8MAN The note icon indicates that
& Start & Resources = Permissions & Accounts @ Dashboard [ Multiselection M Logbook @ Scan comparision aCtIVItIeS Were recorded In the

P Graph ar] SMAN log book. You can hover
over the icon to see an
overview of the latest activities
related to the account.

872072015 9:55 AM, Author: cradmin

cradmin: ddd

8MAN Changes:

Membership add

embs d): Sal
jsed credential: 8man. 2
£ 7/20/2015 9:54 A, Author: cradmin
cradmin: ddd

SMAN Changes:

ﬁ ﬁ
8 8 New user created: "CCook™
E = =
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8MAN Right-click on the desired object
& Start & s = ns & Accounts Dashboard [Z Multiselection M Logbook @ Scan compa o ® and SeIECt Open LogbOOk to

P Graph arn] view all recorded information.

P W e
J, Selectaccount
Show in Resources View.

B 7 B

B Show access rights to resources..
@ Report: Where has the user/group access? //
@ Report: Account Details

& Change group memberships..

& Create new user or group

©) & Uceuser
(PP © Dcacivate account
& Change password options

R Resetuser password

@ Soft delete useraccount

& Delete account
W] Edit attributes
Move object

fey 6 gy 6 Add note 5
&) Open Logbook
Bruce Chis G Cook)

k) ‘Sales, Sam (8man-demo\Sam Sales)
13 copysspamn
=

= B

Review past activities related to
a user account.

Overview of the Logbook

Comments or: Cevel (sman-demo\C-Level) You can enter a comment into
o [Boowmemempamees ] the log book.

| © onlymine | | cadmin aca

Ll Wi B || = The footprint icon indicates

Member CCook (Chris Cook) added to group C-Level (scheduled)
11/7/2014338PM  cradimin

11/5/2014 548PM  cradmin Used credential: 8man-demo\sa-Bmansve th a t th esea Ctio ns were

. recorded by AD Logga.
7/23/2014 10:47 AM  cradmin

5/24/2013 12:32 PM  8MAN-DEMO\adminis
4/24/2013533PM  8MAN-DEMO\sa-8mal
3/12/20139:55AM  administrator

&
&
&
&
&
&
&
&
&
&
&
&
&
&
&
&
&
&
&
&

>

Please add a comment.

S8MAN
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4.1.1.15 Determine permissions deviating from the department profile
(Compliance Check) (web client)

Background / Value

8MAN sets new standards in the field of user provisioning: With the introduction of department
profiles, department heads, together with the management and the compliance officer, define the
scope of action of employees in the company.

If the employee receives additional permissions that deviate from the standard, a compliance monitor
displays the deviating rights to a manager. In the form of bulk operations, the manager can harmonize
the user accounts according to the profiles in his department.

To be able to use the compliance functions, you must have created at least one department profile.

Additional Services

Create a new department profile (Administrator)

Assign a department profile to users

Step by step process

EETT

<

. 1. Select Cockpit.

| 2. Click "Analyze and
recertification”.

3. Click on "User Accounts and
Department Profiles".

C [@ sicher |

Al AD user accounts.

Order history
Al AD group accounts Accounts where password never expires

My staff members Groups i recursion

Inactive accounts 9

| s st s

My staff members.
Non-compliant user accounts.

® Groupmemversnps
sl » Global accesive arecres ® Otiecoes wihunresoned sios
Orectones i aect access (5 orecones i crangea sccess s

(OO0} [0} KO OONO)

File system permissions
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D 1

¢ o @ scner |

New Analyze Session

Al Scenarios ~

User accounts and department profiles
Order history

All AD user accounts

Start calculation for your scenariol | 4

All AD group accounts Domain name

Accounts where password
never expires

My staff members @ 8man-emo.local

Groups in recursion

active sccounte @

Winout resricon . |

Group memberships
BN © inciuce accounts without profie assignment

User accounts and

department profiles

Non-compliant user
accounts

Globally accessible
directories

Directories with unresolved
SiDs

Directories with direct
access

B AN Web x

%t

¢ o C @ scner |

User accounts and department profiles (6)

Configuration %

‘Selected resources: 8man-demo.Jocal

g 5 columns selected

o - o o = = c|

[Pnaccepted deviations.

Type  Name
[ - profie:satesiz tems)

cepted deviations.

[5] Sam Sales (8man-demo\Sam Sales)

& | Ellos, Mark (8man-demo\Wiark Elos) The group membership Verlrieb (éman-demo\Sales)|

4 Profile:Marketing (3 items)

5]

o © | Erkan Alles (Bman-demotErkan Alles) | faise
5] © | Pepe Roni (sman-demoPepe Roni) faise
o © | Pott, Jack (gman-demo\ack Pott) faise
o

4 Profile:HelpDesk(1 items)

& | Tor, Moni (8man-demo\Moni Tor) fakse The property ‘Department has the wrong value * Instead of *Help(]

S8MAN

Q Anton Admin ~

i

Direct Excel export
Create Report

1

Determine which domains
are included in your
analysis.

Choose a departmental
profile or all ("without
restriction").

Optional: Activate this
option if you also want to
list users with no assigned
department profile.

8MAN shows you which
user accounts are non-
compliant.

User accounts are compliant
when exceptions have been
accepted by a controller.
User accounts are non-
compliant if there are
"unaccepted deviations".



Permission analysis

4.2 File server

8MAN shows all access rights to file server directories. Administrators and Data Owners can change
permission in user friendly workflows. In addition 8MAN identifies and highlights security risks such as
multiple or direct access rights, defective ACLs and unresolved SIDs.
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4.2.1 Services for administrators und data owners

4.2.1.1 Identify access rights on a file server directory

Background / Value

8MAN quickly shows you all access rights on file server directories. Initially you should focus on the
directories containing the most sensitive data. You siomply need to know: Who has access?

Additional Services

Report: Who has access to what?

Modify folder permissions

Monitor access to sensitive data

Step by step process

1. Search forthe desired
directory.

8S8MAN

A Start & Resources [= Perm Q see more resuts

@ (lean - Marketing (8man-demo\Clean - Marketing) cn: Clean - Ma..
® Marketing Events Team (8man-demo\Marketing Events Team) cn: Marketing...
& Marketing (8man-demo\Marketing) displayname: ...

Dicaciociacll

2. You can find your search
result in the directory
section.

B Marketing \\srv-8man\Or...

Permission Analysis

vSphere (0)

Public Folders (1)
Marketing

Mailbox Folders (0)

Active Directory Resources

©® Marketing

2 Clean - Marketing

8 Marketing Events Team

.. | Purpose Groups (0)

; T 5

‘ ® Where does a user/group have (0 vSph. iguration
access? _

Folder: Marke... V" XML import file
ort configuration import
Q see more resuits

name: Marketi../e Directory
cn: Clean - Ma...
cn: Marketing. .

User Provisioning

o ount Details
& Active Directory

fctive accounts

@ Create new user or group

® Local accounts

@ Edit group memberships @ All ‘Everyone' permissions

@ All owner not administrator @ Manager-Employees
@ OU Members and group
memberships

@ Al users with direct access

Security Monitoring

© Newand unused shares @ Users and groups (Kerberos, Last
& Active Directory B3 File server @ Permission difference logon)
@ Detailed permission changes ® Unresolved SIDs

‘ @ AD Logga Report

<
@

S8MAN

@ Who did what, except authorized
users (SoD)?

@ Who did what?

@ Who made changes?

@ Where have employees of a
manager access (file serven?

@ Who has access through which
permission groups?

B Exchange

@ Exchange mailbox permissions.




Permission analysis

8MAN switches to the

8MAN | :
resource view.

th Start & Resources 2 £ Account: ® Dashboard [ Multiselection [0 Logbool

Resources @ lp Marketing
\ o

«- 2. You are focusing on the
o o S desired directory.

full path Description Access rights o . 9 )
cae 5 3. 8MAN displays all access
R IR : i rights that exist for the
ERE SRR S IE-0 1000 A .
L IEIIEIEIE A chosen directory.
a vvvvvY [=]-Ru]
aa v [=]-Ru]
E\Data\Projects. aa N v B=D
Cm o =
g Accounts with permissions Al permissions
[ @i N

| @ Users @ Groups @ Contacts @ Computers \

a
B sunnivvdministrators 24 il x8
B BUILTINUsers 28 @
EBe CREATOR OWNER 1 a
& Gurmit Singh (@man-demo\GSingh) 1 a
&1 Henry Johnson (8man-demo\Hlohnson} 1 a
815 Her 1 a

a

Select an access category
filter. In this example the
Resources *In "Modify" filter has been
il T chosen.

8MAN

[ Multiselection 0 Logbool

th Start & Resources  [=] Permission: & Accountt ® Dashboard

@ Resources flte first level 1
[ J

full path Description Acces rights | e :
CYery 2. 8MAN lists all accounts with
\\srv-8man

£1Deta\Orgarization . .| 4 : " . :
s B1e31. 14 ; s Modify" access rights to

1:153:08:4 ¢ the Marketing directory.

PII07 s 3. You can add additional

o filters for users, groups,
— - contacts and computers to

| f ;s:; © Growps O conos O Compiier L : narrow do wn th € resu,ts
Nam. - how often granted I-vmgznm f uri th er.

& 19 Jones, Gareth (8man-dema\Gareth Jones) 1
&9 Pull, Sam (8man-demo\sam Pull 1 a

Purpose Groups

CETTER 0 = X o
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4.2.1.2 Identify the permissions of a user

Background / Value

8MAN can also show you the user perspective, and which directories individual users have access to.
This isimportant as it allows you to compare the rights of a given employee to the role that they fill in
your organization. Here the "least privilege principle"applies. Employees who have changed
departments several times often still have access rights from previous roles that could have been
removed after taking on new roles.

Additional Services

Alternatively, you can capture the same information in a report: \Which resources does a user have
access to?

In contrast to the dynamic view in the Ul, the report does not show any information related to Active
Directory, Exchange und Purpose Groups.

1. Select "Resources".

3 @ cool X &
FECTTOR ; YU e 2. Enter the name of the
& Chris Cook (8man-demo\CCook) displayname: Chris Cook cn: Chri... .
Resou o~ person whose access rights
[ @ Resourcesftterfirst tevet “"iim”es o
full path &7 Cooke, Amelia Amelia.Cooke@8man-demo.local y ou Want tO analy ze.
& Chris Cook CCook@8man-demo.local . .
e 3. Select the desired result in

Mailbox Folders (0) n "

Atr Doy s the "User" area.

8 Cooke, Amelia (Amelia Cooke) cn: Amelia Cooke name: Amelia...
Chris Cook (CCook) cn: Chris Cook name: Chris Cook

Purpose Groups (0)

Resty CIEEETR] o & XTI ©

S8MAN
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1. 8MAN activates the
scenario "Where does a
user/group have access"

8MAN shows all resources
that "Chris Cook" can
access. In the basic version
you can view results for
Active Directory and file
servers. Depending on
which AddOns have been
chosen, you can also review
access to other resources.

8MAN shows all directories
that "Chris Cook" can access
on the file server. In this
example we have focused

- @ search =
Active scenario: Where does a ‘group h: Clear ol scenarios % ) Finances Report
\srv-gmarkOr
[ @ Resourcesfiter st tevet 6| Nowner @ 1 Finance (8man-demo\Finance) Change owner
Inheritance Change inheritance
full path. Description Access rig}
~ Access rights
oa a
TEREIE IR I
NTFS IR PSR- LI ] Desciption
AR I REIE I
(Everyone, Authenticated user 22832 ¢%8 & &£
DC=8man-demo,DC=local All permissions
i 8 VvV D=0
Ba v vV osn
SRV-8MAN (Application) aa v 2 B0
Car park (man-dema\Car... For those allowed to park a v o®n
\srv-Eman Yy
EAData\Organization
Modify, Read
Rezd & executd
Read & executd
< >
Accounts with Modify
| @rr 5 |
| @ Users @ Growps @ Contacts @ Computers
o how often granted | Inheritance
1 a ~
1 a
1 a
1 a
24 B
< > 264 28 ~
Ready Sman-demolocal < eqam - ®
o
- Q Search =
Active scenario: Where does a ‘group h: Clearall scenarios % P Finances Report
\\srv-8r
[ @ Resources fter st vt 6 | Rouner @ © inence Grman-demorfnance) Change uner
Inheritance On Change inheritance
full path Description i = —
EEDEIEy ~ Access rights
le server [=1] a
arePoint .
crange IR FIE IR
e NTFS HE N IR besi
AR IR TR 1B i
£33 83:::& ¢
(Everyone, Authenticated users EZ = H 2 & £
DC=8man-demo DC=local
a8 vV osn
=1} vV (=)
SRV-BMAN (Application) ‘ a % 01 &5 D Nsrv-Bmanes
Car park (8man-demo\Car... For those allowed to park. i a NV VIV B3 &5 D \\srv-8man\E$\Financq
@@ Audit @man-demo\.. & S S B3 e [ Testfor Description
E\Data\Organization ~E@ Clevel (Bman-dem...O) v vV v bo®D
Modify, Read & | .- 8 A% osn
Modiy, Read & Jf o a VS =Rl
Modify, Read &| a vV o&n
Modify, Read &| 8 v VY o®0
Modiy, Read & Jf & : a % osn
Modiy, Read & B a VS [=f=]s)
Mdify,Read & - . Gareth (3man.. VAV AV VN, oS0
Modify, Read & | 5 o) Smith (8man... B VS [SE-le)
Read & execute] Execute aa v v Den
Rezd & execute| d a8 v B&D
@ Special permission Aa

on the "Finance" directory.

8MAN shows the access
rights for the "Finance"
directory.

The green arrow indicates
the user "Chris Cook". This
helps you identify which
resources "Chris Cook" can
access, based upon the

individual permission paths.

The green circle with the
exclamation mark shows
that the access rights on this
directory differ from the
"parent" directory.
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4.2.2 Services for administrators

4.2.2.1 Identify multiple access paths to file server directories

Background / Value

Multiple access paths to file server directories are often a consequence of confusing group structures
and direct access rights. Access to resources should only be granted using group memberships.

Additional services

Remove multiple access paths to file server directories

Step by step process

Select "Resources".

8MAN ,

# Start | & Resources | = < © Dashboard @ Multis comparision @ 2. Select a directory.
—
Resourees B e, = - 3, 8MAN shows you all access
[ @ resources fter st ievel ] Fowner @ 1 Finance (8man-demo\Finance) Change owner . .
s sotton e e @on Chige e rights of the selected user in
@ Active Directory ~ Access rights .
e sever lsa®Oa a flat list.
EAData\Organization s 3 ;o Eli s .
= HIEAUSE-6 SURNRE 17 I | w4, The yellow warning
- ::2353353:;: ¢ . .
z P— indicates multiple access
o a vVvvvvv [=F-R]
aa RV ARV ARV ARV [=}.2Rs) I I I
- s T ST TS st rights. Click on it.
[Z] Templates E\Data\Templates i-@B8 1 |_ES_Finances md... A NEVENVENENS B3 60 [ \srv-Bman'\ES\Finances
[ Users EData\Users NV VAN osD
® SharePoint v v [=]-Ru]
®Exchange % B&D
st
Fre
. ,
nccountswith issi Modify
[@r= =
| @ Users @ Groups @ Contacts @ Computers
= ottt et
& Bruce Ellington (8man-demo\BEllington) 26 28
& Chrs Cook (Bman-demo\CCaok) 3 A
T
A 165 D) Modify\l_ES Finances_md L
8 B1c ) Modify\l_E -es_md (8man-demo)\Finance (8man-dema)\Chris Cook (8man-demo)
A E168 ) Modify\Che iman-demo)
< > il @1 Eric Reid (8man-demo\EReid) 1 a
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8MAN

th Start & Resources

@ Dashboard [ Multiselection

Resources

[ 2 Resources fitter st et

full path
Active Directory.
D File server
8man \srv-gman
Organization EA\Data\Organization
- £ Finances
- BIHR
- B
- £ Marketing
-> | mEE)
[ seles
- [2 Projects E\Data\Projects
[Z] Templates E\Data\Templates
2 Users E\Data\Users
SharePoint
Exchange
vSphere

Purpose Groups

Description

Q [search

& Accounts

2| Finances R
B (e tman: fepert
] N ouner @ 1 Finance (8man-demo\Finance) Change owner
Y eance @on Chanee mhertance
~ Access rights
oa a
H £
NTFS 3 Cii-A | Description
H e
19 1_es.md @man-d.. e
nNES\Finances

&1 Cvis Cook (Eman-...
d and Execute

@ Read

@ Special permission

a
a
a
B 15 |_ES Finances md...
a8
a
=]
a

<

Accounts with permissions Mo

& Fitter elete acc
@ Users @ Groups @ Contacts|

mandemo Bl
an-demo)\CCook)

&1 Chris Cook (8m:
3 Access paths
8 E167 ) Modify\l_ES Finances s L hris
& E1657 [ Modif\l_ES Finances_md (8man-demo)\Finance (8man-demo)\Chris Cook (8man-demo)
& 365 ) Modiy\Chris Cook (8man-demo)

gl

EE)

® Dashboard [ Multiselection [0 Logbook @ Scan comparision

Graph 23

Chris Cook (8man-demo\CCook)

B

1. 8MAN shows the different
permission paths (in
example 3) through which
"“Chris Cook" has access to
the directory in question.

2. Right-click on the user to
open the context menu.
Select "Show in accounts
view".

You can use the AD graph to
analyze how these multiple
permission paths are
structured.
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4.2.2.2 Identify globally accessible directories (web client)

Background / Value

If "Everyone accounts" are used for the assignment of access rights, (almost) everyone has access to the
connected resources. The consequence is an excessive assignment of access rights and a high
probability for unauthorized access. These go against the principle of least privilege and should
therefore not be used. Before deleting permissions you should assign specific groups to the appropriate
resources.

"Everyone accounts" are:
e Everyone
e Authenticated Users

e Domain-Users

Additional Services

Remove permissions from globally accessible directories in bulk

Step by step process

Go to the Risk Assessment
Dashboard.

& Codplt O Recertfication -

Accounts where password
never expires

Inacive accounts

Directories with direct
access

My stafl members

Change my personal
information

S8MAN
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i — B8N 1. 8MAN shows a rating for
y ‘ the risk factor "Globally
accessible directories”.

# Cockplt O Recerffication -~ i Analyze ~

Accounts where password never
expires

369 01362 accounts 6011362 accounts 47,166 dvectories 2. Click "Minimize risks".

‘8man.demo.jocal ‘gman.demo.jocal \srv-8man

Vinimize isks Vinimize ks Miniize ks The tiles are sorted by risk
irectreswith nresovd SIDs Non-complan ser accounts Groupsnrecursion level and may therefore be

20166 directories. 377 of 382 accounts. 33 0f 278 groups

R . located in different places.

Minimize Risks Minimize Risks Minimize Risks

10172 directories. 00166 directories

\srv-gman \srv-gman
«

Minimize Risks

B-- .
[ommwe X\ 1. 8MAN lists all globally
accessible directories.
Use sorting, filtering and
[Globally accessible directories (51) ANEveryone permissions, Al Authentcated Users permissons, A Domain Users T grouping to analyze the
permissions.
Create Report
Drag columns here to create groups. 3 columns selected P da ta .
Available Actions
Path ccount + Rights  Requested Action ~ . .

5 v smaniciean! sourcetceant 1105 - NULL DAGLNUIDACL Everyone | Ful cortrol I 3. Select the rows to dis p la yin

410.- Ungewolte Everyone [Full control
o i 110- Ungevorte detnen Evenyone |Fullconrol the grid and in the reports.
=] ‘\\srvrﬂman\cleanl source\clean! 2105 - NULL DACLNUIDACL Everyone | Full control
=] 2110 - Ungewolte definiert; Everyone | Full control 4. EXpOft th e da ta In tO EXCE/.
=] ‘ 81 lean! 210 - Ungewolite definierts Everyone | Full control
@ | Visrv-8maniclean! source\clean! 3105 - NULL DACL\NUlDACL Everyone | Full control 5 C . PDF
5 3110 Ungewotte detmer Everyone |Fullconrl reate a reportin -or
O |\srv-8mancleant 3110 - Ungewolite definiertt Everyone | Full control C S V S h
Vv amanitean soucecan! 1005 - NULL DACLIWMIDACL S [ -format. Save the report
o 10110 - Ungewollte definiert! Everyone | Full control -/ .
o ‘ 81 lean! 10\10 - Ungewolite definiert\ Everyone | Full control O r em a’ It'
O |vsrv-8manicleant source\clean! 605 - NULL DACL\NUIDACL Everyone | Full control
o ‘ 81 lean! 6110 - Ungewolite definierty Everyone | Full control
o 8 lean! 6110 - Ungewolite definiertt Everyone | Full control
o ‘\\srv'ﬂman\cleanl source\clean 5105 - NULL DACLINUIDACL Everyone | Full control
=] 81 lean! 5\10 - Ungewolite definierts Everyone | Full control
o ‘ 8| lean! 5\10 - Ungewolite definierty Everyone | Full control
O |usrv-8manicleant source\cleant 7\05 - NULL DACL\NUIDACL Everyone | Full control
o ‘ 81 lean! 7\10 - Ungewolite definierts Everyone | Full control -
g ;
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4.2.2.3 Identify corrupted inheritance

Background / Value

Broken ACLs (Access Control Lists) interfere with the NTFS inheritance on the fileserver. The
consequences: The subdirectory does not get the correctly inherited permissions, even though the
inheritance is enabled.

8MAN shows you broken ACLs in a report.

Additional Services

Remove corrupted inheritance

Step by step process

. Select "Resources".

8MAN |,

® st | [8)esureas]| | B Perimions o Accounts| @ Dashboard| 2| Multisslection M Lagbook @ /Searlcomperisian| ® 2. Select the desired file server.
Click on "Report".

4. Select "report on all sub-
directories with different
access rights".

All‘Authenticated users' permissions
Report on all Authenticated users' permissions on file server(s

full path Description Access rights

\srv-8man

®

‘You don't have the access role or permission to see
this information.

. ,
pIEETET o & XTI o

S8MAN



Report on paths with different access rights

Report configuration

Tde  [Tite ]

Report on paths with different access rights

Comment [ Comment

Bl
EIFile server

5 srv-tman

~ Settings

The output format is XLS
Report execution mode started manually
Store on specific path is Deactivated
Send email is Deactivated

Discard

8man-demolocal

=" © <Latest scan>

HOME  INSERT  PAGELAYOUT  FORMULAS REVEW  VIEW ‘A
= (3 Connect ¥, Clear Y <E
B peOnlk 20 < - B o5 EEE
From From From From Other | isting | Refresh — " 70 st NP7 | fetto Flh Remove  Dats  Consolidate Whatf Relstionships Group Ungroup Subtotal
Access Web Text Sources- Commections All- | EditLinks Advanced  Columns  Fill  Duplicates Validation - Analysis~ - -
Get External Data Connectons SRR Flter Data Tools Outine 5 ~
a3 - % | paths with different access rights v
| A I B c D E 0|
1 sn-bman
Saths wih afferent access nahl <1
5 | Accounts Payable Vn-Bman!OrganizationFinancss\Accounts Payable No on No Yes BUILTIN\Administrators- BULLTIN
5 |Accounts receivable Venv-BmanlOrganizationFinances\Accounts receivable No on No Yes BUILTIN\Adrministrators-BULLTIN
7 Expenses \sn-BmanOrganization Finances\Expenses No on No Yes BUILTIN\Administrators BULLTIN
& [Expenses Project Project No on No No
9 Home v SmarOrgenzetonEnanes Home No on No Yes BUILTIN\Adrministrators;BULLTIN
10 Invoices \lsn-8man!Organization!Finances nvoic No off No Yes BULTINWsers:_ES Finances_|
11 Berlin Yen-amanOrganization Financesnvoices Berin No on No Yes BUILTIN\Administrators;BUILTIN
12 New Project directory Ve-BmanlOrganization|Finances\New Project dirsctory No on No Yes BUILTIN\Adrministrators-BULLTIN
13 |Salaries Vsn-BmanlOrganizationFinances\Salaries No on No Yes BUILTIN\Administrators-BULLTIN
14 Berlin Vev-Bman!OrganizationFinances\Salaries Beriin No on No Yes BULTNWiminsisiors
15 Manchen i No on No Yes BUILTIN\Administrator
16 HR Ven-BmanOrganization HR No on No Yes BULTIAdminsatars BULTHT
17 |Contracts Ve-Bman!Organization HR\Contracts No on No No
18 [Employess \sn-8man!Organization HREmployees No on No Yes I_ES_HR_Employees_re (Bman<
19 |Legal Vn-BmanOrganization HR Legal No on No Yes I_ES_HR Legal re (8man-demo\
20 Salaries Vsn-BmanOrganization|HR Salaries No on No No
21 Ve-BmanlOrganization\IT No on No Yes BUILTIN\Adrministrators;BULLTIN
22 Instal \sn-Bman\Organization\Minstall No on No No
23 Support Ven-BmanOrganization\\Support No on No No
24 | Marketing Vsn-BmanOrganization\Marketing No on No Yes BUILTIN\Adrministrators;BULLTIN
2 | Events \sn-Bman!Organization!arketing|Evernt No On No Yes I_ES_ Marketing_Events_fc (8mai
26 Product Desciiption \\srwﬂman\organ\zauon\Mavketmg\Evems\Pmduct Description o of No Yes BUILTIN\Adminisirators, BUILTINY
Fiyer \lsn-8man\Organization!Marketing Flye No on No Yes I_ES_Marketing_Fiyer_re (3man.
26 |R&D Vsn-BmanOrganizationR&D No on No Yes BUILTIN\Adminisirators BULLTIN
29/ Source Code \nv-BmanOrganizationR&D\Coding\Source Code No on No Yes BUILTINAdministrators
30 Sales Venv-Bman\Organization Sales No on No Yes BUILTIN\Administrators;BULLTIN
31 |New T project Verv-BmanProjects\New IT project No on No Yes BUILTIN\Administrators- BUILTING ||
32 Top Secret IT Project Vg@yanProjects\Top Secret IT Project No on No Yes BUILTIN\Adrministrators-BULLTIN
33 -
Configuration man D]

vove

INSERT  PAGELAYOUT  FORMULAS | DATA  REVEW  VIEW
(=] Connections | ¥ Clear A oEE oy R E <E Show Detil
(s [¥ 8 S & Ty B F R X Be o @ @ & T
From From From From Other  Existing  Refres 7| Sott | Fiter Y Tetto Flast Data  Consolidate What-If Relationships Gmup Ungroup Subtotal
Access Web Tet Sources Connections All+ o EditLinks Vo Advanced  Columns  Fill Duphcaleﬂ Validation ~ alysis + - -
Get External Data Connedtions Sort & Fiter Data Tools outiine 5 ~
=l - F | Inheritance corrupted v
B c D | E F =

1 srv-8man
2
3 |paths with different access right ~ | [+| Access explicitly deni¢ | Inheritance anlrmLL extend| - |Added entries
4 cleant 1 \isrv-8manclean! source sharelclean 1 No off es cradmin (3man-de
5 |NoAccess \sv-8maniclean! source share\clean! 1\01 - No access\NoAccess No off No No
6 |NullDACL \\srv-8man\clean! source share\clean! 1105 - NULL DACL\NullDACL. No off No Yes Everyone
¥ irce share\clean! 1\06 - Non canonical\NonCanonical off No Yes BUILTIN\Administrz
8 source share\clean! 108 - Deeply nested access ngrns\LweH\Leve\Z\Lw Nu On No Yes Clean - User (8mar
9 source share\clean! 109 - Unwanted access\ReadOnlyAccess On No Yes Clean - User (8mar
10 ! sorcs ahariclesn 10 Unvanied ceese vremsnicmsdUselita on No Yes NT AUTHORITY\A
11 CreatorOwnerUsed lean! source sharelclean! 1110 - Unwanted access used\CreatorOwnerUsed No on No Yes CREATOR OWNES
12 atOwn Sean soues shareien 110 - Untedsccess usedienonesitlaniCraio on No Yes NT AUTHORITY\A
13 Used share\clean! 1110 - Unwanted access used\Everyon: On No Yes Everyone
14 UserDirectAcl \\snfﬂman\cleanl source shave\c\ean! 1\11 - Direct permissions for usels\UselDwec!Ac\ Nu On No Yes Clean - User (8mar
15 12 - Differencing DACLs \srv-8maniclean! source share\clean! 1\12 - Differencing DACLs off No No
16 pag: source share\clean! 1\12 - Differencing DACLs\DiffPropagation On No Yes Clean - User (8mar
17 source share\clean! 1\12 - Differencing DACLw\Dumpagwon\Dumpa Ne On No Yes Clean - User (8mar
18 InheritanceOff ! source sharelclean! 1\12 - Difierencing DACLs InheritanceOft off No No
19 lean! source sharelclean! 1113 - Everywhere accounts (EWAc)\FolderWithEW No on No Yes Clean - Overall 8m
20 InheritanceOft source sharelclean! 1113 - Everywhere accounts (EWAc)\nheritanceOfl No off No Yes BUILTINVAdrministrg
21 rce sharelclean! 1\15 - Ressource Gvoup\NunﬁMANGmanenencRsNo On No Yes Clean - ReadGrou
22 clean! 10 \srv-8maniclean! source share\clean! 10 off No Yes cradmin (8man-de
23 NoAccess \\srv-8man\clean! source share\clean! 10\01 - No access\NoAccess Nn off No No
24 NullDACL \\srv-8man\clean! source share\clean! 10105 - NULL DACL\NullDACL Nu off No Yes Everyone
25 snmce share\clean! 10106 - Non canonical\NonCanonical Off No Yes BUILTINVAdministre
% urce sharelclean! 10108 - Deeply nested access rights\Level1\Level2\l o on No Yes Clean - User (Bmar
27 ReadOnlyAccess \\sN-Emin\clnn' sotc shariciel 1043 - Unustad ccess ReadOnhicesss on No Yes Clean - User (8mar
28 share\clean! 10\10 - Unwanted access used\AuthenticatedUserl No On No Yes NT AUTHORITY\AL
29 source shave\{:\ean\ 10110 - Unwanted access used\CreatorOwnerUsed No On No Yes CREATOR OWNEF
30 tOwn source share\clean! 10\10 - Unwanted access No On No Yes NT AUTHORITY\AU

Configuration | _1-srv-8man ® [T — o}

2.

Permission analysis

You can name the report
and add a comment.

You can change the range
of the report.

Start the report creation.

Open the .XLS file with Excel.
1. Select the tab of the selected
resource
Select the third line and add
a filter.

B 1. Activate the column

"inheritance corrupted" by
selecting "yes"

The results show the
directories with defective
AClLs.
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4.2.2.4 Identify folders with special protection

Background / Value

Sub-directories often contain different access rights compared to its "parent" directory. 8MAN shows all
directories where these rights differ. Broken inheritances are often an indicator of highly restricted
directories.

Step by step process

Version: 7

8MAN ,

. Select "Resources"”

# Start & Resources [5] Permissions o Accounts @ Dashboard Multiselection [0l Loghook ~ @ Scan comparision G 2. Select the desired f/le server.
T — ol svaman I 3. Click on "Report"
B e ) 4. Select the report "Report on

all sub-directories with
different access rights"

full path Description Access rights

\\srv-8man

Path does not have any access information,

®

You don't have the access role or permission to see
this information.

| |

You can name the report

and add a comment.

Report on paths with different accessrights . If desired you can adjust the
Sepor ontguraien range of the report.

Start the report.

srv-8man

SharePaint

vSphere

« Settings
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HOME  INSERT  PAGELAYOUT  FORMULAS REVEW  VIEW ‘A
& Connectilfel) » D/
Bl 3 B RE@UE = B8 B= Wp o8 R
From Fom From From Other  Bistng  Refresh 7] Sot Flish  Remove n.m Consoldste Whatf Felsiorships | Grou u"gmupsumm\
Access Web Text Sourcesw Conmections  All= |t Edit Links Fil - Duplicates Validation - Analysis +
Get External Data Connectons Dsta Tools Outine 5 ~
(a3 [ || paths with different access rights
I A I B c D 3
5 Accounts Payable \lsn-8man\Organization|Finances\Accounts Payabla No on No Yes BUILTINAdministrator
6 Accounts receivable \lsn-8man\Organization|Finances\Accounts receivable No on No Yes BUILTINAdministrators BUILTIN
7 Expenses \lsn-8man|Organization|Finances\Expenses No on No Yes BUILTINAdministrators BUILTIN
& Expenses Project Project No on No No
9 Home \sn-8man\Organization|Finances\Home No on No Yes BUILTINAdministrators BULLTIN
10 |Invoices \lsn-8man\Organization|Finances nvoices No of No Yes BULTINWsers|_ES Finances |
11 Berln \lsn-8man\Organization|Finances Invoices\Beri No on No Yes BUILTINAdministrators BUILTIN
12 |New Project directory \sn-Bman!Organization!Finances New Project directory No On No Yes BUILTINAdministrators:BUILTIN
13 |Salaries \sn-8man\Organization|Finances \Salari No on No Yes BULTI Admnistalors BULTI
14 |Berln \lsn-8man\Organization|Finances Salaries\Berlin No on No Yes BUILTINAdmi
15 | Manchen o No on No Yes BUL T Admingistors
16 |HR \snv-8man!Organization HR No on No Yes BUILTINAdministrators:BULLTIN
17 |Contracts Vsnv-8man!Organization HR\Contracts No on No No
18 |Employees \lsn-8man\Organization HREmployees No on No Yes I_ES_HR_Employees_re (Bman-
19 |Legal \snv-8man\Organization HR Legal No on No Yes I_ES_HR Legal_re (8man-demo\
20 |Salaries \lsn-8man|Organization HR\Salaries No on No No
21T \sn-8man\Organization\T No on No Yes BUILTINAdministrators BULLTIN
22 |nstall \sn-8man\Organization!Tnstal No on No No
23 |Sup \sn-8man!Organization|MSt No on No No
24 |Marketing \sn-8man\Organization Markefi No on No Yes BULTH dmiistalors BULTI
25 Events \sn-8man!OrganizationiMarketing|Events No on No Yes I_ES_Marketing_Events_f (8mai
26 |Product Description Description  No o No Yes BumN\Anmwsumms BULTIN
27 Flyer \snv-Bman|OrganizationiMarketing|Fiyer No on No Yes I_ES_Marketing_Fiyer_re (3man.
25 R&D Vsnv-8man\Organization R&D No on No Yes BUILTINAdministrators BUILTIN
29 |Source Code \sn-8man\Organization\R&D\Coding\Source Code No on No Yes BUILTINAdministrators
30 |Sales \sn-8man\Organization\Sales No on No Yes BUILTINAdministrators:BULLTIN
31 |New IT project Nan gmanlrogectsew I profct No on No Yes BULTINAdministrators: BUILTING |
32 Top Secrat IT Project <€)= ProjecisTop Secret IT Project No on No Yes BUILTINAdministrators BUILTIN
3 ]
< configuration | 1-sv-gman | @ [ — 5]

COUNT: 11

HOME  INSERT  PAGELAYOUT ~ FORMULAS | DATA | REVEW  VIEW ‘A
[E Connections W Clear ~
Bl 3 T et ot Yo B EE X Be B of ¥ WH
From From From FromOther  Eisting  Refresh ? 7| Sort FFPPY gt Flash Remove  Data  Consolidate What-lf Relationships Group Ungmupsubta(a\
Access Web Tet Sources- Conmections All+  |a EditLinks Vo Advanced  Columns  Fill Duplicates Valication - Analysis -
Get External Data Connedtions Sort & Fitter Data Tools outiine 5 ~
|03 -l [ % v & || mheritance activated
A ;] c D E A
1 [sn-8man
5
3 |paths with different access righi cess explicitly deni¢ v [Inheritance activafj hsmanceconum ACL extend|~ | Added entries
4 [Finances \lsr-8man\Organization\Finances 8] sotAtoz Yes |_ES_Fi
5 | Accounts Payable \isrv-8man\Organization\Finances\Accounts Payable i L o Yes BUILTINVAdministrators:BUILTIN
6 Accounts receivable \lsr-Bman\Organization\Finances\Accounts receivable 4% Jotiis No Yes BUILTIN\Administrators:BUILTIN
7 [Expenses \lsr-8man\Organization\Finances\Expenses Sort by Color » No Yes BUILTINVAdministrators:BUILTIN
s e Project N ¥ Clea FiterFrom "Inheritance actv. No o
9 |Home \lsr-Bman\Organization\Finances\Home = & e No Yes BULTINAdrinsiraor SULTIN
10 voices \isr-8man\Organization\Finances\imoices Fitter by Color » INo Yes BUILTINWsers:|_ES_Finances_i
11 |Berlin \isr-8man\Organization\Finances invoices\Berlin o , No Yes BULTINAdministators BULTIT
12 |New Project directory \lsr-Bman\Organization\Finances\New Project directory i No Yes BUILTIN\Administrators:BUILTIN
13 |Salaries \isrv-Bman\Organization\Finances\Salaries No Yes BUILTINAdministrators:BUILTIN
14 |Berlin Vsr-Bman\Organization\Finances\Salaries\Bein Yes BUILTINAdministrators
15 Manchen i Yes BUILTINVAdministrators
16 HR Vsrv-8man\Organization\HR Yes BUILTINVAdministrators:BUILTIN
17 |Contracts Vsrv-Bman\Organization\HR\Contracts No
18 [Employees \\srvf!iman\()vgan\za\\on\HR\Emp\oyees Yes I_ES_HR_Employees_re (Bman-
19 |Legal \srv-8man\Organization\HR! Yes I_ES_HR_Legal_re (3man-demo\
20 |Salaries \\srvaman\ngamzzUon\HR\Sa\anes No
21| \lsrv-Bman\Organization\T Yes BUILTIN\Administrators:BUILTIN
22 |Install \srv-8man\Organization\Tinstall No
23 |Support \isr-Bman\Organization\M\Support No
24 | Marketing \lsrv-Bman\Organization\Marketin Yes BUILTIN\Administrators:BUILTIN
25 |Events \isr-Bman\Organization\Marketing\Events Yes I_ES_Marketing_Events_fc (8mai
25 |Product Description Description Yes BUILTINVAdministrators:BUILTIN
27 |Fiyer o man)OrganizationWaketing Flyer o Yes I_ES_Marketing_Flyer_re (man
28 |R&D \sr-Bman\Organization\R No Yes UILTINAdministrators:BUILTIN
29 Source Code \\stn\an\ngzn\zzuon\R&D\Oodmg\.Source Code. No Yes BUILTINVAdministrators
30 |Sales \srv-Bman\Organization\Sales No Yes BUILTINVAdministrators:BUILTIN
31 New T project \srv-8man\ProjectsiNew IT project No Yes BUILTINAdministrators:BUILTINV. |
32 Top Secret IT Project \sr-Bman\Projects Top Secret IT Praject No Yes BUILTINVAdministrators:BUILTIN
3
« | configuration | 1-srv-8man @ 0l
EADY i3]
HOME  INSERT  PAGELAYOUT  FORMULAS | DATA | REVIEW  VIEW
[=] Connections Clear Y i o718 ]
el B T3 Zomecter Yo T EE X B B of e
from From From FromOther  Busting  Refresh " z| sot SRRV rotto Fash Remove  Dita  Consolidste Whatff Relstonships Group Ungroup Subtotal
Access Web Tet Sources~  Comnections  All- | EdtLinks W Advanced  Columns Fill Duplicates Validation - Analysis -
Get External Data Connedions Sort & Fitter Data Tools outiine 5 ~
|03 -t % v & || inheritance activated v
A ] c | D E [
1 [sn-8man
2
3 |paths with different access right | BAccess explicitly denid \nhenmnce activaté 1] \nhemancecovmmEACL extend = |Added entries
10 Invoices \isr-man\Organization\Finances\imoices BUILTINWsers;|_ES_Finances_I
26 |Product Description \isr-8man\Organization\Marketing|Events \Product Description Ro or NG o BUILTINVAdministrators:BUILTIN
3
34
3%
E3
37
38
39
40
4
2
43
4
45
4
47
4
49
50
51
52
53
5
55
56
14
58
59 =
60
< Configuration | 1-srv-8man ® - o]
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1. Open the .XLS file with
Excel.

2. Click on the tab of the
selected resource.

3. Select the third line
4. Add afilter.

Select a filter in the column
"inheritance set" to "off".

‘B You will see a list of all

directories for which
inheritance has been broken.
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4.2.2.5 Compare two different access rights situations (Scan Comparison)

Background / Value

The scan comparison compares file server scans at two different points in time and shows you how your
access file server environment has changed.

Additional Services

The scan comparison only takes two separate points in time into account. In order to be able to monitor
all administrative actions made within a given time period to access rights on file servers you would
require the 8MATE FS Logga as noted in Security Monitoring. Alternatively you can also compare two
scans from different points in time.

Step by step process

1. Click on “scan comparison”.

SMAN 1

# Start & Resources [ Permissions o Accounts @ Dashboard [# Multiselection [0l Logbook @ Scan comparision @ 2. Select the two scans that
you want to compare.

Scan comparision | compare <latest scan time> © with 1/24/2016 1:46PM @ X | 89 Resources @) EyOrganizationsl A categories

© winsuan @ wi o o) J

Timea Element Change Action New value Old value
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Select the date and time of
both scans.

Time range for scan comparison

Start of time range for scan compare
Please select a start date for the scan comparison.

< smyoorr > | Time (Hour: Minute)

oo o werh e oa | LB (06 ]

2% 27 2 % n | Timezone
123 45 6 7 | [(UTC+01:00) Amsterdam, Berlin, Ber, Rome, Stock.. ~

IR R
s ot 0 Selected date
Friday, January 13, 2017 2:06 PM
Frdey,January 13, 2017 1:06 PM [UTC]

The comparison always
compares existing scans.

p——— 1. Click on the information

All currently used scans per resource are listed in the table below. In addition, scan errors (if any) are listed under each scanned Icon.

Enl 2. Date and time of the
selected scan is indicated on

10/23/2015 44416 PM

T BT the right-hand side.

In order to maximize accuracy
you should run a current AD
Scan before starting the scan
comparison.

S8MAN
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& Account: ® Dashboard Multiselection @ Scan comparision

Scan comparision Compare <latest scan time> © with 1/24/2016 1:46 PM ® X 8 Resources @) yOrganizationsl categories

g Fesources
ez |
P @ Please select a resource and diick the start button)]

Please select resource(s) X |
@ With SMAN @ Without BMAN O Indirect changes. QO Warnings only ‘

Resources

@ Active Directory Change Action New value 0ld value

& Account ® Dashboard [ Multiselection © Scan comparision
Scan comparision Compare <latest scan time> @ with 1/24/2016 4:32 PM ® X B rResources @) EOrganizational categories
g e
= P T— [— A x
Report ~
© winswan @ wi o o |
@ Active Directory Change Action New value 0ld value
l?Fileurver
@ H srv-8man
@ SharePoint
Ready [—— ~9<m§§,m> 3o

1. Click on “add resources”.

2. Select the desired resource
by double clicking on it.

1. Onceyou have added all
required resources you can
add the desired
parameters.

2. Click on the Play icon.
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The scan comparison displays
the results
1. Usefilters to focus on

9 e specific actions.
@srv-gman, <add> .
x 2. Click on "report" to generate

Accessrighfs [¥] Directory structure [¥] Directory size changed by at least [€1024%] k&

© Scan comparision

Scan comparision Compare <latest scan time> © with 1/24/2016 4:59 PM ® X 8 Resources @) yOrganizationsl categories

can comparison fpished succ: re are 554 differences. en the selected scans) -
e e T e a structured scan
IOAcIiveDlvenary File System O SharePoint @ With SMAN @ Without SMAN @ Indirect changes OWarmngsanlyIE':j::‘l‘:l (mg,;fh,,,u;;fh‘:;:v;;mwmmbmm,,,,.,,m C 0 m p a ri S O n r e p O rt a n d / O r
Timea Element Change Action New. Export the generated scan compare it into Excel XLS format

export the results to .XLS.

- Old files

- Empty folder

- Ressource Group
\Non8MANGroupGenericRead

- Empty folden\This folder is empty

- NULL DACL\NuIIDACL

2080080 B8O

S8MAN
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4.2.2.6 Analyze historical access rights situations

Background / Value

After the occurrence of data breaches and other security incidents it is often useful to review historical
access rights. This allows you to understand who had access and who could not possibly have had access
during a given pointin time. 8MAN allows you to access historical scans in the usual "Look and Feel" to

understand the security implications of AD access rights at the time of the incident.

Additional Services

Alternatively you could also compare two scans from different points in time.

Step by step process

8MAN

# Start & Resources [ Permissions Accounts

Permission Analysis

(& vsphere

‘ ® Where does a user/group have

access?
‘ @ Who has the privilege?

User Provisioning

& Active Directory EJ File server

@ Create new user or group ‘ ® Edit directory access rights

@ Edit group memberships

Security Monitoring

& Active Directory B File server

‘ @ AD Logga Report @ Detailed permission changes

@ Who did what, except authorized
users (SoD)?

@ Who did what?

@ Who made changes?

=]
24

@ Dashboard

& Multiselection

Logbook

k @ Scan comparision

Documentation & Reporting

® Reports overview

@ Where has the user/group
access?

@ Who has access where?

EJ File server

@ All ‘Authenticated users"
permissions

@ All ‘Everyone' permissions
@ All owner not administrator
@ All users with direct access
® New and unused shares

@ Permission difference

@ Unresolved SIDs

@ Where have employees of a
manager access (file server)?

@ Who has access through which
permission groups?

Q configuration
@ Convert XML import file

@ Report configuration import

& Active Directory
@ Account Details
@ Inactive accounts
@ Local accounts
® Manager-Employees

@ OU Members and group

© <Latest scan>

® Users and 1ol g /1972017 301 pm

ogon  § & w35 o
@ 10/23/2015 444 PM
Bz Exchange | @ armooisastow

© £/19/2015 421 PM
© 8/17/2015 1000 PM

© /1672015 1000 PM

© 8/15/2015 10:00 PM

@ Exchange mai

@ 8/14/2015 10:00 PM
© 3/13/2015 10:00 PM
© 8/12/2015 10:00 PM
@ 8/11/2015 10:00 PM
@ 8/10/2015 10:00 PM
© 8/9/2015 1000 PM
@ 8/8/2015 1000 PM
© /772015 10:00 PM
© £/3/2015 10:00 PM

8man-demo local ‘/°<La¢sst§:an> g ®

Select the desired scan date.
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The warning sign and orange
frame indicate that you are
viewing historical information.

SMAN

& Start © Scan comparision

M Logbook

& Resources [ Permissions £ Accounts @ Dashboard [ Multiselection

A You are using historical data

Permission Analysis Documentation & Reporting

5 vsphere @ Reports overview Q configuration

‘ @ Where does a user/group have
‘ @ Who has the privilege?

access?
@ Where has the user/group ® Convert XML import file

access?
@ Report configuration import
@ Who has access where?

User Provisioning - & Active Directory
N fleserver @ Account Details

B File server @ All ‘Authenticated users"

permissions ® Inactive accounts

® Edit directory access rights

@ All ‘Everyone’ permissions @ Local accounts
@ All owner not administrator ® Manager-Employees
@ Al users with direct access ® OU Members and group

Security Monitoring

& Active Directory B File server

‘ @ AD Logga Report @ Detailed permission changes

@ Who did what, except authorized
users (SoD)?

@ Who did what?

@ Who made changes?

=
24

memberships

@ New and unused shares
@ Users and groups (Kerberos, Last

@ Permission difference logon)
@ Unresolved SIDs
B Exchange
® Where have employees of a

manager access (file server)? @ Exchange mailbox permissions.

@ Who has access through which
permission groups?.

eman-demoloca! ~98/m/zmsw:mm g o

4.2.2.7 Identify the last activities on a directory

Background / Value

File server directories have their own history. This is why it makes sense to review the previously
performed actions and changes. 8MAN shows you a quick view of most recent activities or you can jump

directly into the log book to receive a full report.

Step by step process

Select “Resources”.

The note icon indicates that
the object contains

M Logbuch

8MAN

# Start & Ressourcen Berechtigungen & Accounts @ Dashboard  [# Mehrfachauswahl © Scanvergleich

Ressourcen: & |l o Marketing Report
[ @ Ressourcen-fier erste Evene ] Rocier @
o i, B comments. You can hover
T == ~ Freigabe-Information .
e  Zugifiberschigungen wcen  overthe note for a quick
oy oo [2REOB review
[Z] cleant source. Dick e share 0Byte id s p :
[2] clean! target Ciclean! target Share 0Byte E : oz E
= b 2 iiiiii31, '3 8MANshowsyou a quick
-8 2] Home DAHome o8yte =L - == ) )
B s e i B v v v v msD view of the latest actions.
© [ vens e s a8 v v voosb
O EE A 280 /] =T
B3 Presse 4Bytes
() Produktbeschreibung... 4128ytes
0 Secret Projects 408 Bytes
e °
7 1 Kommentar 248
513.03.2014 14:44, Erstellt von: cradmin

MAN-DEMOLOCAL ~ [ =00 @ <Neuester Scan>
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1. Right-click on a directory.

S8MAN g y
B ", 7

#h Start & Resources [ Permissions &b Accounts @ Dashboard [ Multiselection [ Logbook ) Darisio 2- C/’Ck on Open Logbook .

Resources L = HR .
[m]=] ot Report
[Bfeoure i U] founer B slTIAdrinsvators Coange ouner
Inheritance @ On Change inheritance
full path Description  Access rights -
@ Active Directory  Access rights
EFX
\srv-gman )
EADatalclean! dest share s 5 | Fios
E\Dstacleat source share HIRINE IE ] pescipion
EAData\Organization EE%EQ'—“E‘_’Q i
3234354385 &
Al permissions
% Rescan directory B v v v EED
B Report; Who has access where? a8 S beb
oa v v B&Db
& Modify access rights. a v asD
G Create directory pecial permission aa
& Delete directory
Change owner
@SharePoint @ Crans
Eeens Ig Change inheritance
@vSphere < >
Open Logbook
@Purpose Groups |2 " *° v (& Comments
Copy a5 path
13 Copy s Accounts with permissions All permissions
| @it s |
|o Users @ Groups @ Contacts @ Computers \
Name & how often granted | Inheritance
B BUILTINAdmiistrators 24 Tl D ~
B suiLTiNUsers 24 E°Y
&1 chis Cook (8man-demo\CCook) 1 B
B creaToR OWNER 1 &
&5 Jones, Gareth (8man-demo\Gareth Jones) 1 =)
& 15 Mary Chen (man-demotMary Chen) 1 a

N >
NT AUTHORITV\SYSTEM 1 b
8man-demo.local v - @ <latestscan> ~

Check the previous actions
on the object.

Overview of the Logbook

You can also add a
‘Comments for: HR

2 N o ————— comment into the logbook.
O Only mine cradmin: Demo.

00 Date Time v Author approvedby || SHAN Changes N _
& 1312017559 PM cradmin der

- New group created: |_Organization HR md" (Domainlocal)
- Added access rights enty; |_Organization HR md: Modify
- Member Chris Cook (8man-demo\CCook] added to group |_Organization HR md.

Active Directory changes: 8VIAN-DEMO\sa-8mansve, File System changes: SMAN-DEMO\sa-8mansvc

()
Feafe add a comment

gman-demolocal ~ RES=0 @ <Latest scan>
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4.2.2.8 Identify share permissions

Background / Value
8MAN shows both: share permissions as well as NTFS permissions. In the standard view the NTFS

permissions are listed.

When considering share permissions and NTFS permissions it is always the lesser permissions that will
be relevant to the User. For this reason we recommend always setting share permissions to full access
and using NTFS permissions to set more granular permissions.

Step by step process

Select “Resources”.
Select a share.

8MAN ,

th Start & Resources  [=] Permissions fo Accounts ® Dashboard  [Z Multiselectic M Lc K @ Scan comparision

" -
csources I - 3. By default BMMAN shows
[ @ Resourees fttr firs evet
in (8man-demo\cradmin) Change owner ..
o semton Aecas g | PETERCE 0D Change nhertance . NTFS permissions.
eTDE T v Share Information
File server  Access rights
oa a
_ o = o | show NTFs rights
E\Data\Organization § 0z 4 g H H
E\Data\Projects NTFS HEIEE - £ H Description
EAData\Templates HEIEIR IR g 3= g‘ £
EA\Data\Users S AN permissions. —
o .
::::::“ @ Full control & v v asn
@vSphere Modify a NV VAN oen
®Purpose Groups @ Read and Execute a v v (=L
rp P i Special permission a
< >
Accounts with
[[@vier 5 |
| @ Users @ Groups @ Contacts @ Computers |
Name '« | how often granted | Inheritance
B BUiLTINAdministrators 1 ]
B BUILTINUsers 24 2@
@19 cradmin Eman-demo\cradmin) 1 a
B CREATOR OWNER 1 ]
B nTaUTHORITSYSTEM 1 a
<

Sman-demolocal - °<Lah=st§:an> o)

Click on the slider to toggle

A
SMAN back and forth between share

th Start & Resources [= Permissions £ Accounts ® Dashboarc & Multiselection M Le k @ Scan comparision
p— [y Projecs .. and NTFS permissions.
\jsrv-8marProjects
[ feource s st v 1] foumer @ B cradmin o demotcrodmin) Change ouner
Inheritance @ On Change inheritance
full path Description Access rights .
DEEDErTET) ~ Share Information
i ~ Access rights =e M
\erv-bman
EAData\clean! dest share _
:
Ei\Data\clean! irce share £ - .
o o Share H o Description Show share rights
EXData\Projects HIE I
EAData\Templates @Al permissions
E\Data\Users | Full control v oSS
@ Modiy v
BvSphere
©Purpose Groups
Accounts with issi Full control
[[@Fier ]
| @ Users @ Groups @ Contacts @ Computers |
Name | how often granted | Inheitance
1 a -
1 a
1 a
1 a
1 a
. 1 a
1

TR o e (X o

S8MAN



Permission analysis

4.3 +8MATE for Exchange

8MATE for Exchange expands 8MAN to include Exchange resources. This way the analysis and
administration of access rights are standardized across various resources and systems. 8MAN shows you
an overview, where you can see access rights to folders, email accounts, email folders or calendars on
one easy to read screen.

The administration of exchange is closely connected to the onboarding process. The creation of Email
Inboxes and the assignment of access rights happens directly in 8MAN. All changes are documented in
revision proof reports.

Besides analysis and administration of access rights for Exchange, SMATE for Exchange contains
additional features:

e Generation of out-of-office messages without having access to the Emailaccount

Listing of substitutes and deputies for Inboxes and "send as" access rights

Administration of Account size and storage
¢ Management of mailing lists incl. members, managers and moderators
e Management of contacts

e Management of Mailboxes

Making changes to Email addresses
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4.3.1 HelpDesk

4.3.1.1 Identify access rights on mailboxes

Background / Purpose

Who as access to which mailbox? 8MATE Exchange shows you all access rights in the resources view.

Additional Services

Report: "Who has access to what?"

Report "Identifying mailbox permissions"

Step by step process

8MAN .

th Start

& Resources  [=] Permissions £ Accounts g are ¥ Multiselection

Resources

[ Resources fittr firs evet 2 ]

full path Description Access rights | Folder Size
Active Directory.
File server
\
206 Q 2m & NT-AUTORTATSELBST
dward@8man-demo.com 2127} 68 MB o EURPROOB\Aministrater @ v
5 . EURPRDOS\Domai ) %
12 [ 6MB  EURPRDOB\Eterprise Ad.. @ v
IS e . EURPROOE ° v
- e L NTAUTORTATSYSTEM /'
0 o0 - NT-AUTORITATWETZWE
Ll 518
2 suB
2 58
1 A 6me I
12 6MB
“ Q v R
1 58
N sers/groups with access i ‘ght All permissions

Groups @ Contacts @ Computers

e
Purpose Groups

SAP-System Name - %
@SharePoint 2010 .y EURPRDO8\Administrator 26,
& SharePoint Online ., EURPRDO8\Domain Admins 24

8 EURPRDOB\Enterpr 24

R EURPRODE Exch
. EURPRDOB\Exchange Trusted Subsystem 1

S8MAN

Select "Resources”.

Navigate to the desired
mailbox.

8MAN shows you which
users/groups have which
rights.

8MAN shows all accounts
with access rights in a flat
list.
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4.3.1.2 Identify mailbox properties

Background / Purpose

8MATE Exchange shows the properties of individual mailboxes.

Step by step process

8S8MAN

Use the search field to find the

& St & Resources . o desired mailbox.

& Delmar Atkins (8man-demo\D.Atkins) displayname: Delmar Atkins cn: Delma...

Groups (0)
Contacts (0)
Directories (0)
| .
Permission Analysis Mailboxes (1)
&7 Delmar Atkins d.atkins@8man-demo.com
‘ @ Where does a user/group have (9 vSpl PreTe o £l
2 .
access ‘ @ whq Public Folders (0) wert XML import file
Mailbox Folders (0) .
. . ort i tion i rt
Active Directory Resources (1) configuration impor
L. ‘& Delmar Atkins (D.Atkins) cn: Delmar Atkins name: Delmar Atkins .
User Provisioning Distribution Group (0) e Directory
Exchange Account (1) ount Details
Active Directc E3 Fil - - - -
Fb Active Directory = M%7 2, Delmar Atkins Name: Delmar Atkins Identity: d.athins.... o accounts
@ Create new user or group ‘ ® Edit| Purpose Groups (0)
tal accounts.
® Edit group memberships BMAN Logbook (0)
@ All owner not administrator @ Manager-Employees
@ Al users with direct access @ OU Members and group
S ity Monitorin e
ecurr ission dif
y g ® Permission difference @ Users and groups (Kerberos, Last
‘ @ Manage alerts & Active Directory @ Unresolved SIDs logon)
® Where have employees of a
B File server | a0 togaReport manager access (file serven? B8 Exchange
i Exch: ilb issic
- ® 5 Logga access rights change ® Who has access thr,uugh which ‘ @ Exchange mailbox permissions
it permission groups?

® Who did what, except authorized
users (SoD)?

® Who did what?

@ Who made changes?

EEETeT |6 5| R

SMAN | 1

th Start & Resources [= Per s £ Accounts @ Dashboard  [# Multiselection [0 Logbook
Resources % | & Dexter Ward Report ~
[ @ Resources fitter first et 2 | I =
p—— 3 2
full path Description Access rights | Folder Size
- Name Value
ive Directory
e sarver £ Out of Office
SharePoint ecpient Evciyone)
SExchange & [f] Additional attributes
B ot e S 3
. end email prohibited at 50688 MB
end and receive email prohibited at 51200 MB
Maximum email size (Sending) B
datiins @&man-demo.com 206 O 2w Mool 2Ges gl zfp:“ S
Frioamer semacom 2] s S st b
ailbox.  DiscoverySearchMailbox(D9... 3 <mitprd ward @8mandemo.onmicrosoftcom
ezann@8man-demo.com 2 =4 6 Me mail address policy Not activated
& Francis Morgan fmorgan@aman-demo.com 3 6me 212
k! 518 EURPROBDGO16-db104
&2 Jenny Bames Jbarmes@8man-demo.com 2 618 Lastlogoff timestamp 10/11/2016 12:45:58 PM
& Richard Pickman " pickman@@man-demo.com k! su8 Lastlogon timestamp 10/11/2016 12:45:18 PM
& Rita Young ryoung@8man-demo.com 2 5B
& Umberto Eco umberto co@8man-demo... 2 518
&2 Walter Gilman ‘w.gilman@8man-demo.com 14 A 36Mm8
& Wendy Adems. wadams@8man-demo.com 2 58
= . 18 O 1w
& William Dyer wdyer@8man-demo.com 1 518
rv-exchange13.8man-demo.Jocal
[1 All Public Folders \
& Mailboxes
vSphere
Purpose Groups
SAP-System
@SharePoint 2010
SharePoint Online

8MAN automatically
changes to the resource
view.

You are focusing on the
desired mailbox.

Click on the tab
"properties".
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4.3.1.3 Identify access rights on public folders

Background / Value

Keeping an overview of access rights to public folders can be extremely challenging with native tools.
8MAN shows you the access rights situation to public folders in the resource view.

Additional services

Report: \Who has access to what?

Report: Identifying Mailbox access rights

Creating a Mailbox

Changing access rights to email accounts

Changing out-of office notice

Changing Mailbox size

Step by step process

BMAN o 1. Select "Resources".
]

# Sart & Resources [ Permissions & Accounts @ Dashboard 0 Logbock s 2. Navigate to the desired

Resources = — public folder.

e 3. 8MAN shows which
users/groups have which
access rights.

4. 8MAN shows accounts with
access rights in a flat list
view.

full path Description jr Databsse

2@ D4

-5 SRV EXCHANGE 8man- demoJocal
B3 Al Public Folders
B[] Development

1T@8man-demo.local 6
Marketing1@8man-demo.o... 5

upport1@8man-demo.local 6

Accounts with permissions

Users/groups with access right: All permissions

& Fiteer 6 |
@ Users @ Groups @ Contacts @ Computers \
e
ir tor L n)
8

1
1
1
1
1
1

van Meulendij, Jan (8man-demo\an van Meulendijk)

< >
Ready ‘8man-demoJocal "°<Late§(§:an> ~ 6]

S8MAN
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4.3.1.4 Identify permissions on distribution groups

Background / Value

With 8MAN you can quickly check who is allowed to to send Emails from which distribution list. The
relevant cases are "send as" and "send on behalf of". The former is the most critical, since it is not easy
to identify who actually sent the Email. In the scenario for "send on behalf" the PA or deputy sending
the email is clearly recognizable.

Displaying these access rights is also possible with dynamic Exchange groups.

Step by step process

Use the search field to find the
desired Distribution group.

8MAN

# Start & Resources [ Permissions

% & sam Sales der Boss (8man-demo\Sam.Sales) displayname: Sam Sales der Bos... R UREHIEREET]

Groups Q see more resuits
¥ Ex_Sales (8man-demo\EX_Sales) cn: EX_Sales samaccountname: E..
& Vertrieb (8man-demo\Sales) cn: Sales samaccountname: Sales
Contacts (0)
Permission Analysis Directories (0) g
SharePoint Resources (0)
‘ @ Where doesa user/group have (5 vSphq Mailboxes (1) iguration
? \ -
access’ ‘ * whd & Sam Sales der Boss SamSales@8man-demo.local vert XML import file
vSphere (0)
Public Folders (1) ort configuration import
Sales Folder: Sales
User Provisioning Mailbox Folders (0)  Directory
Active Directory Resources X See more results ount Details
& Active Directory B3 File Sales name: Sales )
. . . etive accounts
@ Create new user or group ‘ ® Ediy X33 pEX Salesnam
. Distribution Group (1) I| accounts
Edit group memberships. . L
sales Name: sales Identity: sales SAM... | ¢ 1oy e
change Account (1)
2, sales Name: sales Identity: sales Email.., M:'":?" and group
) N mberships
Security Monitoring Purpose Groups (0)
8MAN Logbook Q see more resuits rs and groups (Kerberos, Last
‘ @ Manage alerts & Active g 11/4/2016 507 PM - sam.sales \\srv-8mant\Vertrieb\Projekte\Ges¢™"
oo Folder created User name: sam.sales
B3 File server ‘ Q 11/4/2016 12:01 AM - cradmin Mike Mustermann jange
N User or computer account activated Comment: Ticket-Nr. 123456 Be... mailbox
SICIEIETTE L

L] Est:rgyga access rights change  mesonsroore T
@ Who did what, except authorized
users (SoD)?

® Who did what?

® Who made changes?

4

MAN-DEMO LOCAL ~g<nmmn> - Jfo]
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8MAN shows all access rights

8MAN
on the right-hand side.

& Resources

Resources a, sales
sales@8man-demo.com

@\ Resources flte first level 2
[ J

e

full path Description Accessrights | Folder Size P N
~ A Access rights Y »
Active Directory gl @
e sarver
SharePoint A
E Exchange 2 = S
e . 353
i B All permissions
development@8man-demo. ::m.m Pickman (8man-.. /" »
externalConsultants@8man... Henry Armitage (8man-d.
e %

-6 Bz srv-exchange13.8man-demo.local
vSphere

Purpose Groups

SAP-System

@SharePoint 2010

SharePoint Online

Accounts with permissions

Users/groups vith access right: All permissions
[[@Fieer 2 |
| @ Users @ Groups @ Contacts @ Computers |

Name N
1
1

& Richard Pickman (8man-dema.onmicrosoft.com\rpickman)

S8MAN
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4.3.

15

Background / Purpose

Identify members of distribution groups

8MAN allows you to display all members and / or recipients of distribution lists. In typical 8MAN fashion
this also includes nested group memberships.

This is also possible for dynamic Exchange groups.

Step by step process

8MAN

A Start

& Resources

Permission Analysis

@ Where does a user/group have
access?

User Provisioning

& Active Directory

@ Create new user or group

® Edit group memberships

Security Monitoring

‘ ® Manage alerts

EJ File server

@ FS Logga access rights change
history

@ Who did what, except authorized
users (SoD)?

® Who did what?

@ Who made changes?

8MAN

& Starl

Resources

t & Resources

= Permissions

Groups
1) EX_sales (8man-demo\EX_Sales)
& Vertrieb (8man-demo\Sales)
Contacts (0)

Directories (0)

SharePoint Resources (0)

¢ Mailboxes (1)

& Sam Sales der Boss
vSphere (0)
Public Folders (1)

Sales
Mailbox Folders (0)
Active Directory Resources
Sales

Distribution Group (1)

Q see more resuits

% & Sam Sales der Boss (8man-demo\Sam.Sales) displayname: Sam Sales der Bos... EEIEURSIEREEL]
See more results
<n: EX_Sales samaccountname: E...

«cn: Sales samaccountname: Sales.

SamSales@8man-demo.local

Folder: Sales

name: Sales
DLEX Sales name: X S

Name: sales Identity: sales SAM...

iguration
wert XML import file

ort configuration import

e Directory
ount Details
[ctive accounts

I| accounts

~Employees

#, sales

Purpose Groups (0)
8MAN Logbook
g 11/4/2016 5:07 PM - sam.sales
Folder created
11/4/2016 12:01 AM - cradmin
User or computer account activated

Name: sales Identity: sales EmaiL.

Q see more results
\\srv-8man\Vertrieb\Projekte\Gesd

User name: sam.sales
Mike Mustermann
Comment: Ticket-Nr. 123456 Be...

Members and group
imberships

rs and groups (Kerberos, Last
jon)

jange

ange mailbox

& Accounts

permission groups?

8MAN-DEMO.LOCAL ~ °<Lafsst§:an> g ®

0 Logbook

[

filter

© Scan comparision

File server

B #f, Distribution Groups.
&, development

full path
Active Directory

development@man-demo.

P-Syster

B srv-exchange13.8man-der

Purpose Groups

SharePoint 2010
SharePoint Online

Description

Accessrights | Folder Size

Copy s path

T2

| @ Users @ Groups @ Contacts

@ Computers |

Grigory Kossonossow (8man-..
Jenny Bames (8man-dem:

-
L.
=l
=

TG o - X o

Use the search field to find the
desired Distribution group.

Focus on the desired
distribution group.

Select the tab "Members".
Open the "Children" area.

You can then see all
members of the distribution
group in a flat list.
Alternatively you can
analyze the group in the
accounts view. Right-click
on the distribution group
and select "Show in
accounts view" from the
context menu.
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Use the accounts view to
analyze recursions and group
memberships.

SMAN

@ Start & Resources = Permissions & Accounts @ Dashboard [ Multiselection M Logbook @ Scan comparision

halg Graph g [ 2 sales Bman-demo.onmicrosoft.com\sales)

Report

~ Attributes

sy I o & CREEEE o

4.4 +8MATE for SharePoint

8MATE for SharePoint integrates all SharePoint resources within 8MAN. This way the analysis and
administration of access rights are standardized across various resources and systems. Your organization
benefits of 8MANSs capabilities to display information quickly and concisely allowing you to make
changes with a few simple clicks.

8MAN shows access rights in a tree structure. This allows you to quickly see who has access to which
SharePoint resources. The scan comparison report tells you which changes have been made to access
rights and provides you with revision proof reports of all historical activities.

8MATE for SharePoint allows you to assign access rights to SharePoint resources within the 8MAN UL.
You can also standardize group assignment and naming conventions with the 8MAN Group Wizard.

S8MAN
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4.4.1 Services for administrators and data owners

4.4.1.1 Identify access rights on SharePoint resources

Background / Value
8MATE for SharePoint i identifies all SharePoint access rights within 8MAN. This way the analysis and

administration of access rights are standardized across various resources and systems.

Additional Services

Report: \Who has access to what?

Report: What do users/groups have access to?

Changing access rights to SharePoint resources

Setting the naming convention for AD Groups

Step by step process

1. Select "Resources".

8MAN ,

@ Start & Resources  [=] Pen S & Accounts G ard B M ction [0 Logbook @ Scan comparision ( 2- NaVigate to the deSired
Resources 3y pocumens SharePoint resource .

| @ Resources fiter frst evet ) P aon

g botrion g | 2 Acese ighs =—ws 3. Select an access right.

Active Directory
File server
@ SharePoint
- 613 SRV-8MAN SRV-BMAN (Application)
=l dema.co... Default
-840 13 Portal Home httpi//portal éman-demo. comPortal Home
g/ JportalSman
g /JportalSeman

Description

+ 4. 8MAN displays the accounts
o with access rights in a flat
: list.

c
E
¢
@
c
@

This system library was c... 3
http://portal 8man-demo,co... Use the Events it to po.. =
http://portal 8man- library c
http://portal 8man-
http://portal 8man-
http://portal 8man-
http://portal 8man-

it and approve pages, st ite...

a 5, b

Accounts with permissions
| 1 ht: Fz

Create a links list when y...
.. Company News Home

This system library was c... At 3
@ Users @ Groups @ Contacts @ Computers

http://portal 8man-
Site Collection Documents_http://portal 8man-
© Site Collection Images  http://portal 8man-
http://portal 8man-

This system lorary ws c... B puiLTiNVdministrators
e Stte(Diclory, WeD) @ 5p_Farm (8man-demo\SP._Farm)

.. This system liorary was c... Name PSE?
B
-
B

http://portal 8man-
htp://portal 8man-
http://portal 8man-
http://portal 8man-

Use the style library to st.. @ 5p_install (8man-demo\sP_Install)
.. A place for team or pers...
Use the Team Discussio...

.. This system library was c...

Purpose Groups

< >
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4.4.2 Services for administrators

4.4.2.1

Background / Value

Identify divergent access rights in the tree structure

Just like file servers, SharePoint resources also inherit access rights. SMAN shows divergent access
rights, regardless of whether they were added or removed. If the chain of inheritance is broken, SMAN
will show this in the SharePoint tree structure. You can make corrections or leave them as is, if the

directory has special protection requirements.

Additional Services

Report: \Who has access to what?

Report: What do users/groups have access to?

Change acsess rights to SharePoint resources

Set the nhaming convention for AD Groups

Step by step process

8MAN

@ Start & Resources = Permissions & Accounts @ Dashboard & Multiselection M Logbook

Resources

© Scan comparision

[ &=

full path Description Accessrights | Folder Size

Active Directory
-

SRV-EMAN (Application)
0w Default
http://portal 8man-demo,com Portal Home

.com/, Intranet: httpi//portal/

S8MAN

1. Select "Resources".

2. The green arrow indicates
that some of the sub-
directories contain divergent
access rights.
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8S8MAN
th Start & Resources

Resources

& Accounts ® Dashboard Multiselection [ Logbool

1. The green circle with the
exclamation mark indicates
G that the access rights of this

(@ Resources ftter frst et

i—Emsws:?
® Portal Home

full path Description Accessrights | Folder Size
SRV-BMAN (Application)
o Default , Intranet httpi/portal/

http://portal 8man-demo.com Portal Home

peopl or partners...

to customize the C..

http://portal Sman- ment Center site
http://portal 8ms
httpi//ports
hitp://ports This system library was created by the Publishing feature t

he Events list

hitp//portal 8man-

proved form temy

o.. This system library was created by the Publishing feature to store...

Create a links list when you have links to Web pages o other reso...
Company News Home

This system library was created by the Publishing feature to store...
HTMLor be insert...

.. The Search Center results

Site Collection Documents  hitp://portal.8man-ce

o.. This system library was created by the Publishing Resources featu...

directory differ from its

, parent.

The directories with
divergent access rights are
listed in a window below
with a drill down option.

[Fiae Giferent rom parent. [ ocaments

—
/Allltems aspx 1

@ Fiter 1 3
Path Sizefitem: | Deny | Inheritance| @ | ©
BT (http://portal.8man-demo.com/Docs/Documents/IT) 16
B3 Sales (nttpi/portal.8man-demo.com/Docs/Documents/Sales) e a z 3
I Marketing ) a8 2 s
e T e 1
_ S . : 1. Select a sub-directory.
8MAN shows all access
# e rights, which correspond to
T From [} Documents  (httpi//portal.& )
- o ‘ Irua E,I " (http//portal.8man-demo.com/Docs/Documents/IT) | th e ”pa ren t' ! d ] recto ry_
£ 3. 8MAN shows all divergent
S ) 1. 51,01 ; 11 access rights. A "Plus"
http://portal 8man-demo.com Portal Hom Nome HEIPE B H g 3 ] ) . .
e - HOMEH g HEEE signifies added access rights
e 1 while a "Minus" signifies
http://portal.8m: .
e s . removed access rights.
Wi ot oo, U e o e v v
> v
#,Portal Home Owners v v
Rights different from parent [ Documents ht; 2, Restricted Readers v
(@ Bl s L -
Path Sizefitem _Deny Inheritance @ © © 5P_Farm (8man-demo\SP_Farm)
11T (nttpi//portal.6man-demo.com Docs/Documents/IT) > =i o | (Bmzn—t;::ﬂ:\“m j N2 v
[ Marketing DX ) a 2 s le Resource Readers. v
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4.5 +8MATE for Dynamics NAV

4.5.1 Analyze Dynamics NAV permissions

Microsoft Dynamics NAV includes business information that not everyone should see. Depending on
the usage stage of the ERP solution, project budgets, purchasing price lists, annual balances or personal
data from employees, suppliers or customers are stored.

Efficient authorization management is difficult with native tools. Users are members of various
authorization groups, which in turn can be members of further authorization groups. In addition, the
ERP solution uses company-specific authorization records, which are also granted access rights. If you
want to know which users have which access rights, you need to consolidate a sufficient number of
sources. The answer to the really very simple question: "Who has where access?" Becomes a costly and
time-intensive search project.

The Add-on Dynamics NAV integrates the authorization analysis of the ERP system in 8MAN. In the usual
way you see all access rights in a flat list. In the first step, the module provides Services in the area of
Permission Analysis and Documentation & Reporting.

Permission Analysis

o |dentify access rights to NAV resources
¢ Identify multiple access paths

e Analyze the authorization situation from the past

Documentation & Reporting

e Report: Who has access where?

e Report: Where has the user/group access?

o X

In RESOUI’CES, navigate to
#& Start & Ressourcen [ Berechtigungen & Accounts @ Dashboard Mehrfachauswahl M Logbuch @@ Scanvergleich Micros Of t Dy namics NAV.

A

Ressourcen S p e .. Allpermissions are displayed
P 8MAN typical.

& Anton Admin ~

B

~ A Zugriffsberechtigungen
vollstandiger Pfad

Active Directory
Fileserver

Purpose Groups
Easy Connect - CSV
Easy Connect - SQL
SharePoint

[E Microsoft Dynamics NAV
y N

T W SMATE fo s NAV

NAV/Q

AVAR,

IV isF§ Wi 9
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5.1 All Technologies

5.1.1 Flexible reports (web client)

Background / Value

With Analyze & Act, you create flexible reports via the web client. Design the report with groupings,
filters, sorts and the desired columns exactly as you need it. You can then export the finished report
directly to the Excel format, for example.

Step by step process

1. Click "New Analyze Session".
2. Click"All AD user accounts".

& Codplt O Recertfication ~

I@ Al AD user accounts I

eI ——

Orger history

Al AD group accounts

My staff members. @ Groups in recursion

(s ® e

My staff members.

User accounts and department profies. @ Non-compliant user accounts.

fituicotti A Gobally accessive drectories (©) Directoris with uresonved SIDS

Directories with direct access @ Directories with changed access rights

(OO0 OO0 ORO])

File system permissions

Optional: Change the
scenario.

# Home O Recertification B Requesting - % workflows ~

Set options for the scenario.
3. Click "Start calculation”.

Analyze Scenarios

All Scenarios v

All AD user accounts

Order history 3, Start calculation for your scenario!

a All AD user accounts
All AD group accounts Domain name
Accounts where password

never expires

@ 8man-demo local

Groups in recursion
Inactive accounts
Group memberships

Globally accessible
directories

Directories with unresolved
SIDs

Directories with direct
access

Directories with changed
access rights

File system permissions
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|2 Requesting

Configuration %

Reports

Direct Excel export 2

All AD user accounts (433) Q@ s onmamoren
Domain name  x Type, Name
__Type  Name  Requested Action v

* eacaras ¢

Create Report

4 Domain name:8man-demo.local(433 ftems)

Clean - Overall (8man-demo\Clean - Overall)

Clean - User (8man-demo\Clean - User)
sa-8mansvc (8man-demo\sa-8mansvc)

sa-Exchange_scan (8man-demo\sa-Exchange_scan)

SP_C: 8man-demo\SP.

SP_Install (Bman-demo\SP_Install)

SP. )

P_Cach U

SP_PortalAppPool (8man-demo\SP_PortalAppPool)

SP_Farm (8man-demo\SP_Farm)

)

SP_ProfileSync (8man-demo\SP_ProfieSync)

SP_ProfilesAppPool (8man-demo\SP_ProfilesAppPool)

SP_SearchContent (8man-demo\SP_SearchContent)
SP_SearchService (8man-demo\SP_SearchService)

SP_Services (8man-demo\SP_Services)

Anny Time (8man-demo\ATime)

Barrie Kenyon (8man-demo\BKenyon)

BEEEEEEEEEEEEEEEEE
|0 0|0/ 0|0 w6 o o e r e ¢ r r

Harold Willams (8man-demo\HWiliams)

i Available Actions

S8MAN

Use groupings, sorts and
filters to define the report
content.

Select the columns for the
report.

Export the report directly to
the Excel format.

Create a report in PDF or
CSV format, which you store
on the file system or send by
email.
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5.1.2

Background / Value

Report on 8MAN Access Rights Management activities (Logbook report)

All changes made with 8MAN Enterprise are automatically recorded in the log book. This ensures
compliance with a number of legal and best-practice standards and saves the time of manual
documentation. The log book report allows you to capture events by person or event type within any
desired time period. This ensures fully transparent processes and documentation.

If your license agreement includes 8MAN Visor as well as SMATE AD Logga, AD events will be recorded
in the log book.

Additional Services

The security monitoring features expands documentation to include any administrative actions

performed outside of 8MAN.

Step by step process

8MAN

A Start

=}
24

& Resources

Permission Analysis

@ Where does a user/group have
access?

User Provisioning

& Active Directory
@ Create new user or group

@ Edit group memberships

Security Monitoring

> Active Directory

‘ @ AD Logga Report

= Permissions

& Accounts

(& vsphere

‘ @ Who has the privilege?

EJ File server

‘ @ Edit directory access rights

EJ File server

@ Who did what, except authorized
users (SoD)?

@ Who did what?

@ Who made changes?

@ Dashboard

& Multiselection

[0 Logbook

© Scan comparision

Documentation & Reporting

@ Reports overview

@ Where has the user/group
access?

@ Who has access where?

B File server

@ All "Authenticated users”
permissions

@ Where have employees of a
manager access (file server)?

@ Who has access through which
......... groups?

QO Configuration
@ Convert XML import file

@ Report configuration import

& Active Directory
@ Account Details
@ Inactive accounts
@ Local accounts
® Manager-Employees

@ OU Members and group
memberships

® Users and groups (Kerberos, Last
logon)
B Exchange

@ Exchange mailbox permissions

‘Srman-demolocal ~e<mﬂsm> g o

Select "Logbook”.
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Versio

=

éMAN o Click on "Report".

n

& Start & Resources Permissions £ Accounts @ Dashboard [ Multiselection [ Logbook @ Scan comparision @ 2- SEIeCt 8MAN Iog bOOk
n
report”.

Logbook From 6 month ago until Today O |Tuesday. February 14, 2017

'SMAN Logbook Report

a ® | 134 CVMMSEwaeﬁg report for the selected date.
— | show il comments 5 D ot
N 2 Allows BMAN aciminisrators to execute AD Logga Reports
3 H © Timew Author  Comment
H H £8  953AM AD Logga SRV-BMAN
i i; 6  953AM AD Logga SRV-BMAN
: &
8 = %

e 27142017 2 2

T 202017 2 B

Wed 282017 & .

Mon 262017 2 2

roe 1312017 o e

tha 1262017 & A

Wea 1252017 2 2

e 1242017 s H .

Mon 1232017 2 B e

i 1202017 & 4 4D Loggs on collctor SRV-EMAN:

tha 1192017 s . .

A Ak 4D Loggs switched offfor domain &man-demolocal

roe 1172002016 & .

tha 117172016 5 s

Enter a title for the report
and add a comment.

8MAN Logbook report

e —— . Select the desired time-
Toe [T ] !
| o x period for the report.

Comment [ Comment. Q Search Q Filter

L Entries period Fixed time span 2/14/2017 12:00 AM - 2/15/2017 1200 AM p| Q @ fsearch | .
e = Define the range of the

Please select account to filter o Ward

’ report.

Actions

. Define the desired report

to create the report for al actions.

E—— settings.

Include AD Logga events

Start the report.

~ Settings

The output format is PDF ¥

Report execution mode started manually
Store on specific path is Deactivated
Send emal is Deactivated

gman-demolocal ~ RES=0 @ <Latest scan>

S8MAN
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5.2 Active Directory
5.2.1 Management reports

5.2.1.1 Where do users and groups have access?

Background / Value

The report "where do users / groups have access?" Lists all access rights of user and group accounts to

selected file server directories.

Step by step process

£ Accounts ® Dashboard Multiselection [0 Logbook @ Scan comparision

Permission Analysis Documentation & Reporting
‘ ® Where does a user/group have () vSphere ® Reports overview Q Configuration
aceess? ‘ ® Who has the privilege? @ Where has the user/group @ Convert XML import file

access?

® Repor iguration import

® Who has access where?

User Provisioning ) &b Active Directory
B File server

& Active Directory £ File server ® All“Authenticated users”

@ Create new user or group ‘ ® Edit directory accessrights | Permissions

@ Edit group memberships @ All ‘Everyone' permissions

@ All owner not administrator
@ Allusers with direct access

Security Monitoring ® Permission difference

& Active Directory EJ File server ® Unresolved SIDs

@ Where have employees of a
manager access (file server)? B Exchange

‘ @ AD Logga Report @ Detailed permissi

@ Who did what, except authorized

users (SoD)? @ Who has access through which ‘ @ Exchange mailbox permissions.

permission groups?

® Who did what?
® Who made changes?

8man-demo local "°<La¢sst§:an> g ®

1. Select "Start".

2. Click on "Where has the
user/ group access?".
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Enter a title for the report
and add a comment.

Wo hat ein Benutzer/Gruppe Zugritf? . Define the range of the
Report-Konfiguration Wo hat ein Benutzer/Gruppe Zugriff? repo rt. You are on /y a b /e to

Titel [Tt J

Bitte auswshlen x

= | add users where the
e © EBenutzer @ Gruppen i
S e R manager attribute has been

O Jeder O Authentifizierte Benutzer O Domanen Benutzer N (Erstellu.

@ niEs (nhneshar[!rlh(md — % Sam Salas(der B KSM\;:demﬂ\'Sam.SakS) setan d Wh iCh h aveava Iid
s, Som (e o
Data Owner configuration.

[0 Wo hat Benutzer/Gruppe keinen Zugrift
Nur Pfadle mit geznderten Berechtigungen bericksichtigen

Define the desired report

e @) &Orgenisations Kotegorien .
— settings.

Start the report.

~ Einstellungen

Das Ausgabeformat ist PDE ¥
Erzeuge den Report fi alle Konten zussmmengefasst in einem Dokument,
Reportausfiihrung wird manuell gestartet

Speiche st deaktiviert

E-Mail Versenden st deaktiviert

S8MAN
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5.2.1.2 Employees of a manager

Background / Value

Data Owners that have some knowledge of Active Directory can view attributes and group memberships
of their employees.

The report utilizes information from the attribute "manager" in Active Directory.

Additional Services

For more detailed information and the inclusion of assigned file server resources we recommend the
report:
Where have employees of a manager access (file server)?

Step by step process

1. Select "Start".
2. Click on "Manager-

£ Accounts ® Dashboard Multiselection [0 Logbook @ Scan comparision

Permission Analysis

® Where does a user/group have
access?

User Provisioning

& Active Directory

@ Create new user or group

® Edit group memberships

Security Monitoring

& Active Directory

E ‘ @ AD Logga Report

(& vsphere

‘ @ Who has the privilege?

EJ File server

‘ @ Edit directory access rights

B File server
@ Detailed permission changes

@ Who did what, except authorized
users (SoD)?

@ Who did what?

® Who made changes?

Documentation & Reporting

® Reports overview

@ Where has the user/group
access’

@ Who has access where?

EJ File server

@ All ‘Authenticated users"
permissions

@ All ‘Everyone' permissions

@ All owner

Q configuration
@ Convert XML import file

@ Report configuration import

o Active Directory
@ Account Details
@ Inactive accounts

® Local accounts

I. Manager-Employees p

@ All users with direct access
@ Permission difference
@ Unresolved SIDs

@ Where have employees of a

permission groups?

manager access (file serven)?

@ Who has access through which

@ OU Members and group
memberships

@ Users and groups (Kerberos, Last
logon)

B Exchange

‘ @ Exchange mailbox permissions

Employees".
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Enter a title for the report
and add a comment.

B0y i ovess . Define the range of the
Report configuration Manager-Employees
- report.

[@n | . Define the desired report
T settings.

mp— . Start the report.

mes of groups to purpose group name

S8MAN



5.2.2

5.2.2.1

Background / Value

Reports for administrators

Display user account details

Documentation & Reporting

Capturing account details is key to a professional Active Directory Management.

The following information is shown in a structured report:

Display name

User login name

e Common name

Defined name
Email address
LDAP ADsPath

Last login

Expiration date of the account

Step by step process

8MAN

# Start

& Resources

Permission Analysis

® Where does a user/group have
access?

User Provisioning

& Active Directory

@ Create new user or group

® Edit group memberships

Security Monitoring

& Active Directory

‘ @ AD Logga Report

= Permissions

Object GUID
Object SID

SAM Account Name
SAM Account type

e Group memberships

Parents + children

Purpose Group names

& Accounts

(& vsphere

‘ @ Who has the privilege?

EJ File server

‘ @ Edit directory access rights

B File server
@ Detailed permission changes

@ Who did what, except authorized
users (SoD)?

@ Who did what?

® Who made changes?

@ Dashboard

& Multiselection

0 Logbook

© Scan comparision

Documentation & Reporting

@ Reports overview Kl

@ Where has the user/group

access?

@ Who has access where?

EJ File server

Q configuration
@ Convert XML import file

@ Report configuration import

o Active Directory

I
@ Account Details p

® Al icated users”
permissions

@ All ‘Everyone' permissions

@ All owner not administrator
@ All users with direct access
@ Permission difference

® Unresolved SIDs

@ Where have employees of a
manager access (file serven)?

@ Who has access through which
permission groups?

@ Inactive accounts

@ Local accounts

@ Manager-Employees

@ OU Members and group
memberships

@ Users and groups (Kerberos, Last
logon)

B Exchange

‘ @ Exchange mailbox permissions

© 2018 Protected Networks GmbH

1. Select "Start".
2. Click on "Account Details".



Access Right

Account Details

Report configuration

(e

Account Details

Comment [ Comment.

Selected accounts

Abott, Peter (8man-dlemo\Peter Abott)

Resalve group membership
Translate names of groups to purpose group name

~ Settings

The output formatis PDE
Create report for all accounts in one document.
Report execution mode started manually

Store on specific path is Deactivated

Send email is Deactivated

S8MAN

Please X
Q search @ Finer

[a o |
|oum © Groups.

Name
&8 8MAN-complete (man-demo\8MAN-complete)

& Abott, Peter (8man-demo\Peter Abott)

D it e E )

@ adadmin (8man-demo\adadmin)

8 Adam French (Sman-demo\AFrench)

© Administrator (man-demo\Administrator)

8 Administrat

Q Admiristrators (Administrators)

& Adrian Stilwell (Bman-demo\AStilwell)

@ Ageo Corp Globsl Group 1 (man-deme\Ageo Corp Global Group..

/B Agco Corp Local Group (Bman-dema\Ageo Corp Local Group)
p 1 8man-d o)

& Agogbo, Charles (8man-demo\Charles Agogbo)

& Aide Mann (8man-demo\Aide Mann)

& Aido, Tom (8man-demo\Tom Aido)

& Akbar, Mohammed (8man-demo\Mohammed Akbar)

& Aldock, Don (8man-demo\Don Aldock)

& Alex Boone (&man-cemo\ABoone)

8man-demolocal © RES= @ <Latest scan>

Enter a title for the report
and add a comment.

Define the range of the
report.

Define the desired report
settings.

Start the report.
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5.2.2.2 Find inactive accounts (users or computers)

Background / Value

Inactive accounts can be used for data theft and manipulation without being detected. Since most
inactive accounts are remnants of past employees, they are often a symptom of a communication
problem between HR and IT. 8MAN displays all inactive accounts in Active Directory. You can delete or
deactivate old and redundant accounts.

Additional Services

Delete a user and his permissions

"Soft" delete a user account

Deactivate a user account

Identify inactive accounts (web client)

Deactivate user accounts in bulk (web client)

Step by step process

1. Select "Dashboard".
@ Surt & Resources (=] Permissions & Accounts | (@ Dashbosrd]| | B Multiselection 0 Logbook @ Sean comp 2. Click on "Inactive accounts".

8MAN

. ~ Users and other accounts
Reporting
429
& Active Directory 6
@ Inactive accounts ] °
® Local accoun s ¢
@ Users and groups (Kerberos, Last ~ Groups
logon)
Al Groups 183
B File server Groups with members (w/o recursions) 104
76
@ All ‘Authenticated users' [EE]
permissions 3
Users) 428
@ All ‘Everyone' permissions [EZ]
-in security groups 27
@ All owner not administrator 2] el securty rouss 2
@ Al users with direct access Universal security groups. 35
® Unresolved SIDs Local security groups 43
Global distrbution groups )
2
)
~ U/ Contacts / More
Computers 4
‘Computers (disabled) o
Depth of nested groups P
o
0
12
2 9
2 1 ~ Top 5 Kerberos Tokens [Bytes]
! 2 N N B Qinton Patton (8man-demo\QPattor) 1584
Depth .
e X o
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Inactive accounts

Report configuration

Inactive accounts

[

Comment [ Comment.

B 0rganiational ctegories

8man-demolocal

€90 3]/ reshod vl iy

[ Exclude deactived accounts

Inactive Users

Al users of a selected domain
ot logged on for a given period,

~ Settings

The output formatis CSV

Report execution mode started manually
Store on specific path is Deactivated
Send email is Deactivated

Enter a title for the report
and add a comment.

Define the range of the
report.

Define the desired report
settings.

Start the report.

Sman-demolocal + NESNN= © <Latest scan>

wowe mserr

PaceuOUT oS AT R vew ‘A

L. v — R the data in the report. If

BEGD 0 DE— Dl a5 3 kB = Reviewthedatain the repor

From From From From Other  Bisting e O 7y sor Vonng | o0 st Remone Consolidate What-f Relationships Group Ungroup Subtotal . . .

R Wy T Someene Commetions e [ Uk e Comns il Duphess Vliton- - e using historical scan data there

cerematoon Comectons Sonarner P outne .

024 < £ || Days (Difference to current date) v may be dlf'ferences In the days
A B C D ! E F G H [+

1 [Title All users of a selected domain H th l t l H

> notlogged onforaghen period. since the iastlogin.

| Comment -

4 Author $8MAN-DEMO)\cradmin

5 |Used time zone W. Europe Standard Time (UTC+01:00:00)

6 Date 2/16/2017 1:02:45 PM

7 Version 7.6.131.0

s

< [Fmme

10§8man-demo.local Active Directory 2/14/2017 10:00:03 PM I

b

12 | Configuration

13 Selected resources:

14 = 8man-demo.local (DC=8man-demo,DC=local)

A

16 Threshold (days): 90

"

s

19 | Detected scan problems

20 |No scan errors detected.

21

22 Report for ‘8man-demo.local Please take note that...

23 | The listed dates are the dates discovered during our scan.

24|Name [~Ipath [~JLast Logon Timestamp 2 Davs[leferemz.Li current date)

25 5P_S d »_Se CN=5P_S U Accounts,DC=S :37:14 PM 1006 B

26 Eric Reid (CN=Eric Reid, DC: ),DC=local PM 859

27 Akbar, \kb: de ,DC= 843

28 Quinton ,DC: ds DC=le 11/25/2014 3:31:09 PM 813

29| oeaman-dema,pc. 6 50

30 Ali Mente (8man-demo\Ali Mente)  CN=Ali Mente,OU=TestUsers,DC=8man-demo,DC=local 603

* [ o ocsaman demooconl | gamissans o s :

« MAN_Report 20170216130305¢8667 @ ™TeT — ]

S8MAN
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5.2.2.3 OU members und group memberships

Background / Value

8MAN allows a quick review of any groups and user contained in an Organisational Unit (OU). This
ensures that you can obtain a complete overview of all users and groups within any OU.

Step by step process

Version:

8MAN

1. Select "Start".

2. Click on "OU members and
group memberships".

# Start & Resources Permissions & Accounts @ Dashboard & Multiselection M Logbook @ Scan comparision

Permission Analysis Documentation & Reporting

(& vsphere

® Where does a user/group have
access?

‘ @ Who has the privilege?

User Provisioning

& Active Directory

® Create new user or group

EJ File server

‘ ® Edit directory access rights

® Reports overview

@ Where has the user/group
access?

@ Who has access where?

B File server

@ All "Authenticated users”
permissions

® All ‘Everyone' permissions

Q configuration

® Convert XML import file

@ Report configuration import

& Active Directory

® Account Details
® Inactive accounts

® Local accounts

@ Edit group memberships
@ Manager-Employees

@ OU Members and group
memberships

@ Users and groups (Kerberos, Last
logon)

B Exchange

@ All owner

@ Al users with direct access

Security Monitoring

@ Permission difference

@ Unresolved SIDs

& Active Directory ] File server

@ Where have employees of a

® Detailed permission changes e

= ‘ @ AD Logga Report
24 ® Who did what, except authorized

users (SoD)?
@ Who did what?

® Who made changes?

@ Who has access through which ‘ @ Exchange mailbox permissions

permission groups?

Enter a title for the report
and add a comment.
Define the range of the
report.

Define the desired report
Gpaths B Organizational categories .
- settings.

OU Members and group memberships

Report configuration OU Members and group memberships

e [ \

Comment | Com)

& Active Directory
+-B % 8man-demo.local

Start the report.

Show lower-level OUs and contsiner in report

© Domain Controllers

© ForeignSecurityPrincipals

v Options

v Filter for related objects

@ @ © 1 vSphere-Roles

~ Settings

Discard

- EEIN= © <Latest scan> -

© 2018 Protected Networks GmbH



122 | Access Rights Management

5.2.2.4 Users and groups report

Background / Value

The user and group report shows all users and groups in AD and some of their properties and attributes.

User accounts

Two key factors shown in this view are the Kerberos token and last logon timestamp. The latter shows
you the last login of the AD accounts on your network, across all domain controllers.

The size of the Kerberos token is an expression of the number of group memberships. Many group
memberships indicate the possibility of excessive and / or redundant access rights. If the maximum size
of 64KB is exceeded, it is no longer possible for the user to log into the network.

In addition the following information is also displayed:

e Account expiry date
e Password expires yes/no

e Admin account yes/no

Groups

Displays direct and indirect group memberships as well as group scope (local, global, universal)

Step by step process

1. Select "Dashboard".

: n n
# Start & Resources [ Permissions o Accounts @ Dashboard  [@ Multiselection [0l Logbook @ Scan comparision ~ ® 2. Click on "Users and groups .

SMAN

~ Users and other accounts

Reporting
429
& Active Directory

® Inactive accounts

® Local accounts

I
® Users and groups (Kerberos, Last

B File server

@ Al users with direct access

® Unresolved SIDs Local security groups. 5
Global distribution groups )

Universal distribution groups 2

Local distribution groups 0

~ OU/ Contacts / More

Computers
Depth of nested groups Computers disabec)

4 e 6 & &

~ Top 5 Kerberos Tokens [Bytes]

Depth Quinton Patton (8man-demo\QPatton) 1584 .

e T

S8MAN
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Enter a title for the report
and add a comment.

Users and groups (Kerberos, Last logon)

Define the range of the
report.

Report configuration Users and groups (Kerberos, Last logon)

e [ree

Comment [Comment

S S hcte Diectory Define the desired report
Bman-demo.local =4 .
settings.

Start the report.

A Settings

The output format is XLS
Report execution mode started manually
Store on specific path is Deactivated
Send email is Deactivated

sman-demolocal ~ NESMN=S @ <Latest scan>

vowe_nesa_onceuwour _romauss | vew n .
GO G Dy B o7 AT g O BE o B = [ —— Open the report in Excel and
g Lo & Broperties | Vorewsy | 2 =0 ) i
Fom Fom From Fomother  Gistng  Refrsn " i GREPPY  otto Flash Remove  Data  Comsoldste Whatdf Relationships Group Ungroup Subtotal . .
Reews Wb Ton S Comectons - €4t ks Vo adunced Coumns Fil Duptmes Vodoton= Aoayis- wr app | yt he desired f ilters
Get External Data Connections Sort & Filter Data Tools Outline F. -~ .
A3 .| DisplayName v
1 B C | D E L G H 1 [+

1 [Report of all users for 8man-demo.local H

2

3

5 |adadmin (8man-demo\adadmin) No ‘Account never expires  Yes NA NA User 4 4

6 Adam French (8man-demo\AFrench] No /Account never expires  No NIA NIA User 2 1

7 Administrator (8man-demo\Administrator) No ‘Account never expires  Yes 2/16/2017 1:02:41 PM 2/14/2017 11:40:29 AM  User 10 18

8 r, Adam (81 de \d: No ‘Account never expires  No NIA User 3 2

9 Adrian Stillwell (8man-demo\AStillwell) No ‘Account never expires  No NIA 5/27/2015 3:06:13 PM User 4 2

10 /Agogbo, Charles (8man-demo\Charles Agogbo) No Account never expires  No NiA NIA User 2 1

11 Aide Mann (8man-dema\Aide Mann) Yes Account never expires  No NA NA User 2 1

12 Aido, Tom (8man-demo\Tom Aido) No ‘Account never expires  No NA NA User 2 1

13 Akbar, Mohammed (8man-demo\Mohammed Akbar)  No ‘Account never expires  No NA 10/27/2014 9:27:50 AM  User 2 1

14 Aldock, Don (8man-demo\Don Aldock) No /Account never expires  No NIA NIA User 2 1

15 Alex Boone (8man-demo\ABoone) No ‘Account never expires  No NIA NIA User 4 2

16 Alexandre Sourzac (8man-demo\ASourzac) No ‘Account never expires  No NIA NIA User 3 1

17 |Ali Bye (8man-demo\Ali Bieh) No Account never expires  No NiA NiA User 3 8

18 Ali Mente (8man-demo\Ali Mente) No ‘Account never expires  No 5/29/2013 11:47:02 AM | 6/24/2015 1:47:33 PM User 3 4

19 | Ahin Johnson (8man-demo\AJohnson) No Account never expires  No NA NA User 2 1

20 |Ammy Tiwana (man-demo\ATiwana) No Account never expires  No NA NA User 4 9

21 Anda, Lou (8man-demo\Lou Anda) No ‘Account never expires  No NA NA User 2 1

22 Andrew Susac (8man-demo\ASusac) No /Account never expires  No NIA NIA User 3 7

23 Angel Carreras (8man-demo\ACarreras) No Account never expires  No NIA NIA User 4 9

24 Anick, Mike (8man-demo\Mike Anick) No ‘Account never expires  No NIA NIA User 2 1

25 Anny Time (8man-demo\ATime) No Account never expires  No NA NiA User 5 3

26 Anthony Davis (8man-demo\ADavis) No Account never expires  No NiA NiA User 6 8
27  Aritan, Sam (8man-demo\Sam Avtan) No Account never expires  No WA NA User 2 1
28 |Ayshen, Don (man-demo\Don Ayshen) No Account never expires  No NA NA User 2 1
29 Baba, Ali (8man-demo\Ali Baba) No ‘Account never expires  No NA NA User 2 1
30 Back, Helen (8man-demo\Helen Back) No /Account never expires  No NIA NIA User 3 1
31 Baltelli, Luca (8man-demo\Luca Baltelli) No ‘Account never expires  No NIA NIA User 2 1
32 Banks, Robin (8man-demo\Robin Banks) No ‘Account never expires  No NIA NIA User 2 1
33 Barie Kenyon (8man-demo\BKenyon) No Account never expires  No NA NiA User 2 1
34 Barrow, Will (8man-demo\Will Barrow) No ‘Account never expires  No NIA NIA User 2 1
35 |Bart Postema (man-demo\BPostema) No Account never expires  No NA NA User 7 1
36 Bath, Burt (8man-demo\Burt Bath) No ‘Account never expires  No NA NA User 2 1 =

T “configuration || sman-demodocal Users || sman-demoiocal rowps | @ P — 5|
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5.2.2.5 Identify local accounts

Background / Value

The local account report displays local administrative rights on end points. This way you can see which
administrators and users have access to which end point. In this scenario the principle of "least
privilege" applies. The report thereby gives you a complete picture regarding access rights in your
organization as local accounts are not visible through AD group memberships.

Step by step process

8M 0 . 1. Select "Dashboard".

; n n
& Start & Resources [ Permissions & Accounts | ® Dashboard | @ Multiselection (3 Logbook @ Scan comparision @ 2. Click on "Local accounts”.

~ Users and other accounts

Reporting
& Active Directory

@ Inactive accounts

® Local accounts

@ Users and groups (Kerberos, Last ~ Groups
logon)
Al Groups 18
EJ File server Groups with members (w/o recursions) 04
Empty groups 76
@ All ‘Authenticated users' [EF] P grou
permissions Groups in recursions 3
Users) 426
@ All ‘Everyone' permissions [EZ]
27
@ All owner not administrator EZ] 2
@ All users with direct access 35
@ Unresolved SIDs *
Global distrbution groups )
Universal distrbution groups 2
Local distribution groups 0
~ OU/ Contacts / More
4
Depth of nested groups @
o
)

12

2 1

~ Top 5 Kerberos Tokens [Bytes]

1 2 E 4 5
Depth Quinton Patton (8man-demo\QPatton) 1584

s [ETEo. = o

Enter a title for the report
and add a comment.

Local accounts . Define the range of the

Report configuration Local accounts

Tree e report.
Sty Define the desired report
settings.
0 ot . Start the report.

© TestGroups
© 1 TestUsers

© Users

© 13 \Sphere-Roles.

~ Settings

The output format is XLS
Report execution mode started manually
Store on specific path is Deactivated
Send email is Deactivated

- SIN="N © cLatest scan> -

S8MAN
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5.2.3 Organizational help for administrators

Besides automated documentation and reports 8MAN also includes a number of additional
documentation features. These allow you to add post-its to objects manually or give AD groups aliases
with the "purpose groups" feature.

5.2.3.1 Add notes to user accounts and groups

Background / Value

Flag user and group accounts with post-its. This allows you to add tasks directly to individual objects.

Step by step process
— . Right-click on an account and
S—= " "
B Permissions & Accounts @ Dashboard [ Multiselection I Logbook D Scan comparision @ SeleCt Add NOte from the
context menu.
R,
o T e s

Ch: iberships...
a ange group memperEnps SAM Account Na... C-Level

SAM Account Type (268435456) Group Object
LDAP ADsPath  LDAP://Bman-demoocal/CN=C-Le.

&

Bruce Ellington (man-demo\BElington) Chris Cook (8man=_CoPY 25 Path jard) Sas,

B B B B

. ,
O o = CXRERE o
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1. Add a comment.
2. Click on "Add".

Stil C-Level?
Add

Cancel

g 8man-demolocal

© <Latest scan> ®

jon:

SMAN . Select "Start".

Click on the hexagon to
access your notes.

@ Dashboard

# Start

& Resources Permissions Accounts Multiselection M Logbook @ Scan comparision .

Permission Analysis

@ Where does a user/group have
access?

User Provisioning
& Active Directory
@ Create new user or group

® Edit group memberships

y Monitoring
[El Notes
25 Notes created tive Directory

D Logga Report

S8MAN

(9 vsphere

‘ @ Who has the privilege?

B File server

‘ @ Edit directory access rights

1 File server

® Detailed permi

ion changes

@ Who did what, except authorized
users: (SoD)?

@ Who did what?

@ Who made changes?

Documentation & Repor

® Reports overview

@ Where has the user/group
access?

® Who has access where?

Bl File server

@ All ‘Authenticated users'
permissions

Al Everyone' permissions
All owner not administrator
Al users with direct access
Permission difference

Unresolved SIDs

Where have employees of a
manager access (file server)?

Who has access through which
permission groups?

Q Configuration
@ Convert XML import file

@ Report configuration import

& Active Directory
Account Details
Inactive accounts
Local accounts

Manager-Employees

OU Members and group
memberships

Users and groups (Kerberos, Last
logon)

B Exchange

® Exchange mailbox permissions

Sman-demolocal v © testzcons
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The list shows all notes. You can
trigger a number of different
functionalities by right clicking
on the note.

Your 8MAN Notepad

[a

Createdon v Name
2/16/2017 5:1927PM & 1 Chris Cook (Bman-demo\CCook) Stil C-Level?

(7 still C-Level?
/102015 2:27:44 PM
772072015 1127:42 AM
77202015 1122:49 AM
/202015 95403 AM
772072015 93232 AM
772072015 93134 AM
77272015 10:08:08 AM
1212015 10:04:28 AM
67242015 2:42:19 PM
6/12/2015 2:39:40 PM
/472015 104024 AM
3/31/2015 40051 PM
3/30/2015 102939 AM

<

Show in accounts view...

Change group memberships...

Q

... New group with comment *All Users in AD"
15 Marketing Events Team (8man-... New group was created with comment “create” Unlock user
1B Andrew Susac (8man-demo\AS... New user was created with comment ‘Back up"
B Chris Cook (8man-demo\CCook) New user was created with comment "

15 Jimmy Ward (8man-demo\/Ward) New user was created with comment *didd"

Desctivate account
Change password aptions
9 Bruce Elington (man-demo\BEL.. New user was created with comment "new user” Reset user password

19 John Thompson (man-clemo\T... New user was created with comment "new Member of the team, * Soft delete user account
9ec7de9-d919-4867-b3d0-133791... New user was created with comment “New member of team. *

15 Torrey Smith (8man-demo\TSmi.. New user was created with comment "New User in our Company. '

Delete account

Edit attributes.
15 John Hoffman (man-demo\JHo... New user was created with comment “ddd"

15 Ricky Requester (8man-demolRi... New user was created with comment "Create mel” Delete note

@®PEPEPREQPPPRPE

3 SErvice Test (Sman-demo\Servi.. New user was crested with comment "testkhsetolasdenfidyis”

1 Ao Corn Glabal Groun 1 (Bma... New aroun was created with comment “ddd”

sman-demolocal - WA= @ <Latestscan>
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5.2.3.2 Purpose Groups: Give aliases to groups

Background / Value

Purpose groups add clear descriptions to AD groups. Normally these groups have very technical naming
convention and so it is often difficult for an Administrator to tell what the purpose of an AD group is.
Adding aliases can make the picture much clearer.

The alias descriptions are only visible in the 8MAN Ul. The actual group names remain the same in
Active Directory.

5.2.3.2.1 Create a purpose group

Step by step process

Right-click on an AD group.
Select "Create Purpose Group"
from the context menu.

& Accounts ® Dashboard [ Multiselection [ Logbook €@ Scanc

« = Graph =

2, Select account
B Show in Resources View.
B Show access rights to resources...

b Report: Where has the user/group access?
@ Report: A Details

S8MAN
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Give the AD group an alias
and add a description for
the group.

Click on "Create".

Create Purpose Group

Status of changes: Please enter an alias and a description.

@ 13 C-Level (8man-demo\C-Level)

Alias Manager

Description | This group is for managers only.

© 2018 Protected Networks GmbH
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5.2.3.2.2  Delete or modify a purpose group

Step by step process

1. Select "Resources".
2. Select the desired purpose
Resources group by right-clicking on it.
e o - o " 3. Select "Delete Purpose

. Group" or "Modify Purpose

~ Attributes

8MAN .

& Resources

% | @ C-Level (8man-demo\C-Level)

Active Directory
Fil

E

e v
n
Gommentiens  Clovd - Group" from the context
c. -Lev... This aroun is for Manag... Group Type Global group.
@ Report: Where has the user/group access? “:,k Name (RDN) CrLevel menu.
Object GUID 'dc4Tcd7d-a3bc-4a31-9776-c83b53.

SAM Account Na... C-Level
SAM Account Type (268435456) Group Object

f Delete Purpase Group. LDAP ADsPath  LDAPy//8man-demo.local/CN=C-Le...

The removal process only
affects the purpose group, the
added alias in SMAN. Non
changes are made to Active
Directory.

& Modity Purpose Group

(TR o = CXTEEE o

S8MAN
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5.3 File server

5.3.1 Management reports

5.3.1.1 Where do users and groups have access?

Background / Value

The report "where do users / groups have access?" Lists all access rights of user and group accounts to
selected file server directories.

Step by step process

1. Select "Start".

@ Start & Resources [ Permissions & Accounts  ® Dashboard [ Multiselection (1] Loghook @ Scan comparision ~ ® 2. Clickon "Where has the
user/ group access?".

SMAN

Permission Analysis Documentation & Reporting
‘ ® Where does a user/group have () vSphere @ Reports overview QO Cconfiguration
B
aceess? ‘ ® Who has the privilege? @ Where has the user/group @ Convert XML import file

access?

® Repor iguration import

| @ Who has access where?

User Provisioning & Active Directory

B File server on et

(ccount Details

& Active Directory EJ File server ® All“Authenticated users” o s -~
o nactive accounts

@ Create new user or group ‘ @ Edit directory access rights permissions
® Edit group memberships ® All“Everyone’ permissions @ Local accounts

@ All owner not administrator @ Manager-Employees

@ OU Members and group

@ Allusers with direct access ©
memberships

Security Monitorin ission i
y g SIReLion it @ Users and groups (Kerberos, Last
& Active Directory EJ File server @ Unresolved SIDs logon)
. o @ Where have employees of a
‘ @ AD Logga Report @ Detailed permission changes e e By Exchange
st Sopr e @ Who has access through which ‘ @ Exchange mailbox permissions.

users (SoD)?

® Who did what?
® Who made changes?

permission groups?
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Enter a title for the report
and add a comment.

Wo hat ein Benutzer/Gruppe Zugritf? . Define the range of the
Report-Konfiguration Wo hat ein Benutzer/Gruppe Zugriff? repo rt. You are on /y a b /e to

Titel [Tt J

Bitte auswshlen x

= | add users where the
e © EBenutzer @ Gruppen i
S e R manager attribute has been

O Jeder O Authentifizierte Benutzer O Domanen Benutzer N (Erstellu.

@ niEs (nhneshar[!rlh(md — % Sam Salas(der B KSM\;:demﬂ\'Sam.SakS) setan d Wh iCh h aveava Iid
s, Som (e o
Data Owner configuration.

[0 Wo hat Benutzer/Gruppe keinen Zugrift
Nur Pfadle mit geznderten Berechtigungen bericksichtigen

Define the desired report

e @) &Orgenisations Kotegorien .
— settings.

Start the report.

~ Einstellungen

Das Ausgabeformat ist PDE ¥
Erzeuge den Report fi alle Konten zussmmengefasst in einem Dokument,
Reportausfiihrung wird manuell gestartet

Speiche st deaktiviert

E-Mail Versenden st deaktiviert

S8MAN
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5.3.1.2 Who has access to what?

Background / Value

Data owners and managers know who should have access to which resources. Full transparency is very
important especially for directories containing sensitive information. The report "Who has access to
what?" gives you a full overview of all access rights (for example "read only" and "write") including users
who can execute these access rights.

The report allows responsible managers to make information based decisions in order to answer two
central questions:

e Who should have access to what? (Increase in data security)
e Which access rights should exist? (improvement of data integrity)

Additional Services

Changing directory access rights

Step by step process

Select "Resources”.

8MAN ,

th Start & Resources [l Permissions R Accounts @ Dashboard  [4 Multiselection [ Logbook @ Scan comparision o} 2- ngh t'CIICk ona dlreCtOfy

Resources o s e - that you are responsible for.
[Aree U Mo B st Admisretos chans
iministators Change ouner . " .
o U [y 1 Crange nbastce 3. Click on Report: Who has
B Active Directory ~ Access rights B
il server lsa® o access where?" from the
o8y P ;|8 Ei s
0By : HEINE I HEI context menu.
75 K8 i & 3 2 g3 35 3§ £
K8 £ ::383:538%5s8 &
stnytes
0Byte 8 vV B&0
08yee 8F Vv eI
oByte aa v v oeD
oByte a v e
OByte | \-@ Special permission Sa
oByell >
oByte
@ SharePoint Accounts with
eenge | @ w0 |
BvSphere dlter
@ Purpose Groups | @ Users @ Groups @ Contacts @ Computers |
Name '+ how often granted  Inheritance
&5 Anny Time (man-demo\ATime) 1 a
&1 Anthony Davis (Bman-demo\ADavis) 1 a
B2 suTiNVAdministrators 28 @ e
@ Copyas path Be BUiLTINWUsers 24 B
s creaTOR OWNER 1 ]
& 13 John Bennett (man-demo\Bennett) 1 a
5 Jones, Gareth (man-demo)\Gareth Jones) 1 a
&1 Michsel Baars (8man-demo\MBaars) 1 a
B N7 AuTHORVSYSTEM 1 ]
& 139 Sales, Sam (8man-demo\Sam Sales) 1 a
p man-demolocal u&qmﬂ can>_~ JNO)
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Who has access where?

OOy ——

Transate nsmes of groups to purpose group name
~ Details

~ Filter

~ Group settings

~ Options

~ Settings

The output formatis PDF

Report exec e started manually
eactiv

Store oy ated
Sender

Who has access where?

Report configuration Who has access where?

Tith [Title Access right report on resources with detailed permissions.

Comment. [Comment

Objects
paths &or I cotegories
Sales (\\srv-8man\Qrganization\Sales)|

Levls o rescive under th slctd resrce

Translate names of groups to purpose group name
v Details

v Filter

q» Group settings

Group and member

roups will be replaced by their members, Listview

~ Settings

The output format is BDE ¥

I Access right report on resources with detailed permissions.

S8MAN

Name the report and add a
comment.

The selected resource is
automatically included in
the list of objects to be
analyzed. You can add
further resources.

Open "Group Settings".

In order to reduce
complexity we recommend
selecting the user view. All
other settings are targeted
at expert users.

Start the report.
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Page 1

‘BMAN Report: Who has access where?

E
H
*

Verify whether the listed users
should have access. You should
also check to see if the access
rights of some users can not be
reduced for example from "full
access"to "read & write". This
ensures a higher level of data
integrity.

Report for Sales (\\srv-8man\Organization\Sales)

Sales
\isrv-Bman\Organization\Sales

This foidor and subkoiders)

Full control (Ory subfoiders. and fies)
Full control (Ory this folder)

Full control (This foidar, subfoidsrs and fies)
Modity (This folder, sublolders and fies)

Read & execute (This foder, suboiders and fles)
Read (This folder, sublolders and fies)

& Anny Time (8man-demo\ATime) v
& Anthony Davis (Bman-demol\ADavis) .
& BUILTIN\Administrators Ve
& BUILTINWsers v av
& CREATOR OWNER (X
& John Bennett (3man-demo\JBennett) léw
& Jones, Gareth (8man-demo\Gareth Jones) v
& |_ES_md (8man-demo\l__ES_md) 't
& Michael Baars (8man-demo\MBaars) &
& NTAUTHORITY\SYSTEM v
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5.3.1.3 Where do employees of a manager have access to?

Background / Value

8MAN includes a special data owner report for file servers. This allows you to connect Active Directory
users with the attribute "Manager" to specific resources on file servers.

Step by step process

Version:

8MAN

# Start & Resources

Permission Analysis

® Where does a user/group have
access?

User Provisioning

& Active Directory

® Create new user or group

@ Edit group memberships

Security Monitoring

Where have employees of a manager access (file server)?

Report configuration

Permissions

(& vsphere

‘ @ Who has the privilege?

EJ File server

‘ ® Edit directory access rights

@ Who did what, except authorized
users (SoD)?

@ Who did what?

® Who made changes?

o Accounts @ Dashboard

Multiselection

[0 Logbook

© Scan comparision

Documentation & Reporting

® Reports overview

@ Where has the user/group
access?

@ Who has access where?

B File server

@ All "Authenticated users”
permissions

@ All ‘Everyone' permissions
@ All owner not administrator
@ All users with direct access

@ Permission difference

® Who has access through which
permission groups?

Q configuration
@ Convert XML import file

@ Report configuration import

& Active Directory
@ Account Details
® Inactive accounts
@ Local accounts
@ Manager-Employees

@ OU Members and group
memberships

@ Users and groups (Kerberos, Last

& Active Directory L3 File server @ Unresolved SIDs logom)
. L ® Where have employees of a
‘ ® AD Logga Report @ Detailed permission changes B xchange

‘ @ Exchange mailbox permissions

Where have employees of a manager access (file serve...

Please select managers

O Domainusers @ NIFS only

~.

%|

Disabled manager accounts

X

8MAN says!

All manager accounts with no valid Data Owner configuration are
displayed but cannot be selected for the report.

1

[ Resoive group membership

Iy paths with changed rights

rectory s o el

" Resalve groups only in the summary section (PDF format)
Translate names of groups to purpose group name

T~

~ Settings

The output format is BDE ¥
Create report for

Store on specific path
Send email is Deactivated

Report execution mod manually

S8MAN

Name
N8 & ctian Stluell Eman-demo\AStiuel)

Select "Start".

Click on "Where have
employees of a manager
access (file server)" .

Enter a title for the report
and add a comment.

Define the range of the
report.

You are only able to add
users where the manager
attribute has been set and
which have a valid Data
Owner configuration.

Define the desired report
settings.

Start the report.
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5.3.2 Reports for Administrators

5.3.2.1 Identify usage of "everyone"

Background / Value

If the "Everyone" account is used for the assignment of access rights, (almost) everyone has access to
the connected resources. The consequence is an excessive assignment of access rights and a high
probability for unauthorized access. 8MAN displays all access rights for the "Everyone" account. These
go against the principle of least privilege and should therefore not be used. Removing the "Everyone"
account automatically is not possible. Before manually deleting accounts you should assign groups to
the appropriate resources. Afterwards you can add the desired members to the group.

Additional services

Also keep an eye on the critical Authenticated Users.

Identify globally accessible directories (web client)
Remove "everyone" permissions in bulk (web client)

Step by step process

1. Select "Start".

SMAN

; n 1 1
# Start & Resources [F Permissions < Accounts @ Dashboard [ Multiselection [0l Logbook @ Scan comparision @ 2. Click on "All Everyone
N N n
permissions .
Permission Analysis Documentation & Reporting
‘ ® Where does a user/group have  (F vSphere ® Reports overview Q Configuration
access? ‘ @ Who has the privilege? @ Where has the user/group @ Convert XMLimport file

access?
@ Report configuration import
@ Who has access where?

User Provisioning B s & Active Directory
N e semer @ Account Details

& Active Directory L3 File server & All‘Authenticated users®

permissions

@ All ‘Everyone' permissions
n v

@ Inactive accounts
@ Create new user or group ‘ @ Edit directory access rights
@ Local account its.
@ Edit group memberships

@ Manager-Employees

@ OU Members and group
memberships

Security Monitoring @ Users and groups (Kerberos, Last

& Active Directory EJ File server S9ce)

‘ @ AD Logga Report ® Detailed permission changes
@ Who did what, except authorized

users (SoD)?
® Who did what?
@ Who made changes?

@ Where have employees of a
manager access (file server)? B2 Exchange

ss through which @ Exchange mailbox permissions
permission groups?

Sman-demolocal ueamum -J16)
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Enter a title for the report
and add a comment.

Define the range of the

e report. You are only able to
& e s ’ add users where the

R manager attribute has been
set and which have a valid
Data Owner configuration.

All "Everyone’ permissions

Report configuration All Everyone’ permissions

Title [ Title

Comment [ Comment

Define the desired report
settings.

Start the report.

~ Settings

The output format is XLS

HOUE  WET  baaow  romuus  Daa R vew ‘A
BES e ok x ==E Y S 99 &I a [Ntheexampleyou see

P Stomapine BT U (H e A S Bregenoie - - %0 W e e T o ST directories that everyone has
access to.

A95 ME

DRSS

A | B c D E F G H J K L M N
Report for ‘Organization (\srv-8man\Organization)

|
2

3 Path Right Deny
4 |Wisnv-Bman\Organization\R&D Read & execute

5 | \srv-8man\Organization\R&D\Berlin Office Read & execute

6 |Wsnv-Bman\Organization\R&D\Coding Read & execute

7 Wenv-8man\Organization\R&D\Coding\Source Code Read & execute

[

| configuration |_Organization ( srv-gman Org #2 ® i A0 I

S8MAN
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5.3.2.2

Background / Value

Who has access through which permission groups?

The report "Who has access through which permission groups?" shows the groups that give access to the
selected resource and the users that are members of said groups.

Instead of analyzing individual directories you could also view this information in the Organizational
Categories section of the Data Owner configuration.

Step by step process

Version: 7

™MAN

# Start

=]
24

& Resources

Permission Analysis

@ Where does a user/group have
access?

User Provisioning

& Active Directory

® Create new user or group

® Edit group memberships

Security Monitoring

& Active Directory

‘ @ AD Logga Report

Permissions

& Accounts

(& vsphere
‘ @ Who has the privilege?

EJ File server

‘ @ Edit directory access rights

EJ File server
® Detailed permission changes

@ Who did what, except authorized
users (SoD)?

@ Who did what?

® Who made changes?

@ Dashboard

Multiselection [0 Logbook @ Scan comparision

Documentation & Reporting

@ Reports overview QO configuration

® Where has the user/group

access?

® Convert XML import file

@ Report configuration import
@ Who has access where?

& Active Directory
£ File server

@ Account Details
@ All ‘Authenticated users’ )
permissions @ Inactive accounts
@ All ‘Everyone’ permissions @ Local accounts

@ All owner not administrator @ Manager-Employees
@ Al users with direct access @ OU Members and group
memberships
Pe ion diffe
O b melicrs @ Users and groups (Kerberos, Last

@ Unresolved SIDs logon)

® Where have employees of a
manager access (file server)?

B Exchange

gpl ® Vo has access through whicn ‘ @ Exchange mailbox permissions
permission groups?

Report: Who has access through which permission groups?

) & Organizational categories |

«
4

]
I Show details »

B Report execution mode started manully

>

Select "Start".

Click on "Access Rights
Groups".

Enter a title for the report
and add a comment.

Define whether the report is
organized by individual
directories or by
organizational categories
from the Data Owner
configuration.

Define the range of the
report.

Click on "Show details".
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Report: Who has access through which permission groups?

e |
Comment |
@ paths
\tv-8man\Orgenizaton\Marketing. <add>

« resolve under
—
(/] Only directories with changed rights

(7] Use the lst of groups, whose members shall not be resolvedt

B 0rganizational categories B Report execution mode started manually

@ Generic names: 01,01, 01.02

PTag

Show paths with Path names @)

Show groups ith Group names i

Permission groups to report
O Full control

Modiy
2 [Epe—

Read
O write

Use generic names as column title for ll
reported paths. Each new subfolder will be
represented by a new underscore character, €.
0201

The group names will be inserted below with the
defined suffix, e.g. md

[ List folder contents

[ Traverse folder

] Special permissions

8man-demo.local - ) @ <latestscan>

1. To keep the report concise
and meaningful, we
recommend limiting the
number of directory levels.

1. Add more filters and
properties to specify the
report further.

2. Start the report.

JIEEE oM | NSERT  pAGELAYOUT  FORMULAS  DATA  REVIEW  VIEW A Th t t . / t ll
T e /T IR e report contains a list of a
pose DB 2 = g2 Condtonsl Formatas el st Dot Format D Sort&s Find & .

" Srompine 8 LU Ho A = [ Beoseacens | § 7% 0 [0 S e S0 T g o s user accounts and file server
Clipboard 5 Font 5 Algnment ) Number 5 stles cells Editing
s | 5 | ccook ‘| paths, as well as the
L I 3 lc| ol E F G H 1 J K L M N 0 P Q@ RS T U V I
1 |Data Owner's organizational category: Not configured d' H ht
2 [rtie pemo corresponding access rights
3 | Author ‘SMAN-DEMO\cradmin
4 |Date 2/20/201710:29
5 |Comment gro ups'
3
7 10101 010101 010102 010103 010104 010105010106 010107 0102 010201 01
H md md r md r md r md r md r md md r md rmd rmd r md
9 | Adam Administrator Administrator, Adam (Adam Administrat X x x x x x x

10 ABoone AlexBoone (ABoone) x x x x x x x
11 ATime Anny Time (ATime) X
2 ADavis Anthony Davis (ADavis) x xx xx xx X x x x xx x
13[ccook TChris Cook (CCook) T X Tx X Tx Tx ] X Tx T X X
14 |EReid EricReid (EReid) [ [Tl [Tl [Tl [Tl 1 [ [Tl 71 O .

15 Frank Gore Gore, Frank (Frank Gore) X X X X X X X X
16 Jward Jimmy Ward (Jward) x x x x x x x
17 JBennett John Bennett (JBennett) x x x x x x x
18 IThompson John Thompson (JThompson) x x x x x x x
19 Gareth Jones Jones, Gareth (Gareth Jones) x x x x x x x x x x
20| Amanda Lynn Lynn, Amanda (Amanda Lynn) x xx xx xx xx x x xx x
21 Mary chen Mary Chen x x x x x x x x x x
22 MBaars Michael Baars (MBaars) x x X X XX X X
23 patrick.willis Patrick willis (Patrick. Willis) x x x x x x x
24| Qpatton Quinton Patton (QPatton) x xx xx xx xx x x xx x
25 Rpatrick Robert Patrick (RPatrick) x x x x x x x
26 Tsmith Torrey Smith (Tsmith) x x x x x x x
27
28 1\\srv-8man\Organization
29|01 01 \\srv-8man\Organization\Finances
30/01 01 01 A\srv- Payable -

SMAN Report 2017022010203085d3¢ ® i [l ] o]
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5.3.2.3 Permission differences

Background / Value

The "Permission differences" report compares the access rights on your file server at two different
points in time and shows you how your access rights situation has changed.

Step by step process

Version: 7.

EMAN

# Start & Resources

Permission Analysis

@ Where does a user/group have
access?

User Provisioning

& Active Directory

® Create new user or group

® Edit group memberships

Security Monitoring

& Active Directory

‘ @ AD Logga Report

=]
24

Permission difference

Report configuration

Permissions

o Accounts

& vsphere
‘ @ Who has the privilege?

EJ File server

‘ @ Edit directory access rights

EJ File server
@ Detailed permission changes

® Who did what, except authorized
users (SoD)?

@ Who did what?

@ Who made changes?

@ Dashboard

& Multiselection

[0 Logbook

© Scan comparision

Documentation & Reporting

@ Reports overview

@ Where has the user/group
® Who has access where?

EJ File server

@ All ‘Authenticated users”
permissions

@ All ‘Everyone' permissions
@ All owner not administrator

@ All users with direct access

PR ® Permission difference

@ Unresolved SIDs

@ Where have employees of a
manager access (file serven?

@ Who has access through which
permission groups?

Q configuration
@ Convert XML import file

@ Report configuration import

& Active Directory
@ Account Details
@ Inactive accounts
@ Local accounts
® Manager-Employees

@ OU Members and group
memberships

® Users and groups (Kerberos, Last
logon)
B Exchange

‘ O Efirmsp e remttme

Permission difference

2n 2/12/2017 10:00 AM - 2/14/2017 10:00 AM

~ Advanced options

~ Sort and view options

[ B evets o rescive under the seeced rsource

~ Settings

The output formatis PDF

1. Select "Start".

2. Click on "Permission
difference".

Enter a title for the report
and add a comment.

Define the range of the
report including the dates
and times of comparison.

Define the desired report
settings.

Start the report.
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5.3.2.4 Identify unresolved SIDs

Background / Value

SIDs (Security Identifiers) are character strings that are used to identify user and group accounts in
Active Directory. SIDs become unresolved when users or groups with direct access rights are deleted in
AD. By using unresolved SIDs insider threats can gain access to sensitive resources.

8MAN clearly identifies unresolved SIDs in your system.

Additional Services

Identify and delete unresolved SIDs (rich client)

Remove unresolved SIDs in bulk (web client)

Step by step process

1. Select "Start".
2. Click on "Unresolved SIDs".

Permission Analysis Documentation & Reporting
‘ ® Where does a user/group have (9 vSphere @ Reports overview [l Q configuration
7
access ‘ ® Who has the privilege? ® Where has the user/group ® Convert XML import file

@ Report configuration import
® Who has access where?

User Provisioning & Active Directory

L File server o Account Dot
ccoul ils

& Active Directory L3 File server @ All“Authenticated users” o et .
. nactive accounts

® Create new user or group ‘ @ Edit directory access rights permissions
® Edit group memberships @ All ‘Everyone’ permissions @ Local accounts

@ All owner not administrator @ Manager-Employees

@ OU Members and group

@ All users with direct access ©
memberships

Security Monitorin ission i
y g @ Permbssiondifiannce @ Users and groups (Kerberos, Last
& Active Directory EJ File server (Y @ Unresolved SIDs logon)
" . ® Where have employees of a
@ ‘ @ AD Logga Report @ Detailed permission changes e = i B Exchange
O Dl s i ) @ Who has access through which ‘ @ Exchange mailbox permissions:

users (SoD)? 2
permission groups?
@ Who did what?

® Who made changes?

9
)

S8MAN
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Enter a title for the report

and add a comment.
nresolved s .

. - . Define the range of the
Report configuration Unresolved SIDs

Title [Iite Please re, p Or t.

Byt , . Define the desired report
settings.

Start the report.

~ Settings

The output format is XLS

WOVE | WSERT  PAGELAVOUT rORMULS  DATA  REW VW ‘A . .
TR R PO — B 9D ERE T a Open the report in Excel. In fh/s
B B DA SIS Eveeadet o § 0% 0 WS SN S e e e DI example an unresolved SID is

identified for the directory "IT".

Clipboard [ Font 5w Alignment [} Number [ styles Cells Editing

A4 M £ | \\srv-8man\Organization\Marketing\Events

DRRANES

A | E D E F G H J K L [

B_|
Report for snv-Gman

B
2
3 Path Right __Unresolved SID

1 IModity _ S-1-5-21-1178734647-297574235-3966573622-2071_]
5

6

7

8

Path report about unresolved owner SID.

10/ All accounts have been resolved
1

Configuration | srv-8man ® EET| | O]
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5.3.2.5 Identify direct permissions

Background / Value

Direct access rights should be avoided at all costs and be replaced by group access rights. Firstly, direct
access rights are inefficient because every user has to be managed independently. Secondly, each
directory needs to be examined individually to ensure the removal of all direct permissions. SMAN
shows you all direct permissions on your file server(s) in one simple report.

8MAN strictly adheres to Microsoft Best Practice and assigns a group for every access right.

Additional Services

Remove direct permissions (rich client)

Remove direct permissions in bulk (web client)

Step by step process

1. Select "Start".
2. Click on "All users with direct

@ Dashboard & N n O Logbook

Permission Analysis

@ Where does a user/group have
access?

User Provisioning

& Active Directory

@ Create new user or group

@ Edit group memberships

Security Monitoring

a ‘ @ AD Logga Report

&

S8MAN

(& vsphere
‘ @ Who has the privilege?

B2 File server

‘ @ Edit directory access rights

@ Who did what, except authorized
users (SoD)?

@ Who did what?

@ Who made changes?

Documentation & Reporting

@ Reports overview [l

@ Where has the user/group
access?

@ Who has access where?

B File server

@ All ‘Authenticated users'
permissions

® All ‘Everyone' permissions

@ All owner not administrator

QO Cconfiguration
@ Convert XML import file

@ Report configuration import

& Active Directory
@ Account Details
@ Inactive accounts
@ Local accounts

@ Manager-Employees

@ All users with direct access |

@ OU Members and group

@ Permission difference

® Who has access through which
permission groups?

@ Users and groups (Kerberos, Last

& Active Directory EJ File server O Unari=lehs l2aon)
. " @ Where have employees of a
® Detailed permission changes e a7 B2 Exchange

@ Exchange mailbox permissions

Sman-demolocal ueam;m g o

access".
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Enter a title for the report
and add a comment.

e — Define the range of the
R — comme report including the dates
and times of comparison.
Define the desired report
settings.
Start the report.

All users with direct access

~ Settings

The output format is XLS
Report execution mode started manually
Store on specific path is Deactivated
Send email is Deactivated

sman-demolocal ~ NESN=S © <Latest scan>

Il HOME  INSERT  PAGELAYOUT  FORMULAS  DATA  REVIEW  VIEW

roci i o e B = Taven - Open the report in Excel. SMAN
Ao O P L AT E @D E 3 iy
Paste P . . . . . . <o 00 Conditional Formatas Cell Insert Delete Format " Sort & Find & N N N .. N
T Stomupine 81U S04 R T § 7% 1 e P st DRI lists all directories with direct
Clipboard I} Font ] Alignment ] Number I} Styles Cells Editing ~
o ‘| access rights.
A B [ D E F G H J K [«
1 [Report for ‘Organization (\\sv-8man\Organization)
2
3 Path user name Right Deny
4 | Wisv-8man\Organization cradmin (8man-demolcradmin) Full control
5 |\isn-Bman\Organization\Finances Chris Cook (8man-demo\CCook) Modify
6 | \isv-Bman\Organization\Finances\Accounts Payable Chris Cook (§man-demo\CCook) Modify
7 Open Chris Cook (8man-demo\CCook) Modify
8 \snv-Bman\Oy Open ‘cradmin (8man-demo\cradmin) Full control
9 Paid Chris Cook (8man-demo\CCook) Modif
10 Paid\New folder  Chris Cook (8man-demo\CCook) Maodify
Paid\New folder  cradmin (§man-demo\cradmin) Full control
12 | \isrv-8man\Organization\Finances\Accounts receivable Chris Cook (8man-demo\CCook) Maodify
13 | \isnv-8man\Organization\Finances\Expens es Chris Cook (8man-demo\CCook) Maodify
14 Project Chris Cook (8man-demo\CCook) Modify
15 | \\srv-8man\Organization\Finances\Home Ali Mente (8man-demo\Ali Mente) Read & execute
16 | \\srv-8man\Organization\Finance s\Home Chris Cook (8man-demo\CCook) Modif
17 | \isv-8man\Organization\Finance s\New Project directory Chris Cook (8man-demo\CCook) Modify
18 | \isrv-8man\Organization\Finances\Offices Chris Cook (8man-demo\CCook) Maodify
19 | \isrv-8man\Organization\Finance s\Offices\Berlin HQ Chris Cook (8man-demo\CCook) Maodify
20 |W\srv-8man\Organization\Finance s\Offices\London Chris Cook (8man-demo\CCook) Maodify
21/ \srv-8man\Organization\Finance s\Salaries Chris Cook (§man-demo\CCook) Maodify
22 | \\srv-8man\Organization\Finance s\Salaries\Berlin Chris Cook (8man-demo\CCook) Maodify
23 \isrv-8man\Organization\Finances\Salaries\Minchen Chris Cook (8man-demo\CCook) Modify
24 \\srv-8man\Organization\Marketing\Events\The Art of Security\2011 ‘cradmin (8man-demol\cradmin) Full control
25 |\\srv-8man\Organization\Marketing\Events\The Art of Security\2012 ‘cradmin (8man-demolcradmin) Full control
26 \\srv-8man\Organization\Marketing\Events\The Art of Security\2013 cradmin (8man-demo\cradmin) Full control
7
28 1
29
30
kil
32
33
34 |
35 =
| configuration |_Organization ( srv-gman Org #2 ® i A0 ] o]
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5.3.2.6

Background / Value

Access Rights Management

Identify directories whose owners are not administrators

8MAN shows you all directories where the owner is not a local administrator group.

By excluding these owners you can avoid undesired access right changes.

Additional Services

Change directory ownership

Step by step process

Version:

8MAN

Permission Analysis

‘ @ Where does a user/group have () vSphere

access?
‘ @ Who has the privilege?

User Provisioning
& Active Directory EJ File server

@ Create new user or group ‘ @ Edit directory access rights

@ Edit group memberships

Security Monitoring

& Active Directory EJ File server

‘ @ AD Logga Report
® Who did what, except authorized
users (SoD)?
@ Who did what?

@ Detailed permission changes

® Who made changes?

All owner not administrator

Report configuration

& Start & Resources  [=] Permissions &% Accounts @ Dashboard

@ Multiselection M Logbook @ Scan comparision

Documentation & Reporting

@ Reports overview [l

@ Where has the user/group
access?

@ Who has access where?

B File server

@ All ‘Authenticated users"
permissions

@ All ‘Everyone’ permissions

@ All owner not administrator

QO configuration
@ Convert XML import file

@ Report configuration import

& Active Directory
@ Account Details
@ Inactive accounts
@ Local accounts

@ Manager-Employees

® All users with direct access
@ Permission difference
@ Unresolved SIDs

@ Where have employees of a
manager access (file serven?

@ Who has access through which
permission groups?

@ OU Members and group
memberships

® Users and groups (Kerberos, Last
logon)
B Exchange

‘ O Efirmpp e remtme

All owner not administrator

(\srv-8man\Organization)

& File server

~ Settings

The output format is XLS ~
Report execution mode started manually
re on specific path is Deactivated

Send email is Deactivated

1. Select "Start".

2. Click on "All owner not
administrator".

Enter a title for the report
and add a comment.

Define the range of the
report.

Define the desired report
settings.

Start the report.



X et
i
Past

r— T
e B-A-

Font 5

PAGELAYOUT ~ FORMULAS  DATA

Crs

ER Copy ~
T S Fommatpainter BT U7

Clipboard 5

REVIEW

Alignment 3

view
2 Wrap Text
Merge& Center = $ ~ %

Number

2D
Conditional Formatas Cell
Formatting~ Table - Styles~
5 Styles

= 5 &

Delete Format

Insert

cells

Documentation & Reporting

'" Open the report in Excel. SMAN
_ lists all directories whose

3 Autosum - A,
[l Fin- zv H

Sort& Find &
& Clear~

Filter - Select +
Editing

& i [x v %

path

| owners not administrators.

A

| B |

H J K [«

Report for

Path

onv-BmaniOrganization
\snv-Bman\Organization Finances

Open
snv-8manOr Paid\New folder
\isrv-8man!\Organization\Marketing\Events\The Art of Security\2011

Art of
\rv-8man\Organization\Marketing\Events\The At of Security\2013

Fi inan
cradmin
cradmin
cradmin
cradmin (8man-demolcradmin)
cradmin (Bman-demo\cradmin)

Configuration |_Organization ( srv-8man Org #2 ®
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5.3.2.7 Identify usage of "Authenticated Users"

Background / Value

The report shows all directories where the account "Authenticated Users" has access. Just like the
"Everyone" account, his technical user account should never be used to grant access to sensitive
resources. Scan the report for sensitive directories and remove the access rights for "Authenticated
Users".

Additional Services

Identify usage of "everyone"

Identify globally accessible directories (web client)

Step by step process

R 1. Select "Start".
& St & Resources [ Permissions . @ Dashboard @ N 1 Logbook @ Scan comparision  ® 2. Click on "All 'Authenticated

SMAN

Users' permissions".
Permission Analysis Documentation & Reporting
@ Where does a user/group have () vSphere @ Where has the user/group Q configuration
access? access?
‘ @ Who has the privilege? @ Convert XML import file
@ Who has access where?
® Report configuration import
L. & Active Directory y
User Provisioning B File server
Ac int Details
. B o5 ® Accou e @ All ‘Authenticated users’
& Active Directory [ File server @ Inactive accounts permissions
@ Create new user or group ‘ ® Edit directory access rights ® Local accounts @ Al Everyone permissions
® Edit group memberships ® Manager-Employees @ All owner not administrator
® OU Members and group @ All users with direct access
s ity Monitori ERuEs Sipe @ Permission difference
ecur! onitorin
y g [] :.Ls::‘)and groups (Kerberos, Last O (i8S
& Active Directory EJ File server @ Where have employees of a
(file ?
‘ @ AD Logga Report ® Detailed permission changes B Exchange G (g
@ Who did what, except authorized @ Exchange mailbox permissions U “:::\i::;“:i':'f"g" which:
users (SoD)? B e
@ Who did what?
® Who made changes?
Ready Sman-demolocal - © <Latestscan> <] 0)

S8MAN
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Enter a title for the report
and add a comment.

All "Authenticated users’ permissions . De fin e t h eran ge o f t h e
Report configuration AllAuthenticated users’ permissions.
report.
Define the desired report
settings.
- § e . Start the report.

~ Settings

The output format is XLS
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5.4 +8MATE for Exchange

In the areas of Documentation & Reporting the AddOn 8MATE for Exchange provides the following
functionality.

Report: Who has access to what?

Report: Identifying Mailbox access rights

S8MAN
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5.4.1 Management Reports

5.4.1.1 Who has access to what?

Background / Value

Managers and team leads know best who should have access to what. Having an understanding of your
access rights situation is extremely important, especially for public Exchange folders and mailboxes.
The report "who has access to what?" provides an overview of all users and their access to public
folders. In addition 8MAN highlight the access right "send as", due to its potential risk.

Step by step process

Version:

Select "Resources".

8MAN

# Start & Resources Permissions &% Accounts @ Dashboard Multiselection [0 Logbook @ Scan comparision @ 2- Right CliCk on any or a”
Romae 1 @y pilc Flders — public folders. Select the
[ @ Resources ftter st evet 2 | ey report ”Who has access
T ful path Description | Accessrights FolderSize fl + 47 pccess rights Py .
ot where?" from the context
@SharePoint £ o3

Exchange 25 3
T EEIE menu.
- Eftlkv{xcmuss.ﬂmmdemu.lml @ All permissions

Al Public Folders L. [ Default (Exchange\Defaul
e T — S Do

Hid

+B[EO Marketing Marketing1@&man-demollo... 5
i~ [1@ Purchasing

B0 Sales

B0 support Support1@8man-demoJlocal 6
Mailboes

vSphere
Purpose Groups

Accounts with permissions

Users/groups with access right: All permissions
| @riter 2 |
|o Users @ Groups @ Contacts @ Computers \

Name E
1 Anonymous (Exchange\Anonymous) 1
=
(0 Defautt (Bxchange\Defaut) 1

Enter a title for the report
and add a comment.

Who has access where?

Define the range of the
Report configuration Who has access where?
E— Aces gt eport o esurce i dealedpemissions report. In order to reduce
e complexity, we recommend

selecting "user view" in the
"group settings" area. All

Levels to resolve under the selested resource

v s oo s s e other settings are targeted

o at expert users.

- Z:“;:‘*“i"gs Define the desired report
settings.

 settings Start the report.
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5.4.1.2 Identify mailbox permissions

Background / Value

8MAN generates a variety of reports that shows Mailbox access rights. These include:

Mailbox directories and their access rights

Properties (Mailbox size)

Deputies for Mailboxes

Out of Office notices

Mailboxes and their directories require a high degree of security. However, in practice they often
contain excessive access rights. It is extremely important to maintain an overview of these rights as
folders often contain sensitive Emails.

Additional Services

"Send As" access rights are shown in the report "\Who has access to what?".

Step by step process

Select "Start".

SMAN

. " .
& Start & Resources  [=] Permissions & Accounts @ Dashboard ¥ Multiselection [ Logbook @ Scan comparision ® . CIICk on EXChange MGIIbOX

P "

permissions .

Permission Analysis Documentation & Reporting
‘ @ Where does a user/group have () vSphere ® Reports overview O Configuration
access? ‘ ® Who has the privilege? ® Where has the user/group @ Convert XML import file
access?

@ Report configuration import
@ Who has access where?

User Provisioning & Active Directory

3 File server
® Ac nt Details
ccou ils
& Active Directory EJ File server © All“Authenticated users® o "
. nactive accounts
® Create new user or group ‘ ® Edit directory access rights permissions
@ Edit group memberships @ Al "Everyone’ permissions @ Local accounts

@ All owner not administrator @ Manager-Employees

@ OU Members and group

® Al users with direct access
memberships

Security Monitorin ission dif
y g O e aelieem @ Users and groups (Kerberos, Last
& Active Directory EJ File server @ Unresolved SIDs logon)
" . ® Where have employees of a
a ‘ @ AD Logga Report @ Detailed permission changes e i B Exchange

. wne. ‘:'S::;‘)“ except authorized @ Who has access through which (@3] ® Exchange mailbox permissions
’ permission groups?

@ @ Who did what?

® Who made changes?

rmon demolocal "°<Latﬁsts:an> g o
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Enter a title for the report
and add a comment.

Exchange mailbox permissions. . Defin e th eran ge Of th e
Report configuration Exchange mailbox permissions
report.
Define the desired report
settings.
S Start the report.

~ Settings

The output format is BDE

- & Baltell, Luca
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5.5 +8MATE for Sharepoint

In the areas of Documentation & Reporting the AddOn 8MATE for Exchange provides the following
functionality.

Report: Who has access to what?

Report: Where do users and groups have access?
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5.5.1 Management Reports

5.5.1.1 Who has access where?

Background / Value

Managers and team leads know best who should have access to what. Having an understanding of your
access rights situation is extremely important, especially for sensitive SharePoint resources. The report
"Who has access to what?" provides an overview of all users and their access to SharePoint.

The report allows responsible managers to make information based decisions in order to answer two
central questions:

e Who should have access to what? (Increase in data security)

e Which access rights should exist? (improvement of data integrity)

Additional Services

Managing access rights to SharePoint resources

Step by step process

1. Select "Resources".

8MAN

& Start & Resources [ Permissions o Accounts @ Dashboard [ Multiselection [0 Logbook @ Scan comparision @ 2. ngh t-click on a SharePoint
l #] o, 5 Poral Home e - resource. Select the report
[ reourees s o e e o " o
full path Description Aceessrights Foldersize J| ~ #f Access rights G V4 Who has access to What'
E Active Directory

el » Descipion from the context menu.

SRV-EMAN (Application)

v

list to cu.
ler site

&7 OpenLoghook

nd edit pages, list...

Copyas path
B Comrese: Can edit and aporove paces. s te..

Images hitp://portal 8man-
Links httpi//portal éman-
News http://portal 8man-
Pages http://portal 8man-
Reusable Content
Search httpi//portal 8man-
Site Collection Documents _itp://portal 8man- o
© Site Collection Images  http://portal 8man- This system library was c...
.Site Directory web Name -l

ny News Home

Accounts with permissions

Users/groups vith sccess right: All permissions
[@Fie o |
| @ Users @ Groups @ Contacts @ Computers |

Sites http//portal Sman
© Style Library. htp://portal gman Use the style library to ... O cdodmin (Bman-demoadadmin) S ~
=S (LT 2 A= @15 Administrator (8man-demo\Administrator) 24
- [TT] Team Discussion http://portal.8man- Use the Team Discussio.. &5 Ammy Tiwana (8 Sh
[T WorkflowTasks it portl8man-demos.co. Tissystem brary was .. -
Exchange s
vSphere ny 34
© Purpose Groups & 19 Anthony Davis (Bman-demo\ADavis) 1
T 1
& 15 8aum, Adam (8man-demo\Adam Baum) 6
&1 Bruce Elington (8man-dema\BEliingtor) ETN
B BUILTINAdministrators 1 v
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Enter a title for the report
and add a comment.

= Define the range of the
o e —— report. In order to reduce
S complexity, we recommend
selecting "usersview" in the
"Group settings" area. All

Who has access where?

Levels to resolve under the selected resource

v s oo s s e other settings are targeted
o at expert users.
" Group seiing: Define the desired report
= M O - settings.
Start the report.
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5.5.1.2

Background / Value

Where do users and groups have access?

The report "Where has the user/group access?" lists the access rights of user and group accounts to
selected file server directories in one simple document.

Step by step process

Version:

8MAN

# Start & Resources

Permission Analysis

® Where does a user/group have
access?

User Provisioning

& Active Directory

® Create new user or group

@ Edit group memberships

Security Monitoring

& Active Directory

‘ @ AD Logga Report

Permissions

o Accounts

(& vsphere

‘ @ Who has the privilege?

EJ File server

‘ ® Edit directory access rights

B2 File server
® Detailed permission changes

@ Who did what, except authorized
users (SoD)?

@ Who did what?

® Who made changes?

Who has access where?

~ Details
v Filter
~ Group settings

Group and

Transiate names of groups to purpose group name

Usersview

Groups will be replaced by their members Listview

~ Settings

Store on specific path is Deactivated

Send email is Deactivated

S8MAN

@ Dashboard

& Multiselection

[0 Logbook

© Scan comparision

Documentation & Reporting

® Reports overview

Py @ Where has the user/group
access?

@ Who has access where?

B File server

@ All "Authenticated users”
permissions

@ All ‘Everyone' permissions
@ All owner not administrator
@ All users with direct access
® Permission difference

® Unresolved SIDs

@ Where have employees of a
manager access (file serven)?

@ Who has access through which
permission groups?

Q configuration

® Convert XML import file

@ Report configuration import

& Active Directory
@ Account Details
® Inactive accounts
@ Local accounts
@ Manager-Employees

@ OU Members and group
memberships

@ Users and groups (Kerberos, Last

logon)

B Exchange

‘ @ Exchange mailbox permissions

Who has access where?

Access right report on resources with detailed permissions.

Select "Start".

Click on "Where do
Users/Groups have
access?".

Enter a title for the report
and add a comment.

Define the range of the
report. In order to reduce
complexity, we recommend
selecting "user view" in the
"group settings" area. All
other settings are targeted
at expert users.

Define the desired report
settings.

Start the report.
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6.1 Active Directory

6.1.1 +8MATE AD Logga

The problem

Changes to Active Directory or file servers are made by a variety of employees. Without full monitoring,
security risks and inconsistencies in the processes are created.

Security risks

Security risks often occur when group memberships give unauthorized employees access to sensitive
documents. If group memberships are revoked again immediately, the security incident is usually not
recognized.

Confusing processes

Confusing processes can only be improved if the current process can be analyzed and understood. Who
manages group memberships and resets passwords? Where do problems occur and where is more
coordination required. Analyzing past mistakes can be very beneficial in designing a solid process for
group assignments.

The solution

8MAN creates transparency of the access rights situation in Active Directory. The AD Logga expands this
transparency to include the entire history of access rights changes in your system. This even includes
any changes made outside of 8MAN. Security relevant temporary group memberships thereby become
completely transparent. Through our configurable reports all activities related to user accounts, objects,
groups and attributes become fully tracable and transparent.

This is achieved with the AD Logga

e Giving Administrators a complete picture of all AD activity, allowing them to optimize processes.

e Auditors recognize security incidents and all involved parties. This way the appropriate remedies can
be implemented.

e The management has the certainty: With its monitoring, AD Logga provides the data for internal
security and process improvements.

e The AD Logga alerts proactively inform you. Should someone manipulate security-related accounts or
groups, the administrator will be informed immediately.
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6.1.1.1 Report: monitor changes in Active Directory

Background / Value

The 8MATE AD Logga allows you to monitor current processes in your Active Directory. 8MAN even
captures all changes made with native tools including temporary changes. From a security perspective
any actions related to event types and event authors are extremely important.

Monitoring of event types Monitoring of event authors
Changes to: e Users

o Attributes e Groups

e Users e Computers

e Computers
e Groups

e Passwords
e Accounts

e Members

Additionally you are able to filter according to object class and attribute. Please note that these settings
are geared towards expert users. If you apply a filter for a rare object this may cause the report to
deliver unexpected results.

Additional services

Analyze AD Logga events with the logbook

Set alerts for groups

Set alerts for user accounts

S8MAN
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Step by step process

- n n
8MAN 1. Select "Start".
& Start & Resources  [=] Permissions £ Accounts @ Dashboard [ Multiselection [ Logbook @ Scan comparision 2- CliCk on ”AD Logga Report”-

Permission Analysis Documentation & Reporting
‘ @ Where does a user/group have () vSphere ® Reports overview O Configuration
B
aceesst ‘ ® Who has the privilege? ® Where has the user/group @ Convert XML import file
access?

@ Report configuration import
@ Who has access where?

User Provisioning & & Active Directory
e server @ Account Details

& Active Directory B3 File server © All“Authenticated users® )
. @ Inactive accounts
@ Create new user or group ‘ @ Edit directory access rights permissions

All *Everyone’ permissions ® Local accounts

® Edit group memberships

All owner not administrator @ Manager-Employees

@ OU Members and group
memberships

Al users with direct access

Permission difference

Security Monitoring ® Users and groups (Kerberos, Last

& Active Directory EJ File server UnrszolvedSID= logon)
. o Where have employees of a
@ Detailed permission changes e st a1 Exchange
O DL, 5 e T @ Who has access through which ‘ @ Exchange mailbox permissions.

users (SoD)?

permission groups?

@ Who did what?

® Who made changes?

S cemolocal < © <ot s>

Enter a title for the report
and add a comment.

Define the date range of the
Report configuration AD Logga Report

e report.
Comment cm .
T e Select domains whose
Domains

events should be captured
in the report.

AD Logga Report

Event Type

Event Author

To search for e

Object Class

~ Settings

The output format is XLS
Create report for all accounts in one document.
Report execution mode started manually

Store on specific path is Deactivated

Send email is Deactivated

~ Save your report configuration

8man-demoJlocal - [} @ <latestscan> -
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Define the range of the report

by setting filters. By definition

AD Logga Report filters exclude the selected
Reportconigurtion A0 Logga Report data.

1. Add thetype of events that
you would like to include in
the report.

2. Add the authors of events
that you would like to
include in the report.

—_— 3. Add all object classes that

o ot o 5 you would like to include in

Create report for all sccounts in one document.

| ~ Report of monitored Active Directory events.

|Event Type

4. Add all attributes that you
would like to include in the
report.

By saving AD Logga report
configurations as templates
AD Logga Report you can save valuable time by
e S reusing complex report

Event Type configurations.

~ 1 Template available

i 1. Select an existing template.

v Createdon v Author -

New Users Created 2/15/2017 11:55 AM 8MAN-DEMO\cradmin 2. Sa Ve th e Cu rren t
Chiect Clos configuration as a template.

Event Author

Attribute

~ Settings

Ovenite the used template with the current report configuration.

© . New
Save the eurrent report configuration in a new template,

Start Discard

=20 © <Latest scan>

S8MAN
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1. Define the desired report
settings.

AD Logga Report

2. Start the report.
Report configuration

Event Type

AD Logga Report

Report of monitored Active Directory events.

~ 1 Template available

Event Author

Name v Createdon ¥ Author -

Please sel r more user New Users Created 2/15/2017 11:55 AM BMAN-DEMO\cracimin

To search for events of all users leave this ield empty

Object Class

Attribute

. Save template
we this field empty. Name: Name
Description [Descriprion (optional
 Settings © [l overwite

Overwrite the used template with the current report configuration,
The output format is XS ¥

Report execution mode started manually
Store on specific path is Deactivated
Send email is Deactivated

Creste report for all accounts in one document. ‘O  New

Save the current report configuration in a new template,

gman-demolocal ~ RES=0 @ <Latest scan>
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6.1.1.2 Identify temporary group memberships

Background / Value

8MATE Logga closes a number of important security gaps. One of the most important one is temporary
group memberships. Insider threats grant themselves access to secret directories, copy data and then
revert back to the original state after performing their desired actions. Without the AD Logga these
types of activities remain undetected.

Additional Services

Analyze AD Logga events with the logbook

Set alerts for groups

Set alerts for user accounts

Step by step process

1. Select "Start".
2. Click on "AD Logga Report".

@ Dashboard

8S8MAN

& Start & Resources [ Perm £ Accounts & Multiselection [0 Logbook @ Scan comparision

Permission Analysis Documentation & Reporting

(9 vSphere QO Configuration

‘ @ Who has the privilege?

® Where doesa
access?

user/group have @ Reports overview

@ Where has the user/group
access?

® Convert XML import file

@ Report configuration import
@ Who has

User Provisioning - & Active Directory
N e server @ Account Details

& Active Directory EJ File server

93
)

S8MAN

® Create new user or group

@ Edit group memberships

Security Monitoring

A Active Directory

@ AD Logga Report |8

‘ ® Edit directory access rights

EJ File server

@ Who did what, except authorized
users (SoD)?

@ Who did what?

@ Who made changes?

@ All “Authenticated users®

@ All ‘Everyone' permissions

administrator
@ All users with direct access
@ Permission difference

@ Unresolved SIDs

@ Where have employees of a

permission groups?

manager access (file server)?

@ Who has access through which

@ Inactive accounts

@ Local accounts

@ Manager-Employees

@ OU Members and group
memberships

@ Users and groups (Kerberos, Last
logon)

B Exchange

‘ @ Exchange mailbox permissions.




AD Logga Report

Report configuration

AD Logga Report

Title [Titte:

Event Type

Comment [ Comment

| [ @i

Report time range Fixed time span 2/13/2017 12:04 PM -

115/2017 1204 M

Account activated

Domains

8man-demolocal

Account locked
Account unlocked

Changed attrib

Event Type

Member added!

Computer created
Computer deleted
Group created

Event Author

L

Other abjects created
Other objects deleted

‘%Mgmmddm
‘ lember removed

Removed attribute.

Object Class

d ]

~ Settings

The output format is XLS
Create report for all sccounts in one document.
Report execution mode started manually
ecific path is Deactivated
Send email is Deactivated

User created
User deleted

~ 1Template available (@

Security Monitoring

Enter a title for the report
and add a comment.

Define the range of the
report. For the event type
select "member added" and
"member removed".

Define the desired report
settings.

Start the report.
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6.1.1.3

Background / Value

Identify locked user accounts

In the best case scenario, an attempted login with someone elses account ends with a locked user
account. The AD Logga shows you from which computer the attack occurred.

Additional services

Analyze AD Logga events with the logbook

Set alerts for groups

Set alerts for user accounts

Step by step process

& Account:

Permission Analysis

(& vsphere

® Where does a user/group have
access?

‘ @ Who has the privilege?

User Provisioning

& Active Directory EJ File server

@ Create new user or group ‘ @ Edit directory access rights

@ Edit group memberships

Security Monitoring

& Active Directory EJ File server

@ AD Logga Report |9

@ Detailed permission changes

users (SoD)?
@ Who did what?

® Who made changes?

®®
©

S8MAN

@ Who did what, except authorized

Multiselection [ Logbool

© Scan comparisi

Documentation & Reporting

® Reports overview

@ Where has the user/group
access?

@ Who has access where?

EJ File server

@ All ‘Authenticated users"
permissions

@ All ‘Everyone' permissions

@ All owner not administrator
@ All users with direct access
@ Permission difference

® Unresolved SIDs

@ Where have employees of a

permission groups?

manager access (file server)?

@ Who has access through which

Q configuration

® Convert XML import file

@ Report configuration import

Fo Active Directory

@ Account Details

@ Inactive accounts

® Local accounts

@ Manager-Employees

@ OU Members and group
memberships

@ Users and groups (Kerberos, Last
logon)

B Exchange

‘ @ Exchange mailbox permissions

1. Select "Start".
2. Click on "AD Logga Report".



Security Monitoring

Enter a title for the report
and add a comment.

AD Logga Report

Define the range of the
Report cunﬁguration AD Logga Report t
Title [Tite - re, p ort.
=== For the event type select

Report time range Fixed time span 2/18/2017 1:36 PM - 2/20/2017 1:36 PM

Domains nt sctiate " "
o v 'Account locked

p— Define the desired report
e settings.

Group created
Group deleted

Event Author . Start the report.

Please select one or more user
To search for events of all users leave this field empty

Object Class

~ Settings

The output format is XLS

© 2018 Protected Networks GmbH



170 | Access Rights Management

6.1.1.4 Monitor password resets

Background / Value

With the 8MATE AD Logga you can monitor the process of resetting passwords. Within this process there
is an inherent security risk. For example, if a helpdesk employee secretly resets the password of a
manager or executive, they can sign on with a temporary password and gain access to sensitive
information. The Manager would probably not notice this and only be confused about why his password
is no longer valid, perhaps even thinking that he forgot his password, and then simply request a new
one from support.

Additional Services

Analyze AD Logga events with the logbook

Set alerts for groups

Set alerts for user accounts

Step by step process

B 1. Select "Start".
s e 2. Click on "AD Logga Report".

Berechtigungsanalyse Dokumentation & Reporte
@ Wo haben Benutzer/Gruppen . [e]
Zugrit?
® Wer hat wo Zugriff? @ Import fiir Report-Konfigurationen
@ Wo hat ein Benutzer/Gruppe @ Konvertierung von XML Import-
Zugrifi? Dateien
Benutzerverwaltung
& Active Directory EJ Fileserver
& Accounts & Ressourcen
@ Benutzer und Gruppen (Kerberos, | @ Alle ‘Authentifizierten Benutzer'
® Ein neues Benutzerkonto oder ‘ @ Berechtigungen bearbeiten Last logon) Berechtigungen
Gruppe anlegen
® Inaktive Konten @ Alle direkt berechtigten Benutzer
® Gruppenmitgliedschaften
bearbeiten ® Konto-Details @ Alle ‘leder’ Berechtigungen
® Lokale Konten @ Berechtigungsdifferenz-Report
® Mitarbeiter von Managern @ Berechtigungsgruppen
Sicherheitsiiberwachung @ OU Mitglieder und @ Unaufgelsste SIDs
Gruppenzugehorigkeiten
| ® Ame verwaten & Active Directory © Yerzedhmisse ohne administratie
'AD Logga Report ) B2 Exchange
@ & Feserer ] ) R —
= @ Exchange Postfach- Managers Zugriff (Fileserve)?
® Dateizugriffe B Exchange Berechtigungen
@ Hat ein unerlaubter Zugriff ‘ @ Exchange Logga Report
stattgefunden (SoD)
@ Wo haben Anderungen
stattgefunden?
Bereit BMAN-DEMOLOCAL ~ | & [ @ <Neuesterscan> +| @ =
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AD Logga Report

Report-Konfiguration

AD Logga Report

Ereignistyp

| aFiter

Reportzeitraum Fester Zeftraum 01022014 13:30 -

Attribut entfernt

Doménen

8man-demolocal

Attribut gesndert
Attribut hinzugefigt
Benutzer erstelt

Benutzer gelascht

Ereignistyp

Computer erstellt

Kennwort zuracksetzen

Computer geloscht
Gruppe erstelit
Gruppe geloscht

Kennwiort zuricksetzen

Ereignis-Autor

Konto aktiviert

Bitte wahlen Sie einen oder mehrere Benu
ler B

Konto deakiviert
Kanto entsperrt
Konto gesperrt

Mitglied entfernt

Objekt Klasse
h

Mitglied hinzugefigt

‘Sonstige Objekte erstellt

 Einstellungen

Das Ausgabsformat ist XLS *
Reportausfiihrung wird manuell gestartet
Speiche st deaktiviert

E-Mail Versenden st deakiviert

+ 1Vorlage verfiighar

‘Sonstige Objekte geloscht

8MAN-DEMO.LOCAL -

-1 @ <Nevester Scan>

H S ADLogga o
Datei Start nlayout  Formeln  Daten rifen  Ansicht QU ndt 9, Fr
A389 M Fe o
1 B | c | D | L F L[4
1 [Zeit Au Objekt Objekiklasse Ereignis Attibut Name A
2 | 26.02.2014 16:56 cradmin (8man-demolcradmin) Bino, Al (Bman-demo\Al Bino) Userfuser) Kennwort zurtcksetzen [I
3 |28.02.2014 15:40:35 cradmin (man-demolcradmin Zifer, Lou (8man-demolLou Zifer) User(user) Kennwort zurtcksetzen
4 11.03.2014 09:15:01 Administrator (3man-demo\Administrator) Zifer, Lou (8man-demolLou Zifer) User(user) Kennwort zurticksetzen
5 13.03.2014 14:50:42 Administrator (3man-demo\Administrator) Zifer, Lou (8man-demo\Lou Zifer) User(user) Kennwort zurtcksetzen
5 10.03.2015 11:49:04 neadmin (8man-demo\neadmin) Borg Inge (man-demolinge. Borg) User(use) Kennwort zurlcksetzen
7 110.03.2015 12:31:32 neadmin (3man-demolneadmin) Borg. Inge (man-demolinge. Borg) User{user) Kennwort zurlicksetzen
8 110.03.2015 16:12:28 Administrator (3man-demo\Administrator) Krise, Christiane (3man-demolChristiane Krise) User(user) Kennwort zurlicksetzen
10.03.2016 15:47:05 Administrator (8man-demo\Administrator) Ander, Ole (8man-demo\Ole Ander) User{user Kennwort zurlicksetzen
010.03.2015 16:50:09 neadmin Aber, Mark (Bman-demo\Mark Aber) User{user Kennwort zurlicksetzen
11]10.03.2015 16:50:09 neadmin Alien, Amold (8man-demo\Amold Alien) User{user Kennwort zurlicksetzen
12[10.03.2015 16:50:09 neadmin Aloe, Vera (8man-demo\Vera Aloe) User{user) Kennwort zurticksetzen
13[10.03.2015 16:50:09 neadmin Ander, Ole (8man-demo!Ole Ander) User(user) Kennwort zurtcksetzen
14110.03.2015 16:50:09 neadmin Ander, Cori (8man-demo\Cori Ander) User(user) Kennwort zurticksetzen
1510.03.2015 16:50:09 neadmin (8man-demolneadmin) Aner, Dominik (man-demo\Dominik Aner) User(user) Kennwort zurtcksetzen
16110.03.2015 16:50:09 neadmin Angebrandt, Angie (8man-demo\Angie Angebrandt) User(use) Kennwort zurlcksetzen
7110.03.2015 16:50.09 neadmin Agfel, Adam (8man-demo\Adam Apfel) User{user) Kennwort zurlicksetzen
810.03.2015 16:60:09 neadmin Abeit, Andi (8man-demo\Andi Arbeit) User(user) Kennwort zurlicksetzen
910.03.2015 16:60:09 neadmin Am, Armin (man-demo\Armin Arm) User{user Kennwort zurlicksetzen
0110.03.2015 16:50:09 neadmin Aroni, Mark (8man-demo\Mark Aroni) User{user Kennwort zurlicksetzen
1/10.03.2015 16:50:09 neadmin Asil, Claire (man-dema\Claire Asil) User(user Kennwort zurlicksetzen
210.03.2015 16:50:09 neadmin Auer, Karl (8man-dema\Karl Auer) User{user) Kennwort zurticksetzen
310.03.2015 16:50:09 neadmin Auhss, Ann (8man-demo\Ann Auhss) User(user) Kennwort zurtcksetzen
4110.03.2015 16:60:09 neadmin Autsch, Anke (8man-demo\Anke Autsch) User(user) Kennwort zurticksetzen
510.03.2015 16:50:09 neadmin (8man-demo\neadmin) Azubi, Andy (8man-demo\Andy Azubi) User(user) Kennwort zurtcksetzen
510.03.2015 16:50:09 neadmin Baba, All (3man-demo\Ali Baba) User(use) Kennwort zurlcksetzen
710.03.2015 16:50:09 neadmin Bach, Klara (man-demolklara Bach) User{user) Kennwort zurlicksetzen
310.03.2015 16:60:09 neadmin Baer, Johannes (3man-demoJohannes Baer) User(user) Kennwort zurlicksetzen
9 10.03.2015 16:60:09 neadmin Baer, Roy (3man-demoiRoy Baer) User{user Kennwort zurlicksetzen
)10.03.2015 16:50:09 neadmin Baem, Al (man-demo\Al Baem) User{user Kennwort zurlicksetzen
31(10.03.2015 16:50:09 neadmin Balken, Dan R. (8man-demo\Don R. Balken) User(user Kennwort zurlicksetzen
3210.03.2015 16:50:09 neadmin Becher, Joe Kurt (man-demolJoe Kurt Becher) User{user) Kennwort zurticksetzen
10.03.2015 16:5009 nead Beter, Walter mo\Walter Beiter) User(user) Kennwort -
Konfiguration | Ereignisse er Konfiguration : [0 ] [
Bereit E -—— -+ 1m0%

Enter a title for the report
and add a comment.
Define the range of the
report. For the event type
select "reset password".
Define the desired report
settings.

Start the report.

Open the report in Excel. On the
tab "events" you can see a list
of all passwords that have
been reset.
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6.1.1.5 Analyze AD Logga events with the logbook

Background / Value

By using the reports you can regularly analyze all the tracked events at a detailed level. You can find the
information needed much faster by using the logbook.

Additional Services

Identify temporary group memberships

Identify locked user accounts

Monitor password resets

Set alerts for groups

Set alerts for user accounts

Step by step process

NBMAN o 1. Choose "Logbook".
5

# Start & Ressourcen [ Berechtigungen & Accounts @ Dashboard [ Mehrfachauswahl [0 Logbuch ~ © S 2. Setthe timeframefor the
2 Freitag, 7. Oktober 2016 Iogbook analysis,
[Cececocococes] [z | .
e Er——— | 3. Use the filters to focus on

® zeitv Kommentar

. the desired events.
4. Select all events of one day.

Mo 05122016 2
Foo02122016 4
Do 01122016 &
Mi 30112016 3
DI 20112016 3 1 2
Mi 23112016 20 5

1342 cradmi Der brauch admin rechte, damit.

& Logga Konfiguration
w & » ~ @ Logga Status-Meldungen

1303 AD Logga SRV-BMAN
1258 AD Logga SRV-BMAN
NT-AUTORITATSYSTEM

& in

08 1304 ADLogga SRV-EMAN
®

®

=]
?

i 22112016 & 2 s ) §0 1256 NT-AUTORITATISYSTEM
Mo 21112016 4 1

sa 1011206 s 5
Foo18112016 1 o

Mo 14112016 8 s .
[ ® «
Mo 10102015 3 2 =

o orizom6fie |5 1 6 1 @3 O |
Do 06102016 B

i 0510206 1 ol B

Mi 28002016 7 B 2

Mi 03082016 @ « H 18

Mi 27072016 2 2

bi 26072016 3 2 .

' bei Clean - lean - in'0
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o

Freitag, 7. Oktober 2016

M Logbuch

Mo 05122016
Fro 02122016
Do 01122016
Mi 30112016
Di 20112016
Mi 23112016
Di 22112016
Mo 21112016
sa 19112016
Fr 18112016

8o s o8 s s~ (] Anterungengesamt

®

.
4
i

0
.

Mo 14112016 8 s
Di 11102016 43 © 1 8]
Mo 10102016 34 2 °
F_ 07102006 & 31 e [ 5
Do 06102016 8 s
Mi 05102016 10 2 H TE -
Mi 28002016 7 B 2
i csosa0t6 . | s
Mi 27072016 2 2
i 26072016 3 2 1

Autor

1312 cradmin
cradmin (gman-demol cradmin)

cradmin (gman-demolcradimin)

inistrator (§man-demo\Administ

trator)

Kommentar

brauch ad hte, damit

AD Logga fur 8man-demolocal

|

ing durch

Gruppenmitgied Cle: lean -

* hinzugefigt.

Bereich ein- baw. ausklappen

Select a cell (an event type)
to filter the results to your
request.

2. 8MAN displays all results.
The footsteps indicate the
AD Logga results. Select a
result.

3. 8MAN displays all details to

the result.
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6.1.1.6 Set alerts for groups

Background / Value

Employees receive their access rights through group memberships. Especially sensitive groups grant
access to secret folders and other important resources. SMATE AD Logga allows you to actively monitor
specific AD groups so that an alert is received if new members are added.

Due to the nested group structures in Active Directory it is important to monitor group memberships,
that occur from new indirect memberships. For example: The group "secret data" is a memberin the "C-
Level" group which is being monitored. 8MATE AD Logga alerts will notify you even if members are only
added to the "secret data" group since these users are also indirect members of the "C-Level" group.

Additional services

Set alerts for user accounts

Manage alerts

Step by step process

Find the desired group by
entering its name into the
search field.

2. Right click on the group and
select "Create alert" from
the context menu.

8MAN

# Start & R =] Permissions &% Accounts

- > Graph 2

& Create new user or group.

(TR o = CXTEEE o

S8MAN
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Name the alert and add a
comment.

Activate the checkbox to
include indirect group
memberships in the alert
functionality.

Create alert

Create an alert for ‘Domain Admins (8man-demo\Domain Admins)’ that
will execute the selected actions when occured.

Event Group memberships changed

You can select any number
1 of email recipients.
Acton Send email Additionally alerts can be

2 Cbserve indrect group memberships

P e
Enter

. displayed in the windows
e - event display.

Language [ English

Action Wiite to Windows event log . You must enter a comment.

New policy to manitor domain adrmins group.

Create the alert.
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6.1.1.7 Set alerts for user accounts

Background / Value

The 8MATE AD Logga allows you to monitor the process of resetting passwords. Within this process
there is an inherent security risk. For example, if a helpdesk employee secretly resets the password of a
manager or executive, they can sign on with a temporary password and gain access to sensitive
information. In this scenario the designated users are informed.

Additional services

Set alerts for groups

Manage alerts

Step by step process

Find the desired user by
entering their name into the
search field.

Right-click on the user and

R ot et ' select "Create alert" from
o the context menu.

) Edit attributes
Move object

& Enable maibox
Add note

S8MAN



Create alert

Create an alert for "Domain Admins (8man-demo\Domain Admins)’ that
will execute the selected actions when occured.

Action Send email

[

e s by separating them with 2 semicolon,

Language [Ergian

({07 i, Edmburgh, oo, London

Action Write to Windows event log

Some]

Security Monitoring | 177

Enter a title for the alert.
Select an event for which
you want to receive the
alert.

You can select any number
of email recipients.
Additionally alerts can be
displayed in the windows
event log.

You must enter a comment.

Create the alert.
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6.1.1.8 Run ascript after an alert

Background / Value

Run a script after the FS Logga or AD Logga has triggered an alert. For example, you monitor a security-
critical group for membership changes and the script automatically resets memberships back to default.

Additional Services

Manage alerts

Step by step process

[y

. Select "Start".
© Scan comparision 2. Click on "Manage alerts".

Permission Analysis Documentation & Reporting
‘ @ Where does a user/group have @ Reports overview Q configuration
access?
® Where has the user/group access? @ Convert XML import file
® Who has access where? ® Report configuration import
User Provisioning & Active Directory B3 File server
& Accounts & Resources ® Account Details ® Al ‘Authenticated users'
permissions
@ Create new user or group ‘ @ Edit access rights @ Inactive accounts
@ All ‘Everyone’ permissions
@ Edit group memberships. @ Local accounts
@ All users with direct access
® Manager-Employees.
@ Directories without administrative
. . . ® ou NLemi:‘ers and group owners
memberships
Securlty Monltorlng @ Permission difference
® Users and groups (Kerberos, Last
& Active Directory logon) ® Unresolved SIDs
‘ @ AD Logga Report @ Where have employees of a
EJ File server B Exchange manager access (file server)?
@ Who did what, except authorized Bl Exchange ® Exchange mailbox permissions ® Who has access through which
users (SoD)? permission groups?
‘ @ Exchange Logga Report
® Who did what?
@ Who made changes?
4
Ready. SMAN-DEMOLOCAL ~| & [@ <latestscan> *] @ [ ]

Double-click an entry.

Manage alert definitions system-wide.

| @ Fer 7]
(] State Name - Resource Event Threshold Action
“C-level® & . . Send email
. v demo\Cleve) Clevel Leve) £ Group memberships changed Write to Windows event I
_ _ ) ) Send email I
N R ] i
" "Domanen-Admins" £ Group e e seript
/ Berechtigungsanderungen am Verzeichnis fur Vertrieb  \isrv-8mani\Vertrizh B changesin directory Send email
. /' Kennwort zuriickgesetzt fir Krise, Christiane Krise, Christiane (8man-d..\ChristianeKrise) & Password reset epdicpnd
; g Write to Windows event log
Konto gesperrt fiir Krise, Christiane (man-demo 3 Send email
@ V' \ChrintomaKiise) Kiise, Christiane (8man-d..\ChristianeKrise) & Account locked Wiite 10 Windows event log
Send email
@ / Mogliche Virusattacke auf dem Fileserver fur srv-8man  \isrv-8man B Changesin file server 1000x / 205 e
@ - Magicher Datendiebstahl auf dem Feserver fur R B Crangesin e sener 20004/ 5m Send mai
srv-Bman
Edit Delete Deactivate

S8MAN
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Edit alert < 1. ChOOSE’ ACtiOnSn

Edit an automatically executed alert for ‘Domi

2. Enable script execution.

ALERT NAME EVENT THRESHOLD ACTIONS CATEGORY

o 7

3. Select a script.

To activate the option, a script
configuration for alerts must be
To‘adm\'n@ﬂman-dzmn.\ocsl M StOf'Ed.

Language | English

Time zone | UTC

UndoGroupMemberShipChange
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6.1.1.9

Background / Value

Access Rights Managemen

Manage alerts

You can modify saved alerts at any time on the 8MAN home page.

Step by step process

Permission Analysis

® Where does a user/group have
access?

User Provisioning

& Accounts &5 Resources
@ Create new user or group

@ Edit group memberships

Security Monitoring

‘ Manage alerts i3

B File server

@ Who did what, except authorized B2l Exchange

users (SoD)?
® Who did what?

® Who made changes?

9
@

‘ ® Edit access rights

& Active Directory

‘ @ AD Logga Report

& M

~

2.

& Anton Admin ~

Documentation & Reporting

® Reports overview
® Where has the user/group access?

@ Who has access where?

Active Directory
Account Details
Inactive accounts

.

L)

® Local accounts
® Manager-Employees
.

U Members and group
memberships

® Users and groups (Kerberos, Last
logon)

B Exchange

| @ Exchange mailbox permissions

‘ ® Exchange Logga Report

Q configuration

@ Convert XML import file

@ Report configuration import

3 File server

® All'Authenticated users’
permissions

@ All Everyone' permissions
@ All users with direct access

@ Directories without administrative
owners

® Permission difference
® Unresolved SIDs

® Where have employees of a
manager access (file server)?

@ Who has access through which
permission groups?

Ready

8MAN-DEMOLOCAL ~] & [@ <Latestscan> -] @

Select "Start".
Click "Manage alerts".

8MAN shows you all alert

Manage alert definitions system-wide. Q

| 7 |
(] State Name Resource Event Threshold Action
“C-Level™ ar - Send email
. §  cemoc-Level) Clevel Level) # Group memberships changed Write to Windows event log 1
1 o . . N . Send email ‘
‘ v D geandert & Group hanged Crarmcm
. /' Berechtigungsanderungen am Verzeichnis fur Vertrieb  \srv-8maniVertrich H  Changes in directory Send email
. /" Kennwort zuriickgesetet fiir Krise, Christiane Krise, Christiane (8man-d..\ChristianeKrise) A Password reset Sxa]
5 3 Write to Windows event log 2
Konto gesperrt fiir Krise, Christiane (8man-dema . . 3 Send email ‘
@ Vo) Kise, Christiane (8man-d..\Christiane Krise) & Account locked o dons event og
. . Send email 3
- / Magliche VAT B Changes n file server 1000w /205 e e .
s Moglicher Datendiebstahl auf dem Fif / »csivate an B Changes in file server 5000x/5m  Send email
3
X Delete

S8MAN

configurations.

Search for an alert
configuration.

Turn alerts on or off.

With right-click or the links,
edit, delete or
enable/disable the selected
alert configuration.



6.2 Fileserver

6.2.1 +8MATEFS Logga

The Problem

Security risks often arise when temporary access rights to sensitive documents are granted to
unauthorized employees. These documents can then be read, deleted or even copied. If the access
rights are removed immediately thereafter, then the security incident remains undiscovered. Who
copied which files can no longer be understood.

Confusing processes

Confusing access rights assignments can not be improved if the current state can not be analyzed. Who
grants rights to whom and why? Where are problems commonplace? Which activities require more
coordination? Only by analyzing past mistakes can you implement a sensible access rights process for
your organization.

The solution

8MAN creates transparency over the access rights situation on your file server. The FS Logga expands
this transparency to the entire access and change history in your system. Even actions performed
outside of 8MAN are captured. Temporary access rights and other changes with security implications
become understandable immediately.

By configuring reports you can identify differences in your access rights structure. Access and changes of
sensitive data, including deleting copying, moving and modifying are logged with the FS Logga.

This is what you can achieve with the FS Logga

e Administrators get a full picture of all actions being performed on a given file server. This allows you
to optimize access rights processes.

e Auditors can easily identify security incidents related to sensitive date including the involved actors.

e The executive department can be certain: The FS Logga provides all necessary data for more security
and process improvement and makes security related incidents completely transparent.
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6.2.1.1 Monitor access to sensitive data

Background / Value

As afirst step you have hopefully limited access rights to sensitive directories. As a second step we
recommend the continuous monitoring of access by individual users, including the exact actions that
they performed. This ensures full process transparency for especially sensitive data and information.

As of version 8.0, the FS Logga reports can be executed in atimed manner. In addition, we have
installed additional filter options. In previous versions, filter functions could only be applied to the
finished Excel report.

Additional services

Change directory access rights

Step by step process

1. Select "Start".
2. Click on "Who did what?".

Permissions & nts @ Dashboard [ Multiselection M Logbook @ Scan comparision

Permission Analysis Documentation & Reporting
‘ @ Where does a user/grouphave () vSphere ® Reports overview Q configuration
access?
‘ ® Who has the privilege? ® Where has the user/group access? @ Convert XML import file
® Who has access where? ® Report configuration import
User Provisioning & Active Directory L3 File server
@ Account Details @ All ‘Authenticated users’
& Accounts & Resources permissions
@ Inactive accounts
@ Create new user or group ‘ ® Edit access rights @ Al ‘Everyone’ permissions
@ Local accounts
@ Edit group memberships @ All owner not administrator
® Manager-Employees.
@ All users with direct access
@ OU Members and group
. . . memberships ® Permission difference
Security Monitoring
® Users and groups (Kerberos, Last ® Unresolved SIDs
- - I
‘ @ Manage alerts & Active Directory logen) @ Where have employees of a

manager access (file server)?

‘ ® AD Logga Report B Exchange

Bl File server ® Who has access through which

@ Exchange mailbox permissions ermission groups?
@ @ Who did what, except authorized | < " " oo
users (SoD)?
® Who did what? |3
Who made changes?
a

Ready SMAN-DEMOLOCAL ~ | 3 [@ <Latestscan> -] @ []

S8MAN
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1. Enter a title for the report
and add a comment.
Specify the period of time
forlogging events in the

Who did what? . 2.

Who did what?

T report.
= S s 3. Add resources. You can only
e add resources that are
e (S included in the FS Logga
L configuration.
e 4. Add recorded actions.

~ Settings
The output formatis PDF ¥

rage path is not configured
Send email is Deactivated

SMAN-DEMOLOCAL ~ @ <Latest scan> ~

Add authors. Use filter and
search to find the desired
Who did what? ~ users.

Report configuration Who did what?

R . Define the desired output
e Q search (5 a Fllt: Settin gS.’

| Adan™ Tofe4 X |

[@ e @owm | - Format: PDF or XLS
R & - Scheduling of regular
reports

- Saving location

- send via email
Start the report.

actions

~ Settings

The output format is BDE ¥

SMANDEMOLOCAL - @ cLatestzcan> -
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6.2.1.2 Enable alerts for file server directories

Background / Value

Monitor targeted safety-critical directories by defining directory-specific alerts. Should an access be
made to a security-relevant directory, 8MAN sends an alert to the data controller.

Additional Services

Enable alerts for suspected data theft (file server)

Enable alerts for data deletion (file server)

Enable alerts for suspected cases on ransomware (file server)

Run a script after an alert

Manage alerts

Step by step process

Choose Resources.
Expand the "file server”.

Already configured alerts
are displayed with a bell
symbol.

I £ . . .
et RASTE  E3E  IPU 4. Right-click on a resource
8 v vy voeo and select "Create alert" in
a v =11
S e the context menu to create
- a new alert.
© Groups @ Contacts @ Computers. ‘
| ~omammwee 5. Right-click a resource and
oo o select Manage alerts in the
348 £ .
8 context menu to customize
) 't ¥# L ordelete existing alerts.
= BMAN-DEMOLOCAL ~| & [@ <Latestscen> ] @ | |

S8MAN
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1. Give the alert configuration

Create an alert for "Vertrieb’ that will execute the selected actions when occured. ana e

ALERT NAME RESHC 2

. Define which events trigger
; an alert.

3. Optional:

Click on "Blacklist user".

DIRECTORIES

Directory created

_o ===l

Pleose add o comment @
@) )
2/

optional:

Please choose one or more users below which are not considered for the alert Use th e bla Ck/ist to defl-n e
which users do not trigger an
Q Search ! 4 Filter THESE USERS WILL NOT BE CONSIDERED alert.

Q@& 5am Sales (3man-demo\Sam.Sales) X - % | | @Fier

— o Each alert configuration has its
L8 sam Sales(&mwdzmwam.sa? ! | & sam sales (Bmanrdamn\Sam.SaW own b/CICk/ISt Configura tion.

You can only add users, not

groups.

1. Usethe search function to
find the users you want.

2. Usedouble-click or drag-
and-drop to add users to
the blacklist.

3. Usethe "Del" key to remove
users from the blacklist.

4. Click "Apply" to save the
changes.
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Create alert X Optional:
Create an alert for Vertrieb' that will execute the selected actions when occured. Select ”Bla Ck/[st D[reCtO r[es ,,'

ALERT NAME THRESHOLD ACTIONS ! CATEGORY

Changes in directory for Vertri

EVENT SETTING FOR "‘CHANGES IN DIRECTORY" -
Uirectory createa Hie createa
Directory deleted File deleted

Directory permission (ACL) changed O File read
Directory depth 0 -4c0 O File written
File permission (ACL) changed

° Blacklist Users
-o e

Cancel )
>

Blacklist Directories x Optional.'
Please choose one or more directories below which are not considered for the alert Use the blacklist to defin e
which directories are not
THESE WILL NOT BE monitored.

| A Filter 1
[ \\srv-8man'Wertrieb\Projekie 63 m

1. Use the filter function to
find the desired directories.
When you filter, the tree
view changes to a result list
of the directory paths.

2. Usedouble-click or drag-
and-drop to add directories
to the blacklist.

3. Usethe "Del" key to remove
directories from the
blacklist.

4. Enable ordisable the
monitoring of
subdirectories.

5. Click "Apply" to save the
changes.

S8MAN
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1. Choose Actions. Here you

Create an alert for "Vertrieb' that will execute the selected actions when occured. 3 . .
specify which actions are
ALERT NAME THRESHOLD ACTIONS CATEGORY execu ted Wh en an alert I's

1\ . .
v @ triggered. You must activate

at least one action (arrows).

2. Activate the option if an
email should be sent in case
of an alert.

o The content of the emails

ER Py S —— can be customized. This is
analogous to the
recertification emails.

3. Thealert is written to the
Windows Event Log. The
categorization is used. This

To | admin@8man-demo.local

e ]7 @‘ el @ option is especially useful if
- you are using a SIEM
system.

4. Enable the execution of a
script. To activate this
option, a script
configuration for alerts
must be stored.

Choose a category.

Create an alert for "Vertrieb' that will execute the selected actions when occured. . . ..
This is used when writing to the

- Windows Event Log and for the
: - email subject.

ﬂ

DECIDE WHICH ACTIONS SHOULD BE CARRIED THROUGH WITH THIS ALERT -

Send email =

ALERT NAME THRESHOLD ACTIONS CATEGORY

To | admin@8man-demo.local v

Language | English v

Time mnﬂ‘ (UTC+01:00) Amsterdam, Berlin, Bern, Rom, Stockholm, Wien

Write to Windows event log

Execute script

Pleose add o comment @
Cancel )
2
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1. You must specify a reason

Create an alert for "Vertrieb’ that will execute the selected actions when occured. fo r t h ea /er t con fig ura tio n in
ALERT NAME THRESHOLD ACTIONS CATEGORY O rder to Sa ve it.

7y ,
e ' ‘ 2. Click on "Create".

ﬂ

DECIDE WHICH ACTIONS SHOULD BE CARRIED THROUGH WITH THIS ALERT -

Send email =

To ‘ ‘2dmin@8man-demolocal

Language ‘ English

Time zone ‘ (UTC+01:00) Amsterdam, Berlin, Bern, Rom, Stockholm, Wien

Write to Windows event log L0

Execute script =]

) B

S8MAN
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6.2.1.3 Enable alerts for suspected data theft (file server)

Background / Value

To efficiently capture security incidents, 8MAN focuses on user-initiated file server events. If these
occur in unusually high numbers and additionally in a short period of time, 8MAN proactively informs all
those responsible.

Data theft: A user account reads an unusually large number of files in a short period of time.

Additional Services

Enable alerts for file server directories

Enable alerts for data deletion (file server)

Enable alerts for suspected cases on ransomware (file server)

Run a script after an alert

Manage alerts

Step by step process

Choose Resources.
Expand the "file server.

(@i ] i " 3. Already configured alerts
M“‘ o m— "““"‘a"""n e _— are displayed with a bell
B symbol.
>' = v il 1 ™ 4 Right-click on a resource
ower [ o R e T and select "Create alert" in
T R the context menu to create
T — = a new alert.
l' R — | 5. Right-click a resource and
i oo o select Manage alerts in the
g:: zyga context menu to customize
_ som o u@f = or delete existing alerts.

© 2018 Protected Networks GmbH



190 | Access Rights Management

1. Give the alert configuration

Create an alert for 'srv-8man’ that will execute the selected actions when occured. ana e

2. Choose "Event".

@ tion ¥ : ; H
3. Define which events trigger

1

ALERT NAME THRESHOLD C st CATEGORY

an alert. In case of
suspected data theft typical:

"File read".
DIRECTORIES FILES I
S — 4. Optional: Click on "Blacklist
""""""""" e 5 e user".

File moved or renamed

Directory permission (ACL) changed File read I

File written

File permission (ACL) changed

o Blacklist Users I

Please add o comment
@
=/

P

optional:

Please choose one or more users below which are not considered for the alert Use the black/ist to defl-ne
which users do not trigger an
Q Search ! &, Filter THESE USERS WILL NOT BE CONSIDERED alert_

Q, @& sam sales (8man-demao\Sam.Sales) X - & ‘ | @ Filter

— o Each alert configuration has its
‘ 0 own blacklist configuration.
You can only add users, not
groups.
1. Usethe search function to
find the users you want.

2. Usedouble-click or drag-
and-drop to add users to
the blacklist.

3. Usethe "Delete" key to
remove users from the
blacklist.

4. Click "Apply" to save the
changes.
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Create alert X 1. Optional:
Create an alert for Vertrieb' that will execute the selected actions when occured. Select "Bla Ck/lst d[recto rles ”'

ALERT NAME THRESHOLD ACTIONS ! CATEGORY

Changes in directory for Vertri

EVENT SETTING FOR "‘CHANGES IN DIRECTORY" -
Uirectory createa Hie createa
Directory deleted File deleted

Directory permission (ACL) changed O File read
Directory depth 0 -4c0 O File written
File permission (ACL) changed

° Blacklist Users
-o e

Cancel )
>

Blacklist Directories x Optional.'
Please choose one or more directories below which are not considered for the alert Use the blacklist to defin e
which directories are not
THESE WILL NOT BE monitored.

| A Filter 1
[ \\srv-8man'Wertrieb\Projekie 63 m

1. Use the filter function to
find the desired directories.
When you filter, the tree
view changes to a result list
of the directory paths.

2. Usedouble-click or drag-
and-drop to add directories
to the blacklist.

3. Use the "Delete" key to
remove directories from the
blacklist.

4. Enable ordisable
monitoring of
subdirectories.

5. Click "Apply" to save the
changes.
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1. Select "Threshold".

Create an alert for 'srv-8man’ that will execute the selected actions when occured.

Enable threshold.
: * ~ - 3. Activate the option. If data
y @ theft is suspected, typically

all events are triggered by a
single user.

4. Define how many events
within a period trigger the
alert.

Z m e
2 - . "

10000 -+ Required number of events to trigger alert

60 -+ Seconds v Limit monitoring to a period of time

Alert when 10000 initiated by initi: ion of 60 Seconds Your threshold is set

Please add o comment
@:‘
4 =/

1. Choose Actions. Here you

Crests an et for Verte st il scutsth slcted actionswhen occurse specify which actions are
ALERT NAME THRESHOLD ACTIONS CATEGORY executed when an alert is
: 2 triggered. You must activate
at least one action (arrows).
2. Activate the option if an
email should be sent in case
of an alert.
The content of the emails

To | admin@8man-demo.local

Language | English

CE Py ——— can be customized. This is
analogous to the

recertification emails.
3.

The alert is written to the

bxecute script ] (@ Windows Event Log. The
categorization is used. This
o L g e ®  option is especially useful if
- you are using a SIEM
system.

4. Enable the execution of a
script. To activate this
option, a script
configuration for alerts
must be stored.

S8MAN
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Choose a category.

Create an alert for "Vertrieb’ that will execute the selected actions when occured.

This is used when writing to the

- Windows Event Log and for the
: - email subject.

ALERT NAME THRESHOLD ACTIONS CATEGORY

To | admin@8man-demo.local

Language | English

Time mnﬂ‘ (UTC+01:00) Amsterdam, Berlin, Bern, Rom, Stockholm, Wien

Cancel )
=

1. You must specify a reason
Create an alert for "Vertrieb' that will execute the selected actions when occured. for th e alert CO nfig ura tion I-n
ALERT NAME THRESHOLD ACTIONS LR order to save it

@
: ; 2. Click "Apply".

DECIDE WHICH ACTIONS SHOULD BE CARRIED THROUGH WITH THIS ALERT d

Send email =

To | admin@8man-demo.local v

Language | Engiish v

Time zone ‘ (UTC+01:00) Amsterdam, Berlin, Bern, Rom, Stackhoim, Wien

l Flease add a comment
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6.2.1.4 Enable alerts for data deletion (file server)

Background / Value

To efficiently capture security incidents, 8MAN focuses on user-initiated file server events. If these
occur in unusually high numbers and additionally in a short period of time, 8MAN proactively informs all
those responsible.

Data deletions: A user account deletes very many files in a short period of time.

Additional Services

Enable alerts for file server directories

Enable alerts for suspected data theft (file server)

Enable alerts for suspected cases on ransomware (file server)

Run a script after an alert

Manage alerts

Step by step process

Choose Resources.
Expand the "file server.

(@i ] i " 3. Already configured alerts

M“‘ e "““"‘a"""n e _— are displayed with a bell

> X T symbol

e 1 s e = {liiisi 1 ™ 4 Right-click on a resource

— o R e T and select "Create alert" in

T R the context menu to create
o = a new alert.
l. TT:TWfZQHM e ‘ 5. Right-click a resource and
i = select Manage alerts in the
g:: zyga context menu to customize
som R or delete existing alerts.

z SMAN-DEMOLOCAL ~| O [@ <latestsan> ] @ | |
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Create an alert for 'srv-8man’ that will execute the selected actions when occured.

Create alert X 1

Give the alert configuration

a name.
ALERT NAME THR:OLD CATEGORY 2. Choose ”Even t”.
/ 3. Define which events trigger
. an alert. For data deletions
typically: "directory deleted"
and "file deleted".
DIRECTORIES FILES I .
4. Optional:
Diractory created . .
----------------------------- Click on "Blacklist user".
""" R
° Blacklist Users I
Please add o comment L @ @
<@ )
optional

Please choose one or more users below which are not considered for the alert

Q Search E 4 Filter|

Use the blacklist to define
which users do not trigger an
alert.

THESE USERS WILL NOT BE CONSIDERED

Q, @& Sam Sales (8man-demo\Sam.Sales)

X - 3% |

I A Filrer

Name
—

Each alert configuration has its

MName

L& 5am Sales (Bman-demo\SamSales)

|8 Sam Sales (8man rdamn\Sam.Sam

own blacklist configuration.

You can only add users, not

groups.

1. Usethe search function to
find the users you want.

Use double-click or drag-
and-drop to add users to
the blacklist.

Use the "Delete" key to
remove users from the
blacklist.

Click "Apply" to save the
changes.
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Create alert X 1. Optional:
Create an alert for Vertrieb' that will execute the selected actions when occured. Select "Bla Ck/lst d[recto rles ”'

ALERT NAME THRESHOLD ACTIONS ! CATEGORY

Changes in directory for Vertri

EVENT SETTING FOR "‘CHANGES IN DIRECTORY" -
Uirectory createa Hie createa
Directory deleted File deleted

Directory permission (ACL) changed O File read
Directory depth 0 -4c0 O File written
File permission (ACL) changed

° Blacklist Users
-o e

Cancel )
>

Blacklist Directories x Optional.'
Please choose one or more directories below which are not considered for the alert Use the blacklist to defin e
which directories are not
THESE WILL NOT BE monitored.

| A Filter 1
[ \\srv-8man'Wertrieb\Projekie 63 m

1. Use the filter function to
find the desired directories.
When you filter, the tree
view changes to a result list
of the directory paths.

2. Usedouble-click or drag-
and-drop to add directories
to the blacklist.

3. Use the "Delete" key to
remove directories from the
blacklist.

4. Enable ordisable
monitoring of
subdirectories.

5. Click "Apply" to save the
changes.

S8MAN
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1. Select Threshold.
Create an alert for 'srv-8man’ that will execute the selected actions when occured.
Enable threshold.
Activate the option.

Define how many events
within a period trigger the

ALERT NAME THRESHOLD ACTIONS ! CATEGORY

w

fﬁ\

WHEN YOU NEED AN ALERTING FOR A SET NUMBER OF EVENTS WITHIN A SET PERIOD OF TIME, THEN MAKE A THRESHOLD SETTING - a lert-

Z m e
2 - ‘ "

10000 -+ Required number of events to trigger alert

60 -+ Seconds v Limit monitoring to a period of time

Alert when 10000 initiated by initi: ion of 60 Seconds Your threshold is set

Please add o comment
@\]
). =/

1. Choose Actions. Here you

Crests an et for Verte st il scutsth slcted actionswhen occurse specify which actions are
ALERT NAME THRESHOLD ACTIONS CATEGORY executed when an alert is
: 2 triggered. You must activate
at least one action (arrows).
2. Activate the option if an
email should be sent in case
of an alert.
The content of the emails

To | admin@8man-demo.local

Language | English

CE Py ——— can be customized. This is
analogous to the

recertification emails.
3.

The alert is written to the

bxecute script ] (@ Windows Event Log. The
categorization is used. This
o L g e ®  option is especially useful if

you are using a SIEM
system.

4. Enable the execution of a
script. To activate this
option, a script
configuration for alerts
must be stored.
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Choose a category.
Create an alert for "Vertrieb' that will execute the selected actions when occured. . . ..
This is used when writing to the

- Windows Event Log and for the
: - email subject.

ALERT NAME THRESHOLD ACTIONS CATEGORY

To | admin@8man-demo.local

Language | English

Time mnﬂ‘ (UTC+01:00) Amsterdam, Berlin, Bern, Rom, Stockholm, Wien

Cancel )
=

1. You must specify a reason

Create an alert for ‘Vertrieb’ that will execute the selected actions when occured. fo r th ea Iert co nfig ura tio n /n
ALERT NAME THRESHOLD ACTIONS CATEGORY 0 rder to sa Ve it.

@
: ; == 2. Click "Apply".

ﬂ

DECIDE WHICH ACTIONS SHOULD BE CARRIED THROUGH WITH THIS ALERT d

Send email =

To | admin@8man-demo.local v

Language | Engiish v

Time zone ‘ (UTC+01:00) Amsterdam, Berlin, Bern, Rom, Stackhoim, Wien

l Flease add a comment
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6.2.1.5 Enable alerts for suspected cases on ransomware (file server)

Background / Value

To efficiently capture security incidents, 8MAN focuses on user-initiated file server events. If these
occur in unusually high numbers and additionally in a short period of time, 8MAN proactively informs all
those responsible.

Ransomware Attack: The combination of file creation and deletion by one user account.

Additional Services

Enable alerts for file server directories

Enable alerts for suspected data theft (file server)

Enable alerts for data deletion (file server)

Run a script after an alert

Manage alerts

Step by step process

Choose Resources.
Expand the "file server.

Already configured alerts
. are displayed with a bell

s ca® O3 : symbol.

i‘ ~* 4. Right-click on a resource

20 and select "Create alert" in

the context menu to create

a new alert.

Description  Access rights  Folder Size.

s with permissions Al permisions

|
© Users © Groups @ Contacts @ Computers
| v - |

o sowseewwee 5. Right-click a resource and

w o select Manage alerts in the
context menu to customize
or delete existing alerts.

Aans Damp)

N \Hans Damp ) “
N-DEMOLOCAL ~ | O [@ <latestscan> | @ | |
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1. Give the alert configuration

Create an alert for 'srv-8man’ that will execute the selected actions when occured.

a name.
ALERT NAME THRZOLD C st CATEGORY 2. Choose ”Event".
nsemware suspect i3 ™ nfermation v . . .
3. Define which events trigger

1

an alert. Typical for

ransomware: a combination

| of "file created" and "file
deleted".

------------------ . 4. optional:

------------------------------------ Click on "Blacklist users".

DIRECTORIES

_° I —— h I
L -

optional:

Please choose one or more users below which are not considered for the alert Use the black/ist to defl-ne
which users do not trigger an
Q Search ! &, Filter THESE USERS WILL NOT BE CONSIDERED alert_

Q, @& sam sales (8man-demao\Sam.Sales) X - & ‘ | @ Filter

— o Each alert configuration has its
‘ 0 own blacklist configuration.
You can only add users, not
groups.
1. Usethe search function to
find the users you want.

2. Usedouble-click or drag-
and-drop to add users to
the blacklist.

3. Usethe "Delete" key to
remove users from the
blacklist.

4. Click "Apply" to save the
changes.
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Create alert X 1. Optional:
Create an alert for Vertrieb' that will execute the selected actions when occured. Select "Bla Ck/lst d[recto rles ”'

ALERT NAME THRESHOLD ACTIONS ! CATEGORY

Changes in directory for Vertri

EVENT SETTING FOR "‘CHANGES IN DIRECTORY" -
Uirectory createa Hie createa
Directory deleted File deleted

Directory permission (ACL) changed O File read
Directory depth 0 -4c0 O File written
File permission (ACL) changed

° Blacklist Users
-o e

Cancel )
>

Blacklist Directories x Optional.'
Please choose one or more directories below which are not considered for the alert Use the blacklist to defin e
which directories are not
THESE WILL NOT BE monitored.

| A Filter 1
[ \\srv-8man'Wertrieb\Projekie 63 m

1. Use the filter function to
find the desired directories.
When you filter, the tree
view changes to a result list
of the directory paths.

2. Usedouble-click or drag-
and-drop to add directories
to the blacklist.

3. Use the "Delete" key to
remove directories from the
blacklist.

4. Enable ordisable
monitoring of
subdirectories.

5. Click "Apply" to save the
changes.
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1. Select Threshold.

Create an alert for ‘srv-8man’ that will execute the selected actions when occurad.
Enable threshold.

ALERT NAME THRESHOLD ACTIONS ! CATEGORY

3. Activate the option. When

- o ransomware s suspected,
typically all events are
triggered by a single user.

4. Define how many events
within a period trigger the

Z m e

alert.
10,000 -+ Required number of events to trigger alert
60 -+ Seconds v Limit monitoring to a period of time
Alert when 10000 initiated by initiz i 60 Seconds Your threshold is set
P '
1. Choose Actions. Here you
Create an alert for ‘Vertrieb’ that will execute the selected actions when occured. Sp ecify Wh iCh actions are
ALERT NAME THRESHOLD ACTIONS CATEGORY EXECU ted Wh en an alert IS
"\ . .
y 2 triggered. You must activate

at least one action (arrows).
2. Activate the option if an

email should be sent in case

of an alert.

The content of the emails

To | admin@8man-demo.local

Language | English

CE Py ——— can be customized. This is
analogous to the

recertification emails.
3.

The alert is written to the

bxecute script ] (@ Windows Event Log. The
categorization is used. This
o L g e ®  option is especially useful if
- you are using a SIEM
system.

4. Enable the execution of a
script. To activate this
option, a script
configuration for alerts
must be stored.

S8MAN
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Choose a category.

Create an alert for "Vertrieb’ that will execute the selected actions when occured.

This is used when writing to the

- Windows Event Log and for the
: - email subject.

ALERT NAME THRESHOLD ACTIONS CATEGORY

To | admin@8man-demo.local

Language | English

Time mnﬂ‘ (UTC+01:00) Amsterdam, Berlin, Bern, Rom, Stockholm, Wien

Cancel )
=

1. You must specify a reason
Create an alert for "Vertrieb' that will execute the selected actions when occured. for th e alert CO nfig ura tion I-n
ALERT NAME THRESHOLD ACTIONS LR order to save it

@
: ; 2. Click "Apply".

DECIDE WHICH ACTIONS SHOULD BE CARRIED THROUGH WITH THIS ALERT d

Send email =

To | admin@8man-demo.local v

Language | Engiish v

Time zone ‘ (UTC+01:00) Amsterdam, Berlin, Bern, Rom, Stackhoim, Wien

l Flease add a comment
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6.3 Exchange

6.3.1 Monitor Exchange activities

Background / Value

Microsoft Exchange is used to centrally store and manage emails, appointments, contacts, and tasks. As
a central solution for enterprise-wide collaboration, not only the question of access rights is relevant,
but also a monitoring of the actual activities carried out.

The 8MATE Exchange Logga logs activities of mailbox owners, their deputies, and administrators.
The following actions are particularly critical to safety:

e Hard Delete: Who deleted emails, contacts, or calendar entries from the Exchange server?

e MessageBind: Has an employee from the IT looked into my emails?

e SendAs: Who sent emails when in the name of my person?

e SendOnBehalf: Who sent emails when in my behalf?

e SoftDelete: Who (except me) has deleted emails in my mailbox?

Services

Create a report about activities on mailboxes, calendars, and contacts
View activities in mailboxes, calendars, and contacts (logbook)
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6.3.1.1 Monitor activities on mailboxes, calendars, and contacts (report)

Background / Value

Events recorded with the 8MATE Exchange Logga can be analyzed in detail and recurrently using the
report functions. Specific questions about Exchange changes can be answered faster with the loghook
view.

Additional Services

View activities in mailboxes, calendars, and contacts (logbook)

Step by step process

1. Select "Start".

2. Click "Exchange Logga
Report".

Permission Analysis Documentation & Reporting

® Where does a user/group have: @ Reports overview Q configuration
access?

@ Where has the user/group access? | @ Convert XML import file

® Who has access where? @ Report configuration import
User Provisioning & Active Directory Bl File server
& Accounts & Resources ® Account Details ® All'Authenticated users’
permissions

@ Create new user or group ‘ ® Edit access rights @ Inactive accounts

@ All Everyone' permissions
@ Edit group memberships. @ Local accounts
@ All users with direct access

® Manager-Employees
@ Directories without administrative

@ OU Members and group owners

i itori memberships
Security Monitoring @ Permission difference
® Users and groups (Kerberos, Last
‘ @ Manage alerts & Active Directory logon) @ Unresolved SIDs
‘ @ AD Logga Report @ Where have employees of a
EJ File server B Exchange manager access (file server)?
® Who did what, except authorized B Exchange @ Exchange mailbox permissions ® Who has access through which
users (SoD)? permission groups?
‘ | exchange Logga Report |3
® Who did what?
: 2
@ Who made changes?
4
Ready 8MAN-DEMOLOCAL ~] & [@ <Latestscan> -] @ =
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Exchange Logga Report

Report-Konfiguration

Titel =

Exchange Logga Report

auswihlen

Administrator, Stellvertreter und Postfach-Besitzer

Benutzer

einen oder mehrere Benutzer. Sollen Ereignisse aller Benutzer gesucht
ie die Auswahi frei,

Aktionen

Bitte wahlen Sie eine oder mehrere Akticnen. Sollen Ereignisse aller Aktionen gesucht
werden lassen Sie die Auswahl fre.

~ Einstellungen

Das Ausgabeformatist XLS ¥

Reportausfuhrung wird manuell gestartet

Benutzer st nicht konfiguriert
E-Mail Vs

Bereit

Srv-exchange13.8man-demo.local

SMAN-DEMO.LOCAL @ <Neuester Scan> *

Exchange Logga Report

Report configuration

Comment [ Comment

Exchange Logga Report

ion of

Time Period Fixed time span 12/16/2017 2:02 PM_- 12/18/2017 2:02 PM

Exchange Resources

@) prease select one o more exchange resources.

[genvpe 1
Al

Administrator, delegate and mailbox owner

ser 1

Please select one or more accounts
To search for all accounts leave this field empty.

Please select one or more actions
To search for all actions leave this fild empty.

~ Settings

The output format is XLS

Report execution mode started manually
Custom storage path is not configured
Send email is Deactivated

S8MAN

| @ Fitrer

Mailbox selection for report creation is
currently not possible, because no data
events available for Exchange tracers.

optional:

Give the report a title and a
description.

Set the period.

Add the required resources
via drag & drop.

Select the login type.

If you have special users in
focus, add them via drag &
drop. For all users, leave the
selection blank.

Optional:

Select Actions.

Define output options for
the report.

Start the execution.



Security Monitoring | 207

6.3.1.2 View activities in mailboxes, calendars, and contacts (logbook)

Background / Value

Events recorded with the 8MATE Exchange Logga can be analyzed in detail and recurrently using the
report functions. Specific questions about Exchange changes can be answered faster with the logbook
view.

Additional Services

Report: Monitor activities on mailboxes, calendars, and contacts

Step by step process

Select "Logbook".

Q@ Suche £l -
® Dashboard @ Mehrfachauswah A . Set the time period for log
analysis.
eee o | 3. Thefilters focus on the
T == events you want to check.
‘ “’EE%; 4. Select all events of a day
EEEE (one row).

IntegrationTestUser

=
8 |8

Mi 18102017 wes
o
ENGTET
o

nnnnn Exchange Logga fir man-dem.com

;;!'ﬂig;![ﬂmmdm

Nov Besitzer am Postiach

So 15102017
sa 14702017 msa
Fro 13102017 @

Aktion: Postfach-Element dauerhaft geloscht

s
Do 12102017 s

~

=== ===

F 06102017
Do 05102017 &1
Mi 04102017

Ordner: \Geloschte Elemente:
A

Di 10.102017] 1535 | 2. © 6 0 6 4 4R 6 1T =
Mo 03102017 765 % % s &
S0 08102017 w5 P
s 07.102017  ser 06 0w Sep

s

@

o
Di 03102017 s3
Mo 02102017 e
So 01102017 1o

Bereit lab protected-networkslocal | (3 [ @ <Nevester san> +] @ m =

S
B F EEEE
~ERREESY
22222

5

]

]

®

Jul

—_—
e
terungen gesamt I
¥ @ B € AD-Konto aktiviert [ ]
® &0 AD-Konto deaktiviert [ ]
© 23 Kennwort zurlickgesetzt [ ]
@
43 AD-Benutzer entsperrt e
@ Postfach- Element.Eigenschaft aktualisiert )
®
& [3 AD-Konto erstellt ®
% P AD-Konto gelbscht [}
1 (@ Ressource verschoben [ ]
18 AD-Gruppe erstellt L ]
8 f® AD-Gruppe geldscht. [ ]
@ Postfach- Element erstellt. [ ]
L ]
L ]
®
e
®
8 ®
s = = & ogga Konfiguration @
S E @ ¥ 8 & Logga Status-Meldungen e
| mEmEEE weens -N-E
‘zezezz2222222
3333333333333
SREREEE - BEH e
<
<

© 2018 Protected Networks GmbH



208 | Access Rights Management

Select a cell (an event type)
to further narrow your

query.
Logbuch Von 6 Monate zuvor bis Heute Dienstag, 10. Oktober 2017 Report -

4 000000000000000000000000 4 e e ) 2 8MAN displays a list of all

777777777777777777777777 P —
I T Semmenar selected events. The
1 "Footprint icon with
' é:?‘:l —— envelope" identifies events
T recorded by the Exchange
; E e Logga. Select an event.
) = 3. 8MAN shows all details

§
£ 3
i
§ i
2 HH
3 6
W semr momeam mawxxs s P—
Di 17102017 s B & 3 s w0 oE w0 e [T .
o 16102017 es m 43w =_ EEEE NEE = Phange Legge i Emademocon about the event.
S0 15102017 w0 s [} u s Nov, Postfach i
sa 14702017 msa @ 4 3 Wm e 0 10 6 0 & n |z Ation: Postfach-Element dauernaft aeescht
e P [ « E Pty
e P R |
Mi 11102017 Bn @ 4 2 s w0 @ E)
Di_ 10102017 1% 1 4 2w w0 ke s unsfuls v ~
Mo 09102077 s B 5 3 s IR - = 2
S0 08102017 s 2 u s
Sa 07102017 s @ 4 (2 241 o 06 e B Sep
F 06102017 se 12 4 2 28 M8 0 10 6 @ @ [E]]
Do 05102017 &1 2 6 6 22 2 (W0 w0 % 0 & s 2
Wi oit00m e @ s 2w 0wk ea s a2
i oato20m s @4 3w w0 E e 2 hug
Mo 02102017 a3 12 4 2 m [ 0w w % % B .
S0 01102017 1m0 17 | ] u 7

Bereit labprotected-networksiocal | 3 [ @ <Neuester scan> ~] @ m =
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7.1 Delegation of tasks

8MAN includes a variety of functionality that can benefit users who are not Administrators. SMAN
includes functionality that can benefit users that are not Administrators, depending on the size of your
organization, sensitivity of your data as well as existing processes. Please note the following example:

Company Size IT Manager / Administrator Data Owner Help desk
Auditor / Data (Manager / Team
Security Officer Lead)

50+ Sees all reports All BMAN

functionality

500+ Sees all reports Analyzing all access |Analyzing and
rights, Creating administrating
users, Managing access rights of

user and group their employees to
accounts file servers.
>5.000 Sees all reports Analyzing all access |Analyzing and Standardized user
rights and administrating creation and
administration of |access rights of continuous account
AD groups their employees to |management
file servers.
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7.1.1 Apply an 8MAN account to a specific security role or data owner

Background / Value

There are two possibilities of involving data security officers and auditors in security related processes.

e Grant the user read only access to SMAN.

e Define which reports are relevant and 8MAN will send them to the user automatically in the desired
frequency.

S8MAN
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7.1.1.1

Background / Value

Create a read only account with SMAN

Involve security officers in the process of access rights management by granting them read-only accecss.
This allows them to generate their own reports.

These settings can be found in the 8MAN configuration module. You can find more detailed information
in the Installation and Configuration Manual, chapter Managing 8MAN Users.

Step by step process

8MA 1  configuration

TeTmm—

Available accounts
Credentils for searching 8man-demo\administrator

- 8MAN says!

List of accounts which can use SMAN

Qrick

e ZIry

How does the 8MAN User Management

work?

The BMAN User Management allows you to configure,
hich

Name -
& Keiner, Rick (8man-demo\Rick Kieiner)
& patrick Wills (8man-demo\Patrick Wills)
2 _

Name

Role

Auditor - -

ts shall be able to log into 8MAN and
which features of VAN they shall be able to use.

After activating the User Management you can search

EX: (O\Finance) ini
(@ Eilceeers evian
Robert Patrck (Sman-demo\RPatrick Lourent Garcia (8man-demo\Laur. Data Owner
8 Domain Users (8man-dema\Dom. (£L_Read,change and create reports
8 Auditor
Ricky Requester (SMAN-DEM Readtand create reports

users and groups - just not built-in groups - on
>{e left. The search happens directly on your Active
firectory. By dragging an entry to the right side-or
» puble diicking it you grant that user or group access

wly created SMAN users can do read by default (All

& Quinton Patton BMAN-DEMO\Q.

Requester
Request access to resources in GrantMA

~ Extended user management

Q@ Noacess
No access to SMAN

.On the right you are able to configure what a

ber can do: either just look at data and create.

ports, or additionally change or even administrate
1AN. You can also deactivate or delete users from

A aaai

g 11
Z;ts:"u,sé
Yvasaaac

Views
©© 00000 e duhban

hows some statistics and analyses concerning Active Directory.

Accounts
© 0000000 =

hows users, groups and other accounts in graphical form.

©©ee e oo @ Mitisldon

‘Shows Active Directory in tabular form to allow the selection of multiple objects.

Scan comparison
© 0000006 i mausestocompre twoscans.

©© 00000 @ o

nd i hts

©@ @ e @ @ @ @  Resourceswith Active Directory access rights

Access List, You are not able to cut your own
rights.

Users will also be added to the 8MIAN users list or
activated when they log into the 8MAN while the User
Management s disabled (defauit behavior).

Users will not yet be able to access 8MAN when only
their primary group has access.

In 2 multi domain environment you might want to
change the credentials used for the search by
selecting itin the selection above.

joadmin @ localhost <1

Start the SMAN
configuration.

Change to "User
Management".

Use the search field to find
the desired account.

Use drag&drop to move the
account to the correct
column.

In the column, select
"Auditor".

The settings are active
immediately.
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7.1.1.2 Schedule reports

Background / Value

You can involve security personell in the process of access rights management by assigning reports to
the relevant security officers. S8MAN sends the reports in the desired frequency. The process is identical
for all reports.

We recommend sending a selection of management reports to the role responsible for security. The
reports are easy to read and only contain the necessary information.

8MAN Management Reports:

Active Directory

Employees of a Manager
Displaying user account details

File server

Who has access to what?
Where do employees of a manager have access to?
Where do users and groups have access?

Exchange

Who has access to what?
Identifying mailbox permissions

SharePoint

Who has access where?
Where do users and groups have access?

S8MAN



Step by step process

8MAN  version:

Who has access where?

Report configuration

Role & Process Optimization

Select the desired report. Click
on "started manually" in the
"Settings" area.

Who has access where?

Please select resource(s)

Objects

paths B 0rganiational ctegories

Organization rv-8rman Organizaton)

Levels to resolve under the selected resource

Translate names of groups to purpose group name
v Details

v Filter

v Group settings

+ Options

~ Settings

B8MAN version: 7.6.151.0

Scheduled Report Configuration

Time schedule

©[E on demand

Do not schedule, the task will only be started on demand

Resources
[EFile server

(@ Exchange

Determine the frequency.

Activate the mode
"Generate reports
periodically".

Click on "Apply".

© [ paily

© 5] weekly

1o 55 wonthy

© | quarterly
© [ Yearly

Settings

lin, Edinburgh, Lisbor, London

monthly, every 1. day of the month, 12:00 PM - GMT
Standard Time (UTC+00:00:00)

Corresponds to 1200 PM UTC

Repeate mode

nerate reports periodically

&g Generate report only once
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8MAN  version:

Who has access where?

Report configuration

Who has access where?

Please select resource(s)

Objects

ratns & Organizstonsl categores

Organization rv-8rman\Organizaton)

s to resolve under the selected resource.

s of groups to purpose group na
v Details

v Filter

v Group settings

+ Options

~ Settings

monthly, every 1. day of the month,

Repor
12:00 PM - GMT Standard Time (UTC+00:00:00)
Daactivat

8MAN version:

Configuration

S8MAN

Resources
(B File server
@ [ srv-8man

SharePoint
(@ Exchange

8man-dlemo local

Click on "Deactivated".

Activate emails.

Activate the option "Add
report as email
attachment".

Determine who should
receive the email. You can
enter more than one
recipient.

Click on "Apply".
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7.1.2 Assign the administration of folder rights to a Data Owner (Manager)

Background / Value

One of the most important processes in improving the security situation in your organization is the
delegation of access rights to managers and team leads in your organization. As an Administrator you
can, in close coordination with management, nominate Data Owners and assign resources. This has the
distinct advantage that management decides who should have access to what information and is
involved in the process of access rights assignment.

Decentralize security expertise and transfer the responsibility for directory management
to data owners.

Chairman

CEO

General
Manager

Financial Marketing Accounting HR
Manager Manager Manager Manager
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7.1.2.1 Define Data Owners and assign resources

Background / Value

Data Owners and Managers have the responsibility to protect digital resources in their departments.
8MAN allows you to delegate this individual responsibility effectively. The following example shows a
typical configuration.

These settings can be found in the 8MAN configuration module. You can find more detailed information
in the Handbook for Installation and Configuration, chapter Managing 8MAN Users ff. and Data Owner ff.

Step by step process
N S/t the SMIAN configuration

n D
server st Jobs Coiectos module and select "Data
License Information Summar y Configuration "
T — — Owner”.
Licensed
PSR (ST
PO e
[@Fieer 2
s Se%
& silin
[ ) [ — |
Scans Open Order User Management Data Owner
Resource Configurations, ‘Open Order Resource User Management, Role Organizational Categories, Data
e Ve i e O

K. HH ¥ "

License Jobs Overview Collectors Alerts Configuration
License Information, Server Job Status Job Categories  BMAN Collectors Overview and Activated Alert Sensors
Status Configuration

Op Lahl o5 =7

Change Configuration Views & Reports Server Basic configuration
Common Change Settings,  Views &Reports, Blackistfor _ GrantMA, Comments, Eml BMAN Server SQL Server
gy-speciic Change B Storage of Scans, Server Healin Configuration Status
Configurations Check,Server Logging
Ready. demoadmin @ localhost €1
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8MAN configuration

Data Owner configuration

]
HR

,,,,, manufacturing

.. OU Data Owner

R&D

SharePoint Site

SharePoint Team

Organization categories marketing User & Group selection
Create ) Delcte  Import Export Report
by pit Wi .e’ Assigned workfow Domain [8man-demo local v
Search .. Keep Default Single Step Data Owner Autharization
II :, \ude content ‘ I Qsearch @) 4 Fitter
peludece Data Owners
Q @& Patrick Willis Bman-... X - &
8MAN Demo Company | @i [ | [

| @ show inherited entries |

| @ Show inherited entries.

Name

Name. Inherited o

&, Patrick Willis (SMAN-DI

P Data Oner
Read, change

and create reports

[ Ricky Requester (8M

i/ 1T Helpdesk

User role
‘B Requester
.

&, Patrick Wil (man-demo\Patrick Willis)

5 Active Directory (1)
- & Bman-demoJocal (DC=Bman-dema, DC=local)
3 File server (1)
[]Marketing (\srv-8man\Organizatior\Marketing)

Data Owner configuration

Audito
(O g creste reports 7 HR
@ Mo |/ User defined
No sccess to 8MAN oo deines
Resource selection
[Qeosn ]
Resources
[ &riter 2 | lRictive|Directory;
| © show inherited entries | A
Name Inherited from Access 5 cleant dest share

L.
o7 |,
-
roz [
L
L
L
@ SharePoint
2 Exchange v

]

marketing

.. OU Data Owner
R&D

SharePoint Site

SharePoint Team

Organization categories marketing User & Group selection
Creste Edit Delete Import Export Report -
oy At W © Asigned workfon Domain [ &man-demoJocal
Q search Keep

'., o mp—— | Qsearcr @) 4 Fier

[@mcusecomene | § a0 owners 308 e
Patrick Willis (8man-.. X -

8MAN Demo Company | @i [ | [

i M | @ Show inherited entries |} | @ showinnerited entries. | Name

= & Patrick Wilis (8man-demo\Patrick Wills)

! e Name Inherited from User role Name Inherited from User role

t
rrrrr manutacturing & patick Wills (BMAN.DI Dats Owner ~ [| & Ricky Requester (84 HRequester

Resource selection

Resources

[@aw

2

@ Active Directory ~

| © show innerited entries

Name
5 Active Directory (1)

- & Bman-demoJocal (DC=Bman-dema, DC=local)
3 File server (1)
L []Marketing (\srv-8man\Organization\Marketing)

metediongy @
X B2

Access
o/

Ho/
-+

-0 srv-8man
2 clant cestshore

Exchange

[ Qsearen

Create an organizational
category, for example
"Marketing".

Select the newly created
category.

Use the search field to find
the desired account.

Use drag & drop to move
the account to the column
"Data Owner".

Select the desired role in the
column "User rights".

Use drag & drop to move
resources out of the
"Resource selection" into the
"Resources" section. You are
also able to search for
resources.

Mark the resources as
"requestable" in SMATE
GrantMA.

Mark the resources as
“changeable”.

Please note the access to Active
Directory is required to use the
group wizard.

3.

© 2018 Protected Networks GmbH



220 | Access Rights Management

7.1.2.2 Enable Data Owners to manage file server permissions

Background / Value

8MAN allows you to delegate different roles and responsibilities relating to user management. We
recommend starting with a simple definition of a Data Owner. This Data Owner is able to see (SMAN
Visor) and change (8MAN Enterprise) access rights to file servers for their employees and areas of
responsibility.

These settings can be found in the 8MAN configuration module. You can find detailed information in
the Handbook for Installation and Configuration, chapter Managing 8MAN Users ff. and Data Owner ff.

S8MAN
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7.1.3 Delegate user provisioning processes to the help desk

User provisioning processes are easy to delegate. With 8MAN you can delegate all of these
responsibilities to your help desk. We recommend starting with the delegation of simple account
management. Depending on the qualifications of your employees itis possible to expand the

responsibilities gradually.

Processes that you can delegate to help desk with SMAN

Active Directory

Unlocking user accounts

Resetting passwords

Modifying group and user attributes

Deactivating a user account

Deleting a user account by using the "soft

delete" feature

Removing a user and their permissions

Exchange

Creating a mailbox (email enable users)

Managing mailbox and email size

Managing out of office notices

Changing mailbox permissions

© 2018 Protected Networks GmbH



222 | Access Rights Management

7.1.3.1 Define your help desk and assign resources with SMAN

Background / Value

8MAN relieves Administrators and allows the delegation of standard processes to your help desk. Todo
this, you must define help desk responsibilities and assign a domain.

These settings can be found in the 8MAN configuration module. You can find detailed information in
the Handbook for Installation and Configuration, chapter Managing 8MAN Users ff. and Data Owner ff.

S8MAN
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7.1.3.2 Assignresponsibilities to help desk employees

Background / Value

8MAN allows you to define very specific responsibilities to individual help desk employees. The
following example shows a typical assignment of responsibilities.

These settings can be found in the 8MAN configuration module. You can find more detailed information
in the Handbook for Installation and Configuration, chapter Managing 8MAN Users ff.

Step by step process

e vargernert 1

Available accounts

Credentils for searching 8man-demo\administrator

List of accounts which can use BMAN

8MAN configuration 1 1

o 8MAN says!

How does the 8MAN User Management

work?

The BMAN User Management allows you to configure,
hich

~ Extende

LI IIIIT

management

12 ] | @ne
|

& Discovery Management (8man-c.. Data Owner

Name Role

& Campbell,David (BMAN-DENO\... | Data Manager

& Ali Mente (8man-demo\Ali Mente) | Human Resources

& Torrey Smith (8MAN-DEMO\TSm..| Human Resources

8, Robert Patrick (man-demo\RPat..| Auditor

8 Help Desk (man-clemo)\Help De... | Auditor

@) Administators
Full access to BMAN

/T Helpdesk

Views

Dashboard

Shows some statistcs and analyses concerning Actve Direcory.
Accounts

Shows users, groups and ather accounts in graphical form.
Multi selection

Shows Active Directory in tabular form to allow the selection of multiple objects.
Scan comparison

‘Allows BMAN users to compare two scans.

Resources

Shows al resources and the comesponding access rights.
Resources with Active Directory access rights

s shall be able to log into 8MAN and
which features of 8MAN they shall be able to use.

After activating the User Management you can search
for users and groups - just not built-in groups - on
the left. The search happens directly on your Active
Directory. By dragging an entry to the right side or
double dlicking it you grant that user or group access
10 the BMAN.

Newly created BMAN users can do read by default (All
Others). On the right you are able to configure what 2
user can dos either just look at data and create
reports, or addlitionally change or even administrate
BMAN. You can also deactivate or delete users from
the Access List. You are not able to cut your own
rights.

change the credentials used for the search by
selecting itin the selection above.

joadmin @ localhost <1 6

Start the SMAN
configuration module.

2. Select "User Management".

3. Select a change role
(columns 3-7). Change the
name of the role by clicking
on the pen icon. You can
then activate or deactivate
the individual views and

¢/ Data Manager U ill also be added to the BMAN list N i+,
} 18 A functionalities of the role
3 § j |7 Human Resources Management is disabled (defauit behavior).
n n N

BHH T — Help Desk" as desired.

5 i i : i g E 3 their primary group has access.
:

fraaaaac Ina multi domain environment you might want to

4. Usethe search field to find
the desired account.

5. Usedrag & drop to move
the account into the right-
hand column.

Assign the role "Help Desk"
to the account.
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7.2 Create approval processes

7.2.1 The simple authorization process. Approving and rejecting actions as an
Administrator

Background / Value

8MAN allows you to fully empower your data owners and help desk, or to keep them on a tight leash.
Initially, especially for help desk we highly recommend enabling the "request mode"to require
approval of certain access rights changes. Once you have established processes you can gradually
remove the requirement for approvals.

Step by step process
In the 8MIAN configuration

° module select "Change
Common Change Settings Configuration">"Authorization

Set up ions for change actions "

Technology-specific Change Configurations
Set up change configurations for each supported technology

Active Directory Exchange

Ready. demoadmin @ localhost €1
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Activate the administrator
approval mode.

Authorization
Request Approve
Reject

© @ peactivated

Authorization is deactivated.

Only Administrators or Data Owner are sble to execute changes directly with SMAN. &
—
o Blactivated

y by 2 Data Ouner auAN
Ready demoadmin @ localhost €1

4 33 Waiting for authorization

= Permissio

Permission Analysis

@ Where does a user/group have
access?

User Provisioning

& Active Directory

Create new user or group

® Edit group memberships

Security Monitoring

| @ Manace aterts

[4 Requests

r

® Detailed permission changes

users (SoD)?

® Who did what?

® Who made changes?

® Who did what, except authorized

Account:

(5 vSphere

‘ @ Who has the privilege?

EJ File server

‘ @ Edit directory access rights

& Active Directory

‘ @ AD Logga Report

Multise

® Reports overview

@ Where has the user/group
access?

@ Who has access where?

B File server

@ All “Authenticated users"
permissions

Al “Everyone' permissions
All owner not administrator
Al users with direct access
Permission difference

Unresolved SIDs

Where have employees of a
manager access (file serven?

Who has access through which
permission groups?

© Scan comparisi

Documentation & Reporting

QO Configuration
@ Convert XML import file

@ Report configuration import

& Active Directory
@ Account Details
@ Inactive accounts
@ Local accounts
® Manager-Employees
L

OU Members and group
memberships

® Users and groups (Kerberos, Last
logon)
By Exchange

‘ @ Exchange mailbox permissions.

Administrators are able to see
open requests on the home
page. Click on the hexagon.

enocenciocs JTRN © cloes o~
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BMAN version: 1 Right click on a request and
make your decision.

Authorization requests

®  Author Details Comment Authorization comment

© Older

pisas: 7t B e e T naed modiy Aghts.
il \\srv-8man\ES\HR

rested on
6/10/2015 3:24 P,
Aathor B Modify sccess rights (1 change pending)for 11am @ new worker and | need access,

RRequester \srv-8man\ES\RED
Crested on

6/4/2015 1102 A.
Author

Mocify access rights (1 change pending) for

PWillis \\srv-8man\ES\HR

crested on

5/15/2015 11:23...

Author & Modify access rights (1 change pending) for I need access
\\srv-8man\ES\Marketing

- Moty access rights (1 change pending) for I neec access
Pl Document Cant x

rested o
5/14/2015 328,
& Modiity access rights (2 changes pending) for We need access
srv-8man\ES\HR

Autt & Modify access rights (1 change pending) for I need access to these resources.
PWilis srv-8man\ES\HR
reated on

8man-demoocal <Latest scan>

BMAN  version You must enter a comment.
Click "Apply".

Reject change request

8man-clemo.local <Latest scan>
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7.2.2 +8MATE GrantMA: design complex approval flows

The problem

Administrators spend a lot of time on the assignment of access rights. In the classical process the
decision (Manager) over access rights is separated from the technical implementation (Administrator).

The administrator does not know who should have which rights and becomes a mere exporter of orders.

The Solution

Itis much more efficient to combine the responsibility and technical implementation of access rights
into one smooth process. This way only the actors necessary for the process to work are involved.
8MATE GrantMA uses a workflow that only involves an employee and their supervisor (Data Owner).

e The employee requests access rights to needed resources via a web portal.

e The data owner decides which requests are approved for his area of responsibility.

The GrantMA workflow has the following advantages:
e The Administrator is no longer part of the process and can focus on his core responsibilities.

e The Data Owner decides who can access which information since he is the one that knows which
employees need access to which resources in order to do their job.

e All changes are saved in the 8MAN log book.

If more complex workflows with several decision-makers are required to grant access rights, you can
also quickly map them.
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7.2.2.1 Define individual approval workflows

Background / Value

8MATE GrantMA allows you to design individual approval workflows for each organizational category.
You can design as many steps in the process as required. The last approver in the process is also the one
making the formal change request.

Step by step process

1. Select "Workflows".
2. Click on "Create".

% . QAnton Admin -

lows ~

Employee search
selacted user accounts Q searcn

Here the selected user
‘accounts wil be displayed.

Account details

the resul list.

L ¢ ) P er—

@ .

My staff members

Change my personal
information

itps//srv-Gman 3man-demolocal/#.

1. Give the workflow a title.

@ hup: Jpdate=fal O~ @G || & 3MAN Web - Workflow Det... X
SMAN  # vome  birscofcaton - luanayze - 2 Requestng - % workdows - s spama- | 2. Give a short, concise
description of the
workflow’s purpose.
@MWy approval process 2 |
q What is your approval process there for?
1. Approval step
@ Add Approver

What should be checked in this approval step?

Cancel
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B i A T [ ——— 1. Name the approval step.
SMAN & rome  lieconfcaton -l analyze - 2 Requestng - | % workdows - s apuma- | 2. Add oneor more approvers

You can also add multiple
approvers for any step, which
can be useful in case of
vacation or illness.

My approval process 2

Demo]

. Approval step | 3. Describe the approval step.
4. Add any additional steps in
P Vhat shouid be checked in this opproval step? I the appro Val process.

9|

|
@ hitps://srv-Bman 8man-demo local/#/workflowsisUpdate=false £ - @ || @ sMAN Web - Workflow Det... % . Add an Gddi tional S tep .
SMAN 8 rome  bireceticaton -l naiyze - 2 Requesting « % worklows - s. apama- | 2. Delete an approval step.
— 3. Generate the workflow.
®
1. Approval step

& Data Owner of requested resource @ @ Add Approver

What should be checked in this approval step?

o< ] o)

2. Approval step

@ Add Approver

What should be checked i this approval step?
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. You have created a new
workflow. 8MAN switches
to the "Manage workflows"

O - 8 & || E sMAN Web - Manage existi..

8MAN # Home [ Recerfification - ik Analyze ~ 12 Requesting - & Workflows - & . & badmin

- JU U JC L T LT ] .
| view.
2. Click on a workflow to make

|
@ changes.

7  Adve workows seach oo 3. Delete the workflow.
Default Single Step Data Owner Authorization ®
Avtomatically generated workflow for compaibility reason

| al— ;

L il

S8MAN
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7.2.2.2 Assigning approval workflows to individual resources

Background / Value

Connecting available resources with individual workflows.

Step by step process

BMAN  corfguration 1 =L ], Start the SMAN
Dt Quner confguren & configuration module and

Organization categories marketing User & Group selection . .
e — S s ) select "Data Owner".,
Il :ls.:::emmmt ‘ N — _E E - Q Search & Filter . .

Data Owners ‘E‘ Default S:ngle Step Data Owner Authorization 2 5 e I ect an Org anizationa I

Data Owner of O
The data owne

@ /. BMAN Demo Company [ @rier workfow for compa; =
| 1@ show inherie Foprovalsieps —
o : N — category.

Name
manufacturing

&, Patrick Willis (BMAN

o 3. Assign the desired

Click this link to change or remove the assigned workflow

ST workflow.

R&D

SharePoint Site

SharePoint Team

Resource selection

[ Qsearen

Resources

@ Active Directory

[ @-Ficer 2 orite server

| © Show inerited entries | :

Name Inherited from Access [P Exchange

Template

= Active Directory (1)

demolocal (DC=8man-demo,DC=local) o/

c V)

L~ [JMarketing (\srv-8man\Organization\Marketing) Ho/

joadmin @ localhost <1
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7.2.2.3 Assigning resource owners using the web client

Background / Value

With version 8.0 8BMAN releases new features to move the GrantMA configuration into the web client.
We inserted the new role "Resource Owner". Assign this role completely using the web client. Due to
the requirements of our customers we designed a direct assignment between the Resource Owner and
the resource - without the need of creating organizational categories in the data owner configuration.

The functionality is deactivated by default. Please contact support for activating.

Additional Services

Defining individual approval workflows

Step by step process

o o ”“' Login to the web interface with

admin credentials.

€ C | @ ntps//srv-8man 8man-demolocal/#/login

Login as current Windows User

Powered by Protected Networks
V8.0 2931676 15.5.2017_1:17
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B BMAN Web x WY
€ C [ siher | hep e

 Codplt

Accounts where password
never expires

Inacive accounts

Directories with direct
access

My stafl members

Change my personal
information

itps//srv-GmanBman-demoloca/?.

O Recertification ~

i Analyze - W - % Workflows ~

Employee search
Selected user accounts Q_ searcn

+ Here the selected user
‘accounts will be displayed.

Account details

« Use the search and select users from
the result list

@ Fied Rk Gman o i)

Q Anton Admin ~

Pause user

@ .

[
information

Deactivate user

Remove group
membership.

B - omEm
8 8MAN Web x

<« C | & *
Search

v All Resources

Assigned resource owners

» Active Directory

All Resources / Fileserver / srv-8man / Finanz / Gehilter

& Tor, Moni (8man-demooni Ton

(2 v Fileserver
m v srv-8man
Archive

» clean! source

|> clean! target p

« 5
© » Assets
&

» nicht gucken

» Rechnungen

»GF

» Home

»iT

© > Marketing

© » Personal

» Vertrie

» Vorlage

» Hardware

> Software

Associate accounts

© Search my domain only
I searcn nistory

1. Click the gear-wheel.
2. Select "Resource owners".

1. Search forresources or
alternatively navigate
through the tree.

2. Gray text color indicates

that no resource owner is
assigned to the directory.

3. Green text color indicates an

existing assignment.

4. Theicons indicate

assignments and
assignments in
subdirectories.

© 2018 Protected Networks GmbH



234 | Access Rights Managemen

e LT 1. Find an user or a group.

. ) . 2. Click a search result to set
# Home O Recerfification ~ Analyze ~ H Requesting - % Workflows - demoadmin ~
an assignment.
Search n - g

& v Resoures Assigned resource owners 3. Delete an existing

> Active Directory
P — All Resources / Fileserver / srv-8man / Finanz / Assets 5 ] ass’gnmen t.

@ v srv-gman @ Arbeit, Andi (8man-demo\Andi Arbeit)

© Search my domain only
I} search history

Archive

» clean! source

» clean! target ] @ Dee. Dan (8man-demo\oan
G o)
& ¥ Finanz

& » Gehalter

» nicht gucken

» Rechnungen

Q

» Marketing

© » Personal

» Vertrieb

» Vorlage

» Hardware

» Software

- o

[ %)/ & swvves \m Design individual workflows
€ > C [ 8 nossisvomans %] .

with the new role resource
owner as an approver.

# Home < Recerfification - ik Analyze ~ E Requesting ~ - & demoadmin ~

My approval process 5

What is your approval process there for?

1. Approval step

Data Owners of the requested organization category
BMAN Admin fed in this approval step?
Manager of requester

212 OWNErs of OIganzanon Category.

User  Group [ @ -
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7.3 Data Owner: Recertification of existing access rights

Background / Value

Safety regulations demand for the implementation of the principle of least privilege. This is why data
owners must check periodically the access rights situation of their resources.

With the re-certification process you obtain the possibility to check and change the access rights
situation to your resources.

You receive an email with the instructions to the re-certification process. Then you decide for each user
and resource if the access right should stay or be removed.

Your desired changes will be transferred automatically to the administrator.

Complementary Services

Change file server access rights

The process in single steps

€ | @ ntips/jv-Bmanaman-demolocal dashboerd T x|

Click "Recertification™.

@ Home | L. Recertifcaion - [ L anayze - 2 Reqvesting - 8 7in en +
8MAN

Welcome, Zin, Ben

‘Waiting for approval All AD user accounts.

What would you like to do
0 353 next?
Rordes
Allaccounts where password never < o
expires

Aoprove

341

Al groups in recursion

33

Al directories with unsecure
permission groups.

a

€ 3 C [ @ npsssmam: LRI

- Click on "Start new
Recertification". Click on one or
more directories. The directories
selected are shown on the
right. Click on "Start new
recertification”.

SMAN  #vome  lurecertfication - anaiyze = R Requesting - &2in, Ben -

Recertification
What do you like fo do?

In progress recertifications ~
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c-cla v
SMAN  # vome  liRecerifcation - lu: Anaiyze ~ 12 Requesing - 87in,Ben -
. . Configuration Reports.
Recertification (339) P
Path x. Access Rights 8 columns selected v c
Available Actions
pon R T Account + Memberof + lAccassRi.. ¢ £« L. v Ackn + Gomm.. + B

0 4Path:\av-aman\Finanz 58 fems)

) 4ccoss R Fullconiol 24 s

© [cradmin (3mon-demotcrodmn) Dominan-Admins fom...|fullconirl

vz | & |NTAUTORTATSYSTEM

© [s0-5P_Fam Bman-demrse-5P_fam pren— amen

5 AN o - recetfics X\

I aceep
The occess ight s corrct ond should remon a5

The occess rightshoukd b removed as soon
possile

4 N = 0pen 3391
| clctd Ackon 01
\ Y msamo

- o .

B SMAN W Recerifes x (L) Hi-|o .
€ Cca « 061e-4054.975-3225: vl
SMAN  #rome  lurecerication -l analyze = 12 Requesting - 87in,8en -
o v Configuration Reports
Recertification (339) [

S ————

& |NraUroRTAnSYSTEM

© [s0-5P_Fam Bman-demrse-5p_Fom pren———

@ [Cloan- Admin tBman-demo\Clean - Admin) | DomGnen-Adnins (Bma..|ullconol

© [s0-5P instol Bman-demovso 5P insial | Doménen-Admins l3me.

BEEEEEEE

Available Actions

The occess right shoukd b removed as soon o
possile

Progress
2B
4 \ mopenza
- | secedscina
%  msennis)
A

S8MAN

. You can either accept or

remove the permissions.
Activate all Users which should
keep their permissions first.
Click on "Accept".

Subdirectories are only
displayed, if they contain
deviating permissions.

Please fill in a comment. Your
notes will be saved in the
system for documentation.

Do the same for the
permissions you want to
remove. Your decision is
marked in the colum "action".
Click on "Final Execute". The
Administrator gets a list of your
decisions for implementation.

Temporary permissions of user
accounts, which are also
authorized with a permission
that never expires, will

. become ineffective and not be

shown in the marked column
above.

If you click on "Final execute" your administrator receives almost every time an email with
your desired changes. This is why we recommend to do the recertification in one go.
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7.3.1 E-mail notifications for recertification

8MAN sends you an automatic
reminder when the
recertification is complete.

50% 90% 100%
1

v

Zeit

Beendigung der Rezerffzierong
durch den DataOwner

Ourehfishrung

v

Rezerifizierungstumus

Start der
Rezerifizierung

If you don't finish the recertification within the period, 8MAN stops the process and you
and your administrator receive an email about the missing execution.

S8MAN
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7.4 +8MATE GrantMA workflows for employees

By using the 8MATE GrantMA self-service portal, employees are able to request access to individual
resources in your organization. The next few pages contain examples of some some common
workflows.

Service overview

Requesting file server access rights from Data Owners

Initiating an order through procurement (Open Order)
HR requests a user account creation from help desk

© 2018 Protected Networks GmbH
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7.4.1 Manage my requests (cockpit)

Background / Value

Keep track of your orders. Cancel orders or resend notifications to the approver.

Additional Services

Overview of all cockpit services

Step by step process

AN > 1. Select Cockpit.

& Codott | Qsettcton - s mroze - ¥ 2. Click "My Requests". In the
example, Sam Sales has "3"
requests.

R Employee search
The range of available services
iy g (buttons) varies according to
. T role (login), risk assessment
e R T - and configuration.

Tet 449 (30) 390 63 45.292
Change my pesenst @0 Bl Rubin (mar-cemolBityRuon)
G
S
20,500 GmandemoEnze)

Assign profile

S sMAN Web

Filter your requests to
quickly find the right one in

My requests (573 case of many entries.
[~ R ] 2. Expand the desired order.
e S .
B B
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8MAN shows you details
about the request.

My roquests (78) 2. See more details about the

Finer| Faor © Open @ Approved and executsd @ Rejectsd and canceled @ Fallur during execution request.

9/15/2017 9:58 AM 1 x File server

- 3. Resend a notification email
S o S to the approver.

benctige Andern-Recht Danke
0 - R .

s 4. Cancel your request.

\srv-
‘sman\FinanzRechnungen\Berin

9/15/2017 9:57 AM 1 x File server

9/15/2017 9:56 AM 1 x File server

‘|-
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7.4.2 Request file server access rights

Background / Value

Employees can request access rights to file server directories from Data Owners by using the 8MATE
GrantMA self-service portal.

You can configure a variety of different processes and involve the relevant decision makers, depending
on your security requirements.

Additional Services

Creating approval workflows (Administrator)

Step by step process

1. Enteryour username and
password.

2. Click "Login™".

¢ © | & Sicher | https//sn-8man8man-demolocal/#/login

n

Click "New Request".

& Cockplt W Requests -~

Requests

v O @

hitpsy//srv-Gman 8man-demolocal/#.
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SMAN 8 rore | R renesig- T applicant exactly the resources
that can be ordered.

Select the desired resource and
click on "order".

Create a new request
Start

organizations

Aciion Resource Delails
P ]
#  SharePoini Site Organization
#  SharePoint Team Organization

sp-ac 1. Select an access category.
Sales
\\srv-8man\Organization\Sales

2. Click "add to shopping cart".
File server Iﬁv v I

>
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d0-a7a5-1 2 ~ @ C || @ SMAN Web - New Request %

SMAN  # vome R reavestiog -

O P

Create a new request

‘ ‘ Start / Sales

Resources
‘ ‘ Adiion Resource: Delails
‘ File server - Directory
bz O Markefing \\srv-8man\Organization\Marketing
‘ ‘ File server - Directory
-eques O Sales. \\srv-8man\Organization\Sales

& hitps://srv-3man.8man-demo.local /= /basket

SMAN  # rome 12 reguestng -

Resources will be requested for:

B © ~dd Grantee
5

Thank you for your request.
L Pe——
‘ ‘ Resource Type Opions.
‘ ‘ 8 Markefing File server - Directory Read & Execute
‘ Bsales File server - Directory Modify

q Please add a comment

Input required.

S8MAN

Add additional resources if
desired.

Click on "Order Basket".

Delete the order entries.

Add a recipient to your
order. You are able to
request access for other
users.

3. Remove the recipient. You
can also remove yourself
and only request access for
other users.

4. You must enter a comment.

5. Start the request.
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@ hitps//srv-Bman 8man-demalocal =/request PO - @ C | @ 8MANWeb- My Requests % Once Confirmed, 8MAN ShOWS
SMAN 8 vore 2 e S ey 0] YOU QN overview of your
requests.
IO U JU U L) Lo L o
e e N & 1. Open or close the detail view
‘ of an order.
@ My Requests (3/3) 2. You can see more details.
i e [ it | H0pen Dlclosed [l duringcxccuion 3. Resend a notification email
1
‘ ‘ 2/27/2017 12:28 PM. 2 x Flle server to the ap p rover.
| Requested by Resourcas requasted for Comment: 4. Cancel your order.
& Ricky Requester & Ricky Requester Demo.
‘ ‘ State. Resource Type Next approver
@ Open Markefing File server Data Owner of
requested resource
@ Open Sales File server Data Owner of ‘ ‘
requested resource
L
11/30/2016 4:23 PM 1 x File server v ‘ ‘ ‘ ‘
11/30/2016 4:10 PM 1 x File server
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7.4.3 Request group memberships

Background / Value

Employees can request group memberships by using the SMATE GrantMA self-service portal.

You can configure a variety of approval workflows and involve the relevant decision makers, depending
on your security requirements.

Additional Services

Create approval workflows (administrator)

Step by step process

J— H-cEl
%) smme x — 1. Enteryourusername and

password.

€« C | @ Sicher

2. Click on "Login".

Powered by Protected Networks.
V8.0 9¢1c096 24.8.2017_19:17

— H--Ed .
. D R\ . Click "New Request".
T H

€ C [ @ sicher | nttps//srv-8man 8man-demolocal/#/dashboard

& Ricky Requester -

What would you like to do nex

' Orders

=

S8MAN
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ﬁ -1 Search for the group or

2. navigate to the desired
level.

Create a new request My Cormpany
o T
start
~
Organizations
Action Resource Detalls

& Dem Organization

[ # igiedschatt in Rollen Organization

. O-cEn
b Y swmve Once you have found the
R s T EEEER———————————————————

[€ & screr | npsyjsm-smansman-demolocal i ' i
desired resource, click
"Request".

Create a new request

[ cevel x Q
Found (1)
Organisation/Mitgliedschaft in Rollen A
Action Resource Details

Request | [ESRCIE Actve Directory

H--El

= o & — Click "Add to shopping cart".

‘ <« C | & Sicher | ntipsy/srv-8man Sman-demo.local/ #/order ?
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Neuer Tab. x )/ 8 smanwes x\Y

<€ C | @ sicher | httpsy/srv-8man.8man-demo.local/#/order

"™ If necessary, add additional
resources to your request. Click
on "Order Basket".

Create a new request My Cormpany
clevel Q
Found (1)
Organisation/Mitgliedschaft in Rollen ~
=l o P
H--EN .
, .
s DECZ 1. If necessary, delete items
& C | @ Sicher | httpsy/siv-8mangman-demolocal/#/basket 7 %

# Home 1 Requesting -

Resources will be requested for:

2 Add Grantee
3

Thank you for your request.
Thank you for your request.
~
Resource ype options
Bclev Actve Directory Vemvership

from your purchase order.
2. Add recipients to your

request. You can order

access for other users.

Wy Company

3. Remove receiver. You can
also remove yourself and
order only for other users.

4. You must enter a comment.
Enter a valid reason. The
comment will be displayed

q Please add a comment

I.Q_l

to the approver in the next

step.

Newer Tob. %/ B smanwes x

5. Start the request.

& > C [ @ sicher | ntpsy/srv-8man.8man-demolocal/#/request

? ﬁ After confirmation, SMAN will
give you an overview of your

orders.
My Requests (5/9) My Company
. . . 1. Expand the detailed view of
9/1/2017 220 PM 1 x Active Directory an Order'
| Er— - | 2. See more details.
— " gee 3. Resend a notification email
Eomcuoons ot e to the approver.
8/31/2017 540 PM 1 x Active Directory v 4 Can Ce, yo ur Order
8/4/2017 2:55 PM 2 x Hardware v
71612017 3:05 PM 1 x File server v
. .

S8MAN
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7.4.4 Request new directories

Background / Value

Order new directories using the GrantMA self service portal. This feature is useful for companies that
follow restrictive policies for directory creation. We recommend that you allow the creation of
directories up to the level three or four below the share only after requesting and approving.

Find resources quickly with the search.

Additional Services

Request file server permissions

Step by step process

Log in as the requester.

Powered by ted Networks
9.0 65acfe9 16.1.2018_19:14

Start a new request.

Requests

e O ©

© 2018 Protected Networks GmbH
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/8 auanwe x\

& (AN}

PR

& Home & Ricky Requester ~

Create a new request

Start / Search/ Marketing

=
[Create new objects
Action Resource Details
Request B Create directory il server - Directory
~
Resources
Action Resource Details
il server - Directory
eq © B Events \lsrv-8man\Marketing\Events
N il server - Directory
eq O B Fyer \lsrv-8manMarketing\Flyer
File server - Directory
et © B Presse \'srv-8manMarketing\Presse
il server - Directory
© & Proguveschreibung 8MAN \srv-BmaniMarketing\Produkibeschreibung
BMAN
N il server - Directory
eq © B secret Projects \isrv-8man\Marketing\Secret Projects
N File server - Directory
eq © B Vorlagen \lsrv-8man\Marketing\orlagen
JE o-c-Ea
CETT 1
¢« cla 22525 % C LR

Create directory

New directory in \\srv-8manMarketing. Please insert the name.

Directory name I

S8MAN

ql 3.

Find the desired resource.
Alternatively: Navigate to
the desired resource.

Click "Request" in the
"Create new objects" area.

Give the new directory a
name.

Place the order in the
shopping cart.
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oo oEm

'8 suanwes x\
« cla x|

Click the shopping cart.

Create a new request

Search resource Q

Start / Search/ Marketing

~
Create new objects
Action Resource Details
B ceseorory S
~
Resources
Action Resource Details
— il server - Directory
eq OB Events \\srv-8man\Marketing\Events
il server - Directory
eq Etver \lsrv-8manMarketing\Flyer

File server - Directory
Presse \'srv-8man\Marketing\Presse

[=]":]
[=]>]
o=
[=]>]

File server - Directory
‘Secret Projects \isrv-8man\Marketing\Secret Projects

File server - Directory
Vorlagen \'srv-8man\Marketing\Vorlagen

[ommwe  x\m 1. 8MAN will show you the
<« C | @ nttps//srv-8man.8man-demo.local/#/basket ? .
order basket with your

requests.
Thank you for your request. (1] 2. Alternatively, delete your
Search/Marketing A

request.
Resource Type Options >
8 create iectory Fil server - Direcory Fyer2017 i 3. You must enter a comment,
e.g. a ticket number.

# Home [ Requesting - & Ricky Requester ~

4. Close your request.

Please add a comment &

© 2018 Protected Networks GmbH
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7.4.5 Create a user account as an HR employee

Background / Value

The 8MATE GrantMA self-service portal allows HR employees to create user accounts for new
employees. Instead of sending user information to IT, the entry and creation of a new user account are
combined into one simple step. IT simply has to approve the request.

This process is especially useful for departments with high employee turnover and/or a project
oriented approach.

Step by step process

1. Enter your user name and
password.

2. Click on "Login".

¢ © | & Sicher | https//sn-8man8man-demolocal/#/login

Powered by Protected Networks
V9.0 65acfed 16.1.2018_19:14

Click "New Request".

& Cockplt W Requests -~

Requests

v O @

hitpsy//srv-Gman 8man-demolocal/#.

S8MAN
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n n :
B = IR € waivic. howscwes. Select "new user" and click on
n n
A
SMAN  #rome 12 requesting - 8 Ricky Requester - RequeSt .
Create a new request
siart / HR
”~
Create new objects
Adlion Resource Dedails
R o oo e
[ e
”~
Resources
Adlion Resource Details
File server - Directory
= OB R \\srv-8man\Organization\HR
©

« |5 P = et SETAIE Enter the relevant information
for the new user. Fields
Manufacturing - new user indicated in red are mandatory

or contain invalid entries.

Create a new user

8man-demo local

(o

[ d @8man-demo local

\ Example Lid.

© 2018 Protected Networks GmbH
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After entering all required
information click on "Add to
(= shopping cart".

L2 ()| @ hitps://srv-Bman. Bman-d izt 4550-0e53-622662 O ~ @ © || @ 8MAN Web - New Request %
L

[ ademo@sman-demolocel

\ Example Lid.

Manager ‘ CN=Adrian Siilwell, 0U=TestUsers DC=8man-demo,DC=local

Location | Berin

Beschrebung | This s an autematically generated descriplion for Dave Dema’ with the

e — T T [T — Add additional resources if

~| desired. Click on "Order
SMAN #tome B requesiing - & Ricky Requester -
[eowe] Bockot

Create a new request

Start / HR

~
Create new objects
Adion Resource Details

Create grou

[l Manufacturing - new group Creqlesg a n:wgmup
@ morsacurng s oo

~
Resources
Adion Resource Details

o File server - Directory
eq O we \\srv-8man\Organization\HR

S8MAN
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B o e e ST [ — . You can delete an order
8MAN # Home 2 Requesting + © orderBasket & Ricky Requester + “ entry'
2. You must enter a comment.
3. Start the order.
Thank you for your request.

From: HR A

Resource Type Options.

8 Monufacturing - new user Cregte user account Dave Demo 1

Resources will be requested for:

® Add Grantee
o 3

& Ricky Requester ®

1D el et s gt =T [T ——— . Select "My Requests" to
SMAN  # rome 2 seesivg- sy roqr view all requests.
N n n
T L JL JL JL] © vewesawen T 2. Filter by "Open".
‘ € T 3. You can see which
i approvals are next in line.
My Requests (2/6) . . .
j 4. View additional details.

- Filter ‘ﬁ\'er Otlesed [ Faiture during execution . . .
]I N > 5. Resend a notification email
3/8/2017 4:25 PM 1 x Template v to the approver

‘ 2/27/2017 1:45 PM 2 x Flle server ~
R oo I 6. Cancel yourorder.
& Ricky Requester & Ricky Requester Demo.
State Resource Type Next approver
© Open Marketing File server By Dot Owner of ‘
Y
@ Open Sales File server Data Owner of D= ®

requested resource ‘ ‘ ‘ ‘
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7.4.6 Order script-based services

Background / Value

In addition to ordering user accounts, authorizations, directories or freely definable objects
(OpenOrder), other script-based services can now be ordered via the web client.

The IT defines a service that can be executed via a script. The service gets a meaningful name (for
example, "order a project structure on the fileserver"). The employee orders the service in the GrantMA
and enters the basic data via a template. After the individually configurable approval workflow, the
script is started automatically.

Additional Services

Configure a script-based service for requesting (Administrator)

Step by step process

B 8MAN Web x

« e +=: Ihefollowing example, a user
requests a project folder
structure.

S8MAN . .
Log in as a requester in the web
I o client.

gman-demo

Engiish

Login as current Windows User

Powered by Protected Networks
V9.0 496577 18.12.2017_1:14

S8MAN
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€ 5 o [v sam Tree Select the organizational

& oot W equest < category that contains the
service. In the example here
"Open Order".

'@ Sicher | hups//sv-Bmangman-demodocal/eorder ey

Create a new request

‘Search resource Q

Start
~
Organizations
Action Resource Details
# Development Organization
& Finance Organization
#  Finanz Gehater Organization
Organization

&  manufacturing

#%  Open Order Organization

& ProjektGehelmesSalesProjekt Organization
#  Projekt Geheimrezept Organization
& Sales Organization

f O & e o oo o o 1o eSS 1107 e o1 Ao 1 5 ICIECT the service "Create
& coen ( project folder" and click on

"Request".

Create a new request

Search resource Q

Start / Open Order

Create new objects

Action Resource Details

OpenTempiate
Ein Formular, um ein Skript auszufunren, das alle
benotigten Ordner fur ein neues Projekt erstell.

[ Create project folder structure

Request @ Sl Konto erstellen OpenTempiate
Ein Formular, um ein Skript auszufuhren, das ein
neues SQL Konto erstell

Resources

Resource Details

Action
B Deskiop-PC High-End Hardware

B Deskiop-PC Low-End Hardware

e o e st o g i et e w1 ENTEF the parameters for the

script. In the example:

Create project folder structure
Ein Formular, um ein Skript auszufihren, das alle bendtigten Ordner fur ein neues Projekt erstellt 1 A X Ig naname tO th e

Proed formationen o project folder.

B - 2. Choose a department. In
the example, the "parent
folder" under which the
project structure is created.

3. Click on "Add to cart".

© 2018 Protected Networks GmbH



AN ool Complete the order:

SMAN & codor v reqvess - (EEmrIR Loyl 1. Click on "Shopping cart".

1

Shopping cart 2. Enter a comment.

3. Click on "Apply".

8
|| - -
SN Ve x - | =
e | i Srondar i rux: INnthe example chosen here, the

SMAN 3 coeir | Orecentaton - s anayze - request - I request must be approved by
Sam Sales.

Vertrigbsleiter Nord ~

DAY - (M 5 .
— = IO RC <« W, Log in as approver.
Employee search

e Q s User actons Click "Waiting for Approval.”

My requests. 3
Risks
L7
My area
ﬁ
My staff members. 5 ) A0 Andy (Bmar-demoandy Az
-
e » Create user ©)
Group actions
X B - = = .
% - 0 T - vwx: 1. Expand the previously

SMAN & cocor  Orecormcaton - lusnaze - requess - © samsales - created request.

Pending requests 2. Activate the checkbox.

3. Click "Approve".
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(B Copyaspatn

The folder structure is
generated by script "outside" of
8MAN. In order for the new

& Multiselection
Resources 1 % Marketing
Report
[ @ Fiter resources on st ree evet 1] DiMarketing
Owner (3 Administatoren (Sman-demo\Adminitatoren) Change o
full path Description  Accessrights_ Folder Size Inheritance 3 Off Change nheritance

v Share Information

~ Access rights

ipes [pa@8
ooy
onge 4 .
§ 3
o] NTFS sz . H
4Bytes 33131 ¢
4Bytes Al permissions
@ Full control a v v v v v vosed
@ Modify a v v v v Bbed
@ Read and Execute a v v oebd
L@ Special permission avvvyv v &0

<

folders to be visible, the

scen corresponding directory must

be rescanned.

Accounts with permissions

@

| @ Users @ Groups @ Contacts @ Computers

“© 13 Dirk DataOwner (8man-demo\D.DataOwner) 1 a
o

SMAN-DEMOLOCAL ~| &3 [@ <Latestscan> | @
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7.5 +8MATE GrantMA: workflows for data owner/administrators

7.5.1 Approve or reject requests (cockpit)

Background / Value

Depending on how you have set the approval process, you will receive approval requests for the
individual order processes. As an administrator or data owner you keep an eye on the processes.

Additional Services

Overview of all cockpit services

Step by step process

B AN Web x

< 5 o [Esm : . v+ Click "Waiting for Approval." In
the example shown, 5 requests
~ arewaiting for approval.

Employee search

Watting for Approval

Selected user accounts Q_ search

The range of available services
(buttons) varies according to
role (login), risk assessment

+ Here the selected user accounts
will be displayed

My requests.

Account details

- Usesec s s e @ s s (o and con figu ration
I P
Change my personal >> ‘Billy Rubin ($man-demoBilly. Rubin)
G

Add membership

AN e : 1. Expand an order to see the
& codoh O recertfation - LAz - items.

Pending requests 2. Get details about the items.
&l Kers p——— P . Depending on the
i R0t 026 e ~ configuration, you will see a
e e e e pencilor information
g B S symbol.
o _ Co Pencil: You can customize

the order.

8 soon Agmin o0t 952 1= Sotwre v Info: You see the details.
8; B Click on the pencil icon.

S8MAN
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AT : v+ : You can edit the order request.

© Edit order 1. Forexample, you can
e R downgrade the requested

Open 2

"modify" right to "read" and
set the permission to a start
and end date.

Type
File server

Fileserver Andem

2. Click on "Apply changes".

® Activate now
© Activate at
© Expiing

Next approver

& Manager of requester

Reset changes

B AN Web

< 5 o [Esm v+ : 1. Selectthe desired orderor
‘ 0 item.

Pencing requests 2. Click "Approve".

& Fall, Kiara 9/15/2017 10:30 AM 1 x Software ~

& Fall, Kiara 9/15/2017 10:29 AM 1 x File server v

& Zin, Ben 9/15/2017 10:03 AM 1 x File server ~

Requested by: Resources requested for: Comment:

& zin, Ben & zin, Ben Aaron ist der Neue im Vertireb, PSN:
00BE09746392271

VB Resource pe
@| oopen Kunden File server

\sv-8man\VertrieblKunden

& Anton Admin 9/15/2017 9:53 AM 1 x Software v

& Anton Admin 9/15/2017 9:52 AM 1x Hardware ~

‘|

B AN Web x

< clison] : +=: 1. You mustentera comment.
B n n
Approve 2. Click "OK".

Please enter a comment to complete the action.

I Please add a comment

The comment appears in the
logbook and is therefore
documented auditable.

© 2018 Protected Networks GmbH
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7.5.2 Informing approvers of new requests via email

Background / Value

To prevent approvers from having to proactively check for open approval requests on the SMNA home
page, we recommend activating approval emails.

Additional services

Creating / Changing approval processes

Step by step process

Log into the web client as an
o Ot o v aaen. % o 8MAN administrator.

R on 1. Click the gear.

e 2. Click "GrantMA",

3. Enable the email options. In
order to keep the applicant
as well as the approver
informed, we recommend
activating all options.

4. Save the settings.

Maximum number of items to show on order overviews. . 1000 | +

Open requests will expire after . 21| + |days.

@ Send emais o the requester on status updates. (On order,reject, executed or failed)
@ Send adiional emais to the requester on each approval step.

@ Send email on each new approvable request to the Approver

Allow requesters 1o browse hierarchical resources (.. fie system folders).
Allow approvers to modiy order defaits.

© Legacy mode for resolving workflows and data owner approvers

Normally, A this category is triggered. If this workflow contains
the approver fole “data owner of 2 this category In the legacy mode,
however, the that contains tothe.
ordered resource is triggered. If this workflow contains the approver role *data owner of the organization category”, the data owners
ofall organization categories that contain a resource that is closest to the ordered resource have to approve.

File server

tpsy//srv-Gman.8man-demolocal/#.

~ Example of an email

Genehmigung erforderlich o
notification.

Sehr geehrte(r) cradmin,
Rosi Ne hat eine GrantMA Bestellung aufgegeben, die eine Genehmigung ven Ihnen erfordert. Die Bestellung wurde am 15.11.2016 um 15:29 Uhr aufgegeben.

Auf der SMATE GrantMA Seite kénnen Sie die Bestellung genehmigen oder ablehnen.

Bestelliibersicht
Rosi Ne schrieb den folgenden Bestellkommentar:
“Fiir Demozwecke."
Folgende Positionen wurden fur
+ Rosi Ne

bestellt:

Bestellnr. Name Typ Optionen Genehmigungshistorie

12 s Fileserver | Andern

Mit freundlichen GriiBen
BMATE GrantMA

S8MAN
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7.5.3 Approving or denying a request in the self service portal

Background / Value

Depending on the chosen settings, you will receive approval requests for individual ordering processes.
This allows administrators and data owners to stay in the loop.

Additional Services

Defining individual approval workflows

Step by step process

Log on with your approver
credentials.

C | & sicher | nitpsy/srv-8man gman-demo.local/#/login

8MAN

sam sales

‘sman-demo

Engish

Login as current Windows User

Powered by Protected Networks
9.0 65acfe9 16.1.2018_19:14

B SMAN Web x

< > o [vsm . rus: Click on "Waiting for Approval”.
Py — © W e+ Sl | this example there are 6
requests waiting for approval.

Click the tile.

-

Vertriebsleiter Nord ~

‘Waiting for Approval

Here the
accounts will e displayed.

[ U—
@) remen e are

Add membership.

© 2018 Protected Networks GmbH
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1. Open a pending request to
see the items.

2. View details of an item.
3. Select one or more items.
4. Click "Approve" or "Reject".

& htp: .8man-demo. P - & C || & 8MAN Web - Approve

8MAN # Home [ Receriification -  [i. Analyze ~ = H Requesting ~ & sam Sales ~

Pending Requests -

& Ricky Requester 2/27/2017 1:29 PM 2 x Flle server
Requested by: Resources requested for: Comment:
& Ricky Requester & Ricky Requester Demo.

O All } State Resource Type

@ Open Markefing File server

@ Open Sales File server

e > (s 5= T vs: 1. You must enter a comment.
2. Click on "OK".

Approve

Please enfer a comment to complefe the action.

The comment is stored in the
logbook and ensures revision-
proof documentation.

I Piease add a comment

S8MAN
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8.1 Active Directory

8.1.1 Administrator

8.1.1.1 Create an user account

Background / Value

With 8MAN you can quickly create standardized user accounts. You can specify this process by creating
the appropriate templates for different roles and then delegate it to your help desk.

Additional Services

Customize templates for account creation (please refer: Templates Manual)

Step by step process

1. Click "Start".

2. Click "Create new user or
group”.

8S8MAN

A Start & Res & Peri % Accounts @ Dashboard  [# Multiselection [ Logbook @ Scan comparision

Permission Analysis Documentation & Reporting

@ Reports overview QO configuration
access?

‘ ® Where does a user/group have () vSphere

‘ ® Who has the privilege? ® Where has the user/group ® Convert XMLimport file

@ Report configuration import

® Who has access where?

User Provisioning B &b Active Directory
ile server

- ® Account Details

A Active Directory B File server

N ® Create new user or group

® Edit group memberships

@ All *Authenticated users®

permissions ® Inactive accounts

‘ ® Edit directory access rights
@ All *Everyone' permissions ® Local accounts
@ All owner not administrator ® Manager-Employees
@ All users with direct access @ OU Members and group
memberships

@ Permission difference

Security Monitoring

‘ ® Manage alerts

B File server
® Detailed permission changes
@ ® Who did what, except authorized
users (SoD)?
@ Who did what?
e @ Who made changes?

& Active Directory

‘ @ AD Logga Report

@ Users and groups (Kerberos, Last
® Unresolved SIDs logon)

@ Where have employees of a
manager access (file server)?

B Exchange

@ Who has access through which
permission groups?

‘ @ Exchange mailbox permissions

© 2018 Protected Networks GmbH
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8MAN offers 4 standard
templates. You can generate as
many of your own templates as
you wish. We recommend using
. templates as a foundation as

S v— this simplifies and speeds up

Create a new user with a SAM-Account-Name customized for administrators

— the process.

Create anew group

Create new account within the Active Directory

Please select the type of account you want to create

Manufacturing - new group
Creates  new grou

Manufacturing - new user
Creates a new user

S sccos 1. Select a User template.
2. Click on "select".

Enter the required
Create new account within the Active Directory ji nfO rmation.

reate elements in the selected domain: 8man-demo.local . . .
‘ ’ Modify the OU if desired.

Add any additional LDAP
attributes.

~ LDAP attrbutes . You can designate group

— memberships while creating

_— the user.

~ Group memberships
Accounts

|2 @ marketing

The user will automatically become a member of

Name the groups specified here,

8 Marketing (Bman-demo\Narketing)

You can either search for a graup or select a group

S8MAN



Create new account within the Active Directory

Create elements in the selected domain: 8man-demo.local

~ Group memberships
Accounts Templates Poste Clear

|0\ Q@28 Marketing (8man-demo\Markating) X @

The user will automatically become a member of
the groups specified here,

& Marketing (Bman-demo\Marketing)
Vou co either search fora group orseecta group
template

~ Password options

ssword 3 Hide passuord

y © BB Actiate on 312017 12008 © @ D
on 4/21/2017 12:00 AM

~ Create mailbox (Exchange)

Credentials 8man-demo\sa-8mansve

Please add @ comment.

Create new account within the Active Directory
Create elements in the selected domain: 8man-demo.local

~ User activation

© () Actiote immediatety © [ Activate on /172017 1200 a0 © ) Do ot actiate
[ ) account expires on 472772017 1200 a1

~ Create mailbox (Exchange)

Enable mailbox o
Mailbox Database Mailbox Database 1917641880
Aschive Database [m}

Archive Database Meailbox Database 1917641880
ActiveSync

ActiveSync Policy Default

Outlook Web App (OWA)

Outlook Web App (OWA) Policy Defauit \mmediately
Execute this task immediately and wait untl the changes have been mace.
IMAP v "

In background
Execute this task in the background (his overlay will close).
Overnight

Execute this task at the end of this day (this overlay will close).
Schedule..

Execute this task at a point in time of your choice.

poP3

Status of changes: .
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Determine your password
options.

8MAN allows you to decide
when you want to activate
or deactivate the account.

1. Determine the email
settings. You are able to
email activate it later, if you
create the account without
a mailbox.

2. Determine which credentials
are used in order to create
the new account in AD.

3. You must enter a comment.

Sensitive administrative
actions should always contain
an explanation why the
account is being created
and/or what it is for. We
recommend adding a ticket
number and information who
requested the account
creation.

4. Complete the action
immediately or later, or save
the job and complete it
later.
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8.1.1.2

Background / Value

Create groups and add users

8MAN allows you to create standardized groups quickly and easily. Each process is automatically

documented.

Additional Services

Manage group memberships

Step by step process

[

8MAN

& Start & Resources Permissions

Permission Analysis

5 vsphere

® Where does a user/group have
access?

‘ @ Who has the privilege?

User Provisioning

& Active Directory EJ File server

P @ Create new user or group

@ Edit group memberships

‘ @ Edit directory access rights

Security Monitoring

‘ @ Manage alerts & Active Directory

‘ @ AD Logga Report
B File server

@ Detailed permission changes
@ ® Who did what, except authorized
users (SoD)?
® Who did what?
0 @ Who made changes?

o Accounts @ Dashboard

Multiselection

[0 Logbook

© Scan comparision

Documentation & Reporting

® Reports overview

@ Where has the user/group

access?

@ Who has access where?

EJ File server

@ All ‘Authenticated users"
permissions

@ All ‘Everyone' permissions
@ All owner not administrator
@ All users with direct access
@ Permission difference

@ Unresolved SIDs

® Where have employees of a
manager access (file server?

@ Who has access through which
permission groups?

O configuration
@ Convert XML import file

@ Report configuration import

& Active Directory
@ Account Details
@ Inactive accounts
@ Local accounts
® Manager-Employees

@ OU Members and group
memberships

® Users and groups (Kerberos, Last
logon)
B9 Exchange

@ Exchange mailbox permissions.

Create new account within the Active Directory

Please select the type of account you want to create

Administrator

Create a new user with a SAM-Account-Name customized for administrators

Group
Create a new group

Manufacturing - new group
Crestes 3 new group

Manufacturing - new user
[

Service Account

Create a new user with a SAM-Account-Name customized for sevice accounts

User
Create anew user

1. Select "Start".

2. Click on "Add a new user
account or group”.

8MAN offers 4 standard
templates. You can generate as
many of your own templates as
you wish. We recommend using
adapted templates as a
foundation as this simplifies,
standardizes and speeds up the
process.

1. Select a group template.
2. Click on "Select".
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Enter the required
T et e ' information.
Create elements in the selected domain: 8man-demo.local Ch ange th e O U [f' des irEd.

Add additional LDAP
attributes.

kB © LDAP Attributes

Determine the group scope.

ﬂl o . Determine the group type.
[© @Gibigmp ‘

© & Universsl group

~ Group Type

|© & security group
(© %, Distribution group

~ Members

Credentials <not set> /i
Please add @ comment & mmediately

Cancel

8man-demolocal © <Latest scan> -

You can designate users
Create account within Active Directory X Wh ile crea tin g th e gro up-

Create elements in the selected domain: 8man-demo.local

Determine the login
I information for creating the

OU Selection QU=TestGroups

new group in AD.
v LDAP Attributes

~ Group Scope
O Lol group
[P @Gemigow
© & Universal group.

~ Group Type

| & secuity group
(© #, Distribution group

~ Members

Accounts

|2 rcef @
Users (1) pecified here will automatically
&8 q i i em! 3

Groups (0)

rch for d

=

8man-demolocal - © <Lstestscan>
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1. You mustenter a comment.

Create account within Active Directory

Create elements in the selected domain: 8man-demo.local

R Sensitive administrative
i [ actions should always contain
B an explanation why the

~ Group Scope account is being created
s and/or what it is for. We

© & Universa group

= recommend adding a ticket
roup Type

[© & securty group

£ s number and information who

~ Members — requested the account

Accounts iately and wait until

™ e, the background (tis overtay willclose). cre atl on.

Overnight

at the end of this day
Schedule..
Execute this task at a point in time of your choice.

Save

SR —— 2k o s iy o 2. Complete the action

T e s e P immediately or later, or save
— it as a job.

sran-demolocsl - @ <Lted ppret |

S8MAN
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8.1.1.3 Manage group memberships

Background / Value

8MAN allows you to manage group memberships quickly and easily. You can also see which group(s) the

group is a member of.

Additional Services

Remove group memberships in bulk (web client)

Step by step process

SMAN > R *

# Start & Resources Permissions & Accounts @ Dashboard Multiselection M Logbook

« > Graph

© Scan comparision

Select "Accounts".

Use the search field to find
&R the desired account.

Bruce Ellington (man-demo)\gllington) Chris Cook (3man-demo\CCook)

=]

B (@ Addnote

@ B C-Level (8man-demo\C-Level)

Q Qs

Has the following direct members

5]

8 Aido, Tom (Bman-demo\Tom Aido)
&8 sMAN-complete (8man-demo\8MAN-cgmple

jemo\BElington)

an-demo\Sam.Sales)

Credentials man-demo\sa-8mansve

Please add a comment

3. Right-click on the account
and select "Change group
memberships" in the
context menu.

Alternatively you can also select

"Edit group memberships" on

the 8BMAN home page.

Use the search field to find
the desired user or group.

Use drag & drop to move
users and groups into the
right column to add new
group members (children).
Use drag & drop to move a
group to the middle column.
This creates a new group
membership (parent).
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Add / remove group memberships

Accounts New

Templates Paste Clear

Q0

@ B C-Level (8man-demo\C-Level)

Right-click and use the context
menu to remove memberships
(parents and children)
immediately or on a designated

Has the following direct members

[ @ :

[@re ;

date.

& hido, Tom (Bman-demo\Tom Aido)
88 8MAN-complete (8man-demo\MAN-comple..

Name N
88 fBMAN complete (Bman-demo\BMAN co.

@  Building B (8man-demo\Building B)

B |_ES Finances.md (8man-demo\l_ES_Fi..
& Patents (8man-demo\Patents)

& VPN (8man-demo\VPN)

Credentials 8man-demo\sa-8mansve

Name a
& o Aido, Tom (8man-demo\Tom Aido)

=3
&
8
=3

Bruce Ellington (8man-demo\BElington)
Chris Cook (3man-demc\GCoak)
Jimmy Ward (8man-demo\Ward)

@ set expiration dte

Please add a comment

Status of changes: ...

Add / remove group memberships

Accounts  New Templates Paste Cle:

Q @& 8MAN-complete (8m... Is direct member of

@ B C-Level (8man-demo\C-Level)

8man-demolocal

. You must enter a comment.

. Make changes immediately
orsave and schedule them
for later.

Has the following direct members

[@Fuer 5 |

@ Fitter 5
[ J

& Aido, Tom (Bman-demo\Tom Aido)
88 BMAN-complete (8man-demo\BMAN-comple..

Name N
8 e eMAN-complete (Bman-demo\8MAN-co.
@  Building B (8man-demo\Building B)

B 1S Finances.md (man-demo\l_ES_Fi..
&8
&8

Patents (man-demo\Patents)
VPN (8man-demo\VPN)

Credentials man-demo\sa-8mansve

Name N
& b Aido, Tom (Bman-demo\Tom Aido)

& Bruce Ellington (8man-demo\BElington)
& Chris Cook (Bman-demohCCook)

8 Jimmy Ward (Bman-demo\Ward)

& ) Sam Sales (Bman-demo\Sam Sales)

AL

Demo.

Immediately
Immediately
Execute this task immedately and wait until the changes have been made,

Status of changes: ..

S8MAN

In background
Execute this task in the background (tis overtay will close).

Overnight

Evecute this task at the end of this day (this overlay will lose).
Schedule..

Execute this task at a point in time of your choice,

Eo o = O o
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8.1.1.4

Background / Value

Delete empty groups

Over time, empty groups accumulate in your Active Directory. These reduce performance and diminish
transparency. We recommend deleting these groups. 8MAN can delete user accounts and groups
including all (direct) permissions on file servers. This prevents unauthorized SIDs and reduces security

risks.

Step by step process

[ Multiselection

& Start

Reporting

& Active Directory

@ Inactive accounts

@ Local accounts

@ Users and groups (Kerberos, Last
logon)

EJ File server

@ All ‘Authenticated users’ [
permissions

® Al 'Everyone' permissions [l
® Al users with direct access [E

® Directories without [l
administrative owners

® Unresolved SIDs

Depth of nested groups

~ Users and other accounts

M Logbook @ Scan comparision

Groups without members could be system groups. These should not be deleted.

1. Select "Dashboard".

2. Double-click on "Empty
groups".

Users
Users (Disabled)
Administrators

Administrators (Disabled)

~ Groups

All Groups
Groups vith members (w/o recursions)
Ermpty groups 2

'Groups i recursions

~ OU/ Contacts / More

Computers
Computers (disablec)
Contacts

Foreign users

Organizational Units

~ Top 5 Kerberos Tokens [Bytes]

demoPeterSilie)

man-demo)\Christiane Krise)

2016
189 v

BMAN-DEMOLOCAL ~] & [@ <Latestsan> ] @ [ ]

© 2018 Protected Networks GmbH



Access Rights Management

@ Search 3

Multiselection a

@ Multiple elements

mpty groups

] - citdren

1§
T Y Tree

| O vsers @ Groups O contacts O computers

|~ Aributes

Name

@ 1 20160307Gruppe (8man-demc\20160307Gruppe)

@ 1 2ppCAD (Eman-demo\appCAD)
88 Compliance Management (6man-demo)\Cor

& Discovery Management (man;
Qb Distributed COM-Benutze: (&
DL-VMWare-AppOviner-AD (8man-demol
DLVMWare-AppOuiner-AV (8man-demol

mpliance Management)

& Delegated Setup (8man-demo\Delegated Setup)
J0\Discovery Management)
emo\Distributed COM-Benutzer)

L-VMWare-AppOwner-AD)
~VMWare-AppOwner-AV)

App! y
TWare RppOumer B ange (e
@ DL-vMWare-AppOwer-Fileserver (8man-
@ DL-vMWare-AppOuner-Lexware (Sman-dq
@ DL-vMWare-AppOuer-Lync (man-dem
@ DL-VMWare-AppOuner-Malarchiv (8man-
@ DL-VMWare-AppOuiner-SQL. (Bman-demol
@ DL-vMWare-AppOuiner-SystemCenter (8

53 selectan Cuiva
3 Copy CirlsC

&4 Show in accounts view..

B Show accessrights to resources..

@ Report Where has the user/group access?

& Report: t Details

@ DL-vMWare-AppOuer-View (8man-dem:
@ DL-VMWare-AppOuwner-Watchguard (8ma|

& Change group memberships..

£ Creste new ser or group

(Bman-ct

@ DL-VMware-VMAdmins-Produktiv (8man-

B Dnsadmins (8man-cemo\DnsAdmins)

@ DnsUpdateProxy (man-demo\DnsUpdate|
1 Dokumentation (3man-demo\Dokumen

@ Druck-Operatoren (man-demo\Druck-Op|

@ Ereignisprotokollleser (man-dema\Ereigni

@ Erstellungen eingehender Gesamtstruktury|

1) 1 EX_Sales (Bman-demo\EX_Sales)

@ Exchange All Hosted Organizations (8man|

Delete accounts
Girim
@ Move objects

& Create Purpose Group
@ Addrote

£ Open Logbook

R Cresteslert

ftrukturvertrauensstellung)

Name Value
Group Type Global group

Organizational Un.. OU=vSphere-Roles DC=8man-de...
Organizational Un... vSphere-Roles

& Eichangelegacyinterop (8man-demo\Exch|

[ Copyas path

v
Ready SMAN-DEMOLOCAL ~| @ [@ <latestscan> +] @ []

Delete accounts 1.

Status of changes: ...
Accounts to delete Required credentials
Name - Resource Credentials
& DL VMWare-AppOwner-AD (8man-dema\DL-VYMWare-AppOwner-AD) o BMAN-DEMO.LOCAL iman-dema’
P! P

® DL VMWare-AppOuner-AV (8man-demo\DL-VMWare-AppQvmer-AY)
] DL-VMWare-AppOwner-Blackberry (8man-demo\DL-VMWare-AppOwner-...

(1 &3, Remove groups which still have members

Deleting groups which are not empty may cause users to lose access rights where those groups are used. Please make sure that you really want to
delete those groups.

’ Remove access rights

Remove all direct references to the selected accounts on rescurces which are known to SMAN.
The execution will be immediately

v Scripting

Please add @ comment

@

-

« Immediately | Cancel ®

S8MAN

8MAN automatically
switches to "Multiselection".

The scenario "Empty
groups"is active. All listed
groups are empty.

Select the groups that you
know are safe to delete.

Right-click and select "Delete
Account" from the context
menu.

Optional: Change the login
used to delete the groups in
the AD.

Recommended: Activate the
option "Remove access
rights" and prevent the
occurance of unresolved
SIDs.
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1. Choose whether o runa

script before or after

Status of changes: ... )
O ﬁ Remave groups which still have members. deletin g. . .
Deleting groups which are not empty may cause users to lose access rights where those groups are used. Please make sure that you really want to See also: Co nflgure SCrip ts
delete those groups.
1. You must enter a comment.

’ Remove access rights

Remaove all direct references to the selected accounts on rescurces which are known to 8MAN, 2' Sta rt th e deletion pro cess.

The execution will be immediately Q

~ Scripting

Execute script before change action

Execute script after change action

Please add @ comment L
¢ Immediately Cancel ®
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8.1.1.5 Move objects in Active Directory

Background / Value

8MAN is able to move objects, meaning user accounts, group accounts and computers from one OU into
another. This may be required if one of your users moves location or new group policies are applicable.
8MAN fully documents all movement among OUs.

Step by step process

Use the search field to find

8SMAN 1 ) ,
# Start & Resources Permissions & Accounts @ Dashboard Multiselection M Logbook ©@ Scan comparision the de'SIred ObjeCt'
-« Graph - am| 2. Right-click on the object.
g You can do this in the
@ S e s g st "Accounts" view. Then select
@ Report: Account Details
P— "move object".
g =
Aritan, Sam (8man-demo\Sam Aritan)
=]
Ready. 8man-demolocal “°<Lat§s¢§mn> - o)

3 : 1. If required change the login
which will be used to move
the object.

2. Select a destination path.
e 3. You must enter a comment.
2 o Som oo )OS G- Tt e 4. Start the process.

lease choose the target path

B> @A reosesciectatrgetoan

lease add a comment.

‘8man-demolocal =9 © <Latest scan> < O)

S8MAN
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8.1.1.6 Reduce multiple groups to one group

Background / Value

On organized AD should have a limited number of groups. 8MAN allows you to easily combine
historically accumulated and unnecessary groups. The following example shows the creation of a
central help desk group. 8MAN allows you to simply copy all of the desired members and then combine
them into one group.

Step by step process

Select "Multiselection".

8MAN

@ Start & Resources [ Permissions & Accounts @ Dashboard Multiselection 11 Logbook @ Scan comparision @ 2. Applyfl/ters to flnd the

Multiselection & Matiple clements desired groups.
Y — S . 7 3. Select the groups.

4. Select all desired users and
copy them into the
clipboard. (For example
CTRL+A and CTRL+C).

Remote Desktop Users (8man-demo\Remote Desktop Users)

5 Smith, Gary mol...
B Smith, James (8man-dema...
15 White, Charies (8man-dem.

v Tree

v Attributes

CEETTER 0 = X o

Right-click and select "Create
new user or group".

SMAN

th Start & Resources [ Permissions Accounts @ Dashboard Multiselection (11 Logbook

& Multiple elements

Multiselection
| @ desk aortes || » Children
|o Users @ Groups O Contacts O Computers \

Name -

|28 15 Help Desk (Bman-demo\Help Des
[ 19 1T HelpDesk mo\IT HelpDesk) - Name E3
11T ServiceDesk (8man-demo\IT ServiceDesk) & 19 Aido, Tom (8man-demo\T... 2
[ Remote Deskiop Users (Bman-demo\Remote Deskiop Users) 3 selectall Cui+A & 1 Smith, Alin (8man-demo\... 1
[ Copy Ctr+C & [ Smith, Gary (man-demo\. 1
& 1 Smith, James (man-demo... 1
& 1 White, Charles (8man-dem... 2

Copy as path

v Tree

v Attributes

e TN
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1. Name the new group.
2. Inthe "Members" area click
Create elements in the selected domain: 8man-demo.local on " Pas te I ,.
‘Common NameICEmval Help Desk .'

Description

[Centai Hep Dese

Create new account within the Active Directory

OU Selection CN=Users

v LDAP attributes

~ Group area

O Localgroup

|© @ 6iobel group

© & Universs! group

~ Group type
[© & security group

© 2, Distiuton group
~ Members
Accounts

[ bearer

Credentials $man-demo\sa-8mansve

Please add a comment

Allmembers of the

previously selected groups
are now in the new group

e "Central Help Desk".

~ Group area . You must enter a comment.
O & Local group

|© @ 6lobal group

. Start with the creation of a
© & Universal group
~ Group ype new group.

| & securty growp
© %, Distribution group

Create new account within the Active Directory

Create elements in the selected domain: 8man-demo.local

 Members

Accounts

®

The accounts specified here will automatically
ome members of the new gror

You can search for users and groups.

S8MAN
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8.1.1.7

Hintergrund/Mehrwert

Change password options

Passwords should be changed regularly. Set the required password options.

Additional Services

Change password options in bulk (web client)

Step by step process

1

°®

v Tree

Add note

as

Copy aspath

~ Parents PENS Graph & @ Dee, Dan (8man-demo\Dan Dee)

4 Fitter 8 e

- Name L] Attributes Edit
&) 1 slle-Mitarbeiter (8man-dem... 1 N -
@ 19 Domanen-Benutzer (gman-... 1 jame. ue
3 1 & Feport Wher lcount Expires  Account never expires

1 min Count 1
© & Report: Account Detis s
& )} 1 e an Dee
88 5 1 aMAN-komplett (& ) & Change group memberships... a.. EN:?;HD«.OU:TstUSm‘DC:_“
B 5> Abgelen 1 ee, Dan
[ > Admini 1 Dan
&8 » B 1 Never logged on
8 5 q 1 CN=Christiane Krise,OU= TestUser...
@ > B 1 DanDee@8man-demollocal
Dan D
@ > = il
@ > 1 T-Technik Bman-demo\T-,. 1 828e44p1-e9cd-4302-6322-ae<T.
B > 1_ps.mR&D M (gman-de.. 1 ject SID 5-1-5-21-1545227963-219542762...
| Vertrieb_Proj Groupld 513
€ 5 ©1_Vertrieb Projekte re (8ma.. 1 mary
tpDee.D:

8 5 1 Operstions (gman-dema0.. 1 ¢ EerE e
%2 5 public (SRV-BMAN\SQLEXPRESS) 2 - e
%2 5 sysadmin (SRV-sMANSQLEXP.. 1 SMTP:DanDee@8man-demo.ocal

M Account Na... Dan Dee

M Account Type ~ (805306368) User Object
Dee

66048/ 0x10200

This is a default account type that..
The password for this account will..

Dee, Dan (8man-demo\Dan Dee)

B

om
DC=8man-d:

-

Organizational Un... TestUsers
LDAP ADsPath  LDAP//Bman-demo.local/CN=Da..

Ready

s oo Lo < 6 [ <z <] @ =

Change password options

[ The user must change the password at next logon
[ The user eannat change his password
The password never expires.

‘@ 1 Dee, Dan (8man-demo\Dan Dee)

S

SMAN-DEMOLOCAL -

@ <t 1

Find the desired user with
the search.

Right-click the user, for
example, in Accounts view,
and choose "Change
Password Options" from the
context menu.

Set password options.

You must enter a comment,
such as "Ticket number,"
"Ordered by", or "Approved
by".

Start the execution.
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8.1.1.8 Deactivate user accounts in bulk (web client)

Background / Value

After a security breach it often makes sense to deactivate accounts in bulk. You can do this quickly and
easily in the web interface.

Complementary Services

Change password options in bulk (web client)

Delete accounts in bulk (soft delete) (web client)

Step by step process

1. Select "New analyze
session".

2. Click on "All AD user
accounts”.

# Cockpit O Recerfification -~ lii: Analyze ~

Analysis and recertification

Accounts where password
369
never expires Order history @ I @ Al AD user accounts b
Inaciive accounts ) AlLAD group accounts ) () Accounts wnere password never expres
Piecires e staff members. Groups In recursion
access &1 b ® © ps
Inactive accouns ® © Group memberships
staff membe 2
My stafl members User accounts and department profies @ @ Non-compliant user accounts
RS » Globally accessible directories ® © Directories with unresoived SIDs
Ditectories with direct access () (9 orecores win changes access ignts
[Faesrsempemisions (O}

itpsy//stv-Gman.8man-demolocal/®

T SSSSN 1. Optional: Change the

« > C @ siner |

scenario.

# Cockpit O Recertification « W - % Workflows -

Set options for the scenario.
3. Click on "Start calculation".

New analyze session

AlS
cenarios V All AD user accounts

. Create st of all Active Directory user accounts for one of more domains.
Order history

Start calculation for your scenariol 3

All AD user accounts

All AD group accounts
Domain name

Accounts where password
never expires

My staff members @ 8man-demo local

Groups in recursion
Inactive accounts
Group memberships

User accounts and
department profiles

Non-compliant user
accounts

Globally accessible
directories

Directories with unresolved
siDs

Dicactories with diract
access
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Use sorting, filtering and
grouping functions to
narrow down your
selection.

# Cockpit O Recertification - W Requests - % . QAnfon Admin -

All AD user accounts (382)

Configuration % Reports

’ Selected resources: 8man-demo local Direct Excel export 2

Domain name x Type, Name - = | & Create Report
i Reset password

Select the desired entries.
3. Click "Disable user".

Type  Name  Requested Action v
e e

—
'Domain name:8man-demo.local(382 flems)

o
o © | Clean - Admin (8man-demo\Clean - Admin)
@] 8 | Clean - User (8man-demo\Clean - User)
o & | sa8mansvc (8man-demoisa-8mansvc) e ———
@] & | s28P_Crawl (8man-demoisa-SP_Craw))
Add membership
o & | sasP_Profile (8man-demoisa-SP_Profile)
O] © | samcviever @mancemosa excvienen | ssonpone |
o & | 5a8P_Pool_Intranet (gman-demoisa-SP_Pool_Inti Execute script
o 8 | AnnaLyse (8man-demo\anna Lyse) P—
o 8 | sasP_Search (8man-demolsa-SP_Search)
Change password options.
o & | Clean-Overall (sman-demolClean - Overal)
o © | Administrator (8man-gemo\administrator)
o & | Bill Anz (8man-gemo\Bil Anz)
o © | Anton Admin (man-demoldemoadmin)
| 8 | sasP_CacheADM (8man-demolsa-SP_CacheADN
[E] & | Discoverysuchpostiach (8man-demo\SM_9gidaati

1. You must enter a comment.

2. Click on "Execute action".

Deactivate user

Execute for sa-HQ-vRanger (6man-demo'sa-HQ-vRanger)

ol‘ The job is transferred to the

) 8MAN server and executed
there. 8MIAN shows the status
in the job overview.

S8MAN
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8.1.1.9 Delete accounts in bulk (soft delete) (web client)

Background / Value

After a security breach or the dissolution of a department, it makes sense to delete several accounts at
the same time. Do this conveniently in the web client.

Additional Services

Change password options in bulk (web client)

Delete accounts in bulk (soft delete) (web client)

Step by step process

1. Select "New analyze
session".

2. Click on "All AD user
accounts”.

# Cockpit O Recerfification -~ lii: Analyze ~

Analysis and recertification

Accounts where password
369
never expires Order history @ I @ Al AD user accounts b
Inaciive accounts ) AlLAD group accounts ) () Accounts wnere password never expres
Piecires e staff members. Groups In recursion
access &1 b ® © ps
Inactive accouns ® © Group memberships
staff membe 2
My stafl members User accounts and department profies @ @ Non-compliant user accounts
RS » Globally accessible directories ® © Directories with unresoived SIDs
Ditectories with direct access () (9 orecores win changes access ignts
[Faesrsempemisions (O}

itpsy//stv-Gman.8man-demolocal/®

T SSSSN 1. Optional: Change the

« > C @ siner |

scenario.

# Cockpit O Recertification « W - % Workflows -

Set options for the scenario.
3. Click on "Start calculation".

New analyze session

AlS
cenarios V All AD user accounts

. Create st of all Active Directory user accounts for one of more domains.
Order history

Start calculation for your scenariol 3

All AD user accounts

All AD group accounts
Domain name

Accounts where password
never expires

My staff members @ 8man-demo local

Groups in recursion
Inactive accounts
Group memberships

User accounts and
department profiles

Non-compliant user
accounts

Globally accessible
directories

Directories with unresolved
siDs

Dicactories with diract
access
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# Cockpit O Recertification - W Requests ~

All AD user accounts (382)

Configuration %
’ Selected resources: 8man-demo local

w ]} . Domain name:8man-demo.local(352 tems)
o Clean - Admin (8man-demo\Clean - Admin)

o 8 | Clean - User (8man-demo\Clean - User)

o & | sa8mansvc (8man-demoisa-8mansvc)

o & | s28P_Crawl (8man-demoisa-SP_Craw))

o & | sasP_Profile (8man-demoisa-SP_Profile)

o © | saExcviewer (man-demolsa-Excviewer)

o & | 5a8P_Pool_Intranet (gman-demoisa-SP_Pool_Inti
o 8 | AnnaLyse (8man-demo\anna Lyse)

o 8 | sasP_Search (8man-demolsa-SP_Search)

o & | Clean-Overall (sman-demolClean - Overal)

o © | Administrator (8man-gemo\administrator)

o & | Bill Anz (8man-gemo\Bil Anz)

o © | Anton Admin (man-demoldemoadmin)

o 8 | sasP_CacheADM (8man-demolsa-SP_CacheADN
o & | Discoverysuchpostiach (8man-demo\SM_9gidaati

Domain name x Type, Name -
e Name  Requested Action 2

Use sorting, filtering,
grouping and column
selection to locate the
desired rows.

. © Anton Admin -

Reports

2. Select the desired entries.

; EEEIZ5M | 3 Click "Soft delete user
| rewe |

account”.

| oectaewser |
| scomprone |

Execute script

3 Soft delete user account

Change password options

Soft delete user account

Execute for sa-HQ-vRanger (6man-demo'sa-HQ-vRanger)

Comment I Please enter a comment

S8MAN

1. You must enter a comment.
2. Click "Execute Action".

The job will be transferred to
the 8MAN server and executed
there. You can find the status in
"Jobs overview".
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8.1.1.10 Change password options in bulk (web client)

Background / Value

Passwords must be changed regularly. You can manage password options across your entire
organization, quickly and easily in the 8MAN web interface.

Additional Services

Reset passwords in bulk (web client)

Step by step process

1. Select "New analyze
session".

2. Click on "All AD user
accounts”,

fication ~  lu: Analyze ~

Accounts where password =
(AT Order history.

I@ P— b

IREEROEEETE — AllAD group accounts (5)  Accounts where password never expires
Directores with direct 4 My staff members (©) Groups n recursion
access —

Inactive accouns Group memberships
My staff members. 2

User accounts and department profies Non-compliant user accounts

Ch: al
B » Globally accessible directories: Directoies wih unresolved SIDS
Directores with direct access Directories i changed access rghts

Q
Q
(C)
Q

(OO0 OO0 ONO)

File svstem permissions
hitps:/sr-Bman 8man-demolocal/# .

‘ . Optional: Change the
€ C | @ Sicher | httpsy/srv-8manSman-demolocal/#/analyzeid=0d550530-€6b4 4955-add0-s2d0s0e21569 %]} i
scenario.

Set options for the scenario.
3. Click on "Start calculation”.

# Cockpit

New analyze session

All Scenarios v
All AD user accounts
) Create a st of all Active Directory user accounts for one or more domains
Order history
i ol 3
All AD user accoun ts Start calculation for your scenariol

All AD group accounts
Accounts where password
never expires

My staff members @ 8man-demo local

Groups in recursion
Inactive accounts
Group memberships

User accounts and
department profiles

Non-compliant user
accounts

Globally accessible
directories

Directories with unresolved
SiDs

Dicectories with diract
access
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# Cockpit O Recertification - W Requests - % Worklows ~

All AD user accounts (382)

Configuration %
9 Selected resources: 8man-demolocal

w) 4 Domain name:8man-demo.local(352 tems)
o © | Clean - Admin (8man-demo\Clean - Admin)
o 8 | Clean - User (8man-demo\Clean - User)
g & | sa8mansvc (8man-demoisa-8mansvc)
o & | s28P_Crawl (8man-demoisa-SP_Craw))
o & | sasP_Profile (8man-demoisa-SP_Profile)
g © | saExcviewer (man-demolsa-Excviewer)
o & | 5a8P_Pool_Intranet (gman-demoisa-SP_Pool_Inti
o 8 | AnnaLyse (8man-demo\anna Lyse)
g 8 | sasP_Search (8man-demolsa-SP_Search)
o & | Clean-Overall (sman-demolClean - Overal)
o © | Administrator (8man-gemo\administrator)
g & | Bill Anz (8man-gemo\Bil Anz)
© | Anton Admin (man-demoldemoadmin)
e 8 | sasP_CacheADM (8man-demolsa-SP_CacheADN
5] & | Discoverysuchpostiach (8man-demo\SM_9gidaati

Domain name x Type, Name -
Type  Name  Requested Action 2
S I

Use sorting, filtering,
grouping and column
selection to locate the
desired rows.

. © Anton Admin -

Reports

e | 2. Select the desired entries.

= & Create Report

i I 3. Click "Change password
e options".

Remove group membership

Add membership

Execute script
Soft delete user account

3 Change password options

|

Change password options

Execute for sa-HQ-vRanger (8man-demo\sa-HQ-vRanger)

Password options
© The user must change the
password at next logon

© The user cannot change his.
password

© The password never expires

Comment I Please enter a comment
4

S8MAN

1. Set the password options.
2. You must enter a comment.
3. Click "Execute Action".

The job will be transferred to
the BMAN server and executed
there. You can find the status in
"Jobs overview".
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8.1.1.11 Modify attributes in bulk (web client)

Background / Value

With 8MAN you can change AD attributes in bulk. This is can be relevant during reorganizations such as a
merger and / or address change.

8MAN provides a standard set of modifiable attributes. For each 8MAN role, you can specify which
attributes are displayed and can therefore be changed. Please contact our supportin such cases.

Additional Services

Change password options in bulk (web client)

Reset passwords in bulk (web client)

Step by step process

MMMMMM . SN 1. Select "New analyze

: session".

2. Click on "All AD user
accounts”.

Analysis and recertification

ver a scenario to see a description.

Order history

E

O

Al AD group accounts
My staff members @ Groups In recursion

— ® [E—

My staff members.

User accounts and department profies @ Non-compliant user accounts

Change my parsonsl
Change my pe » Globally accessibe diectories. (C) Directores wilh unresalved SIDs

Directories with direct access @ Directories with changed access rights

(OO0 OO0 ORO]

 File system permissions
bitps:/fr-Bman man-demolocal/e ]
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B BMAN Web x
€ C | @ sicher | htp:

% Workflows ~ . © Anton Admin -

# Cockpit

O Recertification ~ W Requests ~

New analyze session

All S
conanes - All AD user accounts

Create a st o all Active Directory user accounts for one or more domains,

Start calculation for your scenario! 3

Order history

All AD user accounts

All AD group accounts
Domain name

Accounts where password
never expires

My staff members @ 8man-demo local

Groups in recursion

Inactive accounts
Group memberships

User accounts and
department profiles

Non-compliant user
accounts

Globally accessible
directories

Directories with unresolved
SiDs

Dicectories with diract
access

& Cockpit W Requests - % Workflows ~

All AD user accounts (382)

Configuration %

(1) Selected resources: sman-demo.ocal F—
Domain name ¢ Type, Name . E | @ Create Report
Type Name  Requested Action v = Reset password
— Requested hotion
4 Domain name:8man-demo.local(382 items) U

Pause user

3 Change personal information

Deactivate user

Remove group membership
Add membership

Soft delete user account

Change password options

Clean - Admin (8man-demo\Clean - Admin)

Clean - User (man-demo\Clean - User)

s2-HQ-vRanger (man-demolsa-HQ-vRanger)

sa-8mansvc (man-demoisa-8mansvc)

00 J88l 0

52-SP_Crawi (8man-demo'sa-SP_Craw)
5a-SP_Profile (8man-demolsa-SP_Profie)
Sa-ExcViewer (Bman-demolsa-ExcViever)
52-SP_Pool_intranet (8man-demolsa-SP_Pool Ini

Anna Lyse (8man-demo\Anna Lyse)

o[ 0|0 ¢ ® w

5a-SP_Search (8man-demolsa-SP_Search)

Clean - Overall (8man-demoiClean - Overall)

© | Administrator (8man-demoAaminisrator) Change personal
& | Bill Anz (8man-demo\Bill Anz) information
© | Anton Admin (8man-demoldemoadin) Change the account information
fora user.
o & [ sasP_CacneADM (8man-demoisa-SP_CacheADN
5} & | Discoverysuchpostfach (man-demo\SM_8ida74t]

O state

@ Description

[ New gescrpton

© Information

Comment | Please enter a comment

S8MAN

Optional: Change the
scenario.

Set options for the scenario.
3. Click on "Start calculation”.

Use sorting, filtering,
grouping and column
selection to locate the
desired rows.

2. Select the desired entries.
3. Click "Change personal
information".

1. Activate the attributes that
are to be changed and enter
the values.

If you do not specify a value,

the contents of the attributes

are deleted.

2. You must enter a comment.
3. Click "Execute Action".

The job will be transferred to
the 8MAN server and executed
there. You can find the status in
"Jobs overview".
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The attributes displayed in the
dialog can be adjusted per role.
For this purpose, an
adjustment of the
configuration file must be
made. Instructions can be
found in our knowledgebase
(login required).

© 2018 Protected Networks GmbH
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8.1.1.12 Remove unresolved SIDs in bulk (web client)

Background / Value

SIDs (Security Identifiers) are strings that are used to identify user and group accounts in Active
Directory. SIDs become unresolved when users or groups with direct permissions are deleted in AD. By
using unresolved SIDs insider threats can gain access to sensitive resources.

8MAN clearly identifies unresolved SIDs in your system. Delete unresolved SIDs in bulk using Analyze &
Act.

Additional Services

Identify and delete unresolved SIDs (rich client)

Report: Identify unresolved SIDs (rich client)

Step by step process

1. Select "New analyze
session".

2. Click "Directories with
unresolved SIDs".

 Cockplt O Recertification - li: Analyze - W Requests ~ % Workflows ~

Analysis and recertification

Directories with unresolved SIDs

Create a list of directories that have access control entries (ACE) from accounts that can not be
resolved by Active Directory (AD). You can remove ACE's in bulk.

Accounts where password o

neverepies - oy ® A1AD or s

Inactive accounts __60 Al AD group accounts @ Accounts where password never expires

® —

@ Group memberships.

Directories with direct i e
access ==

Inactive accounts

My staff members. 2

(C) Non-complant user accounts

User accounts and department profies.

Che al
ntormaton " » Giobaly accessibe drectories

Directories vith direct access. @ Directories with changed access rights

(OO0 OO0 RONO)

jhsv;umn‘emlm

S8MAN
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[ BSSS 1. Select the file servers.

€« C | @ sicher | http:

2. Start the calculation.

# Cockplt O Recertifcation «

New analyze session

All Scenarios v . . .
Directories with unresolved SIDs
) Createalistof hat

Order history Directory (AD). You can remove ACE's in bulk.

AllAD user accounts Start calculation for your scenariol | 2

All AD group accounts

(ace) that can not be resolved by Active

Accounts where password File server
never expires
My staff members

@ \\siv-8man
Groups in recursion

Inactive accounts
Group memberships.

User accounts and
department profiles

Non-compliant user
accounts

Globally accessible
directories

Directories with unresolved
SIDs

Directories with direct
access

5 e =\ 1. 8MAN lists all Directories
¢« cla 4 13116094-820-4152-b113-e2b7a60a8dbf w| ot .
with unresolved SIDs.

Use sorting, filtering,

O Recerfification ~ E Requesting - % Workflows ~

F)irectories with unresolved SIDs (Z)h szxtm;mw [ . group in gan d column
. ' selection to locate the
R orer 12 e e el desired rows.
3. Select the desired entries.
4. Click "Remove ACE".
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- N
1. You must enter a comment.

: 2. Click "Execute Action".

/8 auanwe

Remove ACE

Execute for \srv-8an\GE \SSIaDGE

ommant [ sz e The job will be transferred to
the BMAN server and executed
there. You can find the status in

"Jobs overview".

S8MAN
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8.1.1.13 Remove direct permissions in bulk (web client)

Background / Value

Direct permissions should be avoided at all costs and replaced by group permissions. Firstly, direct
access rights are inefficient because every user is managed independently. Secondly, each directory
needs to be examined individually to ensure the removal of all direct permissions. 8MAN shows you all
direct access rights on your file server(s). You can remove them in bulk using the web client.

Additional Services

8MATE Clean! allows you to automatically remove direct access rights and turn them into group
memberships.

Change password options in bulk (web client)

Remove unresolved SIDs in bulk (web client)

Step by step process

. Select "New analyze
session".

Click "Directories with direct
access".

Analysis and recertification

ver a scenario 1o see a description.

@ All AD user accounts

Al AD group accounts @ ACCoUNtS Where password never expires

My staff members. @ Groups in recursion

it s ® [Se—

My staff members

User accounts and department profies. @ Non-compliant user accounts.

Globally accessible directories

q Directories with direct access

File system permissions

@  oredotcsunumsnensios

I @ Directories with changed access rights

Q
(©)
Q
(©)
Q
Q
©
Q
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B 8MAN Web x
€« C | @ sicher | http:

[

. Select the file servers.

2. Start the calculation.

# Cockplt O Recertiication ~

New analyze session

All Scenarios v . . . .
Directories with direct access
Create a st of irectories where users have direct permissions. This approach disrupts the best practices of

Order history entitiement and can lead to security risks. You can remove direct permissions in bulk.

All AD user accounts Start calculation for your scenariol 2

All AD group accounts

Accounts where password File server

never expires

My staff members
@ \srv-8man

Groups in recursion

Inactive accounts
Group memberships

User accounts and
department profiles

Non-compliant user
accounts

Globally accessible
directories

Directories with unresolved
SiDs

Directories with direct
access

B SMAN Web x\

€« Cla

8MAN lists all directories
with direct access.

1be548-1228-47c8-ae1a-5947ad2ef0b1

% Home < Recerfification ~ Requesting ~ % Workflows ~ L & demoadmin ~

p— p— 2. Use so'rt/n g, filtering,
Qe s s e grouping and column
;
, : - selection to locate the
Path v . File server Available Actions .

desired rows.

[Directories with direct access (1445)}0

Drag columns here to create groups. 8 columns selected

8man\Marketing\FlyenUSA srv-8man cradmin | CN=cradmin,CN=Users,DC=8man-demo,DC=local aman-oemcll

Execute script
srv-8man\Marketing\FlyerUSA srv-8man Peer Sie | CN=Peer Sie,0U=TestUsers,DC=8man-demo, DC=local 8MAN-DEMC,
n\Marketing\Flyer\Germany\moved srv-8man cradmin ‘cuqmmm.uﬁmu.mmammn,nﬁml ‘amn—um(

-man Marketing\Flyer\Germany\moved srv-8man Peer Sie CN=Peer Sie,OU=TestUsers, DC=8man-demo, DC=local BMAN-DEMC

Remove ACE

3. Select the desired entries.

rv-8man\Marketing\FlyerGermany\moved srv-8man cradmin ‘CN::r:dmIl.ClHlseu.mm:ndemn,Dc:bcsl BMAN-DEMC . " "
rnmn[roren o oowca 4. Click "Remove ACE".
srv-8man eradmin CN=cradmin,CN=Users,DC=8man-demo, DC=local BMAN-DEMC
srv-8man ‘cradmin - CN=cradmin, CN=Users,DC=8man-demo,DC=local ‘8MAN-DEMC
srv-8man cradmin CN=cradmin,CN=Users, DC=8man-demo DC=ocal BMAN-DEMC
srv-8man Peer Sie CN=Peer Sie,0U=TestUsers,DC=8man-demo,DC=local ‘8MAN-DEMC
\srv-8man\Marketing\FlyerG8 srv-8man cradmin ‘cuqmmm.m.mmammn,ml ‘GIMN—DEM(
rv-Bman\Marketing\Flyer France srv-8man cradmin CN=cradmin,CN=Users, DC=Bman-demo,DC=local BMAN.DEMC
Iv-8man\Marketing\Flyer\France srv-8man Peer Sie ‘cwm. Y Dc=s . BMAN-DEMC
rv-8man\Marketing\Flyer\France srv-8man ‘cradmin - CN=cradmin,CN=Users,DC=8man-demo,DC=local ‘8MAN-DEMC
v srv-8man Peer Sie CN=Peer Sie,OU=TestUsers, DC=gman-demo OC=local BMAN.DEMC
i srv-8man ‘cradmin - CN=cradmin, CN=Users,DC=8man-demo,DC=local ‘8MAN-DEMC
o inUngam |srv-8man Clare Gr|CN=Claire Grube, OU=TestUsers, DC=8man-demo,DC=local | BMAN-DEMC
0 P\srv-8man\Marketing\Events\The Art of Security 2011 srv-8man cradmin |CN=cradmin,CN=Users,DC=8man-demo,DC=local B8MAN-DEMC
() Psrv-8man\Marketing\Events\The Art of Security 2011 srv-8man Peer Sie | CN=Peer Sie,OU=TestUsers,DC=8man-demo,DC=local 8MAN-DEMC
(=} I<rv 8man\Marketina\Fvents srv-8Bman cradmin_| CN=cradmin CN=lIsers NC=8man-demo NC=local RMAN-nFl/l( hd

S8MAN
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B 8MAN Web

- N
1. Leave a comment.

x\
€« C & 7¢8-ae1a-5947ad2ef0b1 i

Remove ACE

Exec

ute for \srv-8man\Marketing\Flyer\France, \srv-

4

y
Comment | Please enter a comment

—

2. Click "Execute Action".

The job will be transferred to
the BMAN server and executed
there. You can find the status in
"Jobs overview".
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8.1.1.14 Remove group memberships in bulk (web client)

Background / Value

Remove lots of group memberships fast using the web client.

Additional Services

Managing group memberships (rich client)

Step by step process

1. Select "New analyze
session".

2. Click "Group memberships".

Analysis and recertification

Group memberships

Create a st of all members of a group. Nested groups are not resolved.

Onder history ® © AlLAD user accounts.
AlLAD group accounts ) (D Accous where password never expires
My staff members @ @ Groups In recursion
Inactve accounts ®
My stafl members User accounts and department profies @ @ Non-compliant user accounts
Change my persanal » Globally accessibe diectories. ® © Direcloies with unresolved SIDs
Directories with direct access @ @ Directories with changed access rights
 File svstem permissions
i ©)

= 1. Find a group.
il 2. Startthe calculation.

17231bcb75

 Cockptt O Recerfffication - W Requests - % Workflows -

New analyze session

All Scenarios v

Group memberships

Create a st of all members of a group. Nested groups are not resolved.

Order history
All AD user accounts Start calculation for your scenariol 2

All AD group accounts

Select 2 group
Accounts where password
never expires @ Search my domain only
My staff members

2 CLevel BmandemoC-Level) @
Groups in recursion

Inactive accounts

Group memberships

User accounts and
department profiles

Non-compliant user
accounts

Globally accessible
directories

Directories with unresolved
siDs

Directories with direct
access

S8MAN
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e 5 "—“ 1. 8MAN lists all members of
m— : the previously selected
. group.
Configuration Reports

| Group memberships (4) |@ o C-Level (Bman-demoiC-Leven 2. Use sortin g, f/'/ter/'ng,
’ o grouping and column

O Recerfification ~ B Requesting -~ % Workflows -

pe (grou...Name (group p o _Reguested Action Available Actions

B @ |Clevel (Bmandemowc.Level o [Ansgar Agentor (Bman demovAgenton o se I ection to / ocate t h e
- I T O e e
@ | CLevel (8man-demo\C-Level) & sile, Peter (8man-demo\Peter Siie) : ) desired rows

@ |cLevel (Bman-demo\C-Level) 8 |Hacke, Petra (man-demo\Petra Hacke)

3. Select the desired entries.

4. Click "Remove
membership".

[ H--El
B S = 1. Leave a comment.
€ = C [ & hups//sv-smans D51-4095-8914-37172316cb75 w| i

2. Click "Execute Action".

Remove membership

Execute for Krise, Christiane (8man-demo\Christiane Krise)

comment [ oo The job will be transferred to
4 ) the 8MAN server and executed

there. You can find the status in
o S "Jobs overview".
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8.1.1.15 Remove "everyone" permissions in bulk (web client)

Background / Value

If "Everyone accounts" are used for the assignment of access rights, (almost) everyone has access to the
connected resources. The consequence is an excessive assignment of access rights and a high
probability for unauthorized access. These go against the principle of least privilege and should
therefore not be used. Before deleting permissions you should assign specific groups to the appropriate
resources.

"Everyone accounts" are:
e Everyone
e Authenticated Users

e Domain-Users

Additional Services

Report: Identify usage of "Everyone" (rich client)

Report: Identify usage of "Authenticated Users" (rich client)

Step by step process

AAAAAAA . = 1. Select "New analyze

: session".

2. Click "Globally accessible
directories".

O Recerfification - li: Analyze ~ W Requests - % Workflows ~

Analysis and recertification

Globally accessible directories

Create a list of directories that aimost everyone has access (0

P —
ever expes - orernisery

® rvT—

Inactive accounts 60

— Al AD group accounts @ Accounts where password never expires

Groups in recursion
access
Inactive accounts Group memberships.

My staff members. 2

Non-compliant user accounts.

User accounts and department profes.

<)
o)
ey e — S
<)
S

Change my personal
information. » Directories with unresolved SIDs

(OO NOMIOINO)

[S—— o) ST S

File system permissions
‘ ©)

S8MAN
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B BMAN Web
< c | a

x

Sicher | http:

# Cockpit

O Recertification ~

All Scenarios ~

Order history
All AD user accounts
All AD group accounts

Accounts where password
never expires

My staff members
Groups in recursion

Inactive accounts

Globally accessible directories

Create a st of directories that almost everyone has access to.

Start calculation for your scenario! | 3

Group selection
@ All'Everyone' permissions
@ All'Authenticated Users' permissions

a @ All'Domain Users' permissions

Group memberships.

User accounts and
department profiles

Non-compliant user
accounts

Globally accessible
directories

Directories with unresolved
siDs

Directories with direct
access

Directories with changed
access rights

Additional group
selection

‘Search for group

@ search my domain only

Paths

@ \srv-8man

B SMAN Web x\

O Recerfification ~
1

IGIobalIy accessible directories (5'I)|

E Requesting ~ % Workflows ~

Configuration %
All'Everyone' permissions, All‘Authenticated Users' permissions, All'Domain Users'
permissions

Drag columns here to create groups.

Path
g \srv-8manicieant sourcelcieant 1

NULL DACL\NUIDACL

3 columns selected

Everyone

Full control

< |isrv-gmanicieant 1110 - Ungy Everyone  Full control
o ' 1110 - Ungewolte def Everyone | Full control
gmanicleant sourcelcleant 2105 - NULL DACLINUIDACL Everyone | Full control
<1 [isrv-gmanicieant 2110 - Ung Everyone  Full control
0 srv-smanicieant 2110 - Ungewolte Everyone | Full control
(0 ['srv-8manicieant source\clean! 3105 - NULL DACLINUIDACL Everyone | Full control
0 Jsrv-smanicieant 3110 - Ungewolte def Everyone | Full control
0 srv-smanicieant 3110 - Ungewolte gefi Everyone | Full control
(0 [srv-8manicieant source\cleant 10105 - NULL DACLINUIDACL Everyone | Full control
0 srv-smanicieant 10110 - Ungewolte def Everyone | Full control
0 srv-smanicieant 10110 - Ungewoltie defi Everyone |Full control
(0 ['srv-8manicieant source\clean! 6105 - NULL DACLINUIDACL Everyone | Full control
0 srv-smanicieant 6110 - Ungewoltte def Everyone | Ful control
0 srv-smanicieant 6110 - Ungewollte defi Everyone | Full control
(0 [srv-8manicieant source\clean! 5105 - NULL DACLINUIDACL Everyone | Full control
0 Jsrv-smanicieant 5110 - Ungewolte gefi Everyone | Full control
0 Jsrv-smanicieant 5110 - Ungewolte defi Everyone | Full control
Wl < v-8manicleant source\clean! 7\05 - NULL DACLINUIDACL Everyone | Full control
O |Vsrv-8manicieant 7110 - Ungewolte gefi Everyone |Full control
«

csecla ¥ R ryrrp———— #)

Create Report

Available Actions

Execute script

Remove ACE

Select groups.

You can add one additional
group. This is very useful for
“catch-all" groups, e.qg.
"mycompany-complete”.

2. Select the file servers.

3. Start the calculation.

1. 8MAN lists all globally
accessible directories.

2. Usesorting, filtering,
grouping and column
selection to locate the
desired rows.

3. Select the desired entries.

4. Click "Remove ACE".
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" --Ea

Remove ACE

Execute for \isrv-8maniclean! source\clean! 10110 - Ungewollie
definiegt

Comment l Please enter a comment

i ~ 1. Leave a comment.
2. Click "Execute Action”.

The job will be transferred to
the BMAN server and executed
there. You can find the status in
"Jobs overview".

S8MAN



8.1.1.16 Create a new department profile (administrator)

Background / Value

8MAN sets new standards in the field of user provisioning: With the introduction of departmental
profiles, department heads, together with the management and the compliance officer, define the
scope of action of employees in the company.

Department profiles can contain attributes and group memberships.

Additional Services

Step by step process

= Click on "Edit department

SMAN & codptt  ORecertiication -~ liAnalyze - W Requests ~ % Workflows - % .| Q Anton Admin - prof//es”.

@ 'O
Requests

Employee search
Wating or Approval

My requests 4

Risks

Non-complant user accounts 377

Accourts where password o

Inacive accounts 5

My area ‘ ®

My staf members 2

Change my personslnformation ) Group actions

. B-lomm . N 0o
NS & s vt cooio +=: Clickon "Create new profile".
SMAN  # codpit  Orezertifzierung - . Analyze - W Bestellung ~ % Workfiows - . @ Anton Admin -

~

T Adminstrator

9 -
Compliance 9 & -F

Abteilungsprofile-Editor

Nonkonforme Benutzerkonten 354
Neues Profi @
anlegen

Neues Profil aus a
Konto erstellen ~

offe mit nor-complant Benutzerkonten haben einen ofen Wampunkt. ® J
n. Dieses Profil
"

Profil loschen

Profil bearbeiten

Zugewiesene Konten
Zugewiesene
non-compliant Konten

verwatten

Q@) (&0

Compliance

Compliance-
Konflikie:
bereinigen

3®,

X
X
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.. 1. Give the department profile
a name, at least 2 letters.

Comon | e 2. Optional:
°® E Describe the profile.

. 1. Click on "color".

2. Choose a color for the
department profile.

The color is for recognition.

. Click on "Attributes".

2. Usethesearch to find the
desired attribute.

. . Enter the value of the
a (2] 1 attribute.
. Use the plus symbols to add
more attributes.
o (BN
eeeeeeeeeeeee . o] == ° ‘
e o) [= \ |
D F1\
) N
o)
( wwwwwwwwwwwwww usgovate . )
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Click on "Groups".
Find the desired group.

Use the plus symbols to add
more groups.

{@) © Sales-APAC (8man-demoiSalesAPAC) h ]
Y
= )
Uberprifen und speichern
(Aﬂnauiwzmnn gt s )
Ep . - .
™ e | oo s . . 1. Click on "Review and save".

% Workflows -

lit: Analyze ~

fizierung - Bestellung -

2. Click "Save" to create the
department profile.

( Zurickzur Obersicht

sales Uberprifen und speichern

a Prof Saes Profieschveibung

1 Gruppen Standard fur den Sales.

1 At

G|~ 0

Zugewiesene
Konte

n
venvaten

Compiiance-
Konflikie:
bereinigen
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8.1.1.17 Execute scripts for directories in bulk (web client)

Background / Value

Use self-created scripts on directories. 8MAN opens up space for very individual requirements. Put your
scripts in the following directory to use with 8MAN:

%ProgramData%\protected-networks.com\8AN\scripts\analyze

Further necessary steps and details for configuring scripts can be found in the Installation and
Configuration Manual.

Additional Services

Execute scripts on user accounts in bulk (web client)

Step by step process

# Cockpit O Recerttfication

My staff members.

Al AD group accounts

My staff members.

Inactive accounts

User accounts and department profes.

C)

All AD user accounts

@ Accounts where password never expires

Groups in recursion

Group memberships.

Non-compliant user accounts.

Change my personal
information.

Globally accessible directories

Directories with direct access.

File system pemissions

(©)
Q
(©)
©
Q
©
(©)
©)

Directories with unresolved SIDs

Directories with changed access rights

S8MAN

. Select "New analyze

session".

Choose a scenario with
directories in focus.
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1. Setthe scenario options.
2. Start the calculation.

R
€ > C [ & sicher |

- Q Anton Admin -

# Cockpit O Recertification - W Requests - % Worklows ~

New analyze session

All'S i i i
cenarios N Directories with unresolved SIDs

. Create a s of directories that have access control entries (ACE) from accounts that can not be resolved by Active
Order history Directory (AD). You can remove ACE's in bulk.

All AD user accounts Start calculation for your scenariol

All AD group accounts

Accounts where password File server

never expires

My staff members B
@ \srv-8man

Groups in recursion

Inactive accounts
Group memberships

User accounts and
department profiles

Non-compliant user
accounts

Globally accessible
directories

Directories with unresolved
SIDs

Directories with direct
access

Use the grouping, sorting
and filtering functions to
narrow down your result.

Configuration Repors 2. Select the desired

’ ‘Selected resources: \sv-8man . .
- directories.

- T Accesstype r Requested £ Ayailable Actions

& Cockpit O Recertification ~ W Requests - % Workflows ~

Directories with unresolved SIDs (2)

6 columns selected -

Drag columns here to create groups.

3. Click "Execute Script".

Execute script

srv-8man §-1-5-21-1545227963-2195427628-2857504 Fullcontrol  This folder, subfolders and fies Grant

«

Remove ACE

= e : 1. Select a script.
2. You must enter a comment.
3. Click on "Execute action".

Execute script

‘Select a script to be applied to the selected tems.

Ghoose script t
execute

comment || Piease enter a comment

/

D
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8.1.1.18 Execute scripts on user accounts in bulk (web client)

Background / Value

Use self-created scripts on directories. 8MAN opens up space for very individual requirements. Put your
scripts in the following directory to use with 8MAN:

%ProgramData%\protected-networks.com\8AN\scripts\analyze

Further necessary steps and details for configuring scripts can be found in the Installation and
Configuration Manual.

Additional Services

Execute scripts on directories in bulk (web client)

Step by step process

1. Select "New analyze
session".

2. Choose a scenario with
accounts in focus.

ver a scenario to see a description.

@ Al AD user accounts

[e—— @ roomis e prswort v o

d My staff members.

Inactive accounts

@ Groups In recursion
o e

My staff members.
User accounts and department profies.

@ Non-compliant user accounts.

Change my peronal )
Sy » Glbal accessbe arecores ® Otecones th unresoved SDs

Directories with direct access @ Directories with changed access rights

(000} (OO0} (O]

| File svstem permissions.
ts:/sv-Gmangman-demolocal/® ]

S8MAN
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R
€ > C [ & sicher |

# Cockpit O Recertification - W Requests - % Worklows ~

New analyze session

All S
conanes All AD user accounts

i Create aistof ll Actve Directory user accounts for one or more domains
Order history

All AD user accounts Start calculation for your scen

All AD group accounts
Domain name

Accounts where password
never expires
My staff members @ 8man.demoJocal

Groups in recursion

1. Setthe scenario options.
2. Start the calculation.

Q Anton Admin

Inactive accounts
Group memberships

User accounts and
department profiles

Non-compliant user
accounts

Globally accessible
directories

Directories with unresolved
SiDs

Directories with direct
access

& Cockpit O Recertification ~ W Requests - % Workflows ~

All AD user accounts (382)

Configuration %

‘Selected resources: 8man-demo.local

Type, Name

+ Requested Action | -

|4 Domain name:8man-demo.local(382 ltems) |

Clean - Admin (8man-demo\Clean - Admin)

Clean - User (gman-demo\Ciean - User)
s2-HQ-vRanger (man-demolsa-HQ-vRanger)

sa-8mansvc (man-demoisa-8mansvc)

5a-SP_Crawi (8man-demosa-SP_Craw)

0| 00| 0o 88 0o

sa-SP_Profile (man-demoisa-SP_Profile)

L]

sa-ExcViewer (8man-demoisa-ExcViewer)
5a-SP_Pool_Intranet (8man-demo\sa-SP_Pool_Ints 3

Anna Lyse (8man-demo\Anna Lyse)

[

5a-SP_Search (8man-demolsa-SP_Search)
Clean - Overall (8man-demoiClean - Overall)
Administrator (8man-demo\Administrator)
Bill Anz (man-demo\Bil Anz)

Anton Admin (man-demo\demoadmin)

o e ¢

5a-SP_CacheADM (man-demolsa-SP_CacheADN

5] & | Discoverysuchpostfach (8man-demo\SM_98fda7at

Use the grouping, sorting
and filtering functions to
narrow down your result.

Select the desired accounts.
Click "Execute Script".

Reports
B
-

Execute script

Soft delete user account

Change password options

B BMAN Web

Execute script

‘Select a script to be applied to the selected tems.

choose script 14
execute

comment || Piease enter a comment

/

D

1. Select a script.
2.
3.

You must enter a comment.
Click on "Execute action".
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8.1.1.19 Edit temporary group memberships (web client)

Background / Value

Simply change the expiration date of temporary group memberships or convert them to a permanent
membership. You can also easily remove temporary memberships.

Related Services

Remove group memberships (cockpit)

Add group memberships (cockpit)

Step by step process

. 1. Select "Analysis" in the

cockpit.
2. Click on "Temporary group
memberships".

Order history. e e Task overview
AL AD user accounts © © AlLAD group accounts
Accounts with never expiring password e @ My staff members.
Groups inrecursion ® © Inactive accounts
Group memberships () (%) Useraccounts and depariment prfies
Non-compliant user accounts e @ Globally accessible directories.
Dirsctorisvithuresohed S0 (=) (<) Directries wih direct access
Directories with changed access rights. e e File system permissions

B 8MAN Web x 1

Select the resources you
want to include in your
New ancyze session analysis.

< C [ @ sicher | hp y 75864 e a wl:

All Scenarios. v

Temporary group memberships 2. Start the analysis.

Creates a listof all temporary group memberships.

Order history
Start calculation for your scenariol | 2
Task overview

All AD user accounts Technologies n
All AD group accounts
Active Directory (1) v
Accounts with never
sword

@ 8man-demolocal
My staff
Groups
Inactive Exchange (2) v
Group memberships

@ 8man-demo.com

@ srv-exchanget3 8man-demo local

Directories with unresolved
siDs.

Directories with direct
cccccc

Directories with changed
access rights

S8MAN
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vider + Group type Group name e

L4 Tecnnology-Active Directory( tems)

. Select the required group
memberships.

Remove the expiration date.
This is how you convert the
temporary membership into
a permanent group
membership.

3. End the group membership

immediately (before the
expiration date).

4. Change the expiration date.
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8.1.1.20 Edit computer accounts

Background / Value

Maintain computer accounts comfortably and documented within SMAN.

Additional Services

Delete computer accounts

Step by step process

Find a computer account.

1

Computer accounts must be
enabled in the search
N o - options (arrow).

s oo 3. Right-click the found

Common Name  SRV-FILEROT

Distinguished...  CN=SRV-FILERO1,CN=Compu.

ot o 1720201375505 computer account.

Name (RON)  SRV-FILEROT

Object GUID 60dIc3-CA2F-4192-b3a9-d... n d H 'b "
S seiwe 4. Select "Edit attributes”.

Windows Server 2008 R2 Sta.

[ SRV-FILEROT (8man-demo\SRV-...

Service Pack 1
6.1(7601)

515

- SRV-FILERO1S
(805306369) Ma
4096 / 0x1000

SRV-FILEROT

v Tree

Ready. 8MAN-DEMOLOCAL ~] & [@ <batestscan> -] @ =

S8MAN
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Edit attributes . Change the attributes.
8MAN loads a standard set
of attributes. If additional
attributes of computer
accounts are to be loaded in

Status of changes: ...

Active Directory change credentials 8man-demo\administrator

[] SRV-FILERO1 (8man-demo\SRV-FILERO1S) 8MAN, please contact our
support.
ommon Name SRV-FILERD1 2. You must enter a comment.
Atiribute value is not given 3. Start the execution.

Attribute value is not given
Attribute value is not given
demo descriptim"

Attribute value is not given
Attribute value (s not given

Aftribute value is not given

Attribute value is not given

Service Pack 1
6.1 (7T601)
SRV-FILERO1S

Attribute value is not given

Please add a comment

© 2018 Protected Networks GmbH
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8.1.1.21 Delete computer accounts

Background / Value

Delete computer accounts comfortably and documented within SMAN.

Additional Services

Edit computer accounts

Step by step process

1

& Mult

shboard

f I SRV-FILERO1 (8man-demo\SRV-...

Report

~ Attributes Edit

Common Name  SRV-FILEROT
Distinguished...  CN=SRV-FILER01,CN=Compu.
Last Logon Tim... 11/20/2013 73803 PM (Mitt...

@ Report Account Details Primary Group Id 515
SAM Account...  SRV-FILERO1S,
SAM Account T... (805306363) Machine Object
> User AccountC... 4096 /x1000
Thisis a computer account fo..
Organizational... CN=Computers,DC=8man-d...
Orgaizational... Computers

Move object

@ Add note
Logbook
a1
(9 oy sspatn
SRV-FILEROT oT
9)
v Tree
Ready 8MAN-DEMOLOCAL ~] & [@ <batestscan> -] @ =

Delete account x I

Status of changes: ...
Accounts to delete

1 Credentials

8man-demc\administrator

Resource
#a8MAN-DEMO.LOCAL

Name -

& sry-AILEROT (8man-demo\SRV-FILERO1S)

(2] 4.

’ Remove access rights

Remove all direct references to the selected accounts on rescurces which are known to 8MAN,
The execution will be immediately

~ Scripting

¢ Immediately

picase add @ comment

Cancel ®\]

i

S8MAN

Name Value 3
Account Expires  Account never expires .

Name (RDN)  SRV-FILEROT
Object GUID  cae60cic3-c42f-4192-b3a9-cd 4
Object SID 5-1-5-21-1545227963-21954, .
resources.. Operation Syst... Windows Server 2008 R2 Sta.
. OS Senvicepack  Service Pack 1
@ Report Where has the user/group access? OSvVeson  6.1(7601)

Required credentials 2.

Find a computer account.

Computer accounts must be
enabled in the search
options (arrow).

Right-click the found
computer account.

Select "Delete account”.

Optional: Change the login
to delete the account.
Recommended: Enable the
option to remove any
existing (direct) permission
entries.

You must enter a comment.

Start the execution.
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8.1.2 Helpdesk

8.1.2.1 Reset passwords

Background / Value

Resetting passwords is one of the most common tasks performed by help desks. 8MAN allows an easy
and secure way of resetting passwords. All sensitive actions are documented in the log book. If an
employee uses native tools to reset a password and illegally tries to access that user account, the
incident is captured with AD Logga. Especially sensitive user accounts can be monitored with 8MATE AD

Logga alerts.

Additional services

8MATE AD Logga: Identify locked accounts
8MATE AD Logga: Monitor a user account

Step by step process

1
15 shboar of

Use the search field to find
the desired user.

Right-click on the user and

@ Scan comparision

® Report: Account Details

e [5) 8 Chonge group memberships..
€ o) e new user or roup
all-user (8man-demo\all-user) =

eeeeeeeee

&

select "reset user
password". You can do this
in the accounts view.

Dupp, Nick (8man-demo\Nick Dupp)

Ready ‘Sman-demoJocal "°<L3E§t§mn> - e}
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Determine your password
options.

You must enter a comment,
forexample "ticket number"

or "authorized by".
Start the reset process.

[T —

Status of changes: Reset user password
Credentials 8man-demo\sa-8mansve

& Dupp, Nick (8man-demo\Nick Dupp)

[ Immediately
Cancel

S8MAN
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8.1.2.2 Reset passwords in bulk (web client)

Background / Value

There are many use cases in which the passwords of several users must be reset simultaneously. You
can reset passwords in bulk in the web interface.

Additional Services

Deactivate user accounts in bulk (web client)

Change password options in bulk (web client)

Step by step process

1. Select "New analyze
session".

2. Click on "All AD user
accounts”.

B BMAN Web

& & C | @ sicher |

& Cockpit O Recerfification ~ i Analyze ~ W % Workflows «

Select a scenario
Hover with your mouse over a scenario to see a description.

Statistics

Accounts where password
369
never expires Order history @ I @ Al AD user accounts b
Inaciive accounts ) AlLAD group accounts ) () Accounts wnere password never expres
Piecires e staff members. Groups In recursion
access &1 b ® © ps
Inactive accouns ® © Group memberships
staff membe 2
My stafl members User accounts and department profies @ @ Non-compliant user accounts
RS » Globally accessible directories ® © Directories with unresoived SIDs
Ditectories with direct access () (9 orecores win changes access ignts
[Faesrsempemisions (O}

itpsy//stv-Gman.8man-demolocal/®

T SSSS8 1. Optional: Change the

« > C @ siner |

scenario.

# Cockptt O Recerfffication - W - % Workflows - % . Q Anton Admin ~

Set options for the scenario.
3. Click on "Start calculation".

New analyze session

AlS
cenarios V All AD user accounts

. Create st of all Active Directory user accounts for one of more domains.
Order history

Start calculation for your scenariol 3

All AD user accounts

All AD group accounts
Domain name

Accounts where password
never expires

My staff members @ 8man-demo local

Groups in recursion
Inactive accounts
Group memberships

User accounts and
department profiles

Non-compliant user
accounts

Globally accessible
directories

Directories with unresolved
siDs

Dicactories with diract
access
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# Cockpit O Recertification - W Requests ~

All AD user accounts (382)

Configuration %

Q Selected resources: 8man-demo local
Domain name x Type, Name - F
T e + Requested Action v
— (T —
T e ]
(=] ® Clean - Admin (8man-demo\Clean - Admin)
(=] &8 Clean - User (8man-demo\Clean - User)
g
o 8 sa-8mansvc (8man-demo\sa-8mansvc)
(=] =3 5a-SP_Crawl (8man-demo\sa-SP_Crawl)
5] & s5a-SP_Profile (8man-demoisa-SP_Profile)
(=] ® sa-ExcViewer (8man-demo\sa-ExcViewer)
(=] &8 5a-SP_Pool_Intranet (8man-demo\sa-SP_Pool_Intt
(5] 8 Anna Lyse (8man-demo\Anna Lyse)
o 8 sa-SP_Search (8man-demo\sa-SP_Search)
(w] % Clean - Overall (8man-demo\Clean - Overall)
G © | Amminsuator @mangemowaminstaton
(=] 8 Bill Anz (8man-demo\Bill Anz)
(=] L4 Anton Admin (8man-demo\demoadmin)
5] 8 s5a-SP_CacheADM (8man-demo\sa-SP_CacheADN
o Discoverysuchpostfach (8man-demo\SM_98fda74t

Use sorting, filtering,
grouping and column
selection to locate the
desired rows.

Select the desired entries.

Click "Reset password".

Reports
Direct Excel export 2
© Create Report
3 — 3
Pause user :

Change personal information

Remove group membership

Add membership

Execute script

Soft delete user account

Change password options

Reset password
An user has forgotten their

~ | account will be unlocked.

Reset password
An user has forgotten their password or typed t 00 often? Here you can assign a new
passuword and send it o an atemaive e-mal address. The account wil be unocked.

Execute for sa-HQ-vRanger (8man-demolsa-HQ-vRanger)

fepsnere _

[@ The user must change the password at
next logon

@ Uniock user account

Prease enter a comment |
4

o |e=m

Comment

S8MAN

Assign a new password.
Activate the desired options.
These options are only
available to SMAN
administrators. For all other
8MAN roles, these options
are not visible and always
enabled.

Optional: Specify an email
account that users can still
access.

You must enter a comment.
Click "Execute action".

The job is transferred to the
8MAN server and executed
there. SMAN shows the status
in the "Jobs overview".
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8.1.2.3 Unlock an user account

Background / Value

Unlocking user accounts is one of the most frequently performed action of most help desks. SMAN
makes the password reset revision proof. All actions are documented in the logbook.

Additional Services

If employees use native tools to unlock a sensitive account, AD Logga will capture all activity. Especially
sensitive accounts can be monitored with AD Logga alerts.

8MATE AD Logga: Identify locked user accounts
8MATE AD Logga: Monitor a user account

Step by step process

Use the search field to find

SMAN 1

A T T e R——— the desired user or group.
- Graph am| 2. Right-click on the user or
3 st - group and select "Unlock
8 o W o e s user" from the context

® Report: Account Details

menu. You can do this in the
accounts view.

Move object

Add note
27 OpenLogbook
R Crestealert

g -2 Copy as path

Dupp, Nick (8man-demo\Nick Dupp)
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3 . 1. You must enter a comment,
forexample "ticket number'
or "authorized by".

2. Start the unlocking process.

1

Status of changes: .
Credentials 8man-demo\sa-8mansve
& Dupp, Nick (8man-demo\Nick Dupp)

The current user will be unlocked in Active Directory

Ticket nr, 123456] = Immediately

Cancel

‘8man-demolocal =9 © <Latest scan> < O)

S8MAN
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8.1.2.4 Unlock user accounts (web client)

Background / Value

The most common activity of the HelpDesk is to unlock accounts. Typically because the password was
entered wrong too often. If the user remembers the password, the account can be unlocked without
resetting the password.

Related Services

Reset users' passwords (Cockpit)

Step by step process

1. Choose Cockpit.

Choose "Employee search".
Employees are assigned to
Account search 3 you by an administrator
through the Active Directory
"Manager" attribute. See
Changing Attributes (Web
B ) (@) i i Client).

A o 3. Choose Manage users.

A —— Users are assigned to you

by an administrator

through the Data Owner
Configuration.

 Cockplt | O Recerfication -

Nass, Anna (8man-demo\anna Nass)

- Y :

£ aoa, ama amancamaama 8t

The range of available services
(buttons) varies according to
role (login), risk assessment
and configuration.
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Use the search to filter a
long list of employees or
search for users.

 Cockplt O Recertification-  li: Analyze~ W Requests~

Account seach 3 . Select one or more users.

8MAN shows you the
information (attributes) of
) the selected user. If you
ey 0 8 s omomramanaine ‘ [ ) have selected more than
oy @ @ st s st . one user, only the common

oo | attributes will be displayed.

Nass. Anna (8man-demo\anna Nass)

©  orv st i In the collection you can see
R L — already selected users.

Change my personal

g ) . Click "Unlock Account".

8MAN shows you on which
accounts the action should
Unlock user account be performed'

7o o cionom s oy Gren cemoera ) |G

You must enter a comment.

The account of an user is locked. Use this function to unlock the account without resetting the password.

Comment Please enter a comment

Click "Execute action".

S8MAN
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8.1.2.5 Deactivate an user account

Background / Value

If you deactivate an account with 8MAN, this is equivalent to a normal deactivation in Active Directory.
The user account remains in the OU.

Additional services

Delete a user with soft delete

Deactivate accounts in bulk (web client)

Step by step process

Use the search field to find

1
e 7 . the desired user.
Right-click on the user and
B select "deactivate account”
B swovsccus oo from the context menu. You
% i can do this in the accounts
view.

-2
ey Copy as path

Dupp, Nick (8man-demo\Nick Dupp)

Ready ‘gman-demolocal ~gqm5m> g o
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1. You must enter a comment,
forexample "ticket number"
or "authorized by".

2. Start the execution.

Deactivate user account

Status of changes: Deactivate the user...

Credentials 8man-demo\sa-8mansve

& Dupp, Nick (8man-demo\Nick Dupp)

ticket number 123456

S8MAN
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8.1.2.6 Modify group and user attributes

Background / Value

With 8MAN you can easily manage attributes for users accounts in a flat list. All actions are
automatically documented.

Additional Services

Modify attributes in bulk (web client)

Step by step process

Use the search field to find
the desired user or group.

SMAN 1

# Start & Resources Permissions & Accounts @ Dashboard Multiselection M Logbook @ Scan comparision

Right-click on the user or
group. You can do this in the

B Show access rights o resources...

P —— accounts view.

@ Report Account Details

all-user (8man-demo\all-user)

Dupp, Nick (8man-demo\Nick Dupp)

Change the desired
Edit attributes a ttrib u teS.

You must enter a comment.

& Dupp, Nick (8man-demo\Nick Dupp)

Start the execution.

Given Name [Nick | Surmame [Dupp
forsam [@ v

Reapply creation rules for all attributes
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8.1.2.7 "Soft" delete a user

Background / Value

When deleting a user with "soft delete" all of their access rights remain intact. The account is moved to
a "Recycle-OU" and deactivated. This account can no longer be used since the "Recycle-OU" is part of a
strictly limited group policy.

Further Services

Set the "recycle-OU"

Step by step process

Use the search field to find
the desired user.

1

& Accounts ® D

Right-click on the user and
select "soft delete account”
from the context menu. You
can do this in the accounts
view.

nnnnn

g - Copy as path

Dupp, Nick (8man-demo\Nick Dupp)

e T
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You must enter a comment,
forexample "ticket number"
or "authorized by".

. Start the process.

Soft delete user

Status of changes: Soft
Credentials 8man-demo\sa-8mansve
& Dupp, Nick (8man-demo\Nick Dupp)

The user will be deactivated in Active Directory.
Move the user in the OU path OU=Recycle,OU=TestUsers

e
ticket number 123456

S8MAN
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8.1.2.8 Remove a user and its permissions

Background / Value

With 8MAN you can delete the user from AD and remove all of their access rights on the file serverin
one easy action.

Additional Services

Remove direct permissions in bulk (web client)

Step by step process

Use the search field to find

Version:
8MAN 0 ot -

# Start & Resources [ Permissions o Accounts @ Dashboard Multiselection [ Logbook ~ @ Scan comparision ~ ® the desired user.

«~> Graph am| 2. Right-click on the user and
;m select "Delete account" from
8 S Vs g s the context menu. You can

@ Report Account Details

do this in the accounts view.

all-user (8man-demo\all-user)

Dupp, Nick (8man-demo\Nick Dupp)

oot TR 0 5 CXEEEEN O

If required change the
credentials to remove the
access rights.

Delete account

. Activate the option
Accouris o delete [op—— . "Remove access r/gh ts" to

3 oup Nk G-t u q.éw_u —r avoid unresolved SIDs on file
servers.

You must enter a comment,
forexample "ticket number"
or "authorized by".

Start the process.
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8.1.3 Data Owner/Manager

8.1.3.1 Reset users' passwords (cockpit)

Background / Value

Resetting passwords is one of the most common operations in the help desk. 8MAN enables revision-
proof password reset. The safety-critical action is recorded in the logbook.

Additional Services

Overview of all cockpit services

Step by step process

B SMAN Web
& > C & sicher | ntipsy

. 1. Choose Cockpit.

| 2. Choose "Employee search”.
Employees are assigned to
you by an administrator
through the Active Directory
"Manager" attribute. See
uuuuuuu Changing Attributes (Web

Client).

3. Choose Manage users.
Users are assigned to you
by an administrator
through the Data Owner
Configuration.

Selected user accounts Q_ Search

« Here the selected user
accounts will be displayed.

Remove group.
membership

Add membership

" The range of available services
(buttons) varies according to
role (login), risk assessment
and configuration.
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B AN Web x

€ & C [ @ sicher |

 Cockptt

Analyze -

Watting for Approval

Selected user accout

= )

Pakdikoffa, Anna (8man-dem

Accounts where password
never expies ===

Inactive accounts. 60

My staff members. 2

R >

B AN Web x

€ & C [ @ sicher |

My requests 4 ﬁ
° __© C
—
T — - )
Sors

Job tit: Senior Key Account Manager a

Company: Demofimma AG

Department Sales &
Bolke

Email: AnnaPakdikofa@Bman-demo focal

Tek: +49 (30) 390 63 45-292

@) sonszse amancamasen Gz
1 Nass, Amna (Bman-demoanna Noss)

ﬁ Fakdkofa, Anna (8man-demo\Anna Pak.

S8MAN

Reset password

[P=om an acion on accaunts Paraikora, A (Gman-demovnna Pakanors M)

An user has forgotien their password or typed it 100 0flen? Here you can assign a new password and send
itto an altemative e-mail address. The account will be unlocked

New password

Email address.

Comment Piease enter a comment

Use the search to filter a
long list of employees or
search for users.

Select one or more users.

8MAN shows you the
information (attributes) of
the selected user. If you
have selected more than
one user, only the common
attributes will be displayed.

In the collection you can see
already selected users.

Click "Reset Password".

8MAN shows you which
users you have selected and
whose passwords you are
resetting.

Assign a password. This
password must be changed
by the user when logging in
for the next time.

Optional: Specify an email
address to which the
password will be sent.
Choose an email address
that the user can still
receive.

You must provide a reason
for the password reset.

Click on "execute action".
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8.1.3.2 Change account data of users (cockpit)

Background / Value

With 8MAN, you can quickly and easily change user account information, even from multiple usersin
one go. The actions are documented auditable.

Additional Services

Overview of all cockpit services

Step by step process

< > ¢ [amm . 1. Choose Cockpit.

| 2. Choose "Employee search”.
Employees are assigned to
you by an administrator
through the Active Directory
"Manager" attribute. See
Changing Attributes (Web
Client).

3. Choose Manage users.
Users are assigned to you
by an administrator
through the Data Owner
Configuration.

Selected user accounts

« Here the selected user
accounts will be displayed.

Non-compiiant user
‘accounts

e
the result st

Accounts where password 360

never expires ==X

Inactive accounts. 60

Add membership

" The range of available services
(buttons) varies according to
role (login), risk assessment
and configuration.

S sMAN Web x

)i

1. Use the search to filter a
long list of employees or
@_ search for users.

€ C [ @ sicher | htp

& Cockplt O Recerfification + [ Analyze - W Requests - % Workflows @ Anton Admin ~

1. Select one or more users.

Account search

Selected user accounts Jo= 10

‘Watting for Approval 0

My requests. 4

Pakdikoffa, Anna (8man-dem

My stafl members 2

Char |
informaton »

3

L R —

£ Nass, Amna (eman-demolAnna Nass)
&

ﬁ, Pakdikofia, Anna (8man-demo\Anna Pak.

Assign profile

8MAN shows you the
information (attributes) of

o @ U the selected user. If you
o o s o a have selected more than
password 369 ‘Company: Demofirma AG
Seyn— one user, only the common
Inactive accounts —_— Tel: +49 (30) 390 63 45-292 @ Log s (man-cemonns Log) a ttrib u tes WI'// b e disp layed'

In the collection you can see
already selected users.

Click "Change personal
information".
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‘ . 1. 8MAN shows you which

accounts you have selected.

Change personal information

2. Enterthe desired changes.

Change the account information for a user. 3

[Periom an acion on accounts-Pakaikora, Anna (sman-cemownna Pakakor JJ)

You must enter a comment.

Company Demofima AG

- 4. Click on "Execute Action".

The attributes displayed in the
dialog can be adjusted by an
administrator for each role. For
this purpose, an adjustment of
the configuration file must be
made. Instructions can be
found in our knowledgebase
(login required).

S8MAN
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8.1.3.3 Deactivate users (cockpit)

Background / Value

Disable a userin afew steps with 8MAN. Disable a user account early on discharge.

Additional Services

Overview of all cockpit services

Step by step process

B 8MAN Web

e 1. Choose Cockpit.

W R+ % Wortows NS °. C/o0sc "Employee search".

2. c Employees are assigned to
you by an administrator
through the Active Directory
"Manager" attribute. See
Changing Attributes (Web
Client).

3. Choose Manage users.
Users are assigned to you
by an administrator
through the Data Owner
Configuration.

@ Sicher | htip:

Watting for Approval

My requests

Add membership

" The range of available services
(buttons) varies according to
role (login), risk assessment
and configuration.

AT w: 1. Usethe search to filter a
long list of employees or
% search for users.

Select one or more users.

1

2. 8MAN shows you the
information (attributes) of
the selected user. If you
have selected more than
one user, only the common
attributes will be displayed.

Q Account search
e e —— - - )

e )

Job tte: Senior Key. a

Non-compliant user

Accounts where password Company: Demofima AG

never expies Department Sales

Email: AnnaPakdikofa@Bman-demo focal

Tek: +49 (30) 390 63 45-292

@) sonszse amancamasen Gz

3. In the collection you can see
already selected users.

My staff members. 2

Change my personal » £ Nass, Amna (Bman-demolanna Nass)
information a

3 — 4. Click "Deactivate user".
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. 8MAN shows you which
. accounts you have selected
Deactivate user i
———° and want to deactivate.

Preaseenter a commen . You must enter a comment.

Click on "Execute Action".

S8MAN



User Provisioning | 337

8.1.3.4 Pause user (cockpit)

Background / Value

Pause an employee in a few simple and quick steps, e.g. at parental leave.

Additional Services

Overview of all cockpit services

Step by step process

B 8MAN Web

& c

@ Sicher | htip:

1. Choose Cockpit.

O econtcaon L Anche - Resuests+ % Workows - NS °. C/o0sc "Employee search".
Employees are assigned to
you by an administrator
through the Active Directory
"Manager" attribute. See
Changing Attributes (Web
Client).

3. Choose Manage users.
Users are assigned to you
by an administrator
through the Data Owner
Configuration.

Watting for Approval

My requests

+ Use the search and select users from
the result st

Add membership

" The range of available services
(buttons) varies according to
role (login), risk assessment
and configuration.

AT w: 1. Usethe search to filter a
long list of employees or
% search for users.

Select one or more users.

1

2. 8MAN shows you the
information (attributes) of
the selected user. If you
have selected more than
one user, only the common
attributes will be displayed.

Q Account search
e e —— - - )

e )

Non-compliant user

Job tte: Senior Key. a

Accounts where password Company: Demofima AG

never expies Department Sales

Email: AnnaPakdikofa@Bman-demo focal

Tek: +49 (30) 390 63 45-292

@) sonszse amancamasen Gz

3. In the collection you can see
already selected users.

My staff members. 2

Change my personal » £ Nass, Amna (Bman-demolanna Nass)
information a

3 — 4. Click "Pause user".
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1. 8MAN shows you which

¢ o @ scner | y v % i

accounts you have selected
= T and want to pause.

L T L R 050 2. 8MAN shows the start and
o e| e end dates.

3. Choose the beginning and
"EEm - 3 the end.

4. Ifthe break is perpetual,

o deactivate the option "End

date".

Pause user

March 2018 v

s Mon

4

112

% 2%

Comment

B AN Web x

< clison] : +=: 1. You mustentera comment.

Click on "Execute Action".

January 2018 v

@ End date
March 2018 v

s Mon

Comment I Please enter a comment

S8MAN
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8.1.3.5 Create a new user (cockpit)

Background / Value

Create a new userin the web client. The creation is based on templates predefined by an administrator

and is therefore efficient and standardized.

Additional Services

Overview of all cockpit services

Step by step process

EETT

¢ - e

? oA

@ sicher |

@ Cockplt O Recertfication -+l Analyze - W Requests -

Waiting for Approval 5
g for App ———  Selected user accounts Q search

PaKdikofia, Anna (8man-dem
My requests 3

Account details

Job itle: Senior Key Account Manager ‘Ansgar Agentor (man-demo\AAgentor)

Company: Demofima AG

Department sales [y e——

My stafl members.
Emall: AnnaPakdikofta@aman-demo local
Tel +49 (30) 390 63 45-292 Bily Rubin (man-demotBil Rubin)

Change my personal
ormaton »

@ Faciots
20, 80n Gman domanze)

EETT

€ C | @ sicher | I ? K|

Create a new user account using a template.

o - -~

1. Click on "Create new user" in
the cockpit.

(buttons) varies according to
role (login), risk assessment
and configuration.

1. Select a template.
2. Click "Next".
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B AN Web x

<5 ofesm] : v« : Enterthe required information.

The amount of information
required here can vary widely.
User templates must be
created by an administrator.

Common-Name

SAM-Account-Name

Benutzeranmeldename

@8man-demolocal

Example Ltd

CN=Dorte Harry, OU=TestUsers,DC=8man-demo,DC

B AN Web x

< clison] : +=: 1. You mustentera comment.

" 2. Click on "Execute Action".

@8man-demo.local
Firma, Example Ltd
Manager

CN=Dbtte Harry,OU=TestUsers, DC=8man-demo,DC

ers.Nr. @

Password options

Erzeuge Postfach (Exchange)

mmmmm

S8MAN
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8.1.3.6 Assign a department profile to users (cockpit)

Background / Value

With a department profile, you can assign a basic set of permissions to a userin just a few clicks. If the
employee changes department, the supervisor can easily apply his department profile to the
corresponding user account.

Additional Services

Create a new department profile

Determine permissions deviating from the department profile (Compliance Check)

Step by step process

B 8MAN Web x
& > C & sicher | ntipsy

1. Choose Cockpit.

| 2. Choose "Employee search”.
Employees are assigned to
you by an administrator
through the Active Directory
"Manager" attribute. See

....... Changing Attributes (Web

3. Choose Manage users.
Users are assigned to you
by an administrator
through the Data Owner
Configuration.

Selected user accounts Q_ Search

« Here the selected user
accounts will be displayed.

Remove group.
membership

Add membership

" The range of available services
(buttons) varies according to
role (login), risk assessment
and configuration.
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B AN Web

€ > C [ @ sicher |

Account search

Access Rights Management

Watting for Approval 0

B —— -

Pakdikoffa, Anna (8man-dem

———

My requests. 4

Non-compliant user o [Account details
accounts.
Accounts where password o

never expies ===

Inactive accounts. 60

&

Job title: Senior Key Account Manager
Company: Demofimma AG

Department Sales

Email: AnnaPakdikofa@Bman-demo focal

Tek: +49 (30) 390 63 45-292

g O

a

£ sone

My staff members. 2

R >

B AN Web

€ > C [ @ sicher |

Assign profile

®:
[ ——

£ Nass, Anna (8man-demo\Anna Nass)

ﬁ Fakdkofa, Anna (8man-demo\Anna Pak.

Perform an action on accounts: Pakdikoffa, Anna (8man-demo\Anna Pakdikofta)

rtment profile o a user.

how the department profie is applied

IPmne

Advanced settings

@ Correct attributes

@ Add missing groups

@ Remove extraneous groups.

@ Move to correct OU

S8MAN

Use the search to filter a
long list of employees or
search for users.

Select one or more users.

8MAN shows you the
information (attributes) of
the selected user. If you
have selected more than
one user, only the common
attributes will be displayed.

In the collection you can see
already selected users.

Click "Assign profile".

Choose a department
profile.

In the advanced settings,
specify how the department
profile is applied.

You must enter a comment.
Click on "Execute Action".
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8.1.3.7 Change your own account information (cockpit)

Background / Value

With 8MAN you can quickly and easily change your own account information. The actions are

documented auditable.

Additional Services

Overview of all cockpit services

Step by step process

EETT

¢ - e L

@ sicher |

@ Cockplt | O Recertication -+l Analyze - W Requests -
—

Waiting for Approval 5
g for App ———  Selected user accounts Q search

PaKdikofia, Anna (8man-dem
My requests 3

Account details

Job itle: Senior Key Account Manager ‘Ansgar Agentor (man-demo\AAgentor)

Gompany: Demotima AG
Depariment sales Aeubi, Ancy (man-demony Azub)
Emalt AnnaPakdikofa@sman-demo focal

Tel: +49 (30) 390 63 45-292 Bily Rubin (gman-demolBily Rubi)

Change my personal
information

@ Pakakons, Anna@nan-dmoonaPac
20, 80n Gman domanze)

EETT

<« C | & Sicher |

Change my personal information

Demofima AG

Click on "Change my personal
information" in the cockpit.

The range of available services
(buttons) varies according to
role (login), risk assessment
and configuration.

1. Change your account
information.

2. You must enter a comment.
3. Click on "Execute Action".

The attributes displayed in the
dialog can be adjusted by an
administrator. For this purpose,
an adjustment of the
configuration file must be
made. Instructions can be
found in our knowledgebase
(login required).
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8.1.3.8 Manage my employees (cockpit)

Background / Value
With 8MAN you can quickly and easily manage your assigned employees. Actions are documented for

the revision.

Employees are users which attribute "Manager" in Active Directory is assigned to you. Ask your
administrator.

Additional Services

Overview of all cockpit services

Step by step process

EE

€ O [4 50m [t o e Click on "My employees" in the
o Coat | ecrtcaton - v W COClkpit.

i The button shows you how
many employees are assigned
Employee search
S o s to you.

Pakdikoffa, Anna (8man-dem I

e s s i The range of available services

e (buttons) varies according to

S —— role (login), risk assessment
Change my personal Tel: +49 (30) 390 63 45-292 Bily Rubin Gman-demolgily Rutin) . .
and configuration.

information

Fakdlkofla, Ana (gman-demolAnna Pakol
Assign profile

Select employees.

e Skl 2. Adjust which columns are
My staff members (5) displayed.

Export the list to Excel or

2

SRR cl= |k |G e Exca gt
ype  Name +| image Requested Action v - P——
g PDF.
Py —— T Resetpasowea . Perform actions on the
Billy Rubin (8man-demo\Billy. Rubin) ) 4 Soft delete user account
pacictn,ons o demaeraodicrs) | & = selected employee accounts.

Zin, Ben (Sman-demo\Ben Zin)
Change password options

Change personal information

Deactivate user
Remove group membership
Add membership

Assign profile

Reset password
An user has forgotten their
password or typed it oo often?
Here you can assign a new
password and send itto an
alternative e-mail address. The
account will be unlocked.

S8MAN
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8.1.3.9 Add group memberships (cockpit)

Background / Value

If a manager finds that his employee lacks group membership, he can add itin a few simple steps.

Additional Services

Overview of all cockpit services

Step by step process

B 8MAN Web

& c

1. Choose Cockpit.

O econtcaon L Anche - Resuests+ % Workows - - Qanten | 2. Choose "Employee search".
Employees are assigned to
you by an administrator
through the Active Directory
"Supervisor" attribute. See
Changing Attributes (Web
Client).

3. Choose Manage users.
Users are assigned to you
by an administrator
through the Data Owner
Configuration.

@ Sicher | htip:

Watting for Approval

My requests

Add membership

" The range of available services
(buttons) varies according to
role (login), risk assessment
and configuration.

AT w: 1. Usethe search to filter a
long list of employees or
% search for users.

Select one or more users.

1

2. 8MAN shows you the
information (attributes) of
the selected user. If you
have selected more than
one user, only the common
attributes will be displayed.

Q Account search
e e —— - - )

e )

Non-compliant user

Job tte: Senior Key. a

Accounts where password Company: Demofima AG

never expies

Department Sales

Email: AnnaPakdikofa@Bman-demo focal

Tek: +49 (30) 390 63 45-292

@) sonszse amancamasen Gz

3. In the collection you can see
already selected users.

4. Click "Add group
memberships".

My staff members. 2

Change my personal » £ Nass, Amna (Bman-demolanna Nass)
information a

S akanors, ama aman-ssmovna .
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B AN Web

€ > C [ @ sicher |

Add membership

[Ferom o acion o sceours Pavavors Ao man semovra pm.m!ﬂa,

AGd one or more group memberships 1o the selected users.

= v

@ Sales-EMEA (8man-demo\Sales-EMEA

@ Sales-APAC (Bman-demo\Sales-APAC)

Please enter a comment ‘l
y

=h

S8MAN

8MAN shows you which
accounts you have selected.

Search for groups.
optional:

Remove already selected
groups.

You must enter a comment.
Click on "Execute Action".
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8.1.3.10 Remove group memberships (cockpit)

Background / Value

Overrides are often caused by group memberships. In the cockpit, you can quickly remove group
memberships.

Additional Services

Overview of all cockpit services

Step by step process

< > ¢ [amm . 1. Choose Cockpit.

| 2. Choose "Employee search”.
Employees are assigned to
you by an administrator
through the Active Directory
"Supervisor" attribute. See
Changing Attributes (Web
Client).

3. Choose Manage users.
Users are assigned to you
by an administrator
through the Data Owner
Configuration.

Selected user accounts Q Searcn

« Here the selected user
accounts will be displayed.

e
the resultist

Remove group.
membership

Add membership

" The range of available services
(buttons) varies according to
role (login), risk assessment
and configuration.

S sMAN Web x

€ C [ @ sicher | htp

)i

1. Use the search to filter a
long list of employees or

@_ search for users.

1. Select one or more users.
8MAN shows you the
information (attributes) of

# Cockpit

O Recerfification - li: Analyze - W Requests - % Workflows ~ - @ Anton Admin -

o Account search
‘Watting for Approval e
o = o

Pakdikoffa, Anna (8man-dem

My requests. 4 6 ﬂ

My stafl members 2

Char |
informaton »

L R —

£ Nass, Amna (eman-demolAnna Nass)
&

ﬁ Pakdikofia, Anna (8man-demo\Anna Pak.

o @ U the selected user. If you
o R a have selected more than
password 369 ‘Company: Demofirma AG
s | [ F one user, only the common
Inactive accounts: —_— Tel: +49 (30) 390 63 45-292 @ Log s (man-cemonns Log) a ttrib u tes WI'// b e disp layed'

In the collection you can see
already selected users.

Click "Remove group
memberships".
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1. 8MAN shows you which

€ - C [asicher | I [

accounts you have selected.

Remove group membership

T 2. Select at least one group.

You must enter a comment.

B n : n
R 4. Click "Execute Action".
@ 8MAN-komplett (8man-demo\BMAN-komplett)

© accBuilding01 (8man-demo\accBuiiing01)

@ VPN (8man-demo\VPN)

© appofice (8man-demoappOfice)

S8MAN
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8.2 File server

8.2.1 Dataowner

8.2.1.1

Background / Value

Grant and remove file server access rights

Access rights should be easy to assign and revoke. You can do this quickly and easily for the employees
in your department. You don't need any special knowledge of Active Directory and / or file servers.

Simply decide what type of access rights you would like to assign: modify or read and execute.

In order to maintain data integrity we recommend assigning change rights only to carefully selected

employees.

Step by step process

4 & sam Sales (8man-demo\Sam Sales)
See more results

Groups
& sales (8man-demo\Sales)

Contacts (0)

displayname: Sam Sales cn: Sam Sales...

displayname: Sales cn: Sales samacco...

&8 Sales-APAC (8man-demo\Sales-APAC ) cn: Sales-APAC samaccountname: Sal...

Permission Analysis

@ Where does a user/group have
access? SharePoint Resources (1)
‘ ® Whd Tro o

Mailboxes (1)

& Sales, Sam
User Provisioning VSphere (0)
Public Folders (1)
& Active Directory B3 File s{ B Sales
® Create new user or group | o can Mailbox Folders (0)

Active Directory Resources

@ Edit group memberships 8 Sales
& Sales-APAC

Distribution Group (1)

. PP #; sales

Security Monitorin

Yy 9 Exchange Account (1)

‘ @ Manage alerts B Activi Yk sales
Exchange Contact (0)

| ® a0y
B File server Purpose Groups (0)

o Q
Sales \\srv-8man\Organization\Sales
& vsph aTes Bxterna ST Bmamorganizatiomoales\sales E..

http//portal.8man-demo.com/Docs/D...

Sam.Sales@8man-demo.local

Folder: Sales
R see more resuits
cn: Sales name: Sales
cn: Salles-APAC name: Sales-APAC

Name: sales Identity: sales SAM Accou..]

Name: sales Identity: sales Email-Addr...

1. Use the search field to find
the desired directory.

2. Click on the search result.

D Scan comparision

figuration
wert XML import file

ort configuration import

e Directory
ount Details
Ktive accounts

il accounts
Inager-Employees

Members and group
mberships

s and groups (Kerberos, Last
lon)

jange

@ Detailed permission changes

® Who did what, except authorized
users (SoD)?

® Who did what?

® Who made changes?

@ Who has access through which
permission groups?

@ Exchange mailbox permissions

Sman-demolocal ueam;m g o
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8MAN

th Start & Resources [P sions & Account: ® Dashboard @ Multiselection M Logbook © Scan comparisiol
Resources 1 i =] f\:!fi R Report +
[ Reoures e st el U] foumer B sULTN Admisvators Change uner
Inheritance Change inheritance
full path Description | Accessrights | Folder Size
~ Access rights
laa a
\srv-gman .
Otyte s 5 P4 g
e NTFs HIE I I A
76 KB s S 3 Ez o2z s !l
75K8 HEER R EEIEE
344 Bytes 5 All permiissions ~
0Byte a vvvvvvs
344 Bytes aa v S
0Byte Ga v N
344Bytes A . v
oByte >
oByte
sers 0Byte " —
l5 SharePoint Accounts with permissions Al permissions
[ @viter 0 |

vSphere
Purpose Groups

Copy a5 path

8MAN 1

|. Users @ Groups @ Contacts @ Computers

Name
I 5 Anny Time (Bman-demo\ATime) 1
& 15 Anthony Davis (8man-demo\ADavis) 1
B suiiNAdministrators 24
B eulTiNUsers 24
CREATOR OWNER 1

E“

& how often granted | Inheritance:

]

a
@ e

el

[n2) SReciuiiac) o)

Value

# Start & Resources [ Permissions & Accounts ® Dashboard @ Multiselection 0 Logboo
Accounts New Templates Paste Clear [| Resource ~ Atributes
[ @ seor 1 > Fileserver > srv-8man > Organization > Sales > I Name
Name Sales Copy as path Create directory Delete Refresh
Owner s BUILTIN\Administrators Change owner
Inheritance {3 Off Change inheritance
Modify Read & execute
Name Name
B} |_Organization Sales md (man-demo\_Organizatio
9 - >
Members of AN Groups
Name
& Sam Sales (8man-demo\Sam Sales)
v Miscellaneous rights
Suitch to horizontal view
Ready

S8MAN

“srman-demolocal "°<Latﬁsts:an> g o

8MAN switches to the
"Resources" view.

Select a sub-directory if
desired by right-clicking on
it.

Select "Modify access
rights...".

8MAN switches to the
"Permissions" view.

8MAN shows you the
directory that you are
working on. You can change
this directory.

8MAN shows you all
existing access rights in the
categories "Modify" and
"Read & execute".
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8MAN

# Start

& Resources

& Permissions & Account: ® Dashboard Multiselection [0 Logbook

2
E=n Jreure

© Scan comparisio

B > Fileserver > s-Bman > Organization > Sales >

Sales Copy as path Create directory Delete Refresh

Owner By BUILTINVAdministrators Change owner
Inheritance (3 Off Change inheritance
Read & execute

8.0 | Orgarization_Seles.md (Emem e Organizaton. | | & ol Aido, Tom (man-cemo\Tom Aido)

< >
Members of 8MAN Groups

& Sam Sales (8man-demo\Sam Sales)

¥ Miscellaneous rights

Switch to horizontal view

& Permissions & Account: ® Dashboard Multiselection [0 Logbook

r | Resource

© Scan comparisio

& Aido, Tom (8man-demo\Tom Aido)

& Aido, Tom (Eman-dema\Tom Aido)

Er— |

B > Fileserver > s-Bman > Organization > Sales >

Sales Copy as path Create directory Delete Refresh

Owner By BUILTINVAdministrators Change owner
Inheritance {3 Off Change inheritance

Modify

Read & execute

Name
88 3 |_Organization Sales_md (Bman-demo\l_Organization
< >
Members of SMAN Groups
Nome

& Sam Sales (8man-demo\Sam Sales)

¥ Miscellaneous rights >

Switch to horizontal view

Report *
A Attributes Edit.
Name Value
Account Expires  Account never expires
Common Name ~ Tom Aido
e CN=Tom Aido, 0U=TestUsers,DC=...

Aido, Tom
e Tom

Last Logon Neverlogged on

email address Tom.Aido@8man-demo.local

Name (RON) Tom Aido

(Object GUID ba20954c-ace-4518-24c3-03 1014,
Object SID 5-1-5-21-1178734647-267574235-
Primary Groupld 513

Proxy Addresses  SMTPiTom Aido@8man-demolocal
[SAM Account Name ~ Tom Aido

[SAM Aceount Type  (805306368) User Object

Surname Aido

User Account Control 512/ 0x200

8man-demo.local ~°<Latﬁs¢smn> ~ o]

Use the search field to find
the desired user or group.
You can enter the content
into the clipboard, for
example an 8MAN Text.
8MAN will then find known
objects and filter them from
the text.

Use drag & drop to move
the users into a column and
assign corresponding access
rights.

1. The useris added to the
column.

2. Click on "Apply".
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1. You must enter a comment.

2. Start the access rights
change.

Change access rights

. Sales
be \isrv-8man\ Organization!Sales

Owner B BUILTIN\Adminsrators

e

ig ido, Tom
Read & execute D197 1

~ Group Wizard options

rm e e comment

S8MAN
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8.2.1.2 Create a protected file server directory

Background / Value

Managers and team leads can use 8MAN quickly and easily to create protected file server directories.
This is done by creating a directory, removing all inheirited rights and then adding new access rights.
The result is a protected directory that only selected users have access to.

Step by step process

Version:

SMAN ,

Select "Resources”.

# Start & Resources Permissions &% Accounts Dashboard Multiselection [0 Logbook @ Scan comparision @ 2. Na vigate to the desired
Resbiices 2y Project x folder.
A\ cts\Project X
[ resoures s st v ) S —

g rectpton | et ot ety £4 - 3. Right-click on the desired
[ Active Directory ~ Access rights

i laae 0 object and select "Create

\srv-8man

E\Datalclean! dest share 0Byte ol % B : d . " h
Fi i HHREIE i irectory" from the context
EAData\Organization 76 K8 i g ,=3 AR-A 3
E\DataProjects o8y t:238s3¢%5 menu
oByte .
s 8 vV VS
Rescan directo
e v o8ye a VS
|5 Report: Who has access where? 0By a v 2
Moy accesscights o8 &
1 0Byte
3 C 9 >
et Accounts with permissions Al permissions
(@ vSphere @ Change owner =
[PPurpase Groups @, Change ineriance [ & s
| @ usess @ Groups @ Contacts @ Computers |
£ Open Logbook
Name & how often granted | Inheritance
) Copy aspath E BUILTINAdministrators 1 &
BULTINUsers 24 %@
(9 15 cradmin Bman-demo\cradmin) 1 &
B CREATOR OWNER 1 a
E& NT AUTHORITYASYSTEM 1 a

Name the directory.
Activate the option.
You must enter a comment.

A WDNR

Start the creation of a new
directory.

Create directory

£ Sales

\\srv-8man\Organization)Sales.

Owner Bk BUILTIN\Administrators
Inheritance

Status of changes: ..

File server credentials 8man-demo\sa-8mansvc

2 Break inheritance for the new directory

[ —
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Access Right

8MAN

th Start & Resources

Resources

Management

= Permission: Account Dashboard 4 Multiselection M Lc ok

# | o 1 Project X Special Files

[ Resources fittr firs tevet

Active Directory.

(2] clean! dest share
B
[E organization

[ Projects.

Report +
\\erv-8BmariProjects\Project X\Project X Specia Files
[} po BB BUILTINVAdministrators Change owner
Inheritance 3 Off Change inheritance
full path Description Access rights | Folder Size.
~ Access rights
=X
\srv-gman .
EADatalclean! dest share. OByte - i §
E\Dstalcleat source share oByte NTES HEIR H i %
E\Data\Organization 76 K8 T g 2 £33 i
EAData\Projects OByte 2 3 i s d 5 £
0Byte 5 All permissions
216 Bytes a vvvvv s o onse
216 Bytes a v v Bs
0Byte a
0By
0Byte >
0Byte
& Delete drectoy Accounts with permissions_All permissions
@ Change owner | @i 4|
& Change inheritance | @ Users @ Groups @ Contacts @ computers |
£ Open Logbook Name & how often granted | Inheritance
BUILTINAdministrators 1
Copy as path
e E BUILTINWsers 28 2A
B CREATOR OWNER 1 a
E& NT AUTHORITYASYSTEM 1 a8

8MAN

& Resources

& Start

Accounts New Templates Paste Clear

= Permissions Accounts Dashboard [ Muiltise M Logbook

Resource

Scan comparisic

Bs BUILTIN\Users

[ @ searer @

E] > Fileserver > sn-gman > Projects > ProjectX > Project X Special iles

Name
& Aido, Tom (Eman-dema\Tom Aido)

& Smith, Gary (8man-demo\Gary Smith)

& Smith, James (Bman-demo\James Smith)
& White, Charies (8man-demo\Charles Whi...

Project X Special Files Copy as path Create directory Delete Refresh

BUILTIN\Users
v Children

Owner  Bg BULTINAdministrators Change owner
Inheritance {3 Off Change inheritance
Modify

Name

v Miscellaneous rights

Switch to horizontal view

v Tree

~ Attributes

Name

Report -

Value

S8MAN

1. Navigate to the newly
created directory.
Right-click on the directory
and select "Modify access
rights..." from the context
menu.

Remove all unnecessary access
rights.
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: 1. Usethe search field to find

- Q search 3
- the desired users and
0 = Pe o Acco D 0. o Il Lo 00 0 o
Accounts New Templates Paste Clear | Resource Be BUILTIN\Users grOUpS
| BN ] > Fileserver > sv-8man > Projects > ProjectX > ProjectX Special files BUILTIN\Users Report *
Project X Special Files oy eont e ey e s | o tgn 2. Usedrag & drop to move
Owner B BUILTIN\Administrators Change owner v Tree

nentnce 5 o - —— the desired accounts into
Moty S e the access rights columns.
& smith, James (8man-demo\James Smith)

\g:wp, - R 3. Start the process.

v Miscellaneous rights 5
Switch to horizonta view Apply
Ready E

olocal *°<Latﬁs¢smn> - o]

8MAN lists all planned access

right changes. In the following

example "Sam Sales" receives
"change" rights to a new

B D e ot i protected directory.

Owner B BUILTINVAdmiistrators
Inheritance (3 OFf

Change access rights

File server credentials for change 8man-demo\sa-Bmansvc

Active Directory change credentials 8man-der

= Remove access rights for BUILTIN\Users
with Read & execute L1510 &

~ Group Wizard options

‘Please odd a comment.
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Click on the tab "All
changes". You can then see
allindividual steps

Change access rights performed by the Group

+ Project X Special Files ; d
BT R e oo Projc XSpeci Fies Wizard.
Owner B BUILTINAdministrators

Inheritance (3 O

S You must enter a comment.

Active Directory change credentials Bman-demo\sa-8mansvc

e e Start the process.

o= Remove access rights for BUILTIN\Users
with Read & execute 1657 (3

4 Create new group |_Projects Project X Project X Special Files s
off set access rights for |_Projects_Project X_Project X Special Files_md
Modify L1593

et Smith, James (8man-demo\James Smith) will be acded to group |_Projects Project X Project X Special Files.md
4 Create new group li_Projects_Project X st with group type DomainLocal
B List rights to add li_Projects_Project X_Ist
i nts B 5
Path \\srv-8man\Projects\Project X\.
I_Projects Proiect X Proiect X Special Files md will be added to st arous li

~ Group Wizard options

Fm e e comment

Sman-demolocal + [RESN= © <Latest scan>

8MAN Qi ~fter the execution, 8MAN will
A Start & Resources & Permissions & Accounts @ Dashboard [Z Multiselection m Logbook ® ShOW you the resu,t'

Accounts tev Tt pae s | Resource 8 o, om aman-semovomair 1, N@W, automatically created
[& @ searen % ||B > Fileserver > s-Bman > Projects > ProjectX > ProjectX > Project X Special Files Report -

Name Project X Special Files Copy a5 path Create directory Delete Refresh il & Autributes it gr ou pS .
& Aido, Tom (8man-demo\Tom Aido) Owner % BUILTIN\Administrators Change owner Name Value
& Dupp, Nick (Bman-demo\Nick Dupp) Inheritance 3 OFF Change inheritance Account Expires  Account never expires 2. M b h
Soum v ’ ’ . Members of the new
mith, Gary (8man-demo\Gary Smith) | Common Name Tom Aido
& Smith, James (8man-demo\James Smith) Modify Read & execute Distinguished Name  CN=Tom Aido, OU=TestUsers,DC=...

S o . groups.
Nar Nam

Given Name. Tom
m B |_Projects Project X_Preoject X Special Files_md (Bman-( | 88 [ |_Projects Praject X_Preoject X Special Files re [Bman—d\l

Last Logon Neverlogged on
email address Tom.Aido@8man-demo.local
Name (RON) Tom Aido
(Object GUID ba20954c-ace-4518-24c3-03 1014,
N s e 5 Object SID 5-1-5-21-1178734647-267574235-

Primary Groupld 513

Members of 8MAN Groups Members of 8MAN Groups Proxy Addresses  SMTPiTom Aido@8man-demoJocal
Name. Name. [SAM Account Name  Tom Aido
Dupp, Nick Bman-demo\Nick Dupp) 'S Ado, Tom (8man-demo\Tom Aido) iz i
Smith, James (8man-demo\James Smith) ene y
User Account Control 512./0x200

This s a default account type that .
User Principal Name  Tom.Aido@example.com
LDAP ADsPath LDAP://8man-dema local/CN=Tom.

¥ Miscellaneous rights

Switch to horizontal view . N

S8MAN
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8.2.2 Administrator

8.2.2.1 Remove multiple access rights on file server directories

Background / Value

Multiple access rights often occur through nested AD group memberships. They are often a symptom of
a confusing group and AD structure. Access rights to a particular resource should only be achieved
through one group membership. 8Man allows you to remove multiple access rights quickly and easily.

Additional services

Identify multiple access paths to directories

Step by step process

1. You have identified "Tim

SMAN

. " . .
& Start & Resources [=] Permissions &% Accounts @ Dashboard @ Multi 0 [0 Logbook @ Scar ion @ Tralnee as haVIng mu,tl /e
e - access paths.
= level 1]

o oy G 2. Right-click on the account
and select "Show in account

full path Description Accessrights  Folder Size

Active Directory.

|5 File server
s foe i3 view" from the context
76 K8 § 5
EH L3I menu.
s
OByte Ben
408 Bytes o&n
0Byte ; os0
wore | mspecirnd
E\Data\Templates 0Byte
[ SharePoint v & Comm
: I
B Purpose Groups Qe E
m

ErY 3x

A B3 [} ModifATim Trai
A EI69 [ Modif\l_Orgar

n-demo)
arketing_md (8man-deme)\Marketing (8man-demo)\Tim Trail
arketing_md (8man-demo)\Tim Trainee (8man-demo)
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& Accounts

ssions Dashboard  [# Multise

- > Graph

(fman-demc)_E

1LES ket
$ Mg e

MAN-complet
complete)

md (8man-
trketing_md)

a s

Tim Trainee (8man-demo\Tim Traines)

B

& Tim Trainee (man-demo\Tim.Trainee)
Report ~
A Attributes Edit
Name Value
Account brpires Account never expires
| Common Name Tim Trainee
ir Name CN=Tim Tr Ol
Display Name Tim Trainee
(Given Name. Tim
Last Logon Never logged on
Name (RDN) Tim Trainee
|Object GUID Sed1c22d-6c44-43cf-987c-631b854.
ObjectsID S-1.5-21-1176734647-207574235-
Primary Growp ld 513
SAM Account Name  Tim Trsinee
[SAM Account Type  (805306368) User Object
Surnsme. Trinee

User Account Control 512/ 0:200
This s a default account type that r
TimTrainee@3man-demolocal

LDAP://8man-clemo.local/CN=Tim..

User Principal Name
LDAP ADsPath

<

‘Sman-demoocl ~e<mm§m> .

& Accounts

8MAN

oard Multiselection

& Start $S

« >

& Tim Trainee (8man-demo\Tim.Trainee)

7, Selectaccount

B Showin Resources View.

B Show access rights to resources...

< o PN B2 G Report: Wihere has the userfgroup access?
complete)

@ Report Account Details

Change group membershi

& Unlock user

@ Deactivate account

& Change password options
S Reset user password

@ Soft delete user account

" & Delete account
[ it atiributes

Move object

g_md (8mar

frketing_md)

& Enable mailbox
Add note

£ OpenLogbook
R Createalert

Copy as path

&

Tim Trainee (8man-demo\Tim Trainee)

B

Report ~
~ Atributes Edit
Name Value
[Account Expires  Account never expires
[Common Name ~ Tim Trainee
CN=Tim Trainee.Ol
Display Name Tim Trainee
Given Name Tim
Last Logon Neverlogged on
Nome (RON) Tim Trainee
(Object GUID Scd1c22d-6c44-43cH-98Tc-631b854.
(Object SID $-1-5-21-1178734647-297574235-

Primary Groupld 513
[SAM Account Name ~ Tim.Trainee

[SAM Account Type  (805306368) User Object
Surname Trainee

User Account Control 512/ 0x200

This is a default account type that r.
. Ti demolocal

LDAP ADsPath LDAPy/8man-demolocal/CN=Tim...

<

S8MAN

Use the AD graph to analyze
multiple access paths.

Right-click on the account and
select "Change group
memberships" from the context
menu.
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1. Remove the group
membership.

Add / remove group memberships You must enter a comment
Accounts New Templates Paste Clear & B Tim Trainee (8man-demo\Tim.Trainee)

[Roms 8] niemenbeet . Start the process.

[ @

Name
& Aido, Tom (Bman-demo\Tom Aido)
& Dupp, Nick (Bman-demo\Nick Dupp) @
88 Marketing (Bman-demo\Marketing) P
& smith, Gary (8man-demo\Gary Smith) s

&8

Name.
Domsin Users (3man-demo\Domain Users)
|_Organization Marketing_md (8man-demo\l_Organization Marketing_md)

Y
3 setectal A
o fstirt

9¢ Remove Del

SETE

& sith, James (& it
& White, Charles (man-demo\Charles White)

———

Status of changes: ...

Sman-demolocal ~ NESM=S @ <Latest scan>

" After removing all
SMAN f g
A Start & Resources Permissions & Accounts @ Dashboard [Z Multiselection M Logbook @ Scan comparision D unnecessary group

o 1 Marketing s memberships you still need

Resources b

[ @ e B Coi LT to remove the direct access
full path Description Accessrights  Folder Size ¢ .

| Active Director ~ Access rights

e PP rights.

H srv-8man \srv-8man

[2 cleant dest share E\Data\clean! dest share: 0Byte

o8 e fa—— v 11,1 : ” § a 2. Right-click on the desired
b Tame fom e 5@ t:i13s8:5¢ ¢ directory.
B 344 Bytes (@ AN permissions
f» 0Byte i--@Full control a v v v v [=)_2Rs]
s ey — e | amosy ss .-~ wss 3. Select "Change access
i | o5 S

Yo rights"from the context

0Byte ’

[B SharePoint v [ Comments

loExchange e e menu.
e ng¢ & Delete directory Accounts with issions All permissions

EvSphere] @ Change owner

[® Purpose Groups

& Change inheritance | 4tm B
| @ Users @ Groups @ Contacts @ Computers |

27 Open Logbook
Name | how often granted | nheritance
5 Tim Trainee (8man-demo\Tim.Trainee) 24y 2x1

2 Access paths.
A 255 [ ModityTim Trainee (Emanrdemﬂ)/

3 CI8 D3 Modify\_Organization Marketing_md (8man-demo)\Tim Trainee (8man-demo)

Copy as path
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o 1. Select f'he des:re:ld user and
A Start 3 ource = Permissions ) ogboc D Sc nparision ) Chose Remove ‘

*
Accounts New Tenbi: ute G | Resource S & Tim e smancemormmaneey 2, StArt the removal process.
IE' S N N 2, Show in accounts view..
earc File server > sn-8man eport
I — eport
N Marketing th Crete directory Delete Refresh il & Autributes Edit
ame & Report: Where has the user/group access?
& Aido, Tom (man-demo\Tom Aido) Owner Bs BUILTIN\Adminis{ @ Report Account et Name Value
& Dupp, Nick (8man-demo\Nick Dupp) Inheritance (@ On epart fecount el (Account Bxpires  Account never expires
88 Marketing (Bman-dema Marketing) - & Change group memberships... |Common Name Tim Trainee
& Smith, Gary (8man-demo)\Gary Smith) Modify & Uniock CN=Tim Trainee 0!
& Smith, James (8man-demo\James Smith) rleckuser Display Name. Tim Trainee
& White Charles (man-demol\Charles Wh.. @ Deactuate account ame (Given Name Tim
2 @ |_ES_md (Bman-demo\l_| & Change password options ) Neverlogged on
0} LES Marketing.md 8ma| 9 Reset user password PeEmLE L) Name (RDN) Tim Trainee
& O Tim Trainee (Gman-cemo\ g 1ot vrersccount (Object GUID Scd1c22d-6c44-43cH-087c-631b854,
B8 3 |_Organization_Marketin & Deete ot (Object SID 5-1-5-21-1178734647-207574235-
¢ Primary Groupld 513
Y editatibutes SaM Account Name - Tim Traines
Membersof SMAN Groups | [SAM Account Type  (805306366) User Object
Surname Trainee
Name en ook
e B £ OpenLogbook User Account Control 512/ 0200
arketing (8man-demo\l @ ¢reate alert This i a default account type that £,
Tim Trai . T demolocal
LDAP ADsPath LDAP/Eman-demoocal/CN=Tim..

¥ Miscellaneous rights

Switch to horizontal view

Srman-demolocal ~9<Lm5m> g

1A . Verify the result in the resource

M Start & Resources [5] Permissions & Accounts @ Dashboard [ Multiselection ogbook @ Scan comparisi view.

Resources & [ 1 Marketing oot -
7 \v-Bmen\0 i
[ @ Resources fter st vt ] Fowner BB BULLTINVAdministrators Change ovner
Inheritance @ On Change inberitance:
full path Description | Access ights | Folder Size "

[0 Active Directory ~ Access rights

le server aa

H srv-8man \srv-8man

[Z] cleant dest share E\Data\clean! dest share 0Byte g 3 ;8 g‘ i H
f» @[] clean! source share EADatal\clean! source share OByte A 2 E k-
B[] Orgenization EAData\Organization 76 kB NTFS § g % g < g e 3 f g
L e G 131338131 ¢
> [REIEE 3atytes  MEAN permissions
P> e ospe 1 &8 vvvvvyv ns0n
P> £30 19 Marketing 408 Bytes aa v =E-gul
d 0o reo 08y aa v o&Dn
[30 1 sales 408 Bytes aa
[ Templates E\Dato\Templates oByte
[ Users EAData\Users 0Byte N ’
(@ SharePoint ~ £ Comments
[® Exchange . —
[@vSphere Accounts with All permissions
(& Purpose Groups [@tm T |
| @ Users @ Groups @ Contacts @ Computers |
Name A_how Inheritance

13 Tim Trainee (8man-demo\Tim.Trainee) 1

Access path \

& [I65 [) Modify\Tim Trainee (8man-demo)

man-demolocal ~e<um;m> g

S8MAN



User Provisioning | 361

8.2.2.2 Remove direct permissions

Background / Value

Direct access rights should be avoided at all costs and replaced by group access rights. Firstly, direct
access rights are inefficient because every user is managed independently. Secondly, each directory
needs to be examined individually to ensure the removal of all direct access rights. S8MAN shows you all
direct access rights on your file server(s). You can then use drag & drop to turn direct access rights into
group access rights.

Additional Services

Remove direct permissions in bulk (web client)

8MATE Clean! allows you to automatically remove direct access rights and turn them into group
memberships.

8MATE Clean! Handbook: Replacing direct permissions with group memberships
8MATE Clean! Handbook: Deleting direct access rights

Step by step process

1. You have identified direct

SMAN

# Start & Resources [l Permissions & Accounts @ Dashboard [ Multiselection [0 Logbook @ Scan comparisior @ access rlghts'
&y s Marking we- 2. Right-click on the affected
[ resourees e s vl U foumer B sutTmistotors Coange ouner i
il ot Descrption ccess ight | Flder Soe Inheritance fg On Change inheritance dlf' eCtOr y.
(@ Active Directory ~ Access rights " .
. saea 3. Select "Modify access
EADatalclean! dest share 0Byte i > < . "
P e = i R rights" from the context
EAData\Organization 76 K8 j i K] E g 3 %
K8 H s £
. . menu.
08yt WSS oen
408 Bytes
@ Rescan directory n”:;g j j j j j E:g\\w
400Bytes VS S By & D Vs
o8y VN oen
OBye VS EIETRRE
[BSharePoint L RN
(@ Exchange
[@vSphere v £ Comments
|2 Purpose Groups Accounts with permissions Modify
2 Open Logbook [ @ Fer Ell|
| @ Users @ Groups @ contacts @ computers |
(9 Copysspath
Name o how often granted  Inheritance

p ~
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8MAN Drag the user into the SMAN
#h Start & Resources [= Permissions ount: ® Dashboard [ Multi ) 0 L Scan comparisi grOUp.

Accounts New Templates Paste Clear | Resource & Tim Trainee (8man-demo\Tim.Trainee)
Q@ search % ||B > Fileserver > sn-Bman > Organization > Marketing > Report -
Name Marketing Copy as path Create directory Delete Refresh ll o Agtributes Edit
& Aido, Tom (man-demo\Tom Aido) Owner B BUILTINAdministrators Change owner Name Value
& Dupp, Nick (8man-demo\Nick Dupp) Inheritance @ On Change inheritance Account Expires  Account never expires
88 Marketing (8man-demo\Marketing) |Common Name Tim Trainee
& Smith, Gary (8man-demo)\Gary Smith) Modify Read & execute 0l
& Smith, James (8man-demo\James Smith) Display Name. Tim Trainee
& White, Charies (8man-demo\Charles Whi.. Name (Given Name Tim
B @ BULTINWsers ) Never logged on
B8 ) 1_ES_Marketing_re (8man-demo\l_ES_Marketing_re) Name (RON) Tim Trainee
(Object GUID Scdc22d-6c44-43cH-987c 630854
(Object sID S-1-5-21-1176734647-297574235-
< > Primary Groupld 513
SAM Account Name  TimTrainee
Members of SMAN Gups [SAM Account Type  (805306368) User Object
Surname Trainee

8 Marketing (Bmpn-demo\Marketing) User Account Control 512/ 0x200

This is a default account type that
Ti demolocal

LDAP ADsPath LDAP://8man-demoocal/CN=Tim.

~ Miscellaneous rights

Switch to horizontal view .

1. Thedirect access right for
"Tim Trainee" will be
removed.

8MAN

th Start & Resources  [=] Permissions ount: ® Dashboard & Multiselectio M L ok D Sc omparisi

Accounts New Templates Paste Clear l§ Resource & Tim Trainee (8man-demo\Tim.Trainee)

L1 > Fileserver > sn-Bman > Orgaization > Marketing > Report ~ . .
Markeing SRR w 2. The group membership will
& Aido, Tom (Eman-dema\Tom Aido) Owner B BUILTIN\Administrators Change owner Name Value .
& Dupp, Nick (man-dema\Nick Dupp) Inheritance @ On Change inheritance |Account Bxpires Account never expires b e a S S I g n e d .
88 Marketing (8man-demo\ Marketing) [Common Name ~ Tim Trainee
& Smith, Gary (man-demo\Gary Smith) Modify Read & execute CN=Tim Trainee,O! .
n n
& smith, James (Bman-demaames Smith) Display Name Tim Trainee . ICK ONn p p y .
& White, Charles (8man-demo\Charles Wh.. Name Name Given Name Tim
Bafa 1_ES_md (8man-demo\l_ES_md) B @ BUILTINWUsers = Etpien
Marketingm¢ | B8 () I_ES_Marketing_re (man-demo\l_ES_Marketing_re) Narme (RON) Tim Trainee
Object GUID Scallc22d-6cdd-43cf 98Tc 6354,
=L EET Object SID 5-1-5-21-1178734647-297574235-.
< > primary Groupld 513

[SAM Account Name ~ Tim.Trainee
[SAM Aceount Type  (805306368) User Object
Surname Trainee
User Account Control 512/ 0x200
This s a default aceount type that r.
Ti y

LDAP ADsPath LDAPy/8man-demolocal/CN=Tim...

~ Miscellancous rights

Switch to horizontal view Apply

‘Srman-demolocal - © <Lotest sam>

S8MAN
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You can see the individual
steps in the detail view.

You must enter a comment.
Change access rights
. Start the change process.

5 Marketing
= \\srv-8man\Organization\Marketing

Bs BUILTINAdministrators
& on

an-demo\Tim. Trainee) will be addled to group |_Organization Marketing md

~ Group Wizard options

Please add a comment.
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8.2.2.3 Remove corrupted inheritance

Background / Value

Broken ACLs (Access Control Lists) interfere with NTFS inheritances on file servers. As a consequence
the sub-directory will not receive the correct inheritance, despite this feature being activated. SMAN
displays "Broken ACLs" and removes them by reapplying the inheritance.

Weiterfuhrende Services

Remove differing permissions in bulk (web client)

Step by step process

1. Click "Resources".
2. Expand the frame.

Resources 1 % Vertrieb
Report
| P — T ovene
Owner [+Y Chs
full path Description Accessrights | Folder Sz pheritance fg On Change inheritance
ELfictive Directory] ~ Share Information
\srv-gman ~ Access rights =]
DiArchive 0B ‘aﬂa
ree 13
3 HI] 5 H
NTFS HEIIE I 12 ‘
1 HER IR S
o8 £ E:£338:53¢% 2
3 GAll permissions. ~
3 L@ Full control 8 vvvvvyv [=l-gs)
— 9928y @ Modify aa v vV SR
DAVertrieb 2 | @Read and Execute aa v v oen .
08By >
By> -
4088, Accounts with permissions All permissions
| @ Users @ Groups @ Contacts @ Computers |
TS - Name A howoften granted Inheritance .
SAP-System 15 2016.03.07Benutzer Test (man-demo\2 test) 28 T
@ Easy Connect - CSV £ i
Easy Connect - SQL A 28 i
SharePoint 20 23
L 54 Scl
(8man-demo\Amold Alien) 24 uf
& (Bman-demo\Vera Alog) 24 BT
& 28 x@
=3 24 i
=3 26 BT
& Aner, Dominik (8man-demo\Dominik Aner) 24 BT
& 1 angebrandt, Angie (8man-demo\Angie Angebrandt) 24 2y |
< N 7 & 1) Ann Essay (Bman-demo\Ann Essay) 24 by .
Ready SMAN-DEMOLOCAL ¥ | O [@ <Latestsan> ] @ []
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8MAN lists all subdirectories
with different permissions.

At the yellow lock you recognize

Resources i Vertrieb
i Report
4 Filer resources on first tree level 1 DiVertrieb d H h i
L ‘ - a corrupted inheritance.
full path Description Accessrights | Folder  pheritance f@ On Change inheritance
ELfictive Directory] ~ Share Information
\srv-8man ~ Access rights. B
Diirchive EYY h f H H h
‘ Use the sort function in the
cleant target Cadlean! target Share ol = . T H
DAFinanz £ £ I £ 8 n h : n I
AR ISR 15 ARSI « "Inheritance" column.
Diiame ::£8321:7%1::% ¢
DT Al permissions. ~
%] Marketing DAMarketing @ Full control 8 v o®0
3 Personal _ DiPersonal 69 3 v v om0
Vertrieb DAVertrieb, aa MR os0 .
£70 1 Hersteller 408 N
B30 1 Kunden EYR . o 52
B30 13 sttentiicher ag 08 Accounts with permissions _All permissions
> [30 19 Projekte e |
Tes
. Be T v | @users @ Groups @ Contacts @ Computers
s puter
< 5
Rights different from parent  [2] Vertrieb \\sr-Bman\Verkrieb Name 4 how often granted | Inheritance
&u Test 26 i -
4 7} @ 5 man man-semorse 30 By
Path Sizeftems | Deny Inheritance ® © B i Aber, Mark (Bman-demo\Weark Aber 28 )
- 1 ADLogga Tester (8man-dema\ATester) 26 Y
11 Herstller (arv-GmaniVertiebersteller 408 Bytes g s @ Administrstor (8man-demohAdministrator) s B
1 Kunden trv-bmenlerriebKunder) ELiBre 8 a0 & Alien, Arnold (8man-demo\Amold Alen) 24 B
1) 1 Projtae (v SmanVerrie Prjet) e a 4w & 1 Aloe, Vera (Bman-demo\Vera Aloe) 26 @
Ve ke OBye 22 2 1 Q15 pner, Cor(man-cemo\Cori Ander 2 2@
% 9 Sffentlicher ag (\\srv-8man\Vertrieb\affentlicher ag) 408 Bytes . 12 9 & 13 Ander Ole (3man deme\Ole Andier) 24 By
5 i R0E e s 4 22 &, 1 Andrea Azubi (Bman-demo\Andrea Azubi) 26 @
ol g Sty T & Aner, Dominik (8man-dema\Deminik Aner) 26 @
& ) Angebrandt, Angie (8man-dema\Angie Angebrandt) 24 By
& 1 Ann Essay (man-demo\ann Essay) 24 B v
Ready SMAN-DEMOLOCAL ~ | [@ <latestsan> ] @ []

1. Select an entry.
2. 8MAN shows you in all

Permr
] proepregrem— details which permissions
I + resources on frst tree level 1| f from B vertrieb (tsrv-Bman\Vertriet) d ff p d
To Dltest  (sn-Bman\VertriebtTesy are different compared to
full path Description | Accessrights Folder .
] B e the parent directory.
\srv-gman 13 s H
Diirchive Name a E sz &
= cleant source Di\dlean! source share H I3 ¢
- cleant target Cicleant target Share < £ = <
> nanz DAFinanz i~ Added or removed entries (5)
~ DAGF B Administratoren (8man-demoh.. @ [mlul
> fome DiHome @ Administratoren (man-demo,.. ©
[~ AT @ Administratoren (8man-demoh.. © 0
d Marketing DMarketing @ Administratoren (gman-demo.. © =]
~ Personal DAPersonal o2 @ demoadmin (8man-demo\dem... @) =]
Vertrieb DAVertrieb
B30 1 Herstelier se | Unchanoed 6
[10 B Kunden 344 @ 1) Benutzer (man-demo)\Benu, v v [=[=]
[0 19 stfentlicher ag 108 @ 1 Benutzer (Bman-demo\Benu. v [SIE]s)
= 310 13 projekce : ERSTELLER-BESITZER N &0
10 Test 5 1.D$_md (8man-demo\|_DS.... v O®b
- v B NTAUTORITANSYSTEM v [=]jn)
- > - & 1 Sam Sales der Boss (bman-d.. v BEn
Rights different from parent  [Z] Vertrieb \\srv-8man\Wertrieb a Added or removed inheritance (2)
[a 7] B ) T Support.md (Bman-de. B
1 1|_IT_Support_re (8man-dem.. [=]=]n]
Path Sizefitems Deny Inheritince @ © B=i
[ 9 Hersteller (\\srv-8mani\Vertrieb\Hersteller) 408 Bytes a 5 10
unden (\\srv-8man\Vertrieb\Kunden) 344 Bytes a 4 10
19 Projekte (\srv-Bman\Vertrieb\Projekts) ke 410
Test (e SmanVertneb\es) Bl
SHentlicher ag (1 mar\Verineb e enticher 20) g )
[ 19 product description (\srv-8man\Vertrieb\Projekte\product description) ~ 408 Bytes a 2 3
Bw J S2gytes @ a 7 s
< >
Ready SMAN-DEMOLOCAL ~ | O [@ <Latestscan> -] @ ]
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1. Select the subdirectory
where you want to correct
the corrupted inheritance.

Resources # pTest Report ~
- H n
[ @ Fater resources on fst tree evel [ ° = = 2. or 3' C/ICk Change
Inheritance @ On 3
full path Description  Accessrights Folder - . "
F— o Aecessighis Inheritance”.
EN a
\srv-Eman .
Diirchive - ] :
- cleant source Didean! source share NTES HE N 5 § £ % e
- cleant target Ciclean! target Share. AR 3 glz 5§ &
- DiFinanz :: 24335 38:&8 &
- DAGF Al permissions.
Ed D:\Home. --@ Full control a8 vvvvvy [=-R)
> DAIT @ Modify & v v v =)= gs)
- DAMarketing @ Read and Execute a v v oen
- DAPersonal 692 L@Special permission a
DAVertieb,
awe ¢ >
3w > ~
a8 Accounts with issit Al permissions
” [@Fir 3 |
= & Rescan directory v | @Users @ Groups @ Contacts @ Computers |
B >
Rights different from parent Report: Who has access where? Name 4 how often granted _ Inheritance
& Modify access rights. = Y] Test 24 Y ~
[@rieer G ] @ 1 gman @man-demoia s 34 By
Pat| @ Delete directory Deny Inheritance ® © & Aber, Mark (8man-demo\Mark Aber) 24 BT
. & 19 ADLogga Tester (gman-demo\ATester) 28 B
— @ dministrator (Bman-demo\Administrator) 54 B
& n,Arnold Bman-demo\Amold Aler) w 2@
& 19 Aloe, Vera (Bman-demo\Vera Alog) 28 2
& Openogeook & 1 Ander, Cori (Bman-demo'\Cor Ander) 24 @
Copy aspath & 1 Ander, Ole (Bman-demc\Ole Andier) 24 Y
& 19 Andrea Azubi (8man-demo\Andrea.Azubi) 26 B
& Aner, Dominik (8man-demo\Dominik Aner) 24 B2
& 1 Angebrani, Angie (8man-demo\Angie Angebrandt) N Yy
& 1 Ann Essay (man-demo\ann Essay) 24 B v
Ready SMAN-DEMOLOCAL ~ | [@ <latestscan> ] @ [ ]

° 1. Enable inheritance.

2. Enforce inheritance for all
subdirectories. In the
gmasae e example here for all

Test

subdirectories of "Test".

Owner @ demoadmin (Bman-demo\demoadmin)
Inheritance fg On

Saus ot changes - 3. You must enter a comment.

File server credentials for change 8man-demoladministrator

e : o 4. Start the execution.
o me v a

Restores the inheritance for this object. It will inherit all access rights from ts parent. @

Enforce inheritance QY
Restores the ineritance for all objects below this one. They will all have the same access Q@
rights as this object. 3

& children and replace them with inheritable permissions of the selected objects

This process may affect a lot of items and will take some time to complete. .
Plecse add a comment Immediately
Cancel
Ready SMAN-DEMOLOCAL - @ <Latest scan> -
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8.2.2.4 Identify and delete unresolved SIDs

Background / Value

SIDs (Security Identifiers) are character strings that are used to identify user and group accounts in
Active Directory. SIDs become unresolved when users or groups with direct access rights are deleted in
AD.

By using unresolved SIDs insider threats can gain access to sensitive resources. 8MAN clearly identifies
unresolved SIDs in your system allowing you to delete them.

Additional Services

Remove unresolved SIDs in bulk (web client)

Step by step process

1. Select "Dashboard".

SMAN

! "U Ived SIDs"
P — fy Accounts @ Dashboard [ on 0 Loghook st © 2. Click on "Unresolved SIDs".
Reporting
a1
& Active Directory G
@ Inactive accounts 2
® Local ac: 0
@ Users and groups (Kerberos, Last ~ Groups
logon)
Al Groups 190
B3 File server Groups with members (w/o recursions) 2
Empty groups 75
@ All*Authenticated users’ [EE] Py areces
permissions Groups inrecursions 3
Users) 420
@ Al Everyone' permissions [EZ] i
Buitt-in security groups 27
@ All owner not administrator [EE] Globel securiy rovps e
@ All users with direct access [} Uity @S £S5
® Unresolved SIDs Local securiy groups ®
Global distribution groups. 0
Universa on groups 2
Local distrbution groups 0
~ OU/ Contacts / More
Computers 4
Depth of nested groups Computers {disablec) °
Contacts o
Foreign users 0
Organizational Units 12
14 9
2 ' ~ Top 5 Kerberos Tokens [Bytes]
1 2 3 4 s
et Quinton Patton (8man-demo\QPatton) 1564 B
Ready, 8man-dlemolocal ”e(LaEﬁsmn) - o]
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Enter a title for the report

and add a comment.
Define the range of the

I ———— report.

Define the desired report

settings.

Start the report.

~ Settings

B e output formatis X1 -

sman-demolocal ~ NSSN= @ <Latest scan>

HOME | INSERT  PAGELAYOUT ~ FORMULAS  DATA  REVIEW  VIEW ‘A .
e B I Open the report in Excel.
T S | } T e BOSSE 1. Switch to the file server tab.
o e . ————————" 2 Allunresolved SIDs are
J&o listsed in the report.
: \\srv-8man\Organization\Marketing\Events |Modify  S-1-5-21-1178734647-297574235-3966573622-2071 |
H —
S Path report about unresolved owner SID

10/ All accounts have been resolved
1

S8MAN
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8MAN ,

# Start

8MAN

th Start

& Resources

= Permissions

Dashboard

Account

& Resources [ Permission & Account Dashboard Multiselection 0 Logbook comparis
Resources % e Events Report ~
srv-8man0
[ Reseuree fter s v U] fowner B sUUTINAGminstators Changeouner
Inheritance @ On Change inheritance
full path Description  Accessrights | Folder Size X
|© Active Directory ~ Access rights
[2File server jaa@Oa
B srv-sman \rv-8man )
2] dlean! dest share E\Data\clean! dest share 0Byte s ] K
[+ @ [Z] clean! source share EAData\clean! source share 0Byte £ = Iz i 3 o
e B NTFs LR
K8 i:238s5138¢%
3448ytes
0Byte aav v v v v~ Bebd
408 Bytes a8 v v v v v Bed
08yte a v v BeDd
otyte ex fmre,
@ Rescan directoy vone ecial pemission &
I3 _Report: Who has access where? OBye
408 Bytes
“0m 3 oye
E\Dat] O Creste dred OByte < >
& Delete directory Accounts with All permissions
@ Change owner
|2 Purpose Groups | @ vsers @ Groups @ contacts @ computers |
(&) Open Logbook
Name
Copy as path 9 Pull, Sam (8man-demo\Sam Pull) -
5 Quinton Patton (8man-demo\QPatton)
5 Russell Walker (8man-demo\RWalker)
d 178734647-207574235
1 Steven Joseph (8man-demo\Sloseph)

5 Terry Mathis (8man-demo\TMathis)

Multiselection 0 Logbook @ Scan comparisic

& Dupp, Nick (man-demo\Nick Dupp)
88 Marketing (Bman-demo\Marketing)

& Smith, Gary (man-demo\Gary Smith)

& smith, James (8man-dema\ames Srith)
& White, Charles (8man-demo\Charles Whi...

Inheritance {g On

Modify

Change inheritance

~ Miscellancous rights

Switch to horizontal view

Accounts New Templates Paste Clear | Resource @ $-1-5-21-1178734647-297574235-39...

|q @ seorch % [JB > Fleserver > sn-Bman > Organization > Marketing > Events > Report -
Nome Events Copy as path Create directory Delete Refresh | o Attributes

& hido, Tom (8man-dema\Tom Aidc) Owner B BUILTIN\Administrators Change owner Name Value

Read & execute

Name
B @ BULTINUsers
Ba @ I_ES_ Marketing_re (8man-demo\l_ES_Marketing_re)

TR o - T o |

. Select "Resources".
Select an affected directory.

. Right-click on the directory
and select "Modify access
rights" from the context
menu.

1
2.
3.

Select the SID.
Click on "Remove".
Click on "Apply".
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: 1. 8MAN lists all planned
changes.

1. You must enter a comment.

_— 2. Start the removal process.
\srv-8man\Organization\Marketing'\Events

Bs BUILTINAdministrators
o @ on

= Remove access rights for S-1-5-21-117873464 1 0]
vith Modify B850 &

~ Group Wizard options

tease add a comment
Cancel

Eraresisge E @ <Latestscan> - O]

S8MAN
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8.2.25

Background / Value

Determine naming conventions for access groups

8MAN puts an end to random naming of groups. Administrators determine the appropriate naming
convention, which will be used for all AD groups created with 8MAN Group Wizard.

You can determine the naming convention in the 8MAN configuration module.

Step by step process

8MAN  configuration 1 rsion

Enable Group Wizard ] ing of s
Automatic update of 8MAN group names [ Simulete changes only (smulation Earliest run after day(s) at 1200 am.
mode)

If this option is checked, 8MIAN group names
will automatically be adjusted in case the name
ofits directory or the configuration of the
naming format has changed.

Use following domain groups:

®local Oglobal Ouniversal O local and global [ Create global groups within the account domain

Affected BMAN groups will then be renamed I ——

options will be provided (eg. Group
within the next change action in 8MAN. Wizard wsage o the name of aceess g eroupey,

~ Access Categories

» 8MAN Groups

Group-specific characters
[ |Giobalgroups [1 ] Localgroups[u | Unversalgroupsi ] Listgroups
[1st ] List group Suffix

Path usage in group names

[ oetmiter

O Cor
© Patl o

a © Path relative to share
Name format:

[ Bement

(]

O

Preview:

access right change.

9.8GP_Share_Folder1_Folder2_Folder3_Folder4_md

v Blacklist

Configuration Status

@ Groun Wizard Setfinas: Confiauration sur

cessully loaded.

Joadmin @ localhost €1

Start the configuration
module and navigate to
"Change Configuration" -
>"File server".

Select the desired
SharePoint resource. You
can enter different settings
foreach resource.
Determine the naming
convention. Please note
that BMAN will show you a
preview.
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8.2.2.6 Change directory ownership

Background / Value

With 8MAN, you simply change the owner of directories. If you exclude users from ownership of
directories, you can prevent unwanted permission changes.

Additional Services

Identify directories whose owners are not administrators (report)

Step by step process

Select "Resources".
Navigate to the desired

& Permissions & s @ Dashboard Multi ogbook @ Scan comparision
— 0] e . directory. Alternatively, use
\\srv-8i \Or
] ATy — the search.
full path Description Access rights  Folder Size ° =
~ Access rights .
T et 3. 8MAN will show you the
\erv-Bman .
EAData\Organization 76 K8 ;4 H current owner.
75K8 NTES Iz =
= 13§: i Y] "
o =25 4 Click "Change owner".
08yte VAV AV N AV VAR
408 Bytes a vvvvv B
\Data\Projects 624 8ytes a o o
E\Data\Templates 0Byte a v
EDsta\Users oByte
@ SharePoint © [ Comments
@Exchange f B . -
©Purpose Groups Accounts with permissions Al permissions
| @viter 6 |
|oums @ Groups @ Contacts @ Computers \
Name « | how often granted | Inheritance
Bs BULTINAdministrators 1 a
B BuLTUsers B a
B CREATOR OWNER 1 a
3 John Bennett (Bman-demolennet) 1 a
B NT AUTHORITVSYSTEM 1 a
13 Sam Salles (8man-demo\Sam.Sales) 1 a
N
L)
Ready B 8man-demolocal | O [@ <Lotestsan> ~] @ [ ]
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1. Determine a new owner.

Specify whether the change
will only be applied to the
current or all subdirectories.

Change owner X 3

You must enter a comment.

[=h] Sales

“srv-gman\Organization)\Sales

P N — 4. Start the execution.

Inheritance 3 Off

Status of changes: ..
Credentials 8man-demo\sa-8mansvc

Ready #man-demodocal © <Latest scan> - [+]
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8.2.2.7 Identify errors in inheritance in Analyze & Act and fix them in bulk

Background / Value

Errors in the inheritance of file server permissions often occur when employees copy or move
directories. This can lead to unwanted access.

With the "Directories with corrupted inheritance" scenario, you can identify corrupted inheritance in a
few clicks and eliminate them in one go.

Related services

Schedule recurring change tasks

Step by step process

B 8MAN Web. x

eman-demo. o *

In the cockpit, choose
"Analysis" and then "Directories
with corrupted inheritance".

& Cockpit | O Recerfification - | Analyze + W Requests - % Workflows ~

Goor) >00e@h £

Order history @ @ All AD user accounts
e e Accounts with never expiring
password
My staff members O e Groups in recursion
Inactive accounts e e Group memberships
User accounts and
T e @ Non-compliant user accounts
Globally accessible O Directories with unresolved
directories siDs

Directories with changed
access rights

Directories with direct access. O

File system permissions @

S8MAN
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B Determine which file servers
- —— : are included in your
analysis.

New analyze session 2. Start the calculation.

# Cockpit O Recertification ~ W Requests - % Workflows ~

All Scenarios v . . . . .
Directories with corrupted inheritance
X Generate a list of directories with enabled inheritance where permissions are inconsistent with the parent folder.
Order history
N Start calculation for your scenario!
Task overview

All AD user accounts e server
All AD group accounts B
@ Nsrv-gman
Accounts with never
expiring password

My staff members
Groups in recursion
Inactive accounts
Group memberships

User accounts and
department profiles

Non-compliant user
accounts

Globally accessible
directories

Directories with unresolved

o Select the directories for
& C | & Sicher | https; X X detailsiid=1;scenariold=5d0afSba-0e59-4513-bcba-247343873a87 : .

which you want to correct
the inheritance errors.

Click "Enforce Inheritance".

# Cockpit O Recertification ~ W Requests - % Workflows ~

Directories with corrupted inheritance (1) 2

Configuration & Reports

Selected resources: \\srv-8man Direct Excel export
4 columns selected v
P — [ ¢ | =] = Greae Repor

®

1 - Available Actions
Path + Folder v Folder Size v lowr

Enforce inheritance
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You can see for which
directories the inheritance is

Enforce inheritance enforced agaln
You must enter a comment.

S8MAN
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8.3 +8MATE for Exchange

8.3.1 Help Desk

8.3.1.1 Create a mailbox (e-mail enable users)

Background / Value

If your license agreement includes 8MATE for Exchange you can create Mailboxes (email enable users)
with SMAN.

Step by step process

Version:

SMAN 1

Select the desired User or
distribution group (type:

A Start & Resources Permissions &% Accounts @ Dashboard Multiselection [ Logbook @ Scan comparision

P Graph | & tm ranes @rangemonmuane  UNIVETSQl).
3 Report ~ . .
R — "« 2. Right-click on the user. You
8 e et ot nines o can do this in the Accounts
8 Crnge rous o . .
& Create new user or group Display Name Tim Trainee view.
B & i ser S T . .
9 oesme s A 3. Click on "Enable mailbox"
& Change password options Object GUID Scd1c22d-6c44-43cF-987c-63fb854,

oS s s from the context menu. This

Primary Group Id

e e option is only available if no
- et et mailbox has been created
LDAP ADsPath LDAP://8man-demo.local/CN=Tim.. yet.
@& Create lert
EE
Tim Trainee (8man-demo\Tim.Trainee)

= CTETTR o & CXRERTEG o

Determine the Exchange
options.

Efble mailbox You must enter a comment,
forexample a ticket

number.

& 18 Tim Trainee (8man-demo\Tim. Trainee)

Email-Addresses are generated automatically based on the Exchange

email acidress policies.

pr— . Start the creation of the

mailbox.

[ Archive Database

Mailbox Database 1917641880 (Default) v
@) - conneciivity

ActiveSync
Outlook Web App (OWA)

IMAP

POP3

MAPI

© 2018 Protected Networks GmbH



378 | Access Rights Management

S8MAN



User Provisioning | 379

8.3.1.2 Change mailbox permissions

Background / Value

8MATE Exchange displays the access rights to Mailboxes in the resource view. Mailbox access rights are
shown as follows: "Owner", "Full access", Read Access rights" and "Administrate". Additionally you can
also assign the following access rights to individual users: "Full access", "Send as" and "Receive as".

Step by step process

Use the search field to find the
desired mailbox.

8MAN

th Start & Resources [ P s 4 [D Scan comparision

Resources Directories (0)
SharePoint Resources (0)
lhoes())

[ @ Resourcesfter

foll path & Eric Zann ezann@man-demo.com |
|| Active Directory Phere (0)
;‘: il Public Folders (0)
int ;
Ex;’:“g'e Mailbox Folders (0)
l8vSphere Active Directory Resources (0)
Purpose Groups Distribution Group (0)

Exchange Account (1)
&, Eric Zann Name: Eric Zann Identity: ezann Email-Address: e....
Exchange Contact (0)

Purpose Groups (0)

Ready ‘Sman-demoocal ”e(LaEﬁsmn) - e}

Right-click on the mailbox and
select "Modify access rights"

8MAN @ -

Star esources =] & Accounts @ board @ Multi o [0 Logbook omparision
& Start & R t I 0 Logbook r
aoiiras ] iczam ... Jromthe context menu.
[@ resources 2|
full path Description Access rights Folder Size Database EURPROSDGO91-db126
[© Active Directory A )
~ [
File server A Access rights @8 »
[BSharePoint £
A
s 5% 3%z
T3 £ 3 3EE 2
32 32223
0l permissions N
@328 (107 ) i 8 Richard Pickman (& .
samB (0% |2 NT AUTHORITVSE v v
e i EURPRDOS\Administo ° v
InBwf| - EURPRDOBDO ) v
INB | EURPROOBEnterpr ) v
smB %I EURPRDOB\Organization.. e v
24 Show in accounts view.. 6B (030 7 NTAUTHORMVSYSTEM 2
o 0] - NTAUTHORINETWORK.. v
6mBf| I PROMGTON\Wiew-Only Or... v
M| PROTSIONitUsers v
A ssmsaogf] i EURPRD0SPubii Folder.. v
6MB (0%) L FIRDRNOR\Fuchanaa Sens L/
i Ty © ssme 29l accounts with permissions
wdyer@8man-dem| 6MB (@
£ & Edit Out of Office Users/groups with access right: All permissions
(BvSphere [[@Fieer 5
Open Logbook
[£Purpose Groups & Opentog |© vsers @ Groups @ Contacts @ Computers |
[ Copyas path Nome %
EURPRDOS\Adm 28 A
EURPRDOS\D: in Admins 26
EURPRDOS\Enterprise Admins 28
EURPRDOB 1
. | eoreRooBEchange Trusted Subsystern 1
~ EURPRDO8\Managed Availability Servers 1 hd
= CIETE o = O o
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Version:

8MAN @

X~

© Scan comparision

& jbacinin »

®

# Start & Resources [ Permissions & Accounts @ Dashboard Multiselection 0 Logbook
Accounts New Templstes Paste Cear || Resource
Q. @ earch 2 [ > Exchange > Smandemocom > Maiboxes > EricZam >
Eric Zann
Full Access Send As Send On Behalf
Name Name Name
NT AUTHORITVSELE 2,3 Richard Pickman (3man-demorcor
Rita Young S smith,
m—
< >« >

~ Miscellaneous rights

‘Switch to horizontal view

Change access rights

&=, Eric Zann

ezann@8man-demo.com

S8MAN

Use the search field to find
the desired account.

Use drag & drop to move
the account to an access
rights column.

Click on "Apply".

You must enter a comment,
forexample a ticket
number.

Start the access rights
change.
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8.3.1.3 Manage out of office notices

Background / Value

8MAN allows help desk to set out of office notices for employees without gaining access to email
content.

Step by step process

Use the search field to find the
desired mailbox.

8MAN

th Start & Resources [ Scan comparision 6]

Resources

[ 2 Resources fiter first evel

Active Directory.
File server

Purpose Groups

full path

Directories (0)
SharePoint Resources (0)
Mailboes (1)

& Eric Zann

ezann@man-demo.com |

S
Public Folders (0)

(@ SharePoi >
Ex;:nglem Mailbox Folders (0)
[@vSphere Active Directory Resources (0)

Distribution Group (0)
Exchange Account (1)
&, Eric Zann
Exchange Contact (0)
Purpose Groups (0)

Name: Eric Zann Identity: e.zann Email-Address: e....

8S8MAN

Right-click on the mailbox and

Q zann X%
select "Edit Out of Office" from
th Start & Resources [ & Accounts ® Dashboard [ Multiselection M Logbook
~ao— el g Eiczom .. thecontext menu.
[ & Resources fitter s tevet 2 |
full path Desciption  Accessrights | FolderSize [l g e o0t-do12e
(@ Active Director X p
orie sarver ~ & Access rights EX Y4
[@SharePoint .
g s i
e E IO 1 IF
7 All Public Folders 53 HH 3 E 5 H
#, Distribution Groups . Sl=| =2
P & Al permissions A
> Delmar Atkins datkins@8man-demo.com 210 8, Richard Pickman (6man-de...
> dward@8man-dema.com 2641} < NTAUTHORTVSELF - -
> Maibox  DiscoverySearchMailbox(D9.. 3 Qo EURPRDOG\Admiristrator © v
IS ’ Admins [ v
> fmorgan@8man-demo.com Report: Who has ] 3 v
5 & Report: Account Details @, EURPRDOB\Organization... e N
> Jenny Bames Jbames@8man-demo.com 2. Showin accounts view.. & NTAUTHORTYSYSTEM ~
> Richard Pickman " pickman@8man-demo.com % Change group memberships.. & NTAUTHORTYINETWORK.. v
> Rita Young ryoung@8man-demo.com €, PROMGTO \View-Oniy Or... A
> Umberto Eco umberto.eco@8man-derno... & Moty acces ights. €, PROTSEOWitUsers v
IS % Editemail adresses ., EURPRDOB\Public Folder... v
> Wendy Adams wadams@8man-demo.com % Delete PR e =
g o §3_Edit mailbox and email size 7l Accounts with permissions
> William Dyer wdyer@8man-demo.com
‘SRV-EXCHANGE 8man-demo.local « Users/groups with access right All permissions
here
P“v . &) OpenLoghook | &riter 5 |
rpose Groups | @ vsers @ Groups @ Contacts @ Computers |
Copy as path
Name ¥
%, EURPRDOS\Administrator 28 ~
9, EURPROOE\Domsin Admins 26
9, EURPRDOS\Enterprize Admins 26
2, EURPRDO8\Exchange Servers 1
9, EURPRDO8\Exchange Trusted Subsystem 1
Sewvers 1 ~

< >
EURPRDOS\Managed Availabil

TR o = Tl o |
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S8MAN

Out of Office

= EricZann

ezann@8man-demo.com

I am Out of Office
From Tuesday, March 7, 2017 100 AM until Tuesday, March 14,2017 1:00 AM 3%
Send a reply once to each sender inside my organization with the following message

[ {Also send reply to.

Determine the out of office
settings.
You must enter a comment,

forexample a ticket
number.

. Start the process.
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8.3.14

Background / Value

Manage mailbox and e-mail size

Managing mailbox size is a common task for help desk. 8MAN allows you to make these quickly and

efficiently.

Step by step process

8MAN

& Resources

th Start

Resources

[ 2 Resources fiter first evel

Active Directory
File server
SharePoint
Exchange
vSphere
Purpose Groups

full path

Directories (0)
SharePoint Resources (0)
Mailboes (1)

D Scan comparision

& Eric Zann

ezann@man-demo.com |

S
Public Folders (0)

Mailbox Folders (0)

Active Directory Resources (0)
Distribution Group (0)
Exchange Account (1)

&, Eric Zann

Exchange Contact (0)
Purpose Groups (0)

Name: Eric Zann Identity: e.zann Email-Address: e....

8S8MAN

X~ & jbadmin ~
Star! lesources M Logbook Scan comparision ®
th Start & Re 0 Logbook F
Resources # | = Eric Zann Report -
[ & Resources fitter s tevet 2 |
full path Description Accessrights | Foldersize M (g oo oencoot-dbizs
[® Active Directory K .
[ File server ~ A Access rights B@ OF
[®SharePoint B
g s i
8man-demo.com T 33 2
B All public Folders 53 HH 3 E 5 H
%, Distribution Groups . S 2 22
Matlbores (@A permissions -
> Delmar Atkins diatiins @Bman-demo.com 210 2, Richard Pickman (Bman-die..
> Dexter Ward dward@8man-dema.com 264} & NTAUTHORTVISELF v v
> rch Mailbox DiscaverySearchMailbox{D9... 3 ‘., EURPRDO8\Administrator ) v
> Y =2 Admins e v
4 — ey 5 Report Who has access where? ©, EURPRDOB\Enterprise Adim. e v
> @ Report: Account Details ., EURPRDO8\Organization... ) v
> Jenny Bames !, Showin & NT AUTHORITV\SYSTEM 7
> Richard Pickman & o s NT AUTHORITY\NETWORK... v
ange
> Rita Young ryoung@8man-demo.com €, PRDMGTO1\View-Only Or... v
> Umberto Eco | & oy s 8, PROTSBOVUsers v
> % Editemail add €, EURPRDOB\Public Folder... v
emell cddresses.. ©_5ioRnNR - - -
: Wendy Adams wadams@8man-demo.com ® Delcee
el - Accounts with permissions
S Willom Dyt P 1 ot aioox and emai sz | p
'SRV-EXCHANGE 8man-demo.ocal ¥ £t Out of Offce Users/groups with access right: All permissions.
phere | @i 5|
Open Logbook
[@Purpose Groups £ OpenLog | @ vsers @ Groups @ Contacts @ Computers |
Copy as path
Py a5 p e L%
%, EURPRDOS\Administrator 28 ~
., EURPRDOE\Domain Admins 28
., EURPRDO\Enterprise Acmins 2&
2, EURPRDO8\Exchange Servers 1
9, EURPRDO8\Exchange Trusted Subsystem 1
Seners 1 >

< >
EURPRDOS\Managed Availabil

TR o = Tl o |

Use the search field to find the
desired mailbox.

Right-click on the Mailbox and
select "Edit mailbox and email
size" from the context menu.
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S8MAN

Mailbox Size

s, Eric Zann
ezann®

man-demo.com

Mailbox Size

Email Size

154 fagmaxi
154 |8

Credentials <notsets &\

imum size for outbound emails

um size for inbound emails

iease add a comment

—

Status of changes: -

Click on "Customize" to
change the mailbox size.
Quickly add 1 GB of storage.
The increments can be
adjusted in the
configuration module.

Click on the pen icon to edit
the maximum email size.
You must enter a comment,
forexample a ticket
number.

Start the process.
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8.3.1.5 Manage e-mail addresses

Background / Value

With 8MAN you can assign and remove multiple email addresses to mailboxes, distribution groups and
contacts.

The process is documented automatically.

Step by step process

Use the search field to find the
desired mailbox.

8MAN

Users (1)
& Delmar Atkins (8man-demo\D.Atkins) displayname: Delmar Atkins cn: Delm;
Groups (0)

Contacts (0)

Directories (0)

# Start & R

Mailboxes (1)

&7 Delmar Atkins
preTe oy g

Public Folders (0)

Mailbox Folders (0)

Active Directory Resources (1)

8 Delmar Atkins (D.Atkins)

Distribution Group (0)

Exchange Account (1)

2, Delmar Atkins

Purpose Groups (0)

8MAN Logbook (0)

Permission Analysis

d.atkins@8man-demo.com

@ Where doesa user/group have () vSpl
access?

‘ ® Who wert XML import file

ort configuration import

cn: Delmar Atkins name: Delmar Atkins

User Provisioning e Directory
nt Details
& Active Directory =) File sq Name: Delmar Atkins Identity: d.athins.... . .ccounts
@ Create new user or group ‘ ® Edit
fal accounts

@ Edit group memberships

@ Manager-Employees

® All owner not administrator
@ All users with direct access @ OU Members and group
. I memberships
Security Monitoring @ Permission difference @ Users and groups (Kerberos, Last
‘ ® Manage alerts A, Active Directory ® Unresolved SIDs logon)
| ® 40 togga Report ® amagorsccon s srveny B2 Exchange

Who has access through which ‘ @ Exchange mailbox permissions.

permission groups?

3 File server
® FS Logga access rights change .
history

® Who did what, except authorized
users (SoD)?

® Who did what?

® Who made changes?

EEEeT o) 5| R

8MAN

# Start

Right-click on the Mailbox and
select "Edit email addresses"
from the context menu.

& Resources = Per A Accounts comparision

Resources

%[ o Delmar Atkins
1= 4

Report ~

@ Resourcesfter firt level 2
[ J

full path Description Access rights | Folder Size

SMAN-DEMOLOCAL ~

:i‘l:':i'f"‘"y ~ & Access rights
SharePoint
D Exchange 1 _ 2
‘8man-demo.onmicrosoft.com eI E 5
£ Al Public Folders \ HEIHED
44, Disrbution Groups o=
Al permissions. N
A — E R & NT-AUTORITAT\SELBST /' v
1 Report: Who has access where? ol o e ) v
E 5 Discovery Search Moo il LLICCESS (O 3 o v
- 2 Eric Zamn 14 Edit email addresses 12 [ 6 MB ° ~
E 2 Francis Morgan T ST emaTI 3 6MB < v
- & Henry Amitsge B Edit Out of Office 13 58 v
E 2, Jenny Bames 2 6MB v
- & Richard Pickman 27 Open Logbook 3 6MB v
- & Rita Young 2 6 M8 v
E & Umberto Eco Copyas path 2 sme v
- d " & wwme
E & Wendy Adems. wadams@8man-demo.com 2 sMe v .
- 2 Wilbur Whateley wahateley®8man-dema.co.. u Y oo =
E & Willam Dyer wdyer@8man-demo.com 1 sme Accounts with pen
. Users/groups vith access right: All permissions
[[@Fieer B |
| @ Users @ Groups @ Contacts @ Computers |
Purpose Groups
BSAP-System Name -~ ¥
& SharePoint 2010 ., EURPRDOB\Administrator 28 -
SharePoint Online ., EURPRDO8\Domain Admins 2B
., EURPRDOB\Enterprise Admins 24
., EURPRDOB\Exchange Servers. 1
., EURPRDOB\Exchange Trusted Subsystem 1
S EURPRDOB\Managed Availability Servers 1
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Edit email addresses

= Delmar Atkins

daatkins@8man-cemo.com

‘SMAN-DEMO.LOCAL

S8MAN

. Add an email address or

delete an existing one.

. Select the primary email

address.

Double-click the field where
you want to enter or change
the address.

You must enter a comment,
forexample the ticket
number.

. Start the process.
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8.3.1.6  Manage distribution group memberships

Background / Value

8MAN allows you to manage the members of distribution groups. This includes the addition and
removal of recipients as well as the nesting within other groups (parent child relationships). The
process is automatically documented.

Step by Step process

SR — % Use' the s.earf:h ﬂeld to find the
v desired distribution group.

& Start & Resources [= Per CIE! & Sam Sales der Boss (8man-demo\Sam.Sales) displayname: Sam Sales der Bos... RESIEUREUIEHED]
Groups Q see more resuits
1) EX_Sales (8man-demo\EX_Sales) cn: EX_Sales samaccountname: E...

& Vertrieb (8man-demo\Sales) cn: Sales samaccountname: Sales
Contacts (0)

Permission Analysis B (] g
SharePoint Resources (0)

@ Where does a user/group have (5§ vSphq Mailboxes (1) iguration
access? ‘ o Whd &7 Sam Sales der Boss SamSales@8man-demo.local vert XML import file
vSphere (0)
Public Folders (1) ort configuration import
Sales Folder: Sales
User Provisioning Mailbox Folders (0) e Directory

Active Directory Resources X See more results

ount Details

& Active Directory EJ File name: Sales i
' . ktive accounts
@ Create new user or group ‘ ® Ediy —
N . Il accounts
@ Edit group memberships Name: sales Identity: sales SAM... _Employees

Name: sales Identity: sales Email..| Members and group

. . . = @ o imberships
Security Monitoring urpose Groups (0)
8MAN Logbook Q see more results rs and groups (Kerberos, Last
‘ ® Manage alerts & Active 11/4/2016 5:07 PM - sam.sales \\srv-8man\\Vertrieb\Projekte\Ges¢™"
P Folder created User name: sam.sales
B File server ‘ 11/4/2016 12:01 AM - cradmin Mike Mustermann jange
=2 N User or computer account activated Comment: Ticket-Nr. 123456 Be... mailbox
. e
36 . :ﬂl.:rgyga access rights change | permission groups? I

® Who did what, except authorized
users (SoD)?

@ Who did what?

4
e @ Who made changes?

BMAN-DEMO.LOCAL ~ Q<Latestsmn> - Jfo]

8MAN

1. You are focusing on the

# Start & Resources [ Permissions &% Accounts @ Dashboard [ Multiselection [0 Logbook @ Scan comparision deSIred grOUp.
Resources o], wles 2. Right-click on the group and
== select "Change group
memberships".

Properties

full path Description Accessrights  Folder Size

=2@»

~ A& Access rights

<
@ Exchange E
-8 &p Bman-demo.onmicrosoft.com $% 3
B3 A Public Folders \ |All permissions.
#, Distribution Groups
& Richard Pickman (8man-... /"
£, development development@@man-demo.
‘externalConsultants@8man... By Armitage (man-d v
® Report Account Details 2
S Shouin

@vSphere & Change group memberships.. p
Purpose Groups !

P-System B Modity access righs.
arePoint 2010 13 Edit email addresses..
@SharePoint Online 8 Editmanager..

& it moderation.

& Create Purpose Group

47 Open Logbook
Accounts with permissions

Copy as path
ks Users/groups with access right: All permissions

[@Fieer 2|
|. Users @ Groups @ Contacts @ Computers \

Name NEY
1
1

2., Richard Pickman (8man-demo.onmicrosoftcompickman)
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Add / remove group memberships

Accounts New Templates Paste Clear

dQ Q@& sam Sales der Boss (.. X ~ & I Is dir

&, sales (8man-demo.onmicrosoft.com\sales)

of

Has the following di

[@ e

1| [@rier

8 Sam Sales der Boss (man-demolSam Sales)

3 remore|

Credentials <not set> /iy
—

Delmar.
Francis Morgan (8man-dem
Grigory Kossonossow (8m

2 Jenny Bames (Bman-demo.

Pleose add a comment.

S8MAN

Find an account.

Use drag & drop to move
the account to a column, to
assign a group membership.
You can remove
memberships with the
"Remove" button.

You must enter a comment,
forexample a ticket
number.

Click on "Immediately".
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8.3.1.7 Manage distribution group permissions

Background / Value

8MAN allows you to change who can send emails from which distribution groups. As usual, this is
automatically documented. The most relevant cases are "Send as" and "Send on behalf". The former s
especially sensitive since it is not clearly indicated who actually sent the Email. With "Send on behalf"
on the other hand the "deputy" sender s clearly visible.

Step by step process

Use the search field to find the
desired mailing list.

8MAN

[ BN U SR S EEEU I 2 Sam Sales der Boss (8man-demo\Sam.Sales) displayname: Sam Sales der Bos... RESECIRCIEREELEY
Groups See more results

1¢) EX_Sales (8man-demo\EX_Sales) cn: EX_Sales samaccountname: E...
8 Vertrieb (8man-demo\Sales) <n: Sales samaccountname: Sales
Contacts (0)
Permission Analysis DI g
SharePoint Resources (0)
@ Where doesa user/group have () vSphq Mailboxes (1) iguration
access? ‘ o whd vnsi iam [soa)les der Boss SamSales@8man-demolocal | e
ere
PuZIic Folders (1) ort configuration import
Sales Folder: Sales
User Provisioning Mailbox Folders (0) e Directory
Active Directory Resources X see more results ount Details
& Active Directory D Files{ @ sales name: Sales )
= ) ktive accounts
@ Create new user or group ‘ ® ki
Distribution Group (1) | accounts.
@ Editgroup memberships ] 4, sales Name: sales Identity: sales SAM... | mployees
change Account (1)
&, sales Name: sales Identity: sales Email.., "’f;'sz’z and group
Security Monitoring [RilyE S5 () "
8MAN Logbook Q see more resuts rs and groups (Kerberos, Last
‘ ® Manage alerts & Active 11/4/2016 5:07 PM - sam.sales \\srv-8man\Vertrieb\Projekte\Gesd®"
‘ o a0y Foldercreated _ User name: sam.sales
BJ File server 11/4/2016 12:01 AM - cradmin Mike Mustermann jange
User o computer account activated Comment; Ticket-Nr, 123456 Be... mailbox

FS Le rights ch: -
® o secessrights change | pemission groups? ‘

® Who did what, except authorized
users (SoD)?

® Who did what?

® Who made changes?

4

GMAN-DEMOLOCAL ~o<mﬂsm> g o

Find the desired distribution

SMAN

@ Start & Resources = Permissions & Accounts @ Dashboard & Multiselection M Logbook @ Scan comparision group'
Resources e 2. Right-click on the group and
= select "Modify access rights"
from the context menu.

full path Description  Accessrights | Folder Size
@ Active Directory 2@ %
File server

SharePoint

S Exchange

-8 & Bman-demo.onmicrosoft.com
b L@ [ Al Public Folders

Send As

BAll permissions.
{8 Richard Pickman (8man-.. /.
rrrrr 8 Henry Armitage (8man-d. v

srv-exchange13.8man-demy

phere = ..
Purpose Groups I

SAP-System mb
@SharePoint 2010 - =

@ SharePoint Online § Editmanager..

& Editmoderation.

&3 Create Purpose Group
& OpenLogbook

Accounts with permissions

Copy as path
B Copysp Users/groups with access right: All permissions

| @ Users @ Groups @ Contacts @ Computers |
Name -l

1
&, Richard Pickman (8man-demo.onmicrosoft com\r pickman) 1
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: 1. Usethe search function to
find the account.

@ Search o

rccouns e 2. Usedrag & drop to assign

Q@& sam Sales der Boss (8man-de... X ~ g‘ %, > Exchange > 8man-demoonmicrosoftcom > Distribution Groups > sales

s - the desired permission.

Nage
& 5am Sales der Boss (8man-demo\Sam.Sales)

Sendas Send on Behalf — 3. Select an entry and use the

a ) (s s context menu to remove a

3
Sarm Sales der Boss (8man-demo\Sam Sales) ..
\ permission.

4. Click on "Apply".

~ Miscellaneous rights
< 1 >

Sihtc bl e |

SMAN-DEMOLOCAL ~

1. Entera comment.

2. Start the access rights
change.

Change access rights

ES sales

sales@8man-demo.com

Credential for changes <not set> /iy

Ticket 123456

SMAN-DEMO.LOCAL

S8MAN
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8.3.1.8 Modify moderation of distribution groups

Background / Purpose

With 8MAN you can quickly modify the moderation of distribution groups. The process will be
documented automatically.
If no moderators are nominated the role is filled out by the manager of the group.

Additional Services

Display distribution group properties

Change the manager of distribution groups

The change also works for dynamic Exchange groups.

Step by step process

8MAN

#h Start & Resources [ Perm

Permission Analysis

® Where does a user/group have
access?

® Create new user or group

@ Edit group memberships

Security Monitoring

® FS Logga access rights change
history

users (SoD)?

® Who did what?

® Who made changes?

4

® Who did what, except authorized

2 & sam Sales der Boss (8man-demo\Sam.Sales) displayname: Sam Sales der Bos... S IRCIIEUEET]

& vsph
‘ ® Whq

‘.Ed‘

&
Distribution Group (1)

2, sales
change Account (1)

Groups
1) EX_Sales (8man-demo\EX_Sales)
& Vertrieb (8man-demo\Sales)
Contacts (0)

Directories (0)

SharePoint Resources (0)
Mailboxes (1)

& Sam Sales der Boss

vSphere (0)

Public Folders (1)

Sales

See more results

cn: EX_Sales samaccountname: E...
cn: Sales samaccountname: Sales

SamSales@8man-demo.local

Folder: Sales

<o BX Soles namei X Sales

Il accounts
Name: sales Identity: sales SAM...

iguration
wert XML import file

ort configuration import

User Provisioning Mailbox Folders (0) /e Directory
Active Directory Resources X See more results unt Details
& Active Directory L3 Filesq @ sales e Sales

fctive accounts

~Employees

#, sales
Purpose Groups (0)
8MAN Logbook

Q see more resuits

Name: sales Identity: sales Email..

Members and group

imberships

rs and groups (Kerberos, Last

jon)

‘ @ Manage alerts & Active 11/4/2016 5:07 PM - sam.sales \\srv-8man\Vertrieb\Projekte\Gesd
Folder created User name: sam.sales
B File server ‘ ® ADH - 41/4/201612:01 AM - cradmin Mike Mustermann jange
User or computer account activated Comment: Ticket-Nr. 123456 Be... mailbox

permission groups?

GMAN-DEMOLOCAL ~eqm§m> g o

Use the search field to find the
desired distribution group.
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1. You are focusing in the
desired group.

2. Right-click on a group and
select "Edit moderation".

SMAN

# Start & Resources Permissions & Accounts Dashboard & Multiselection M Logbook @ Scan comparision

Resources

| @ resources fiter

full path, Description  Accessrights _ Folder Size
patt iptic ig =@~

Active Directory

§. 2
33 %
B 8man-demo.onmi icrosoft.com 5% &
\
development@aman-dem. 2 »
externaiConsultants@8man.
@ Report Account Detals L
rv-exchange13.8man-dem{ ¢+ Show in

phere Change group memberships..

hts..

& Modity
@SharePoint 2010 1 Edit email addresses..

SharePoint Online .
8 Edit moderation.

& Create Purpose Group

47 Open Logbook
Accounts with permissions

Copy as path
B Copyasp Users/groups with access right: All permissions

| @ Users @ Groups @ Contacts @ Computers |
Name N

1
2, Richard Pickman (8man-demo.onmicrosoftcom\rpickman) 1

T o - X o

Enable or disable the
moderation of the
distribution group.

Use the search field to find
accounts.

Edit moderation

f— e e e —_— - Use drag & drop to move
elqos“’“ < & Sam Sales der Boss (man-demo\Sams... 8, Delmar accounts to the

- mm— ) column"Moderators" or
"Sender without

moderation" (Whitelist).
| ® Notify all senders when their messages aren't approved. . Determine the WOrkf/OWfOf

EP|  Notify senders in your organization when their message aren't approved.

© Don't notify senders when their messages aren't approved. re j e Cte d messa g es.

Credentials <not set> /iy

e . You must enter a comment,
forexample a ticket
number.

Start the process.

SMAN-DEMOLOCAL -

S8MAN
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8.3.1.9

Background / Value

Change the manager of distribution groups

8MAN allows you to quickly change managers for distribution groups. The process is automatically
documented. In the default settings, managers are the only ones allowed to change the configuration.

The change also works for dynamic Exchange groups.

Additional Services

Display distribution group properties

Modify moderation of distribution groups

Step by step process

o
@

Permission Analysis

® Where does a user/group have
access?

User Provisioning

& Active Directory

® Create new user or group

@ Edit group memberships

Security Monitoring
‘ @ Manage alerts

Bl File server

@ FS Logga access rights change
history

® Who did what, except authorized

users (SoD)?
® Who did what?

® Who made changes?

% & sam Sales der Boss (8man-demo\Sam.Sales) displayname: Sam Sales der Bos... 2

Groups
1) EX_Sales (8man-demo\EX_Sales)
& Vertrieb (8man-demo\Sales)
Contacts (0)

Directories (0)

SharePoint Resources (0)

{ Mailboxes (1)

& Sam Sales der Boss

‘| vsphere 0

Public Folders (1)
Sales

Mailbox Folders (0)

Active Directory Resources
Sales

Distribution Group (1)
% sales

See more results

cn: EX_Sales samaccountname: E..
cn: Sales samaccountname: Sales

SamSales@8man-demo.local

Folder: Sales

Scan comparisic

iguration
wert XML import file

rt configuration import

e Directory
Q see more resuits  ount Details
name: Sales )
; . ktive accounts
pEX Sales name EX S2
II accounts
Name: sales Identity: sales SAM... | .. gmpioyecs

change Account (1)
#, sales

Purpose Groups (0)
BMAN Logbook
11/4/2016 5:07 PM - sam.sales
Folder created

11/4/2016 12:01 AM - cradmin
User or computer account activated

Q see more resuits

Name: sales Identity: sales Email..

\\srv-8man\Vertrieb\Projekte\Gesq”™

User name: sam.sales

Mike Mustermann

Comment: Ticket-Nr. 123456 Be...
T

Members and group
imberships

s and groups (Kerberos, Last

jange

mailbox

permission groups?

MAN-DEMO LOCAL ~e<mﬂsm> o)

Use the search field to find the
desired distribution group.
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Version: 7.5.132.0

8MA

# Start & Resources Permissions & Accounts @ Dashboard & Multiselection M Logbook @ Scan comparision

1. You are focusing on the
desired group.

resource 2. Right-click on the group and
n .. n
select "Edit Manager".
full path Description Access rights Folder Size 2@ 2
E Active Directory
.
®SharePoint 5
B Exchange %E §
A& &
\
v
development@8man-demo.
externalConsultants@8man... v
3
- 'hgnli.ﬁmin'd:m A
e
T
B SAP-System
®SharePoint 2010
®SharePoint Online
& Create Purpose Group
& OpenLogbook
Accounts with permissions
B Copyaspath Users/groups with access ri ight: All permissions.
|
@ Groups @ Contacts @ Computers |
Name -l
& Richard Pickman (8man-dema.onmicrosoft.com\rpickman) 1

T o - X o

Use the search field to find
the desired accounts.

Use drag & drop to move
accounts to the column

o e e — "Moderators" or "Send
Gl"‘ Q@ fecrch 2, Delmar Atkins (man-cemoonmicrosofecomdating (@K ] Wlth out

Name

| & sem ol der Boss (aman-demo\Samsales) mOdeI’a tiO n " (Wh ite/iS t) .

— . You can also remove

accounts.

Edit manager/owner

», sales
= sales@8man-demo.com

You must enter a comment,
forexample a ticket
number.

Start the process.

S8MAN
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8.3.1.10 Create and delete contacts

Background / Value

With 8MAN, you can documented create contacts and manage them quickly, e.g. to add them to
distribution groups.

Additional Services

Manage distribution group memberships

Step by step process

1. Select "Start".

2. Click "Create new user or
group”.

Permission Analysis Documentation & Reporting
‘ @ Where does a user/group have (9 vsphere ® Reports overview o] Configuration
2
fecess ‘ @ Who has the privilege? ® Where has the user/group access? @ Convert XML import file

® Who has access where? ® Report configuration import

User Provisioning & Active Directory B3 File server
@ Account Details @ All ‘Authenticated users’

& Accounts & Resources permissions

@ Inactive accounts

® Create new user or group ‘ ® Edit access rights @ All ‘Everyone’ permissions
@ Local accounts

® Edit group memberships @ All owner not administrator

@ Manager-Employees

@ Al users with direct access

@ OU Members and group

. L memberships @ Permission difference
Security Monitoring
® Users and groups (Kerberos, Last @ Unresolved SIDs
‘ @ Manage alerts & Active Directory fogon) @ Where have employees of a
manager access (file server)?
. ‘ @ AD Logga Report B Exchange
EJ File server ® Who has access through which
® Exchange mailbox permissions permission groups?
@ Who did what, except authorized
users (SoD)?
® Who did what?
@ Who made changes?
a
Ready SMAN-DEMO.LOCAL ~ \ O [@<Latestsan> ~| © [ ]
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Create Accounts

Select a template to create a
contact.

8MAN provides a sample

Please select the type of account you want to create

[ aFier

template for the creation of

@

Administaor contacts. You must customize

e it

Contact via Exchange:

s this template before you can

B 00 B B 0000 b

Development - Neue Gruppe
Erstelt eine neue Gruppe

Development - Neuer Benutzer

use it. See Customizing
S Templates Manual.

Example - customized template for creating a new user.
Example - new distribution group
i 2 g

Finance - Neue Gruppe
Erselit ine neue Gruppe

e —— 8MAN creates contacts using

Erstell einen neuen Benutzer mit Bildungsregeln

Grow . the Exchange Powershell
connection. A license for the

8MATE for Exchange is
required.

8MAN-DEMOLOCAL @ <Latest scan>

Specify an OU.

Create new contact ithin the Ackive Directory ’ 2. Enter names and email
Contacts will be created in SMAN-DEMO.LOCAL a d d resses.

Creates a contact via Exchange

You must enter a comment.

Start the execution.

Credentials 8man-demo\sa-8man

‘SMAN-DEMOLOCAL © <Lotest scan> -

S8MAN
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Permission Analysis

@ Where does a user/group have

access?

User Provisioning

& Accounts
@ Create new user or group

® Edit group memberships

@ external

Users (0)

1

& demoadmin +

E= external consultant (8man-demo\external consultant) ~displayname: external...

2.

Directories (0)
SharePoint Resources (0)
Mailboxes (0)

vSphere (0)

Public Folders (0)
Mailbox Folders (2)

(5 vsph

iguration

‘ @ Whol [ externalContacts d.atki d ontact: vert XML import file
ExternalContacts dward@8man-demo.com/ExternalContacts ort configuration import
Active Directory Resources (1)
E5l external consultant cn: external consultant name: external consultant keryer
Distribution Group (1)
& Resoy % external consultants Name: external consultants Identity: external c... [AUthenticated users

Exchange Account (1)

‘ ® Hit} # cxtemal consultants Name: external consultants Identity: external c... [Everyone' permissions
Purpose Groups (0) wher not

@ All users with direct access
® OU Members and group
. . . memberships ® Permission difference
Security Monitoring
® Users and groups (Kerberos, Last ® Unresolved SIDs
‘ @ Manage alerts & Active Directory logon) @ Where have employees of a
manager access (file server)?
) ‘ ® AD Logga Report B Exchange
EJ File server @ Who has access through which
® Exchange mailbox permissions ermission groups?
® Who did what, except authorized | 9 P P group:
users (SoD)?
® Who did what?
‘ ® Who made changes?
Ready. SMAN-DEMOLOCAL ~ | & [@ <Latestsan> ] @ []

& Multi

1

N

- Name # ~ Attributes Edit 3 .
Name Value
CommonName  external consultant
Distinguished Na... CN=exteral consultant CN=User...
Display Name ~ external consultant
Given Name external
Name (RON) external consutant
Object GUID G2a6251-3260-4cT4-300 1-9TF12...
Sumame consuitant.
Organizational Ur... CN=Users, DC=8man-demo,DC=L
Organizational Ur... Users
=]
< ‘external consultant (Bman-demo >
\extemnal consuf” s ™ot accofint

View

B Show access rights o resources..

@ Report: Where has the user/group access?

& Report: Account Details

& Change group memberships...

& Create new user or group

(@ Addnote

4 Open Logbook

(3 Copyaspath

v Tree
Ready SMAN-DEMOLOCAL ¥ | O [@ <Latestsan> ] @ []

Use the search to find a
contact.

Click on the search result.

8MAN switches to the
Accounts view.

Right-click the contact.
Select Delete account.
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1. 8MAN shows the contact to
be deleted.

2. 8MAN shows the login with
which the contact is deleted.
If necessary, specify other
credentials.

Delete account

Nome
extemal consultant (8man-demo\external consultant) |

3. You must enter a comment.
4. Start the execution.

) remore sccess rights

hetii . You do not need an SMATE for

The execution will be immediately

© Serpting Exchange license to delete
Pe— — contacts.

8MAN-DEMOLOCAL -
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8.4 +8MATE for SharePoint

8.4.1 DataOwner

8.4.1.1 Manage SharePoint permissions

Background / Value

8MATE for SharePoint integrates all SharePoint resources into 8MAN. This way all analytical and
management tasks are centralized with access rights management processes for other resources. You
can conveniently view all access rights across your network and make changes quickly and efficiently.

Step by step process

Select "Resources".

8MAN <o

# Start | & Resources | 5 Per A Accounts @ Dashboard [ M (0 Logbook @ arision @ 2. Navigate to the desired
Resources 2l Events Report ~ resource.

[@recrt

Inheritance @ On

s verpion nccsrgns | rotrsive | » A Access rights «—w» 3. Right-click on the resource

Description

Active Directory

File sarver

(& Share Point

L2 srv-aMAN SRV-BMAN (Application)

La ... Defaul

.0 19 porta Home itp:/porta Sman-demo comPortal Home

Hitp://portalman-democo... A st of people your tea..
Use tocu.

and select "Modify access
rights" from the context
menu.

hitp//portal 8man-demo,co.. Document Center s

This system library.

Report: Who has access where?

@#pprove
5 Moy access ighs. e @Restricted Resd
when y... Restricted Interfaces for Tra...Can
2 OpenLogbook o @ View Only
S oy @Full Read (Policy) as full e
con @Full Control (Policy) Has full control

httpi//portal éman- . The Search Center di

-~ [B Site Collection Documents  http://portal man.

- [[1@ Site Collection Images  htp://portal gman.
g pilfpor

This system library

This system library Accounts with permissions

-8 Stes eite{ DRECIonyWeD) Users/groups with access right: All permissions
-@ 3O Style Library Use the stle lbrary tost.. ra I
0 Tosks Fiter 70
[T Teom Discussion Witpi/fportalBman. . | @ users @ Groups @ Contacts @ Computers |
-~ [ Workflow Tasks http://portal.8man-demo.co... This system library was c... Name . *
Exchange
vthe': @ 1 2dadmin (8man-demo\adadmin) ErS ~
Purpose Groups Administrator (& o\Administrator) :i
44
54
34
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o
- @ zann X v
0 = o D 0 o 1 Logboo o o
Accounts New Templates Paste Clear [l Resource
Q @ seorch g‘ [ > SharePoint > SRV-8MAN > httpi/portal.8man-demo.com/ > Portal Home > Events >

Events Copy as path

Inheritance (3 Off

Full Control Contribute Read

& smith, James (8man-demo\Jarmes Smith)
& White, Charies (8man-demo\Charles White)

[inike] Events

Name
%, Poral Home Vembers
e Dupp, Nick (Eman-demo\Nick Dupp)

B ortlHome
©  spinstal Gman-cemo\sP

~ Miscellaneous rights

‘Switch to horizontal view

Members of 8MAN Gr

7
[ o[ 5

& Aido, Tom (8man-demo\Tom Aido)

‘Aido) fr  Lists_Events. crd

Add new permissi
es A new member Dupp, Nick (8 e <

por  Lists Events_ 3

 Lists Events co

v Group Wizar

d options

tease add a comment.

—

S8MAN

8man-demolocal - B

1. 8MAN switches to the

"Permissions" view.

2. Usethe search field to find

the desired accounts.

3. Usedrag & drop to move an

account into an access
column to assign access
rights.

4. Use the context menu to

remove a user.

5. Click on "Apply".

1. Verify planned changes.
2. You must enter a comment.
3. Start the change process.
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8.4.2 Administrator

8.4.2.1 Create SharePoint groups

Background / Value

SharePoint groups can exist separately from Active Directory on a SharePoint server. Use the SharePoint
Remote Connector to easily create new SharePoint groups.

Related Services

Managing access rights to SharePoint resources

Step by step process

Select "Create a new user
account or group" on the start

page.

Permissions

Permission Analysis Documentation & Reporting
@ Where does a user/grouphave 09 vSphere ® Reports overview O configuration
?
seeess ‘ ® Who has the privilege? ® Where has the user/group access? @ Convert XML import file

® Who has access where? ® Report configuration import

User Provisioning & Active Directory L3 File server
@ Account Details @ All ‘Authenticated users’

& Accounts & Resources

permissions

® Inactive accounts
@ Create new user or group ‘ ® Edit access rights @ All Everyone’ permissions

@ Local accounts
@ Edit group memberships ® All users with direct access
® Manager-Employees
@ Directories without administrative

@ OU Members and group owners

. . . memberships
Security Monitoring ® Permission difference
® Users and groups (Kerberos, Last
‘ ® Manage alerts & Active Directory fogen) @ Unresolved siDs
® AL 2 @ Where have employees of a
EJ File server ‘ 0993 Report B Exchange manager access (file server)?
@ Exchange mailbox permissions @ Who has access through which
@ Who did what, except authorized permission groups?
users (SoD)?
® Who did what?
= 8 @ Who made changes?
Ready 8man-demalocal + \ O [@<Lotestsan> | @ []
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Select the template for the
desired SharePoint resource.

Create Accounts

Please select the type of account you want to create

I &\ Filter 22

o8 Group

Create a new group

Manufacturing - Neue Gruppe

Erstellt eine neue Gruppe

Manufacturing - Neuer Benutzer
Erstellt einen neuen Benutzer mit Bildungsregeln

New SharePoint group in http://intranet
Create a new SharePoint group in http://intranet

New SharePoint group in http://portal
Create a new SharePoint group in http://portal

New SharePoint group in https://8mandemo.sharepoint.com
Create a new SharePoint group in https://8mandemo.sharepoint.com

Personalabteilung - Neue Gruppe

Erstellt eine neue Gruppe

Personalabteilung - Neuer Benutzer

&
&
L
2
i
&
=

Erstellt einen neuen Benutzer mit Bildungsregeln A
- I \-.
@ Select | Close ® )
-g Eim M Ya 1. Specify a name for the new
group.
New SharePoint group in https://8r h int.com (Create a new SharePoint group in https:/ i m) .
Accounts will be created in https:// harepoint.com. 2. Op tional: Enter a

description.
3. Select the site collection to

Create a new SharePoint group

Name

Descrpion which the group is assigned.
Owning web site collection | Teamwebsite 53//8mandema.sharepoint.com! - .
R 4. Use the search to specify an
Oumner [lde,f X - |r
Who can see the members of this group? | SharePaint Accounts (0) v owner.

Wh it th pershins? SharePoint Online Accounts (1) -
‘o can modify the group memberships? Dexter Ward (https://Bmandemo.sharepoint.com) _Display Name: Dexter Ward

~ Membership requests

Credentials <nat set> /i

Please add @ comment o, N
d Close ® )

S8MAN
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members of the group.
r point.com (Create a new SharePoint group in http: int.com)

harepoint com 2. Select who can edit the
group memberships.

New int group in ht
Accounts will be created in

Create a new SharePoint group

Name |New SharePoint group for demo |

Description |

Ouwning web site collection | i om)

Owner Dexter Ward (htips;//8mand; i t 3]

Who can see the members of this group? Emup members - »

Who can modify the group memberships? fOwners______________________________________________________ |
Owners 2

Members

~ Membership requests

Credentials <not set> /i\

Please add o comment ] N
¥ Immediately Close |
i

‘é"' Ee=rm s Y8 1. Determine how membership
requests are handled.

New int group in https://8r h int.com (Create a new SharePoint group in https:// i m) . .
Accounts will be created in https:// harepoint.com 2. Sp ec/fy credentials that
have the permissions to
Create a new SharePoint group Create the new group on
Name |New SharePoint group for demo | Sh Poi
Descrpton | \ arePoint.
Ouningveb st coecon [ Teamveos o) 1| 3. You must enter a comment.
Owner Dexter Ward (htt xD

4. Start the execution.

Who can see the members of this group? | Group members

o Who can modify the group memberships? [ Owners ~]

+ Membership requests

Allow requests to join/leave the group?
Auto accept? []

Send requests to the fallowing ¢-mail addresses |d.ward®8man.com

| Credentials d.ward@8man-demo.com | e

Demo. -\ —
i’ ® Immediately P |} Close @ )
Z/
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8.4.2.2 Determine naming conventions for access groups

Background / Value

8MAN puts an end to random naming of groups. Administrators determine the appropriate naming
convention, which will be used for all AD groups created with 8MAN.

Only SharePoint 2010 and 2013 with the 8MATE using the server side object model.

Step by step process

B8MAN configuration 1 rsion

. Start the configuration
EMAN . module and navigate to
_ Change Configration ot e @)ie) "Change Configuration" -
Credential for changes.
& . >"File server".
If no credential were set here, they will be 7 s istas ol oo prompt .
e e Al il e pe 2. Select the desired
Credential for changes 8man-demo\sp install & .
© O SharePoint resource. You
lehaN o can enter different settings
Group-specific characters
[ Jositer [ mup e foreach resource.
URL usage in group names . .
e 3. Determine the naming
r— a © timitto the [fist [ 1 3] elements .
i N T i T convention. Please note
211} SRV-BMAN .
e that BMAN will show you a
- preview.
| URL Accesscotgary tag
v Blacklist

Joadmin @ localhost €1
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9.1 +8MATE Clean!

9.1.1 Identify file path names that are too long

Background / Value

Placing files on directories whose path name exceeds 260 characters cause all sorts of problems.
Programs can't access them and editing functions such as "copy" or "delete" become unavailable.

8MATE Clean! shows all files on directory paths that are too long. We recommend shortening the folder
names and/or moving the affected directories to a higher level.

8MATE Clean! is managed and operated by our experienced System Engineers.
Contact us for more information: info@8man.com
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9.1.2 Archive old file server data

Background / Value

Access Rights Management should also include archiving old, unused data, since the less data you have,
the easieritis to manage. 8MATE Clean allows you to mark data as "old" based upon specified dates.
The most commonly used indicator is the last read or write access.

You can decide if old data is moved to another storage system or remain in the old system when you are
migrating to new file server systems.

Additional services

If you would like to archive old data we first recommend creating a protected area and storing your old
data within.

8MATE Clean handbook: creating a protected area on a file server

8MATE Clean! is managed and operated by our experienced System Engineers.

Contact us for more information: info@8man.com

S8MAN
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9.1.3 Push permissions to empty sub-directories through inheritance

Background / Value

Empty folders do not need different access rights than their parent directory. The 8MATE Clean!
removes them by inheriting the rights of parent folders. This harmonizes the authorization situation on
the file server.

Additional services

Deleting empty directories on a file server (MATE Clean!)

8MATE Clean! is managed and operated by our experienced System Engineers.
Contact us for more information: info@8man.com
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9.1.4 Delete empty file server directories

Background / Value

Empty folders can be automatically deleted. This cleans up the overall structure and prevents
unnecessary load on The Kerberos token size.

Additional services

If you are not sure of empty folders have been created intentionally please use the following service:

8MATE Clean! handbook: Pushing permissions to empty subdirectories through inheritance

8MATE Clean! is managed and operated by our experienced System Engineers.
Contact us for more information: info@8man.com

S8MAN
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9.1.5 Correct non-canonical access rights

Background / Value

Access control entries (ACEs) have a particular order in the DACL depending on their type. Specifically
ACEs that deny access are listed before ACEs that grant access. The order of ACEs significantly
determines the effective access rights of the user. You may encounter security risks, because
applications and programs can not be prevented from writing ACEs in a random order. 8SMATE Clean!
repairs non-canonical permissions and ensures that standards are reapplied.

Additional services

8MATE Clean! Handbuch: Replacing non-canonical permissions through overarching rights

8MATE Clean! is managed and operated by our experienced System Engineers.
Contact us for more information: info@8man.com
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9.1.6 Replace non-canonical permissions through overarching rights

Background / Value

Access control entries (ACEs) have a particular order in the DACL depending on their type. Specifically
ACEs that deny access are listed before ACEs that grant access. The order of ACEs significantly
determines the effective access rights of the user. You may encounter security risks, because
applications and programs can not be prevented from writing ACEs in a random order. 8SMATE Clean
repairs non-canonical permissions and ensures that standards are reapplied.

Alternative service:

If you would like to ensure that permission differences remain between parent and child directory,
please use the following service:

8MATE Clean! handbook: correcting non-canonical permissions

8MATE Clean! is managed and operated by our experienced System Engineers.
Contact us for more information: info@8man.com
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9.1.7 Automatically replace critical access rights

Background / Value:

There are a number of groups and accounts in the DACL that should not receive permissions under any
circumstances. These include the EVERYONE or CREATOR/OWNER accounts. These critical accounts, as
well as special Windows accounts are listed in the 8MAN blacklist and can not be granted permissions
with SMAN.

If critical access rights have been granted without 8MAN, then 8MATE Clean! can automatically replace
these for you. You can define which groups and direct permissions are replaced by which access rights
and 8MATE Clean! will implement your requirements.

Alternative services

8MATE Clean! handbook:Removing critical access rights automatically

8MATE Clean! is managed and operated by our experienced System Engineers.
Contact us for more information: info@8man.com
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9.1.8 Identify NULL DACLs and replace them with higher level permissions

Background / Value

The security descriptor may contain the value "0" for directories. In this case anyone could give
themselves access to a directory and its subfolders. Zero DACLs are created through faulty applications
that manipulate ACLs.

8MATE Clean! replaces zero DACLs with higher level permissions.
Please note: Zero DACLs can not be replaced on NetAPP or EMC2 servers. These are present by default.

8MATE Clean! is managed and operated by our experienced System Engineers.
Contact us for more information: info@8man.com
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9.1.9 Replace divergent access rights on afile server

Background / Value

Microsoft allows a variety of access categories. "Special rights" in particular often unnecessarily
complicate access rights assignments through their granularity and variety of combinations. Protected
Networks GmbH recommends working only with 3 access rights:

e Full control
o Modify

e Read & execute

8MATE Clean! allows you to change your access rights structure automatically and according to your
specifications. This significantly simplifies access management on your file servers.

Additional services

You can change the conventions for creating new permissions to match your ideal standard.
Installations & configuration manual: Selecting the access categories available in SMAN

8MATE Clean! is managed and operated by our experienced System Engineers.
Contact us for more information: info@8man.com
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9.1.10 Delete divergent access rights

Background / Value

Microsoft allows a variety of access categories. "Special rights" in particular often unnecessarily
complicate access rights assignments through their granularity and variety of combinations. Protected
Networks GmbH recommends working only with 3 access rights:

e Full control

o Modify
e Read & execute

8MATE Clean! allows you to delete all undesired access rights. This way any users that had access to the
affected directories only through this permission path, will lose their access rights.

Additional services

8MATE Clean! allows you to modify existing access rights to match your ideal standard.

8MATE Clean! handbook: Replacing divergent access rights

8MATE Clean! is managed and operated by our experienced System Engineers.
Contact us for more information: info@8man.com
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9.1.11 Automatically remove critical permissions

Background / Value

There are a number of groups and accounts in the DACL that should not be granted permissions. These
include the EVERYONE and CREATOR/OWNER accounts. These critical accounts, as well as special
Windows accounts are listed in the 8MAN blacklist and can not be granted permissions with SMAN.

If critical access rights have been granted without 8MAN, then 8MATE Clean!

Alternative Services

8MATE Clean! handbook: Automatically replacing critical access rights

8MATE Clean! is managed and operated by our experienced System Engineers.

Contact us for more information: info@8man.com
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9.1.12 Remove direct permissions

Background / Value

Direct permissions are inefficient because users need to be managed individually. Direct permissions
cause unresolved SIDs when user accounts are deleted. These can then be used by other users to gain
unauthorized access to sensitive data. Direct permissions also increase the length of the ACL on your
file server and consequently the time needed to verify whether a user will get access to the requested
resource. They should be avoided and replaced with group permissions.

8MATE Clean! identifies all direct permissions on you file servers and deletes them.

Alternative services

If you still want the accounts with direct permissions to have access, we recommend replacing the
direct access rights:

8MATE Clean! Handbook: Replacing direct permissions with group memberships

8MATE Clean! is managed and operated by our experienced System Engineers.
Contact us for more information: info@8man.com
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9.1.13 Replace direct permissions with group memberships

Background / Value

Direct permissions are inefficient because users need to be managed individually. They should be
avoided and replaced with group permissions. 8MATE Clean! identifies all direct permissions on you file
servers and turns them into group memberships.

This has the following advantages:

Direct permissions cause unresolved SIDs wehen user accounts are deleted. These can then be used by
other users to gain unauthorized access to sensitive data. Direct permissions also increase the length of
the ACL on your file server and consequently the time needed to verify whether a user will get access to
the requested resource.

Alternative services:

If access should be removed for accounts with direct access, then we recommend deleting all direct
permissions.

8MATE Clean! Handbook: Deleting direct permissions

8MATE Clean! is managed and operated by our experienced System Engineers.

Contact us for more information: info@8man.com

© 2018 Protected Networks GmbH


mailto:info@8man.com?subject=Anfrage%20Webseite

420 | Access Rights Management

9.1.14 Activate inheritance for directories with identical access rights

Background / Value:

Sometimes directories have identical access rights within the same tree, but inheritance is still
deactivated. 8MATE Clean! identifies these directories and activates inheritance. This simplifies access
management as access rights that are granted later to the parent directory are automatically inherited
by sub-directories.

Additional services:

We recommend the following service in order to further reduce Kerberos token load:

8MATE Clean! Handbook: Deleting empty folders on file servers

8MATE Clean! is managed and operated by our experienced System Engineers.
Contact us for more information: info@8man.com
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9.1.15 Remove permission gaps by aligning directory owners

Background / Value

According to Microsoft best practice administrators should be directory owners. If this is not the case,
then the directory owner is automatically granted full access. This access right should be reserved for
administrators. 8MATE Clean! ensures all directories have administrators as their owners.

8MATE Clean! is managed and operated by our experienced System Engineers.
Contact us for more information: info@8man.com
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9.1.16 Automatically reduce the depth of permissions on file servers

Background / Value

The maximum depth of permissions is defined in 8MAN configuration from the share level on. Any
divergent permissions are considered as "too deep" by SMAN.

8MATE Clean! replaces divergent permissions beyond the defined maximum with the permissions of
higher level folders.

It makes sense to harmonize permissions beyond a certain depth as this limits the complexity of
directory management and reduces overall IT effort.

8MATE Clean! is managed and operated by our experienced System Engineers.
Contact us for more information: info@8man.com
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10.1 +8MATE Matrix 42

10.1.1 For Employees

10.1.1.1 Order Fileserver Access Rights with Matrix 42

Please contact knowledge management for more information.

KM@8MAN.com

10.1.2 For Data Owners and Administrators

10.1.2.1 Accept or reject an inquiery in Matrix 42
Please contact knowledge management for more information.

KM@8MAN.com
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11.1 Software license acknowledgments

e Json.net, © 2006-2014 Microsoft, https://ison.codeplex.com/license

e JSON.NET Copyright (c) 2007 James Newton-King
https://github.com/JamesNK/Newtonsoft.Json/blob/master/LICENSE.md

e Irony Copyright (c) 2011 Roman lvantsov http://irony.codeplex.com/license

e Jint Copyright (c) 2011 Sebastien Ros http://iint.codeplex.com/license

e #ziplib 0.85.5.452, © 2001-2012 IC#Code, http://www.icsharpcode.net/opensource/sharpziplib/

e PDFsharp 1.33.2882.0, © 2005-2012 empira Software GmbH, Troisdorf (Germany),
http://www.pdfsharp.net/PDFsharp License.ashx

e JetBrains Annotations, ©2007-2012 JetBrains, http://www.apache.org/licenses/LICENSE-2.0

e Microsoft Windows Driver Development Kit, © Microsoft, EULA, installed on the computer on which

the FS Logga for Windows file servers is installed: C:\Program Files\protected-
networks.com\8MAN\driver (Usage only for FS Logga for Windows file server)

e NetApp Manageability SDK, © 2013 NetApp, https://communities.netapp.com/docs/DOC-1152 (Usage
only for FS Logga for NetApp Fileserver)

o WPF Shell Integration Library 3.0.50506.1, © 2008 Microsoft Corporation,
http://archive.msdn.microsoft.com/WPFShell/Project/License.aspx

e WPF Toolkit Library 3.5.50211.1, © Microsoft 2006-2013, http://wpf.codeplex.com/license

e Bootstrap, © 2011-2016 Twitter, Inc, https://github.com/twbs/bootstrap/blob/master/LICENSE

e jQuery, © 2016 The jQuery Foundation, https://iquery.org/license

e jquery.cookie, © 2014 Klaus Hartl, https://github.com/carhartl/jquery-cookie/blob/master/MIT-
LICENSE.txt

e jquery-tablesort, © 2013 Kyle Fox, https://github.com/kylefox/iquery-
tablesort/blob/master/LICENSE

e LoadingDots, © 2011 John Nelson, http://iohncoder.com

e easyModal.js, © 2012 Flavius Matis,
https://github.com/flaviusmatis/easyModal.js/blob/master/LICENSE.txt

e jsTimezoneDetect, © 2012 Jon Nylander
https://bitbucket.org/pellepim/jstimezonedetect/src/f9e3e30ele1f53dd27cd0f73eb51a7e7caf7b378/
LICENCE.txt?at=defaultjqguery-tablesort

e Sammy.js, © 2008 Aaron Quint, Quirkey NYC, LLC
https://raw.githubusercontent.com/quirkey/sammy/master/LICENSE

e Mustache.js, © 2009 Chris Wanstrath (Ruby), © 2010-2014 Jan Lehnardt (JavaScript) and © 2010-2015
The mustache.js community https://github.com/ianl/mustache.js/blob/master/LICENSE

e Metro Ul CSS 2.0, © 2012-2013 Sergey Pimenov, https://github.com/olton/Metro-Ul-
CSS/blob/master/LICENSE

e Underscore.js, © 2009-2016 Jeremy Ashkenas, DocumentCloud and Investigative Reporters & Editors
https://github.com/jashkenas/underscore/blob/master/LICENSE

e Ractive.js, © 2012-15 Rich Harris and contributors,
https://github.com/ractivejs/ractive/blob/dev/LICENSE.md

© 2018 Protected Networks GmbH
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e RequirelS, © 2010-2015, The Dojo Foundation,
https://github.com/jrburke/requirejs/blob/master/LICENSE

e typeahead.js, © 2013-2014 Twitter, Inc,
https://github.com/twitter/typeahead.js/blob/master/LICENSE

e Select2, © 2012-2015 Kevin Brown, Igor Vaynberg, and Select2 contributors
https://github.com/select2/select2/blob/master/LICENSE.md

e bootstrap-datepicker, © Copyright 2013 eternicode https://github.com/eternicode/bootstrap-
datepicker/blob/master/LICENSE

e RabbitMQ, © Copyright 2007-2013 GoPivotal, https://www.rabbitmg.com/mpl.htm!
e EPPlus, JanKallman, https://github.com/JanKallman/EPPlus/blob/master/LICENSE

S8MAN
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