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Access Rights Management Role & Process Optimization

1 Role & Process Optimization

The person with the best idea of who should have access and what they should be able to access is the data owner
or the manager, not the administrator. By introducing a role concept for analyzing and granting access rights, you are
introducing the data awareness concept and corresponding action into the company.

You can map the organizational chart of your company with the data owner concept and cover all departments. Then
you assign employees to the individual data owners. The data owners analyze or assign access rights to their staff.

Role & Process Optimization requires the base version "Enterprise".

With the 8MATE GrantMA you can extend your enterprise version with a web-based self-service portal and the
possibility to map complex approval workflows. The 8MATE GrantMA requires an appropriate license.
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Access Rights Management Role & Process Optimization

2 Systemrequirements

2.1 The 8MAN architecture

8MAN System Overview

Resources

T

Active Directory  Exchange Server

File Server SharePoint Server

e

L

:.h_—_

Admlnlstrator & g

Data Owner MS SQL Server E-Mail Server WebServer
Database B8MAN Site on lIS

User

S8MAN

The 8MAN Suite is comprised of three components:

e 8MAN server to process new data and requests from the SMAN GUI
e Collectors to connect your resource and data systems

e 8MAN graphical userinterface (application and configuration module, web interface)

The 8MAN component architecture allows you to run installations across a variety of remote resources in an
extremely efficient manner. All individual components are connected with each other via network interfaces. You
can even run several components on the same computer.
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Access Rights Management System requirements

2.2 Web components and web interface requirements

Web components supports the following operating systems:
Microsoft Windows Server 2008 R2, 2012, 2012 R2 and 2016.
.NET 3.5SP1and .NET 4.5.2 (or higher) is required.

Internet Information Services (11S) Version 7.5 or higher. Required components may be complemented by 8MAN
setup.

Cluster is not supported.
Server Core is not supported.

The following browsers are supported:
e Internet Explorer 11.0.22 or higher

e Mozilla Firefox 49 or higher

e Google Chrome 54 or higher

e Edge 38.14393 or higher

Cookies and Javascript must be enabled.

Using a big amount of data in Analyze & Act grids the webbrowsers perform very different. We recommend using a
webbrowser by the following priority:

Chrome

Firefox

Edge

Internet Explorer

Eal o o
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System requirements

3 Load the license file and check covered features

° License Information and Server Status

License Information Server Status

Uptime: 2 hours
Version: 9.0.183.0

Logged in users: 1

Name Domain  Host 8MAN Component
4% demoadmin BMAN-DEMO srv-8man Configuration

No license available!

Load license

Technologies
Features

Alerts
Max. Logbook entry age in days

Ready demoadmin @ localhost €]

Click on "Load license".

— Select the path where your license

= 4 [ « Local Disk (C) » ProgramDatz » protected-networks.com » 8MAN b licenses v & [ Sesrchlicenses
Organize « New folder =" - m @
S Favorites [~ Mame Date modified Type Size
B Deskiop | L] 8man_20161117125549.license 11/17/2016 1:55PM  LICENSE File BKB
|18 Downloads

2l Recent places

'8 This PC
ﬁ Desktop
|E Documents
|18 Downloads
|_B Music =
|_E| Pictures
| H Videos
£, Local Disk (C)
= FS(E) v

File name: | 8Man_20161117125540. license v [License iles “Jicense) v]

Access Rights Management. Only much Smarter.

key is stored.

8MAN license files have the file
extension ".license".

After clicking on open, the license
key will be copied to

%ProgramData%protected-
networks.com\8MAN\licenses

All licensed features are activated
immediately.
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Load the license file and check covered features

Y // he license file has been

° License Information and Server Status

SIVIAN

Customer Protected Networks GmbH
Licensed: Yes

Licensed since Wednesday, September 20, 2017 11:58
AM

Technologies

Domains *.8man-demo.local " protected-
networks.local 8man-
‘demoocal musterfirma.local octo.local prot
ected-networkslocal

User count unlimited

File server count unlimited

Active Directory Logga count &
File server Logga count K
Exchange Logga count K
Sharepoint (Web Applications) &
Exchange Forests K
More Technologies

BMAN EasyConnect CSV
BMAN EasyConnect SQL
BMATE Sharepoint
BMATE SharePoint Online

Features

GrantMA. Yes
Yes (read and modify)

Alerts. Yes

Programming Interface

Analyze and Act Yes

More Features 8MAN Clean! (9/21/2018 9:58:51 AM)

Server Status

Uptime: 2 hours
Version: 9.0.183.0

Logged in users: 1
Name Host  8MAN Component
£ demoadmin 8MAN-DEMO srv-8man Configuration

Domain

Documentation
~ Easy Connect - SQL.
How to documentation
Example SOL command files
~ Easy Connect - CSV'
How to documentation
Exemple CSV fles
“ Microsoft Dynamics NAV
description smart-itd.com
pdf fles

demoadmin @ localhost €] [

ts Management. Only m

successfully loaded you will see
detailed information on licensed
features.




Access Rights Management Load the license file and check covered features

4 Installation

4.1 Install the SMATE GrantMA

8MATE GrantMA program packages are included in the 8MAN setup. If you already use web components, such as
"Analyze & Act" or the "Recertification", you do not need to run the setup again. The SMATE GrantMA is activated by
loading an appropriate license. See chapter "Load the license file and check covered features™.

The system requirements for the web components must be fulfilled.

You can run the web components on the 8MAN server or on another server.

S @ Copy the setup to a local folder on the server (do not use a
network folder).

BMAN Setup

Start the setup and activate "Web components”.

>

Windows Treiber zum Sammeln von Daten dieser Maschine

Die Systemvoraussetzungen fiir 8MAN Kollektor werden nicht erfallt:
/1 . Arbeitsspeicher: 4 GB
- Anzahl an Prozessoren/Kemen: 2

‘ [IFS Logga fiir Windows Fileserver ‘

Benutzeroberflichen

8MAN
Die Lésung fiir Ihr Berechtigungsmanagement

We

8MAN Web-Oberflache / Web API

Web API fir den Zugriff auf 8MAN und Web-Cberfliche fir die
Verwendung ven SMATE GrantMA, "Analyze and Act’ und Rezertifizierung.

Alerts
Die Komponente zur Benachrichtigung bei Anderungen im System

Installationsordner
|C:\Program Files\Protected Networks\8MANY, | lz‘
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Access Rights Management Installation

von Protected Networks I & After successful installation, the "Configuration for the

8MAN Web Components" starts.
8 M A N Setup

Setup erfolgreich!

Alle angegebenen Komponenten wurden erfolgreich installiert.
[ starte BMAN Konfiguration

+f Starte Konfiguration fiir 8MAN Web-Komponenten

Release Notes 6ffnen

SchlieBen
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Access Rights Management Installation

4.2 Install missing components

During the installation 8MAN setup will automatically

check whether all required components have been
8 M A N Setu p installed. If you are missing any required components the
following message will be shown.
Unable to install SMAN! You can install the required components either manually,
The following components need to be installed on the system and then restart the installation process, or by selecting the
in order to continue. option "Install missing components" and then selecting
€3 11S-ASPNET45 is not installed "Try Again”,

e lI5-DefaultDocument is not installed

Q I15-15APIExtensions is nat installed

0 IS-1SAPIFilter is not installed

0 lI5-ManagementConsole is not installed

€23 115-NetFxExtensibility5 is not installed

0 l15-RequestFiltering is not installed

23 lI5-StaticContent is not installed

23 lIS-WebServer is not installed

0 I5-WebSenverRole is not installed

e I5-WindowsAuthentication is not installed

0 ASP.NET 4.0 x64 1IS Registration is already installed
o ASP.MET 4.0 x86 115 Registration is already installed
o4 MetFx3 is already installed

() MetFxdExtended-ASPNET4S is already installed

Install missing components

Access Rights Management. Only much Smarter.




Access Rights Management Installation

Open the configuration module.

bERWIMA Configurator E

E"'- BMATE GrantMA Configurator

Enter the name of the 8MAN server. If executing both web
components and the 8VIAN server on the same machine,

) no changes to the server name are required.

8MAN Web Components Settings

8MAN Server

Specify the SMAN Server which provides the data to present. Entel’ the port Of the 8MAN server. By default the 8MAN
Server Name | localhost server communicates through port "55555".

o If you require any changes to this port, please contact our
Internet Information Services (lIS) Settings support.

Application Pool
° Installed (BMAN WebAPI AppPoal)
0 Operational

Web Site

[@] Installed (BMAN WebAPI)
D Operational

Binding
Port 443

Certificate Grantma Zert

Help us to improve 8MAN's user experience o

Open log file
Refresh

Close

Access Rights Management. Only much Smarter.




Access Rights Management Configure web compone

1. Entera port for the binding of the certificate to the
website. The standard https port is 443. If you enter any
other port you must consider this when starting the

8MAN Web Components Settings 8MAN website (providing the URL to users).
8MAN Server
Specify the EMAN Server which provides the data to present.

2. Select a certificate. If no certificate is offered, please

Server Name |localhost | reference the following chapters: "Use a self-signed
Port certificate" and "Bind a certificate to your site".
Internet Information Services (lIS) Settings 3. You can reload the list of available certificates by
Application Pool clicking on "Refresh".

° Installe_d (BMAN WebAPI AppPool) 4. Dep/oy Web Components.

o Operational

Web Site

Ef' The Web Site (3MAN WebAPI) does not exist yet and must be created.

Binding —l

Port

Certificate | Grantma Zert i

Help us to improve 8MAN's user experience o

Open loc file

3 Skip this step

| Deploy 8MAN Web Components F.
The web components will be available once all settings for
"Application Pool" and "Web Site" are shown as

operational.

8MAN Web Components Settings

8MAN Server
Specify the 8MAN Server which provides the data to present.

Server Name | localhost |

Internet Information Services (lIS) Settings

Application Pool
@ Installed (SMAN WebAPI AppPacl)
o Operational

Web Site
[@] Installed (BMAN WebAPI)
° Operational

Binding
Port 443
Certificate Grantma Zert

Help us to improve 8MAN's user experience o

Open log file
Refresh

Close

Access Rights Management. Only much Sma



5.1 Generate a self-signed certificate

The self-signed certificates described in the following steps create security warnings in various browsers, as an out-
of-date SHA-1 based encryption is used. Use certificates with SHA2 / 256 encryption for productive use.

Start the lIS-Manager.

Suchen

Uberall

)-Manager

b Internetinformationsdienste (/15)-

Manager
L) Internet Information Services (IIS) Manager el - 1 Select the server.
© ‘6?3 » SRV-BMAN » |m x| o @ - ) ,
Ble view telp 2. Double click on "Server
Connections = o "
e 5 @) SRV-8MAN Home “"";': - Certificates”.

y j S-N oo ~ ¥Go - \gyShowAll | Groupby: Area -E- Manage Server

™ Application Pools ASP.NET ~ & Restart
48] Sites = & - @ . -t »
- = & Iy ‘-j =
b BMAN WebAP| B g 1= ab @ stop
) Default Web Site .NET NET {NET Error MNET  NETTrust Application Connection View Appiei P
» @ MySite Host Authorizat... Compilstion  Pages  Globalization  Levels Settings Strings

Q\ View Sites
&8 Portal %ﬂ = a
) — 23 1 Change .NET Framework
b &8 SharePoint Central Ad v = "é?;w = Vercion
» &) SharePoint Web Servig | MachineKey Pagesand  Providers  Session State SMTP E-mail

Controls ) Get New Web Platform

Components
IIs. ~ @ Help
\q« g . =0) iy =5
_"‘_g_ﬂ @ (/] = ﬂ ﬁ;ﬂ =
Authentic.. Compression  Default  Directory  ErrorPages  Handler HTTP
Document  Browsing Mappings  Respon...

% 0 = M P
T @ 0 = & =&
ISAPland  ISAPIFilters  Logging MIME Types  Modules Output Request
CGl Restri... Caching Filtering

q Processes
Management ~

Configurat...  Feature Shared
Editor  Delegation Configurat...

< i 51 |[E]Features View | 72 Content View

Ready LEl
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Configure web components

Internet Information Services (I1S) Manager

- | O X

& e

View Help

% server Certificates

b &) Default Web S
bG8 MySite Host
b Portal

Specify Friendly Name

Use this feature to request and manage certificates that the Web server can use with websites configured for S5L.

Import...

Create Certificate Request..
Complete Certificate Request...

Create Domain Ceriificate...

Create Self-Signed Certificate...

nable Automatic Rebin
Renewed Certificate
@ Help

» &) SharePoint Cef

b &3 SharePoint Wi ) ; . 5 »
Specify a file name for the certificate request. This information can be sent to a certificate authority for

signing:
Specify a frisndly name for the certificate:

asMAN Web| \I

Select a certificate store for the new certificate:

[Personal v

<] m |

Features View || 2 Content View

1. Click "Create Self-Signed
Certificate".

Give the certificate a name.
Generate the certificate.

In the next step you have to bind
the certificate to the site.

Access Rights Management. Only much Smarter.




5.2 Bind a certificate to a site

You can add a certificate to the site during the provisioning process. It may be necessary to add another certificate,
for example when the old one has expired.

Start the IIS-Manager.

Suchen

Uberall -

[-Manager

“E‘E Internetinformationsdienste (15)-
h Manager

2 Internet Information Services (1IS) Manager el L 1 Navigate to the Site ”8MAN
© ‘0 » SRV-8MAN » Sites » 8MAN WebAPl » |m @- WebA PI”

File View Help

o 5 . np: . "
T @ VAN WebAP Home :‘: 2. (Click "Bindings...".
¢S5 Strt Page Fier: + % Go - GShowal | Group by: Aves -m- merem=ee=. || 3, Select the certificate with type

& R -
PR | %iV 8MAN (8MAN-DEMO\cr Edit Site

pplication Pools ASP.NET - : " "
T & BMAN WebAPI == \ 2] - = L2 @ D ”h ttffls and port )
e Site Bindings e 443" (standard settings)

b & MySite Host

» &% Portal

b &% SharePoint Central A
b &3 SharePoint Web Servi

View Virtual Directories

Add... P —— 4. C/ICk "Edit...".

Manage Website

[ ]

® sop

Browse Website

Browse *:443 (https)

Advanced Settings...

Configure
Limmits...

@ Help

Management ~

B

Configurat...
Editor

< i 3 [[E]Features View |2 Content View

Ready L=l




Access Rights Management Configure web components

Select a certificate. By clicking on
"OK" you bind the certificate to the

Type: IP address; o site.

‘https v| F-'-.II Unassigned

Host name:

[ ] Require Server Name Indication

srv-8man.8man-demo.local

Access Rights Management. Only much Smarter.
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Configure web components

v Comments

Activate email support in SMAN.

+ Email

I e

& Emails are sent using the SMTP server

@

localhost on por

8man@Bman-demo.ocal is the email sender using the eredentials <anonymous>

5 Test the SMTP server and email sender configuration by sending a test email to a specific address.

Send errors and alarms to <not configured>
Attach compressed log to alarm or error mails is enbled

Send wamings to <not configured>
Attach compressed log to warning mailsis enabled

E Information about changes made by 8MAN will be sent to <not configured>

Ready

v
demoadmin @ localhost €1 H

Configure an SMTP-Server for

v Comments

- Email

| sending emails.

Standard ports for SMTP:
' 1| e 25 without SSL
8man@8man-demo.local is the email sender using the credentials <anonymous>

(58 Test the SMTP server and email sender canfiguration by sending a est email to a specifc address.

% Emails are sent using the SMTP server

@

localhost on port [¢

SSLis disabled .

e 465 or 587 with SSL/TLS

Attach compressed log to alarm or error mails is enabled

Send wamings to <not configured>
Attach compressed log to warning mailsis enabled

E Information about changes made by 8MAN will be sent to <not configured:

Ready

“
demoadmin @ localhost <1

v Comments

Sources for errors, alerts and
| warnings include the following:
~ Email
. ,

e Thresholds from the Server
Health-Check
& Emails are sent using the SMTP server SSLis disabled .
@ Sman@8man-demo.local is the email sender using the credentials <anonymous:.

(5@ Test the SMTP server and emil sender configuration by sending a test email to 3 specific address.

localhost on port [¢

Send errors and alarms to <not configured>
Attach compressed log to alarm or error mails is enabled

e Errors when running SMAN

Send warnings to <not configured>
Attach compressed log o warning mails s ensbled

Emails include the events of the last
4 hours.
E Information about changes made by BMAN will be sent to <not configured>
Ready

v
demoadmin @ localhost €1 P

v Comments

Enter an email address if you want
| to be alerted every time a user
o completes a change with 8MAN.
o ,

Ea Emails are sent using the SMTP server

@

localhost on port SSLis disabled .

8man@8man-demoocal is the email sender using the credentials <anonymous>.

SPAM Alert!
E-a Test the SMTP server and email sender configuration by sending a test email to a specific address.
Send errors and alarms to <not configureds
Attach compressed log to alarm or error mails is enabled
Send warnings to <not configured>

Every change
Attach compressed log to wamning mails is enabled

I g] Information about changes made by BMAN will be sent to <not configured> I

generates an email.

Ready

v

demoadmin @ localhost <1
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7 Configure the GrantMA URL

I NN Sy the URL of the web server
_ running the GrantMA Website.

o ' This is used for the link in the
notification emails.

The base URL to GrantMA web server is httpsy//sry-8man.8man-demolocal .

v Comments

~ Email

~ Storage of Scans

~ Server Health Check

~ Server Logging

Ready demoadmin @ localhost <1 H

Access Rights Management. Only much Smarter.




Access Rights Management Configure the GrantMA URL

8 Customize the notification e-mails

8MAN provides default templates in the XML Stylesheet format. You can find them in the directory:

%ProgramFiles%\Protected Networks\8MAN\etc\mails\Request
If you want to modify the templates, copy all the files (* .xslt and css.html) to:
%ProgramData%\protected-networks.com\8AN\cfg\mails\Request

You may have to create the subdirectories "mails\Recertification" beforehand.

Now adjust the templates in "ProgramData". 8MAN uses templates from this directory primarily in front of those in
the ProgramFiles directory.

When updating to a new 8MAN version, the files in "ProgramFiles" may be overwritten. Please refer to the release
notes.

Access Rights Management. Only much Smarter.
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9

Data Owner

Customize the notification e-mails

Server Status Jobs Collectors
License Information summary Configuration
Logged in users: 1 19 Scans 14 Changes 1 Connected 1 Disconnected
2 Reports 20 More 2 Configured in Total
Licensed
4 Scheduled 0 Bxecuting Some collectors are currently not
51 Succeeded 0 Failed operational
[ arier 2

>

Resource configurations,
Laggs, File server CS\ import

&.

License
License Information, Server
Status

Change Configuration
Common Change Settings,

Technology-speciic Change
Configurations

ﬁ
Open Order

Open Order resource
descriptions

Jobs overview
Job status, Job categories

[ahal

Views & Reports
Views & Reports, Bleckist for
Views &Reports

User Management
User Managsmen, Extended
user management

Collectors
8MAN Collecters Overview and
Configuration

o

Server
GrantA, Comments, Email
Storage of scans, Server Health
Check, Server logaing

Data Owner
Organizational categories, Data
Owners, Resourcss, Addtional

Group Wizard settings

f‘\

Alerts Configuration
Activated Alert Sensors.

\-'-
——
~—1
Basic configuration
BMAN Server, SQL Server,
Configuration Status

demoadmin @ localhost €1 HE

Access Rights Management. Only much Smarter.

Data Owners, from an 8VMIAN
perspective are persons or roles in
an organization that know, which
employees need access to specific
resources to do their jobs.

You create organizational
categories in the data owner
configuration. You can determine
which users are assigned the Data
Owner role and which rights they
can assign.




Access Rights

9.1

Back

Management

Create organizational categories

Data Owner configuration

— Organizational categories form the

Organizational categories

Europe

Create Edit Delete Import Export Report

User & Group selection

containers that Data Owners can

| & search

'f“l Additional Group Wizard settings

Domain | 8man-demo.local v

manage.

_. SharePoint Team

Resources

Resource selection

| Dy— bata vnere I ‘*immj You can create structures and
Q @ search bl . . . .
BMAN Demo Company m;:' I : } — hierarchies similar to your
__ HR .
manufacturing ame Inred from vsrole companies org chart.
& sam Sales (8man-demo\Sam Sales) 8MAN Demo Company/Sales Data Owner
_.. marketing &, Dirk DataOwner (8man-demo\D.DataOwner) BMAN Demo Company/Sales Data Owner YO ucana d d a d es Crl p t IO n t oa l/
e organizational categories.
R&D
a Sales
,,,,, Europe
_. SharePoint Site ¥ -

[ Xsearen

| & Filter

| © showinherited entries

No resources to show...

Exchange
Template

Ready

Gemoadmin @ localhost €1

Data Owner configuration

@

NN Ccate as many organizational

Organizational categories

Create Edit Delete | Import Export Report

| search |

| @ include content |

8MAN Demo Company
. HR

_ manufacturing

_ marketing

. OU Data Owner

categories as you like. You can do

User & Group selection
Europe P
'f& Additional Group Wizard settings Domain | 8man-demolocal v
Q Search A Fitter
Data Owners
[a @ searcn @]
| &Fieer 2 |
| @ showinherited entries | Name
Name Inherited from User role
& am Sales (Bman-demo\Sam Sales) SMAN Demo Company/Sales Data Owner
& Dirk DataOwner (8man-demo\D.DataOwner) 8MAN Demo Company/Sales Data Owner

R&D
a Sales
,,,,, Europe —
> -
. SharePoint Site q et Resource selection
__ SharePoint Team 9 Delete -
[ ]
| @ Showinherited entries | .
Exchange
Template
No resources to show...
Ready

this by using the symbols on the
top or by right-clicking and using
the context menu.

You can move the organizational
categories with drag & drop.

demoadmin @ localhost <1 P
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Data Owner configuration

@

__ OU Data Owner

___ SharePoint Site

__ sharePoint Team

Resources

Organizational categories Europe User & Group selection
Create Edit Delete Import Export Report o P————— "
2, 1 Wizard settings omain | 8man-demolocal
Q search _
Search @) @ Fitter
@ Include content Data Owners Qseorcn @D A rier
[a @ seoren o]
8MAN Demo Company [ @ rieer 2|
| @ Show inherited entries ‘ Name
. HR
P . Name Inherited from User role
manufacturin
""" 9 & 52m Sales (8man-demo\Sam Sales) BMAN Demo Company/Sales Data Ouner
_____ marketing & Dirk DataOwner (8man-demo\D.DataOwner) 8MAN Demo Company/Sales Data Owner

Resource selection

| & search |

| & rieer

& Active Directory

I @ Show inherited entries

File server

No resources to show...

Exchange
Template

demoadmin @ localhost €] [

Access Rights Management. Only much Smarter.

Data Owner

N vou can search the organizational

categories.

Option "Include content"
deactivated:

The search is only applied to names
and descriptions of the
organizational category.

Option "Include content"
activated:

The search also includes Data
Owners and resources.
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9.2 Assign a Data Owner to an organizational category

— Select a user via drag & drop or by
Data Ouner configuration double-clicking on him.

Organizational categories Eu rope User & Group selection
Create Edit Delete Import Export Report 5 lm—.
I 3% Additional Group Wizard settings omain | 8man-demalocal

Q Search

Search Filter
| @ include content | Data Owners Q search @ ) 4 Filter
Q @ Davd X-2
8MAN Demo Company [ @ricer ] [ |
| @ Showinherited entries | Name

__ HR

& Dave DataOwner (man-demo\Dave DataO...
gt

.. manufacturing
__ marketing

- OU Data Owner

. R&D No Data Owners to show...
a Sales
i
i Europe
<
_.. SharePoint Site Resource selection
___ SharePoint Team - [ Qsearcn
Resources
Active Directory
| @rieer | File server
@ Show inherited entries | )
Exchange
Template
No resources to show...
Ready demoadmin @ localhost <1 HE

Data Owners must have either a
"change" or a "read" user role in
the 8MAN user management.
8MAN-Admins can not be
configured as Data Owners.

Insert accounts into 8MAN user management

1 account could not be configured as Data Owners
Aceounts eannat be configured os Dat Owner unless they are part of the user management

List of accounts that will be added as Data Qwner

Account State

o : TN Yo If you want to assign Data Owners
that do not own the required role,
then this the dialogue box is
shown.

When clicking on "Apply" the
required change role is assigned to

Do you want 8MAN to automatically apply the necessary user role th euser.
® 1o the pending accounts?

The required user role "Data Owner” will be applied to the accounts. Afterwards, these accounts
will be added to the organizational category.

You can change the role

afterwards.

Ready demoadmin @ localhost €1 [

Access Rights Management. Only much Smarter.
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NN icrarchy rule:

Data Owner configuration

@

Organizational categories

Europe

Create Edit Delete Import Export Report

User & Group selection

[ Q searcn

| & Additional Group Wizard settings

| @ Include content:

‘ Data Owners

8MAN Demo Company
__ HR
manufacturing

_____ marketing

__ OU Data Owner
_ R&D

= Sales

L. Europe

___ SharePoint Site

__ sharePoint Team

Domain [&man-demolocal -
Q search Q Fitter

|Q @& 5am Sales (8man-de... X v & ‘

2 |

i @ Show inherited entries n

Name
& Dirk DataOwner (Bman-demol\D.DataOwner)

& sam Sales (8man-demo\Sam Sales)

Resources

Inherited from

8MAN Demo Company/Sales

User role
ata Owner

ata Owner

& Dave DataOwner (8man-dematDave.DataO..
& Sem Sales (Bman-demo\Sam Sales)

Resource selection

| & search

| & rieer

|| ©Active Directory

I @ Show inherited entries

‘ File server

No resources to show...

Exchange
Template

demoadmin @ localhost €] [

Access Rights Management. Only much Smarter.

Data Owners are able to manage
the assigned organizational
category and all sub-categories.
1. You can activate the option
"Show inherited entries".

2. The column "inherited from"
shows the origin.
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9.3

Data Owner configuration

Assign resources to an organizational category

Organizational categories

Create Edit Delete Import Export Report

| & searcn |

| @ include content |

Europe

User & Group selection

'f“l Additional Group Wizard settings

Data Owners

Domain | 8man-demalocal v
Q Search A Fitter

[ @& 5am Sales @man-de... X - & ]

2|

Show inherited entries

- OU Data Owner
. R&D
-8 Sales
{_.  Europe

_.. SharePoint Site

_. SharePoint Team

8MAN Demo Company | X
__ HR I o
. manufacturing
. marketing

& Sam Sales (Bman-demo\Sam Sales)

Name Inherited from

&, Dirk DataOwner (8man-demo\D.DataOwner)

8MAN Demo Company/Sales

Resources

& Dave DataOwner (Bman-demo\Dave.DataO.

User role &, 5am Sales (Bman-demo\Sam.Sales)

DataOwner =

Data Owner

Resource selection

[ Xsearen ]

[ar

| © showinherited entries

No resources to show...

Exchange
Template

Ready

Gemoadmin @ localhost €1

Data Owner configuration

o x

@

| search |

Organizational Categories Sales User & Group selection
Creste Edit Delete Import Export Report -
%85 Additional Group Wizard Settings O Assigned workflow Domsin [MAN-DEMOLOGAL  +]

Keep standard settings

N Marketing (2-Stufen Genehmigung)

Search (§ Filter
| @ include content | a 4
Data Owners Requesters
[a @ searcn @]
Demo company | @rier N 20f6 |
o | @ showinherited entries | | O showinherited entries | Name
@ Development & Azubi, Andy (8man-demo\Andy Azubi)
Finance Name Inherited from User role Name Inherited from User role @ Krise, Christiane (man-demo\Christiane Kri.
@ &, Sam Sales (BMA... DataOwner - (& Azubi, Andy . HlRequester (employes)  Q peter Paul (Bman-dema\PPau)
__ Manufacturing & Ricky Request... ElRequester (employee) S, Peter (Bman-demo\PeterSile)
- ®
. Marketing
__ Open Order
__ HR
__ Projekt:GeheimesSalesProjekt
. - i > ~
.. Projekt:Geheimrezept Resource selection
_ Sales - |
Resources
| @vFieer
| @ Show inherited entries
‘Name Alias Inherited from
Active Directory (13)
SFile server (3)
Hersteller (\\srv-8man\Vertrieb\He}
~-FJKunden (Nsrv-8manVertrieb\Kundag
- [E]Vertrieb (\srv-8man\Wertrieh) licrosoft Dynamics NAV
Template (2)
-~ [Z¥ Sales - Neue Gruppe (8man)
Sales - Neuer Benutzer (8man)
Ready

demoadmin @ localhost <1 P

_ Select the desired resource and add

it to the organizational category vie
drag & drop or by double-clicking
onit.

You can only add resources which
have been scanned.

Open order resources such as
"template”, "hardware" or
"software" can only be added if:

e you have the required license and

e you have imported an open
order configuration.

Select a resource to perform the
following functions in the flyout:

1. Remove resource.

2. Assign aliases and description
to simplify ordering in GrantMA.

3. Enable/disable recertification.

4. Enable/disable orderability in

GrantMA.

Enable/disable visibility.
6. Enable/disable changeability.
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Data Owner

Y icrcirchy rule:
Data Owner configuration @

p— : . Resources are available in the
rganizational categories Eu rope User & Group selection . . .
ot gt Dot It ot et borin [ -| assigned organizational category

[ & searcn | Keep standard settings _ . .
[ @ et comene | oots o a=@ar gnd all higher categories (from
[ 2 @& sam sales @man-de... X ~ & |
8MAN Demo Company | @rieer 2 ]

[© o s e ‘ e bottom to top as opposed to Data
.. HR & Dave DataOwner (8man-demch\Dave.DataC...

& 5am Sales (8man-demo\Sam Sales) O wneran d N TFS I’igh tS
& sam Sales (8man-demo\Sam Sales) 8MAN Demo Company/Sales D:m w:: i n h er i ta nce ) .

Name Inherited from User role

manufacturine
----- 9 & Dirk DataOwner (Bman-demo\D.DatsOwner)

_____ marketing

__ OU Data Owner

. 1. Activate the option "Show
- inherited entries" to display
E Europe ; inherited entries in gray.

i France Resource selection

o } 2. The column "inherited from"
__ SharePoint Site ‘

| & search
Resources h h . .
" Sharepoint Team T G Actie Directory shows the origin.
ilter File server
© Show inherited entries | ‘ .
Name Inherited from Access Exchange
- - Template
2 Active Directory (1)
i & 8man-demolocal (DC=8man-demo,DC=local) D/
le server (2)
EFiyer f\snv-8man\Crganization\Marketing)\Fiyer) 8MAN Demo Company/Sales/Europe/F... O /7
[Esales (Wsrv-8man\Organization\Sales) 7

demoadmin @ localhost €] [

Access Rights Management. Only much Smarter.
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9.4  Assign specific group wizard settings to organizational categories

1. You can modify the group
wizard configuration for every
organizational category.

This allows you to use

2. separate OUs

Group Wizard Configuration for Europe . 3. group names (prefix)

Please selct the Group Wizard setings you want to use for 8MIAN groups that are created

BMAN groups created by the Group Wizard in the Data Owner context of this organization will be put under a specific OU with a specific 8MAN group prefix (8GP) according to
e G e st by Data Owners

& Keep standard settings

‘The Group Wizard in the Scan G i be appli iing changes on resources.

P Use custom settings

The eustom Group defined here will be app performing changes on resources.

Ready demoadmin @ localhost €1 [

Access Rights Management. Only much Smarter.
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9.5 Data Owner configuration and GrantMA

If your license includes SMATE

pata Ouner Kenfiguration GrantMA you can see additional

Organisationskategorien Deutschland Benutzer & Gruppen Auswahl

A —— R — | options in the Data Owner
Report .f', Zusitzliche Group Wizard Einstellungen 98 Zugewicsener Arbeitsablauf I omane -
bei @ Default Single Step Data Owner Authorization H H
[ Qs \ sen || CONfiguration.
I © Inhatt durchsuchen ‘ Data Owner Antragsteller | @ Benutzer O Gruppen ‘
|a s Q] @ s |
Demo C Name -
g Demo Company | @ zeige geerbte Eintrage ||| © zeige geerbtc Eintrage | L
Finanzen Name Geerbt von Benutzerrechte Name Geerbtvon Benutzerrechte | @ BMAN Service (8man-demosa-gman)
. 28 Dk Dot s oo - & Aber, Mark (8man-dema\Mark Aber)
Marketing irk DataOuner ( ateneigentd.. & ADLogga Tester (8man-demo\ATester)
T & Kraut, Heide (8mai Auditar = © Administrator (8man-cemo\Administrator)
; ertriel
= &, Sam Sales der Bos Dema Company/Nertrie' Dateneigentd.. ~ Keine Antra gst eller. & Alien, Amald (8man-demc\Amold Alien)
Europa & Alog, Vera (8man-demoiVera Alog)
2 P & Ander, Cori (8man-demo\Cori Ander)
Deutschland —u .
Ressourcen-Auswahl
[ A sucne
Ressourcen:
Z & Active Directory
Name Geerbt von Zugriff Exchange
@Vorlage
B Active Directory (1) Hardware
e 8man-demo.local (DC=8man-demo,DC =local) o
& VA v

rver (1

)
[2]Vertrieb (\sru-EmantVertriet) E) Vi

cradmin @ localhost €] Version: 7

BMAN  konfiguration Assign a workflow for an

organizational category. This way,
you can determine which approval
steps are required.

Arbeitsablauf zuweisen

Bitte wihlen Sie, welchen Arbeitsablauf Sie zuweisen méchten

[E= Workflows are created in the

o <Kein Arbeitsablauf> :
Rag e o e St i ot 8MATE Grant MA web interface.

%y, Scfortige Ausfilhrung

T —— See chapter: "Define individual
‘e’ E..e:::k si-:gle Step Data l::vner Authorization app rova / wor k f/o ws "

o HR (3-Stufen Genehmigung)
Mg Zuerst genehmigt der Vorgesetzter, dann der Data Owner der Ressourcen und
anschlieBiend ein Mitglied der Gruppe C-Level

®3  Marketing (2-Stufen Genehmigung)
@ Zuerst genehmigt der Vorgesetzte und anschiieBend der Data Owner der Ressourcen

T ]

EE  cradmin @ localhost €] Version: 7.1 5

When using SMATE GrantMA,

Zurice Data Owner Konfiguration @ e i Py .
there is in additional user role:
isati i Benutzer & Gi A hl
Organisationskategorien Deutschland enutzer & Gruppen Auswa| "R "
Erstelle Bearbeiten Loschen Import Export - equester .
Report 2”4 Zusitaliche Group Wizard Einstellungen ®%  Zugewiesener Arbeitsablauf borane [awanpavoroca
w bei @ Marketing (2-Stufen Genehmigung)
| & suere | A vertriet] 7von 611 X_|
I @ Inhalt durchsuchen ‘ Data Owner Antragsteller O Benutzer @ Gruppen ‘
la 3| 1
Demo Company — - Name - f
s | Cyre— | DYz e | Select a user or group from the
Finanzen | Vertricb_Kunden_md (8man-dematl_\ H
Name Geerbt von Benutzerrechte Name Geerbt von Benutzerrechte
Marketing &8 Dirk DataOwner (8 Datencigenti.. ~ [l &8 Vertrieb (man-de Blantragsteller Lvmmb'm"_dm’m {fomamr demell accoun t SeleCtlon areaq. A dd y our
_____ I_Vertrieb_Projekte_md (Bman-demo\l_. . " " .
L, Verwieb Sl e L onee emncenor v (|- S@l@CtiON to the "Requester” section

&, Sam Sales der Bos Demo Company/Vertrie Dateneigentii.. ~ I_Vertrieb_Projekte_SehrichtigesGehei...

o Europa

|_Vertrieb_re (8man-demo\l_Vertrieb_re) H
Y via drag & drop.

Deutschland

Ressourcen-Auswahl
[ @ sucne

Ressourcen:
Active Director

[ & F =

| @ zeige geerbte Einrage |

Name Geerbt von Zugriff :x:“"ge

@ Vorlage

B Active Directory (1) H;.::am

Lo~ A, Bman-demo.local (DC=8man-deme,DE =local) [- ¥4
B Software
rver (1)
[EVertrieb (\srv-Bmani\Vertrieb) EOo/
Bereit EE  cradmin @ localhost €] Version: 7.

Access Rights Management. Only much Smarter.
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Mark the resources as available, so
ata Ouner Konfiguration that they can be shown in the

Organisationskategorien Deutschland Benutzer & Gruppen Auswahl
S ——— R — | BMATE GrantMA web interface.
Report & Zusitzliche Group Wizard Einstellungen O Zugewiesener Arbeitsablauf omans i .

bei

Marketing (2-Stufen Genehmigung

[ suche | | @ vertrien 7von611 X |
I @ Inhalt durchsuchen ‘ Data Owner Antragsteller O Benutzer @ Gruppen ‘
bemo ¢ | @Fier 3 |f] @rier 1| 1O Kentaite
emo Compan " P . -
? pany | @ zeige geerbte Eintrage ||| @ zeige geerbte Eintrage | Name .
Finanzen Name Geerbtvon Benutzerrechte Name Geerbtvon Benutzerrechte | B8 | Vertrieb_Hersteller_re (man-demall_.. ~
_Vertrieb_Kunden_md (8man-dema\l_V.
88 Vertrieb (8man-cl B Antragstell
. i - rieb (Bman-ce agsteller
Marketing & Dirk DataOvner (8 Dateneigentd... & B8 1_Vertrieb_Kunden_re (man-cemo\l_Ve
& Kraut Heide (Emar Auditor - Bk 1_Vertrieb_Projekte_md (gman-demo\l_..
Vertrieb
B2 & Sam Sales der Bos Demo Company/Vertrie Dateneigenti.. = B |_Vertrieb_Projekte_re (8man-demo\l_V.
| B8 1_Vertrieb_Projekte SehrWichtigasGehei...
Lg Europa Be |_Vertricb_re (8man-demo\l_Vertrieb re)
. Deutschland
= Ressourcen-Auswahl
| Qsucke
Ressourcen:
® Active Direct
| @ rier 7| \ctive Directory
| @ zeige geerbte Eintrage | 3
Name Geerbt von Zugrif Exchange
B Active Directs 1 EVorlage
L .&I,v;malr:i:::{:ial) {DC=8man-den) o/ A Hardware
! @ Markiere als bestellbare Ressourcs Bsoftware

rver (1)

Vertrieb (Wsrv-8man'\Vertrieb) @ 7

cradmin @ localhost €] Ver:
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10 Manage 8MAN users

I N Cic "User Management" to create
8MAN-Users and assign roles.

Server Status Jobs Collectors
License Information summary Configuration
Logged in users: 1 45cans 5 Changes 1 Connected 1 Disconnected
0 Reports 15 More 2 Configured in Total
Licensed
4 Scheduled 0 Bxecuting Some collectors are currently not
20 Succeeded 0 Failed operational
[ arier 2

>

Scans
Resource Configurations,
Loggs, File Server CSV Impart

&.

License
License Information, Server
Status

Change Configuration
Common Change Settings,

Technology-speciic Change
Configurations

Data Owner

N 203
= =

Open Order User Management
Open Order Resource User Management, Role: Organizational Cetegories, Deta
Descriptions Management Owners, Resourcss, Addtional

Group Wizard Settings

v x

Alerts Configuration

Jobs Overview Collectors
Job Status, Job Categories BMAN Callectors Overvizw and Adtivated Alert Sensors
Configuration
—
uﬁ — A
—'
Views & Reports Server Basic configuration
Views & Reports, Blackist for GrantA, Comments, Emall BMAN Server SOL Server
Views &Reports Storage of Scans, Server Hesith Configuration Status

Check, Server Logging

demoadmin @ localhost €1 HE
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10.1 Add 8MAN users

_ Use the link to switch between user

e Users and Role Management Mgm and role management (foOW)

?:.::::::3;'“9 R List of accounts which can use BMAN :::'k:‘“s the 8MAN User Management SMAN triggers a ll've req uest from

The BMAN User Management allows you to configure,

| & domai X } [ & Fier 56| which accounts shall be able to log into SMAN and your AD When add,ng an S8MAN

| @ Users @ Groups which festures of BMAN they shall be able to use.

Name A Name e Afersctvating the User Mansgement you cn search User. It is therefore not required to

. forusers and groups - just not built-in groups - on

P e e erform an AD scan prior to addin

Kise, Christiane (BMAN-DEMO\C...| Administrator Directory. By dragging an entry to the right side or p p g
double clicking it you grant that user er group access

PR\ 1o the BMAN. a user.

Anton Admin (8man-dema\dem... | Newly created 8MAN users can do read by default (All

Admin Manager (Bman-demo\A... | Administrator Others). On the right you are able to configure what a
user can do: either just look at data and create

neadmin (BMAN-DEMG\neadmin) | Administrator reports, or additionally change or even administrate

B BMAN. You can also deactivate or delete users from I bl h H .
cradmin (SMAN-DEMO\eradrmin) - [EE RETTg the Access List. You are not able to cut your own A vailaole searci Op tions:

rights.

Users will also be added to the BMAN users lst or ] /f no domain is entered into the

s activated when they log into the BMAN while the User
i lwney - is disabled (default behavior). B
. search field, 8MAN scans the
rak, Ann (8man-demo\Ann Orak)| Data Owner N .
—_ Users will not yet be able to access BMAN when only R R
Data Owner - their primary group has access. domaln th at the reg,stered

Fall, Klara (8man-demchKlara Fall) | Data Owner B In 2 mufti domain environment you might want to

Mel Odic (8MAN-DEMO\Me! Od g B et el o by account IS /O ca ted in .

selecting it in the selection above.

Sam Sales (SMAN-DEMO\Sam.Sa...| Data Owner

Bill Anz (BMAN-DEMO\Bill Anz)

Dirk DataOwner (8man-demo\D...

Rohsoft, Maik (8man-dema\Maik..

Data Owner

Gitta Rensolo (BMAN-DEMO\Gitt.

s T e [f a domain is entered (for
Angebrandt, Angie (8man-demo... | Data Owner - exa mp Ie:
Erkan Alles (8man-demo\Erkan A...| Data Owner N

Ellos, Mark (SMAN-DEMOWMark... | Data Qwner - ”domaif'IZ\anOther. User”), then
8MAN will search that domain.

e Ifa"\"is entered in front of the
user name then 8MAN will search
all licensed domains.

Do Do Do % Do 0o 0o 0o Do Do 0o 0o 0o Oo 0o 0o Oo Bo Bo

Ready demozdmin @ localhost €1 [

When designating a user with change role - such as a data owner - that user initially has access to all
resources. If you want to limit their access further you must do this viathe Daio Owner conticuration.

Once you have found the desired
e Users and Role Management  suich toRole Management useryoucan add him via

e — drag&drop or by dOUble-C/iCking.

How does the SMAN User Management

Available accounts List of accounts which can use BMAN
Credentials for searching man-demo\demoadmin work?
The BMAN User Management allows you to configure,
| Qi 1X | |[& Fiter 56| which accounts shall be able to log into SMAN and
| @ Users @ Groups ‘ which festures of BMAN they shall be able to use.
Name - Name Role After activating the User Management you can search

Hame
|8 Ricky Requester (smn,demu\n.(ky‘mu:ﬂﬂ.l ~  for users and groups - just not built-in groups - on

& Arbeit Andi (BMAN-DEMOVndi...| Administrator the left. The search happens directly on your Active
\g Krise, Christiane (8MAN-DEMO\C...| Administrator Directory. By dragging an entry to the right side or
double dlicking it you grant that user or group access
2 PN to the BMAN.
& Anton Admin (Bman-demo'dern... | Adminstrator Newly created 8MAN users can do read by default (All
8 Admin Manager (Eman-demo\A... | Administrator Others). On the right you are able to configure what a
user can do: either just look at data and create
& neadmin (EMAN-DEMO\neadmin) | Administrator reports, or additionally change or even administrate
) BMAN. You can also deactivate or delete users from
& cradmin (BMAN-DEMOh\cradmin) | Administrator the Access List. You are not able to cut your own
& Sam Sales (SMAN-DEMO\Sam.Sa...| Data Owner | rights.
Bill Anz (SMAN-DEMO\Bill Anz) | Data Owner Users will also be added to the BMAN users list or
ill also be added to th [
T activated when they log into the BMAN while the User
& Dirk DataOwner (8man-demo\D.... | Data Owner is disabled (default behavior).
& Orak, Ann (8man-deme\Ann Orak) | Data Owner - B
—_ Users will not yet be able to access BMAN when only
Rohsoft, Maik (8man-demo\Maik..| Data Owner - their primary group has aceess.
h h
& Fall, Kiara (8man-demo\Kiara Fall) | Data Owner - (9 T D S D T D
2 Mel Oce (MAN-DEMO\Mel Oct.| Data Owner E change the credentials used for the search by
e — selecting it in the selection above.
& Gitta Rensolo (BMAN-DEMO\Git..| Data Owner
&8 C-Level (SMAN-DEMO\C-Level)
& Angebrandt, Angie (8man-demo..
8 Erkan Alles (8man-demo\Erkan A...| Data Owner N
8 Elles, Mari (8MAN-DEMO\Mari. Data Owner N

Ready demozdmin @ localhost €1 [
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10.1.1 Assign arole toan 8MAN user

I 2R (/5 the drop down menu to assign

° Users and Role Management  suich to fole Management a role to an 8MAN user.
E— For more information on how to

Available accounts List of accounts which can use 8MAN HlowdossiheSMAN U scgMang ement defin ero /es p/ease I’efel’en ce th e

Credentials for searching 8man-demo\demoadmin work?

The 8MAN User Management zllows yau to configure, . ..
[ ricy 11X | [ @iy 19156 X | which accounts shall be ableto log into SMAN and Chapter. DeZ ning rO/es.

Users @ Groups which features of 8MAN they shall be able to use.
ich f i hey shall be abl
Name - Name After activating the User Management you can search
5 Ricky Requester (8rman-demo\Ricky Requester} for users and groups - just not built-in groups - on
& Ricy Reguester (8man-demoRic| the left. The search happens directly on your Active

an entry to the right side or

n TS
Full access to BMAN grant that user or group access

Data Owner >
Read, change and create reports

ssers can do read by default (all
u are able to configure what a
look at data and create
change or even administrate
pactivate or delete users from

E not able to cut your own

Users will also be added to the BMAN users list or
activated when they log into the BMAN while the User
Management is disabled (defalt behavior),

users will not yet be able to access BMAN when only
their primary group has access,

In a multi domain environment you might want to
change the credentials used for the search by
selecting it in the selection above.

Ready. demoadmin @ localhost <1 [
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10.1.2 Use groups as 8MAN users
You can use AD groups as 8MAN users. The process is identical to adding an 8MAN user.
Please note the following:

1. Nested group structures
By default only direct group memberships are considered. If you would like to resolve any nested levels of group

membership, please contact support. You will find a howto in our support knowledge base in the article "Use
nested groups as an 8MAN user" (support login required). Using complex group structures will increase login
time significantly.

2. Hierarchy of role assignments
By using groups, it is possible to assign several roles to a user. In this scenario the login mechanism verifies role

columns from left to right and uses the first match. There is no combination of roles.

Access Rights Management. Only much Smarter.
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10.2 Define 8MAN user roles

8MAN provides different user role

e Users and Role Management  ssichio e wanagement types (from left to right):
Role Management [ 2 AdminiStratOr-fO/es

Role Management

NN 777728 With the User Roles Management you can define e 5Change-roles
E ; g. :;r;zr:e:ypeo'usersnouldheab\emusewhich

1f:; 1: ¢ e 1Read only-role

1T EEEET] |

E £ =z 5 B 0B g

2 32c843 3533243

- AR L e 1 Manger Role

8MAN Applications o ] Requester Role

Configuration Client
Allows users to use the 8MAN configuration client.

8MAN Application
9 6 o o Allows to use the BMAN client.

e e e The Manager Role can not be
Views - 8MAN-Application

S assigned by the 8MAN user

ee 0000 s et Dty ) ]
000000 | |Amwmm e management. It is assigned by the
cecec @ B, AD attribute "Manager".
olojojojoig ) e W
© 00000 Resources ) .
ccooo Resources with Acive Drectory sccess ights You can change the name of the
©©000 e s A S role by clicking on the pen icon.
Simplified rights management : 7 7
secss et o s g oy i o et e
right enforce the use of P (if enabled).
R E—— : Only the first administrator role
wrewnnovcres S & (left column) can use the user
management.
= @l Use the "check box matrix" to
‘ Users and Role Management s isuss: Mansgemsrt determine which role can use which
a— views and functions.
A R et o condeine Unlicensed views and features are
5 = § which type of user should be able to use which d
R M | fetue. grayed out.
Q022222020

8MAN Applications

Configuration Client

Allows users to use the 8MAN configuration client.
8MAN Application

Allows to use the 8MAN client.

8MAN Web client

Allows to use the web client.

iews - BMAN-Application
fics and iing Active Directory.

Shows users, groups and other accounts in graphical form.

ulti selection

Shows Active Directory in tabular form to allow the selection of multiple objects.
Scan comparison

Allovs BMAN users to compare two scans.

rights.
with Active Di rights.
Show access rights for Active Directory objects in the Resource View.

odify access rights
Shows the access rights of resources and allows modifying them.
Simplified rights management

Ready demoadmin @ localhost €1 [
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— Use the filter to quickly find the

° Users and Role Management  suichto uzer ansgeme desired opt/on
Role Management
lléaui x| I With the User Roles Management you can define
Vi PP PD PP ‘which type of user should be able to use which

feature.

fo T Helpdesk
o User defined
o User defined

o Data Owner
fo HR

Actions - Web client

Pause staff member
Allows users to pause staff members in the web client.

I ¢ e
_ @ Junior Administrator N, |
()
()
()
()
(<)
- © Auditor
| @ 58 Manager defined in AD)
| X requesterempioyes)

Ready demoadmin @ localhost €1 H&

Please note that certain functions require specific access and views.

Forexample:

The functionality "reset user password" requires either the "Accounts" or the "Resource" view.

The changes take effect immediately without requiring users to log in again.

Access Rights Management. Only much Smart
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11 Define workflows

GrantMA workflows have the following advantages:
e The administratoris no longer necessarily part of the process and can concentrate on its core tasks.

e Data owners decide on the allocation of rights because they know the information structure of the departments
best.

e Changes made are logged for revisions in the SMAN logbook.

Form simple or complex workflows, e.g. with several decision-makers or substitutes.

Access Rights Management. Only much Smarter.
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11.1 Define individual approval workflows

Background / Value

8MATE GrantMA allows you to design individual approval workflows for each organizational category. You can design
as many steps in the process as required. The last approver in the process is also the one making the formal change
request.

Step by step process

5 1. Select "Workflows".
4 2. Click on "Create".

B 8MAN Web

& — C | @ sicher | nttps:

# Cockpit O Receriification ~ | Analyze ~ ¥ Requests - % Workflows ~ 1 . @ Anton Admin ~

a8 @_v_w @ ¥ Adminstrtor ﬁ

Employee search

Selected user accounts Q_ search
« Here the selected user
My requests. 4 accounts will be displayed. Create user
Reset passworc d
Accounts where password = Account details
never expires —_—
* Use e setch nd s sers ® e ik (. omo s k) N ‘
Inactive accounts 60
@ Log, Anna (8man-demo\Anna Log) Change personal
information
Directories with direct 47
—
My staff members 2 @
Char al
S »
R
membership
Add membership
e ET——
1. Givethe workflow a title.
@ hitp: T O~ @& | & smAN Web - Workflow Det... %
2. Give a short, concise description
BMA N #h Home  [u Recerfification ~  |u: Analyze - & Requesting ~ % Workflows ~ % - & badmin -

of the workflow’s purpose.

@My approval process 2 |

q What is your approval process there for?

1. Approval step
@ Add Approver

What should be checked in this approval step?

Cancel

Access Rights Management. Only much Sma
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1. Name the approval step.

O~ @7 | 2 sMAN Web - Workflow Det... %

2. Add one or more approvers

BMAN # Home | Recertification ~ | Analyze ~ [ Requesting ~ % Workflows ~ & - & |badmin -
You can also add multiple
approvers for any step, which can
My approval process 2 be useful in case of vacation or

illness.

Demo)

3. Describe the approval step.

9] Approval sfep | 4. Add any additional steps in the
approval process.

What should be checked in this approval step?

o

l:l

1. Add an additional step.

P - @¢d| & 3MANWeb - Workflow Det... %

SMAN  #rome lurecertication - lianalyze - H Requesting ~ % Workflows - & &badmin - A 2 Deletean approvalstep.
3. Generate the workflow.

Demo.

1. Approval step

& Data Owner of requested resource ® @ Add Approver

What should be checked in this approval step?

o< ] )

2. Approval step

@ Add Approver

What should be checked in this approval step?

J

Access Rights Management. Only much Smarter.
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You have created a new
workflow. 8MAN switches to

P~ @ | & sMAN Web - Manage existi... %

SMAN - 8 rome st - busooe - 7 peuestog - % oo o e the "Manage workflows" view.
PPN ] NP 2. Click on a workflow to make
i CJ U L L changes.
| 3. Delete the workflow.
L Soach
I | Active workflows Search in Workflows

| | DefnullSilﬂleSlepDutuOﬁmerMho(ilnlmﬂ ®@

d workflow for c ibility reason

] 3

Access Rights Management. Only much Smarter.
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11.2  Assign approval workflows to resources

Background / Value

Connecting available resources with individual workflows.

Step by step process

BMAN  configuration 1 sion LB . Start the SMAN configuration
Data Ouner configuration @ module and select "Data

Organization categories marketing User & Group selection

T Owner".

Create Edit Delete Import Export Report

3% Additional Group Wizard settir . i
| Qseare | ngpl sandard s:‘lmglz:’ e e1Delsu\| Single Step Data Owner Authorization a a . .
Search (§ - Filter
| © trctude content Data Owners o Default Single Step Data Owner Authorization [ao 3 2. Select an or ganiza tional
—_— Se h
8MAN Demo Company [@rieer N fuonat o e N o categor
. HR | @ Show inherited ente ‘P""’f' steps Name g Y.
Data Owner of Organisation . .
 manufacturing The s sune o e oo serole 3. Assign the desired workflow.
& Patrick Willis (BMAN Approval roles I Reguester
B | Data Owner of requested resource.

Click this link to change or remove the assigned workflow
__ OU Data Owner

R&D

.. SharePoint Site

.. SharePoint Team

Resource selection

| @ searen
Resources
® Active Direct:
[ae ] ot
File server
| @ Show inherited entries | i
Name Inherited from Access :Xd"l"g'
femplate
lTjActivz Directory (1) "
L~ & 8man-demalocal (DC=8man-demo, DC=local) oy
& File server (1)
L. F]Marketing (\srv-8man\Organization\Marketing) Ho/

Ready jbadmin ® localhost €1

Access Rights Management. Only much Smarter.
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12 Use the SMATE GrantMA

12.1 Request file server access from a DataOwner

Background / Value

Employees can request access rights to file server directories from Data Owners by using the 8MATE GrantMA self-
service portal.

You can configure a variety of different processes and involve the relevant decision makers, depending on your
security requirements.

Additional Services

Creating approval workflows (Administrator)

Step by step process

1. Enteryour username and
password.

2. Click "Login™.

& C | @ Sicher | https//srv-8man.8man-demo.local/#/login

SMAN

o ]

8man-demo

English
Login | 2
Login as current Windows User

Powered by Protected Networks
V9.0 65acfe9 16.1.2018_19:14

Click "New Request".

Requests

v (@)

httpsy/srv-8man 8man-demolocal/#

Access Rights Management. Only much Smarter.
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Access Rights Management

O IR 514N shows you as the applicant
exactly the resources that can be
SMAN  #tome R requesting - & Ricky Requester - | 1o

Select the desired resource and click
on "order".

Create a new request
Start

Organizations

Acfion Resource Details

#  manufaciuring Organization I
# SharePoint Site Organization
th  SharePoint Team Organizafion

1. Select an access category.

Bt Do ¢
2. Click "add to shopping cart".

File server I Modify v I
>

Sales
\\srv-8man\Organization\Sales

Access Rights Management. Only much Sma
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Add additional resources if desired.
Click on "Order Basket".

04fd-2ad0-a7a5-( O -~ @ C || & 8MAN Web - New Request %

SMAN  #rome B requesting - Smdqnequmn-

Create a new request

Start / Sales

Resources
Aciion Resource Details
o
=
& O Markefing \\srv-8man\Organization\Markeling
N
e
A O Sales \\srv-8man\Organization\Sales

Delete the order entries.
~l 2. Add a recipient to your order.

P~ @ C|| & aMANWeb - Order Basket X

8MAN # Home | Requesting ~ @ orderBasket 2 Ricky Requester -
You are able to request access
forother users.
3. Remove the recipient. You can
also remove yourself and onl!
Thank you for your request. y 4 y
request access for other users.
From: Sales A~
4. You must enter a comment.
Resource Type Opfions
- : 5. Start the request.
8 Marketing File server - Directory Read & Execute ®
8 sales File server - Directory Modify ®

Resources will be requested for:

@A © Add Granlee
g

q Please add a comment I

Input required.

Access Rights Management. Only much Smarter.
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Use the SMATE GrantMA

@ https://srv-8man 8man-demo.local/#/request P - @ C || & 8MANWeb - MyRequests % Once Con'_flrmEd’ 8MAN ShOWS y ou
an overview of your requests.
SMAN  # vome | 2 soauesng -

>

& Ricky Requester - .
1. Open or close the detail view of
0 J0 U L) Iy L JL ) an order.
Wi L) L] L L 2. You can see more details.
| My Requests (3/3) 3. Resend a notification email to
[ ] _ the approver.
Rlter | Filter Mopen [dclesed [ Failure during execution
[ ] o= " 1 4. Cancel your order.
‘ ‘ 2/27/2017 12:28 PM 2 x Flle server
| Requested by Resources requested for: Comment-
& Ricky Requester & Ricky Requester Demo.
‘ ‘ State Resource Type Next approver
@ Open Marketing File server Data Owner of

requested resource

@ Open Sales File server Data Owner of

requested resource

11/30/2016 4:23 PM 1 % File server

11/30/2016 4:10 PM 1 x Flle server

Access Rights Management. Only much Smarter.
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12.2 Request group memberships

Background / Value

Employees can request group memberships by using the SMATE GrantMA self-service portal.

You can configure a variety of approval workflows and involve the relevant decision makers, depending on your
security requirements.

Additional Services

Create approval workflows (administrator)

Step by step process

o--oEn
e %)/ 8 v x 1. Enteryour username and
<« C | & Sicher | https/srv-8man.8man-demo.local/#/login i
# Home
2. Click on "Login".
....... ;
English v
2 Login
Login as current Windows User
Powered by Protected Networks
o--oEn .
et /B ome Click "New Request".

<

C | @ Sicher | https://srv-8man.8man-demo.local/#/dashboard ?on i

& Ricky Requester

What would you like to do next?

= Orders

=

W Open (6)
Refected and... (0)
W Approved an... (4)

Access Rights Management. Only much Smarter.
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BH--EN
e N Err— 1. Search forthe group or

<« C | @ Sicher | https//srv-8man.8man-demo.local; ? %

# napate o hedesed el

Create a new request My Corpasy

o Ta ]

Start

Organizations

Action Resource Details

& Demo Organization

) witgliedschatt in Rollen Organization

o oEn

et /e Once you have found the desired
< C | @ Sicher | https;/srv-8man.8man-demo.local/#/order LRI . " "
e esource, click "Request”.
Create a new request My Corpany
= x ‘ Q
Found (1)
Organisation/Mitgliedschaft in Rollen A
et /e Click "Add to shopping cart".
< C | @ Sicher | https;/srv-8man.8man-demo.local/#/order LRI

Active Directory Membership

Access Rights Management. Only much Smarter.
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et /e If necessary, add additional

< ? H .
O  'esources to your request. Click on

"Order Basket".

C | @ Sicher | https:/srv-8man.8man-demo.local/#/order

% Home & Ricky Requester ~

Create a new request My Corpasy
clevel Q
Found (1)
Organisation/Mitgliedschaft in Rollen ~
Action Resource Details

If necessary, delete items from
your purchase order.

Never Tb, X ) B 8MAN Web x

<€ C | @ Sicher | https;/srv-8man.8man-demo.local/#/basket ?x

% Home | Requesting - & Ricky Requester ~ L
2. Add recipients to your request.
3 Comepas
frenyeferyeureaves s ¢ You can order access for other
Thank you for your request. users.
- 3. Remove receiver. You can also
e optene = remove yourself and order only
8c-Level Active Directory Membership -
forother users.
Resources will be requested for: 4. You must enter a comment.
2 .

: Enter a valid reason. The
comment will be displayed to
the approver in the next step.

q Please add a comment %ﬁ 5' Start the reques t.
o oEm . . L
[ %)/8 o x After confirmation, SMAN will give
&~ C | @ Sicher | itps/srv-Bman.8man-demolocal/#/request ? % i .
avan o ——
# Home & Ricky Requester ~
1. Expand the detailed view of an
My Requests (5/9) My Company Order
Filter| Fitter @ open ([ Approved and executed ([ Rejected and canceled (O Failure during exeutvon 2 See more details.
9/1/2017 2:20 PM 1 x Active Directory . . .
| Requested by: Resources requested for: Comment: | 3. Resendano t’f ication email to

& Ricky Requester & Ricky Requester Demo. th e appro V€f.

State Resource Type Next approver

oo PR S ng 4. Cancel your order.

8/31/2017 5:40 PM 1 x Active Directory v

8/4/2017 2:55 PM 2 x Hardware v

7/6/2017 3:05 PM 1 x File server v

7/6/2017 2:59 PM 1 x File server v

B

s Management. Only much Smart
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12.3 Request new directories

Background / Value

Order new directories using the GrantMA self service portal. This feature is useful for companies that follow
restrictive policies for directory creation. We recommend that you allow the creation of directories up to the level
three or four below the share only after requesting and approving.

Find resources quickly with the search.

Additional Services

Request file server permissions

Step by step process

Log in as the requester.

& C | @ Sicher | httpsy/srv-8man.8man-demo.local/#/login

English v ‘

Login as current Windows User

Powered by Protected Networks
V9.0 65acfe9 16.1.2018_19:14

Start a new request.

Requests

v (@ [

Access Rights Management. Only much Smarter.
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/ B BMAN Web. x\

&« C | @ https//srv-Bman.8man-demol type-=. 87bf70-54ce-40ac-9eb;

253A%252F%2 52F: 6252Ffs%252F%. C%:

Create a new request

a Search resource

Start / Search

Marketing

~
[Create new objects
Action Resource Details
| Create directory File server - Directory
A~

Resources
Action Resource Details
N File server - Directory

eq O [ Events \lsrv-8man\Marketing\Events
N File server - Directory

= © B Ener \srv-8man\Marketing\Flyer
N File server - Directory

ed O &) Presse p \\srv-8man\Marketing\Presse

File server - Directory
© Ef Produktbeschreibung BMAN \\srv-8man\Marketing\Produktbeschreibung
BMAN

N File server - Directory

= © B secret Projects \\srv-8man\Marketing\Secret Projects
N File server - Directory

= O [=§ vorlagen \isrv-8man\Marketing\Worlagen

E--En
/ 8 8MAN Web X\
<« C | @ https//sn 8man-demol type= 87bf70-54ce-d0ac-9eb: %252F%252F Ff F252550%25255C ¥ |

Create directory

New directory in W\srv-8man\Marketing. Please insert the name.

Directory name I

s Management. Only much Smart

Use the SMATE GrantMA

Find the desired resource.

Alternatively: Navigate to the
desired resource.

3. Click "Request" in the "Create

new objects" area.

1. Give the new directory a name.

2. Place the order in the shopping
cart.
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Voo oY B --E® Click the shopping cart.

&« C | @ https//srv demol i 87bf70-54ce-40ac-9eb; 253A%252F%2 52F: 52Ff5%252F%: C%: T sﬂ g

Ricky Requests

Create a new request

Search resource Q

Start / Search / Marketing

~
Create new objects
Action Resource Details
Create directory File server - Directory

A~
Resources
A Resource Details

File server - Directory
Evenis \\srv-8man\Marketing\Events

File server - Directory

Request Elyer \isrv-8man\Marketing\Flyer

ction
File server - Directory
Presse \\srv-8man\Marketing\Presse

File server - Directory

a
(S)
a
OB Produkibeschreibung BMAN \\srv-8man\Marketing\Produkibeschreibung
a8
a

File server - Directory
Secret Projects \isrv-8man\Marketing\Secret Projects

BMAN

File server - Directory
Vorlagen \\srv-8man\Marketing\Vorlagen

] .
EE D, 1. 8MAN will show you the order
& > C [ @ nttps//srv-BmanBman-demolocal/#/basket [ basket W/th your requests.

Alternatively, delete your

& Home E Requesting ~ licky Requester ~ 2

Thank you for your request. (1) request.
B - 3. You must enter a comment, e.g.

Resource ee optons ' a ticket number.
8 create directory File server - Directory Flyer2017 E
4. Close your request.

o g
Please add a comment
Request
,

Management. Only m



12.4 Reject or confirm a request in the Self Service Portal

Background / Value

Depending on the chosen settings, you will receive approval requests for individual ordering processes. This allows
administrators and data owners to stay in the loop.

Additional Services

Step by step process

s E Log on with your approver

€« C | @ Sicher | https/srv-8man.8man-demo.local, i

credentials.
8S8MAN

IViIFf\ N

Login as current Windows User

8MAN Web x =] - o i . e
[ - © DA S — ~es . Clickon "Waiting for Approval". In
SMAN [5csor] onmetheson - tammne- v s [ :his example there are 6 requests
A&

waiting for approval.
Vertriebsleiter Nord

- IOlo e " Click the tile.

Requests

Employee search

Watting for Approval 6 :
Search User actions

My requests 3

Risks

Non-compliant user

377
accounts —=

Ansgar Agentor (8man-GemolAAgentor

My area

My staff members 5 ‘Azubi, Andy (8man-dema\Andy Azubi

Bily Rubin (8man-demo\Billy Rubin
Change my personal » £
information Create user @

Pakdikoffa, Anna (§man-demolAnna Pak.

Zin, Ben (8man-demo\Ben Zin) .
Group actions
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8 hie = \ T T r——— . Ope.n a pending request to see
the items.

# Home  [u cation ~ [ Analyze - H - & ales -
S8MAN #w Recerificat Anclyz fequesing =1 2. View details of an item.

w

Select one or more items.

4. Click "Approve" or "Reject".
Pending Requests

[le

& Ricky Requester 2/27/2017 1:29 PM 2 x File server
Requested by: Resources requested for: Comment:
& Ricky Requester & Ricky Requester Demo.

3
1 All | State Resource Type
[~] @ Open Markefing File server
] @ Open Sales File server

B 8MAN Web x

™S e | o _ _ +e : 1. Youmustentera comment.
2. Click on "OK".

Approve

Please enter a comment to complete the action.

l Please add a comment

The comment is stored in the
logbook and ensures revision-
proof documentation.

Access Rights Management. Only much Smarter.
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12.5 Create a user account as an HR employee

Background / Value

The 8MATE GrantMA self-service portal allows HR employees to create user accounts for new employees. Instead of
sending user information to IT, the entry and creation of a new user account are combined into one simple step. IT
simply has to approve the request.

This process is especially useful for departments with high employee turnover and/or a project oriented approach.

Step by step process

1. Enteryour user name and
password.

2. Click on "Login".

& C | @ Sicher | httpsy/srv-8man.8man-demo.local/#/login

English

Login 2

Login as current Windows User

Powered by Protected Networks
V9.0 65acfe9 16.1.2018_19:14

n

Click "New Request".

Requests

-

hitps/srv-8man 8man-demoJocal/#

Access Rights Management. Only much Smarter.
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& hittps://srv-8man Bman-d type=1

52-2297-4350-9¢53-6266: O ~ @ & || & SMAN Web - New Request

~
8MAN # Home 2 Requesting - & Ricky Requester ~
Create a new request
start / HR
”~
Create new obljects
Action Resource Details
i Create group
Request R
B Merdocheng - nowgep cegen
i Cregte user account
B = o o ]
Fay
Resources
Aciion Resource Delails
m File server - Directory
O HR \\srv-8man\Organization\HR
v

L3 (50| @ https://srv-8man 8man-d

52-ec97-4550-9¢53-68266: O ~ @ €

Manufacturing - new user

Creates a new user

Create a new user

(& BMAN Web - New Request

8man-demo.local

[

Input required.

[

E

[ d@8man-demo local

Example Lid

Access Rights Management. Only much Smarter.

Use the SMATE G

Select "new user" and click on
"Request".

Enter the relevant information for
the new user. Fields indicated in red
are mandatory or contain invalid
entries.
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L3P (=) @ hetps://srv-8man Bman-d

52-2297-4350-9¢53-6266: O ~ @ & || & SMAN Web - New Request

&

SAM-Account-Name [ d.demo

User Logon Name [ d demo@Bman. demoJocal

Company

‘Manager

Location

Beschreibung

Example Lid.

CN=Adrian Stillwell,0U=TestUsers,DC=8man-demo,DC=local

Berlin

“This is an autematically generated description for ‘Dave Demo’ with the

‘Add 1o shopping cart

52-cc97-4550-9¢53-68266: O ~ @ & || &5 BMAN Web - New Request %

SMAN 8 rome B peustng -

e [

~

Create a new request

start / HR
FaY
Create new objects
Adiion Resource Details
Creats
B b S
Create user account
B Manulacuring - new user Creates a new user
~

Resources
Adiion

Resource

Details

=N e -

File server - Direclory
\\srv-8man\Organization\HR

Access Rights Management. Only much Smart

Use the SMATE GrantMA

After entering all required
information click on "Add to
shopping cart".

Add additional resources if desired.
Click on "Order Basket".
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T T 1. You can delete an order entry.

SMAN  # rome 12 seqesing - @ o baint 5 sysccuer | 2. You must enter a comment.
3. Start the order.

Thank you for your request.
From: HR ~
Resource Type Opiions
8 Manufacturing - new user Create user account Dave Demo |

Resources will be requested for:

® Add Graniee
& Ricky Requester @

n n B
T [T mrm— . Select "My Requests" to view all
a requests.
BMAN # Home E Requesting - & Ricky Requester ~ . " "
2. Filter by "Open".
| | [l O New Requ ‘ | ;
|l | - S 3. You can see which approvals
S are next in line.
: | My Requests (2/6) 4. View additional details.
' e | 1ier | T (o e —— 5. Resend a notification email to

J (2] the approver.

3/8/2017 4:25 PM 1 x Template v

; 6. Cancel yourorder.

| 2/27/2017 1:45 PM 2 x Flle server A

Requested by- Resources requested for: Comment:

& Ricky Requester & Ricky Requester Demo.

Stale Resource Type Nexi approver

in lle server fa er: ‘
S Y
@ Open Soles File server Data Owner of D om®
requested resource ‘ | ‘ . ‘
[
L Lo L v

Access Rights Management. Only much Smarter.
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13 Contact SMAN support

You can reach our support under the following number:

Germany (German and English)
+49 30 390 6345-99

United Kingdom (English)
+44 12769199 89

Monday through Friday from 9 am until 5 pm (CET).

E-Mail
support@8man.com

Website
https://susi.8man.com

You start on the website with a self-registration. After completion, you can see the publicly accessible content.

After registration, you will be assigned to an authorization level by our support team. Only then you can see non-
public content and use the ticket system.

This process may take some time.

Access Rights Management. Only much Smarter.
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Information provided in this document may change at any given time and without prior notice. Its provision does
not entail any kind of legal obligation at Protected Networks’s end.

The usage of Protected Networks’s software 8MAN is outlined in an End User Licence Agreement (EULA). SMAN
must only be used in accordance with its stipulations.

Without prior written consent from Protected Networks this document must not be partially or entirely reproduced,
transmitted or translated, be it by electronic, mechanical, manual or optical means.

This document should be considered part of a framework consisting of Protected Networks’s Terms & Conditions,
EULA and Privacy Statement to be found on their website.

Copyright

8MAN is the registered trademark of a software solution and its related documents and is the intellectual property
of Protected Networks.

All product and company names are trademarks™ or registered® trademarks of their respective holders even
without special marking.

Protected Networks GmbH
Alt-Moabit 73

10555 Berlin

+49303906345-0
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15 Software license agreements

e Json.net, © 2006-2014 Microsoft, https://ison.codeplex.com/license

e JSON.NET Copyright (c) 2007 James Newton-King
https://github.com/JamesNK/Newtonsoft.Json/blob/master/LICENSE.md

e Irony Copyright (c) 2011 Roman lvantsov http://irony.codeplex.com/license

e Jint Copyright (c) 2011 Sebastien Ros http://jint.codeplex.com/license
e #ziplib 0.85.5.452, © 2001-2012 IC#Code, http://www.icsharpcode.net/opensource/sharpziplib/

e PDFsharp 1.33.2882.0, © 2005-2012 empira Software GmbH, Troisdorf (Germany),
http://www.pdfsharp.net/PDFsharp License.ashx

e JetBrains Annotations, ©2007-2012 JetBrains, http://www.apache.org/licenses/LICENSE-2.0

e Microsoft Windows Driver Development Kit, © Microsoft, EULA, installed on the computer on which the FS Logga
for Windows file servers is installed: C:\Program Files\protected-networks.com\8MAN\driver (Usage only for FS
Logga for Windows file server)

e NetApp Manageability SDK, © 2013 NetApp, hitps://communities.netapp.com/docs/DOC-1152 (Usage only for FS
Logga for NetApp Fileserver)

e WPF Shell Integration Library 3.0.50506.1, © 2008 Microsoft Corporation,
http://archive.msdn.microsoft.com/WPFShell/Project/License.aspx

e WPF Toolkit Library 3.5.50211.1, © Microsoft 2006-2013, http://wpf.codeplex.com/license

e Bootstrap, © 2011-2016 Twitter, Inc, https://github.com/twbs/bootstrap/blob/master/LICENSE

e jQuery, © 2016 The jQuery Foundation, https://iquery.org/license

e jquery.cookie, © 2014 Klaus Hartl, https://github.com/carhartl/jquery-cookie/blob/master/MIT-LICENSE. txt
e jquery-tablesort, © 2013 Kyle Fox, https://github.com/kylefox/iquery-tablesort/blob/master/LICENSE

e LoadingDots, © 2011 John Nelson, http://iohncoder.com

e easyModal.js, © 2012 Flavius Matis, https://github.com/flaviusmatis/easyModal.is/blob/master/LICENSE.txt

o jsTimezoneDetect, © 2012 Jon Nylander
https://bitbucket.org/pellepim/jstimezonedetect/src/f9e3e30e1e1f53dd27cd0f73eb51a7e7caf 7b378/LICENCE.txt?
at=defaultjquery-tablesort

e Sammy.js, © 2008 Aaron Quint, Quirkey NYC, LLC
https://raw.githubusercontent.com/quirkey/sammy/master/LICENSE

e Mustache.js, © 2009 Chris Wanstrath (Ruby), © 2010-2014 Jan Lehnardt (JavaScript) and © 2010-2015 The
mustache.js community https://github.com/ianl/mustache.is/blob/master/LICENSE

e Metro Ul CSS 2.0, © 2012-2013 Sergey Pimenov, https://github.com/olton/Metro-UI-CSS/blob/master/LICENSE

e Underscore.js, © 2009-2016 Jeremy Ashkenas, DocumentCloud and Investigative Reporters & Editors
https://github.com/jashkenas/underscore/blob/master/LICENSE

e Ractive.js, © 2012-15 Rich Harris and contributors, https://github.com/ractivejs/ractive/blob/dev/LICENSE.md
e RequirelS, © 2010-2015, The Dojo Foundation, https://github.com/irburke/requirejs/blob/master/LICENSE
e typeahead.js, © 2013-2014 Twitter, Inc, https://github.com/twitter/typeahead.is/blob/master/LICENSE

e Select2, © 2012-2015 Kevin Brown, Igor Vaynberg, and Select2 contributors
https://github.com/select2/select2/blob/master/LICENSE.md

e bootstrap-datepicker, © Copyright 2013 eternicode hitps://github.com/eternicode/bootstrap-
datepicker/blob/master/LICENSE

e RabbitMQ, © Copyright 2007-2013 GoPivotal, https://www.rabbitmag.com/mpl.html
e EPPlus, JanKallman, https://github.com/JanKallman/EPPlus/blob/master/LICENSE

Access Rights Management. Only much Smarter.
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