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Access Rights Management 8MATE for Exchange

1 8MATE for Exchange

8MATE for Exchange expands 8MAN to include Exchange resources. This way the analysis and administration of
access rights are standardized across various resources and systems. 8MAN shows you an overview, where you can
see access rights to folders, email accounts, email folders or calendars on one easy to read screen.

The administration of exchange is closely connected to the onboarding process. The creation of Email Inboxes and
the assignment of access rights happens directly in 8MAN. All changes are documented in revision proof reports.

Besides analysis and administration of access rights for Exchange, 8MATE for Exchange contains additional features:

e Generation of out-of-office messages without having access to the Emailaccount

Listing of substitutes and deputies for Inboxes and "send as" access rights

Administration of Account size and storage
¢ Management of mailing lists incl. members, managers and moderators
e Management of contacts

¢ Management of Mailboxes

Making changes to Email addresses

Access Rights Management. Only much Smarter.
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2 Systemrequirements

2.1 The 8MAN architecture

8MAN System Overview

Resources

T

Active Directory  Exchange Server

File Server SharePoint Server

e

L

:.h_—_

Admlnlstrator & g

Data Owner MS SQL Server E-Mail Server WebServer
Database B8MAN Site on lIS

User

S8MAN

The 8MAN Suite is comprised of three components:

e 8MAN server to process new data and requests from the SMAN GUI
e Collectors to connect your resource and data systems

e 8MAN graphical userinterface (application and configuration module, web interface)

The 8MAN component architecture allows you to run installations across a variety of remote resources in an
extremely efficient manner. All individual components are connected with each other via network interfaces. You
can even run several components on the same computer.
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2.2 Exchange requirements

Das 8MATE for Exchange supports the following Exchange versions:
e Exchange Server 2010, 2013, 2016

e Exchange Online

Exchange 2016 Cumulative Update 2 is needed to modify out of office notices.

If you are using a hybrid variation, please contact support.
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2.3 8MAN service account permissions
We recommend using service accounts (dedicated user accounts for 8MAN). This ensures that:

e the access rights of the service accounts are used by 8MAN, for example Active Directory read only without change
rights

e itis easy toidentify whether an action was performed by 8MAN or by a domain admin
e if the domain admin changes his password, the 8MAN configuration is not affected

e Avoid restrictions through activity limits (for example, Exchange Online allows only three parallel requests).

This approach allows for more detailed concepts by using several service accounts. In general, the more service
accounts, the better you can fine tune and keep track of access rights. Please note that more detailed concepts
generally also require more administrative efforts. The most basic concept only required one service account whom
all required access rights are assigned to.

For 8MAN service accounts, please be sure to activate the option "Password never expires".

8MAN server The service account requires local administrator rights on the SMAN
server.

Is the service account is a member of the domain Admin group, then this
requirement is automatically fulfilled. If a server computer becomes a
member of the domain (domain join) then the group Domain Admins will
become a member of the local administrator group.

SQL Server The 8MAN setup requires the role "dbcreator"” on the SQL server. If you
create a data base before, then 8MAN requires the role "dbowner". You
can work with either Windows or SQL-server authorization.

Active Directory (AD)-Scan Every user account requires at least read-only rights in order to be able to
generate an AD scan.

If you utilize delegation in your organization, then you must add the
service account to a group that can read the required OUs.

AD Modify (8MAN Enterprise) If you work with delegation in your company, you must assign the service
account to a group that is allowed to change the relevant OUs.

Without delegation: The service account becomes a member of the
Domain admin group.

File Server (FS)-Scan The user account requires access rights in order to be able to read NTFS
permissions as well as traverse folder so that it can access the required
folders. The service account can become a member of the domain admin
group. If the domain admin account does not have access to all folders (for
example user folders) then add the service account to the backup
operators on the file server.



AD Logga

FS Logga

8MATE Exchange

8MATE SharePoint

8MATE SharePoint (site collection)

8MATE Exchange Logga

The service account must be a member of the group "event log reader".
Members of the domain admin group also have the required access rights
to be able to read event protocols.

No service account is required for the FS-Logga functionality. The "NT
Authority system" must have access to the monitored directories. You can
find more information regarding required settings in the FS Logga
handbook.

To read exchange access rights please add the service account to the group
"View-Only Organization Management".

To be able to change access rights on the Exchange server please add the
service account to the group "Organization Management" (read only rights
are included).

The service account requires admin rights on the collector server.

Further access settings (impersonation, own mailbox) may be required
and are contained in the section " !

The service account must be a member of the group "local adminstrator"
of the SharePoint server.

The service account must be a member of the SharePoint farm
administrator group.

The service account requires the special access right
"SharePoint_Shell_Access" and must be a member of the local group
"WSS_Admin_WPG".

The service account requires "full access" to run the web interface.
Further access settings are required (Authorization of the SharePoint data
base, which is further described in the SharePoint handbook.

The required permissions are described in chapter Accounts for a
SharePoint scan via Remote Connector.

The logon account must be a member of the Organization Management
and Records Management roles on the selected Exchange Server.
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3 Load the license file and check covered features

° License Information and Server Status

License Information Server Status

Uptime: 2 hours
Version: 9.0.183.0

Logged in users: 1

Name Domain  Host 8MAN Component
4% demoadmin BMAN-DEMO srv-8man Configuration

No license available!

Load license

Technologies
Features

Alerts
Max. Logbook entry age in days

Ready demoadmin @ localhost €]

Click on "Load license".

— Select the path where your license

= 4 [ « Local Disk (C) » ProgramDatz » protected-networks.com » 8MAN b licenses v & [ Sesrchlicenses
Organize « New folder =" - m @
S Favorites [~ Mame Date modified Type Size
B Deskiop | L] 8man_20161117125549.license 11/17/2016 1:55PM  LICENSE File BKB
|18 Downloads

2l Recent places

'8 This PC
ﬁ Desktop
|E Documents
|18 Downloads
|_B Music =
|_E| Pictures
| H Videos
£, Local Disk (C)
= FS(E) v

File name: | 8Man_20161117125540. license v [License iles “Jicense) v]

Access Rights Management. Only much Smarter.

key is stored.

8MAN license files have the file
extension ".license".

After clicking on open, the license
key will be copied to

%ProgramData%protected-
networks.com\8MAN\licenses

All licensed features are activated
immediately.
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Load the license file and check covered features

Y // he license file has been

° License Information and Server Status

SIVIAN

Customer Protected Networks GmbH
Licensed: Yes

Licensed since Wednesday, September 20, 2017 11:58
AM

Technologies

Domains *.8man-demo.local " protected-
networks.local 8man-
‘demoocal musterfirma.local octo.local prot
ected-networkslocal

User count unlimited

File server count unlimited

Active Directory Logga count &
File server Logga count K
Exchange Logga count K
Sharepoint (Web Applications) &
Exchange Forests K
More Technologies

BMAN EasyConnect CSV
BMAN EasyConnect SQL
BMATE Sharepoint
BMATE SharePoint Online

Features

GrantMA. Yes
Yes (read and modify)

Alerts. Yes

Programming Interface

Analyze and Act Yes

More Features 8MAN Clean! (9/21/2018 9:58:51 AM)

Server Status

Uptime: 2 hours
Version: 9.0.183.0

Logged in users: 1
Name Host  8MAN Component
£ demoadmin 8MAN-DEMO srv-8man Configuration

Domain

Documentation
~ Easy Connect - SQL.
How to documentation
Example SOL command files
~ Easy Connect - CSV'
How to documentation
Exemple CSV fles
“ Microsoft Dynamics NAV
description smart-itd.com
pdf fles

demoadmin @ localhost €] [

ts Management. Only m

successfully loaded you will see
detailed information on licensed
features.




Access Rights Management Load the license file and check covered features

4 Exchange Scans

8MATE for Exchange allows you to integrate Exchange into the 8MAN Access Rights Management system as a
resource.

8MATE for Exchange requires the appropriate license. You can find more information on how to verify your license
status and load a new license in the following chapter: "Loading the Product License"

All system requirements must be adhered to. Please reference the following chapter: "Exchange Requirements".

An overview of the required permissions can be found in the following chapter: "Service Account Permissions".
There are some more settings required as described on the following pages.

4.1 Prepare Exchange scans
8MATE reads information from the Exchange server via a remote PowerShell connection.

An Exchange scan can be performed by any collector. The connection is established using a client access server ora
DAG (database availability group).

Access Rights Management. Only much Smarter.




4.1.1 Prepare the PowerShell website

The Exchange Client Access Server (CAS) hosts a site within the IS, that allows users to access the Exchange Server.
Itis called ,Default Web Site" (2010) or ,,Exchange Back End" (2013 and higher) and includes the sub-site
"PowerShell". This must be configured to allow 8MATE Exchange access.

Search

Everywhere

[ Manager

Internet Information Services (15)

& Internet Information Services (IIS) Manager [= =5
@[3 TeaMaNEXCH » Stes » ExchengeBackEnd » Powershel » @ <5 @-
Fle View Help

Connections Actions

- 218 ? /PowerShell Home B bplore

65 Start Page
83 TE-BMAN-EXCH (MAN-TE\teadmin)
£ Asplication Pools
44l Sites
b @) Default Web Site
4@ Exc ck

] Exchange
&1 Exchweb

g

PushNotifications
| Quarentine

| ReportingWebService
| Reports

rest

Bl

Rpc
| Rpcprory
3 RpeWithCert
7 Safelinks

3 syne

7 Uee

Ready

Filter - ¥Go
ASP.NET

&

= ¥

*1 2
NET Authorization | NET Compilation

Rules

NET Error Pages NET Globalization

&_
E

NET Users

i

!

=/
SMTP E-mail

ls
A 4
2

Authentication Compression

[ Features View |/ Content View

Default Document ~ Directory Browsing

Edit Permissions.

[E Basic Settings.

Manage Applicati

Browse Application
8] Browse &1 (http)
[®] Browse “444 (https)

Advanced Settings..

@ ror

%

Start the IS Manager on the CAS.

Navigate to "Powershell". In
Exchange 2010 this can be found
under "Default Web Site". In
Exchange 2013 it is found under
,Exchange Back End". Double-click
"Application Settings".
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Inter Information Services lanager -] x
%a O ke e Y =y e e Y romsa gy e w-ane. 1 Select"PSLanguageMode”

2. Click "Edit"
3. Enter the value "FulllLanguage".

Fle View Help

I G i sotinge
Start Page.
485 TE-8MAN-EXCH (8MAN- TE\teadmin)
2 Application Pools
4-[8l Sites
b @) Default Web Site

Entry Type @ rep

CAS MaimelnMinutes 720 Local
4 &) Bchange Back End DisableADSettingsCache... true Local
b dveicors Lo o
E s ocumentPreview LogSubFolderName Powershell-Proxy Local
ep
[ Cocheldenti.,_Powershell-Pro; Local
b EWS
b sl Exchang
pa Exchweb
551 magi Local
55 Microsoft-Server-ActveSync SidsCacheTimeoutinHours 24 Local
b 0AB
b3 owa
b photos
: S iop":: ] Foms
b P PowerShel
b L Powashell-prony [PsLangungebode
b4 Public Valye:
b @ PushNotifications Fulllanguage
50 Quarantine

b (7] ReportingWebSenice
e
b rest

b P Rec

+ L1 RpcProy

P RpcWithCert
b Safelinks

b Syne

b Uce

[= Features View || Content View

Configuration: 'Exchange Back End/PowerShell' web.config 6.

O T 5 T s T ST Activate the desired authentication
— method. You must later select the
o swe e e — o same authentication method in the

493 TE-8MAN-EXCH (BMAN-TE\teadmin)

File View Help

CHETEI) I [ruthentication |

Name Status. Response Type H H
e T e Exchange scan configuration that

b @ Default Web Site ASP.NET Impersonation Disabled .
4 @) Exchange BackEnd Basic Authentication Enabled HITP 401 Challenge h

.; 5 mimﬁm, Digest Authentication Disabled HTTP 401 Challenge yo ua Ctlva te ere.

b1 DocumentPreview Forms Authentication Disabled HTTP 302 Login/Redirect

b3 e Windows Authenication Enabled HTTP 401 Challenge

b ENS

b Bxchange

b el Bxchweb

D s e More useful information on
3 authentication can be found at

Microsoft.

b1 ReportingWebService
b1 Reports

b rest

b2 Rec

b1 RpcProxy

b (P RpcWithCert

b Safelinks

b Syne

b Uce

=] Features View |i.Z Content View

Configuration: Exchange Back End/PowerShel’ web.config

Alternatively you can activate the authentication with PowerShell.
For example: Activate Windows-authentication (Kerberos)

Get-PowerShellvirtualDirectory | Set-PowerShellVirtualDirectory -WindowsAuthentication $true

You must restart the IIS in order to apply any changes.

For example in the command line or PowerShell:

iisreset

s Management. Only much Smart
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Access Rights Management Exchange Scans

4.1.2 Set uprequired permissions

The service account that is used to scan Exchange requires the following access rights:

1. Membership in the Exchange security group "View-Only Organization Management"

2. Read permissions in Active Directory (During the scan distinguished names are resolved and access rights are
partially read from the mailbox user)

3. Impersonation rights to recall deputy rules, mailbox folders. Please see the following chapter: "Exchange Web
Service —Impersonation"

4. Its own mailbox to scan public folders

The service account that you want to use to modify Exchange requires additional different rights:

Membership in the Exchange security group "Organization Management"

Please note that deny rights applied to mailbox content may hinder successful scans.

For Exchange Online, create a user (with an email address) that is "Global Administrator" on the server and does not
need to be licensed. Add the user to the group "View-Only Organization Management" for read only access,
"Organization Management" for modify access.

Access Rights Management. Only much Smarter.
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4.1.3 Exchange Web Services - Impersonation

PowerShell allows you to recall administrative information, such as the structure and permissions of objects, from
Exchange, via mailboxes and public folders. The Exchange Web Service allows you to access their content.

Substitution rules can currently only be recalled from the Exchange Web Service.

Before you decide to recall and view mailbox folders, you should ensure that this adheres to your
company data security policy. You may be able to view sensitive information by only viewing folder
structures.

Access to the Exchange Web Service always happen in context with the mailbox user. This requires that the scan
account (service account) has the right to impersonate.

Please note that impersonation only works on active Active Directory accounts.
Examples for the configuration of impersonations via Power Shell can be found here:

Exchange 2010 (en): https://msdn.microsoft.com/en-us/library/office/bb204095(v=exchg.140).aspx

Exchange 2013, online und Office 365 (de): https://msdn.microsoft.com/de-
de/library/office/dn722376(v=exchg.150).aspx

Alternatively to the process described by Microsoft you can use the GUI of the Exchange Admin Center:

You can define a new
Administrator role (Group) in the
Exchange Admin Center. Assign
"Applicationlmpersonation" to the
new role.

Jorg Brandt v P+

Exchange Admin Center

Empfanger Administratorrollen Benutzerrollen Outlook Web App-Richtlinien

Berechtigungen
Verwaltung der trinBRAE

Compliance e

Organisation Compliance Management
P

Alternatively, you can also assign
. e "Applicationlmpersonation" to the
Nachricheznfuss pep o e built-in role "Discovery

Hygiene Management Applicationimpersonation

Mitglieder I\/Ianagement".

sa-8man

Impersonation

Delegate

Organization Management

Mobil

Offentliche Ordner

Add the service account as a
member of the appropriate role.

Unified Messzging Verattet von

8 i B
Server 8man-demolocal/Users/Administrator.

View-Only Organization Management )
Hybrid Schreibbereich

Standard
Tools

1 ausgewanit von insgesamt 13

Summary: The scan account must be assigned a management role, including the explicit impersonation right.

Access Rights Management. Only much Smarter.
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4.1.3.1 Identify connection problems

The following solutions can help with connection problems:

1. Afirewall prevents the Autodiscovery function from being used
Check for discarded packets in the firewall.

2. The responsible CAS is not available
Test the email autoconfiguration with Outlook.

I Microsoft Exchange-Machrichten anzeigen Start Outlook.

Netzwerkwarnungen anzeigen Hold down the CTRL key and right-click the Outlook icon in

Anderungen in Metzwerkkonnektivitit anzeigen the Systray area.

. Desktopbenachrichtigung fur neue E-Mail anzeigen Select "Test E-Mail AutoConfiguration ..." from the context

Verbindungsstatus... menu.

Ausblenden, wenn minimiert
Outlook 6ffnen

Serveranfrage abbrechen

Access Rights Management. Only much Smarter.
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4.1.4 Test the Exchange PowerShell connection

Please use the following process to rest the connection to PowerShell:

1. Start a power shell console with the credentials that are also used for the remote session. (STRG+SHIFT+right-click
on the PowerShell-lcon ->"Run as different user")

2. Create a credential object.

$cred = get-credential

3. Create a SessionOption Objekt (Turn off all checks for the test).
$so = New-PSSessionOption -SkipCACheck -SkipCNCheck -SkipRevocationCheck

3. Create a session. Adjust the URI, Authentication (authentication mechanism) and encryption http(s).

$session = New-PSSession -configurationname Microsoft.Exchange -connectionURI https://srv-
ex01/PowerShell/ -Credential $cred -SessionOption $so -Authentication Default

4. Starting the session. You can execute cmdlets (which ones, depends on their rights).

Enter-PSSession $session

Access Rights Management. Only much Smarter.
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4.2 Configure Exchange scans

Y c/cct 'scans from the home page

Server Status Jobs Collectors f f g ‘
License Information summary Configuration
Logged in users: 2 33 Scans 13 Changes. 1 Connected
1 Reports 20 More 1 Configured in Total
Licensed
6 Scheduled 0 Executing Al Collectors are Gperational
36 Succeeded 25 Failed
| @rier 2
. ﬁ
Seans Open Order User Management Data Owner
Resource Configurations, Open Order Resource User Management, Role  Organizational Categories, Data
Logga, Fe Server CSV Import Descriptions Management Oriners, Resources, Addtonal
Group Wizard Settings

Q. £

License Jobs Overview

V. @

Collectors. Alerts Configuration
License Information, Server Job Status, Job Categories BMAN Collectars Overview and Activated Alert Sensors
Configuration

Qe

]
o =,

=
Change Configuration Views & Reports Server Basic configuration
Common Change Settings, Views & Reports, Blacklist for GrantMA, Comments, Emai, BMAN Server, SQL Server,
Technology-specific Change Views & Reports Storage of Scans, Server Health

Configuration Status
Configurations

Checs, Server Logging

demoadmin @ localhost €1 HE




Exchange Scans

4.2.1 Addan Exchange scan

@

4 Select a technology below to add a new resource

8, Domain Exchange m File server EI Local Accounts
Active Directory Resource Exchange Resource File Server Resource Local Accounts of a server

@), Logga - Active Directory
#+ Monitoring an Active Directory

‘% Logga - File Server

|, SharePoint @ vSphere
Monitoring a File Server ¢ Sharepoint Resource (Farm Based) VMware vSphere Resource

| @rieer

&y 0

The domain 8man-demo.local will be scanned daily. 10:00 PM using account 8man-demo\sa-8man on SRY-8MAN with max. 4 parallel requests.
Permissions will not be scanned.

In case of errors, e, if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes.
Changes will be done using account 8man-demo\sa-8man.

8man-demo.local

additional group prefix (8GP) not set. ( Less)

0 resources are associated with this domain. Add resource configuration ~

New users will be created in the Organizational Unit (OU) not st and groups in not st by default. The recycling OU for users is not set. SMAN Groups will be stored in <Root> with the

v

demoadmin @ localhost €]

Exchange selection

Please select a resource. You can change the credentials and refresh the
list when the given credentials are insufficient to find all resources.

Q| Crecentisls Bman-demo\sa-8man

| @Fiter or type 12 or ame.

(0]
PN ' Microsoft Exchange Online

~ Assigned collectors

[m] Collectors
SRV-8MAN
[ sRv-Fs02

demoadmin @ localhost €1

N sc/cct "Exchange”.

1. Enter the account information
forthe account that should be
used to execute the Exchange
scan. The credentials from the
basic configuration will be
suggested automatically.

2. Select the Exchange Server. All

DAGs* or servers that are
contained in the current Active
Directory site will be listed. Enter
the desired server into the
search field (this is possible even
when it is not listed).

3. Assign a collector.

Special considerations for

Exchange Online:

1. The credentials displayed here
are not relevant for Exchange
Online. They must be adjusted
later in the Scan configuration.

2. Exchange Online is always

shown.

3. For Exchange Online the

collector requires internet
access.

* 8MAN can connect to DAG servers (Database Availability Groups) and execute scans on them. You are able to select
the DAG server directly in the scan configuration. Please note that you have to adjust the settings described in the
chapter "Preparing the PowerShell Website" on every involved DAG Exchange server. The decision, which server
the collector establishes a connection with is made by the DAG during the initial connection build up. This means

that successive scans may take place on different servers.

Since IP less DAGs (from Exchange 2016 Default Setting, optional in Exchange 2013) do not have an Administrative
Access Point (AAP), the Exchange server cannot be managed via this DAG. In this case, specify an Exchange server

directly or use the load balancing namespace.

Access Rights Management. Only much Smart
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4.2.2 Customize an Exchange scan configuration

N 1. You can start an Exchange Scan

e ® in the configuration menu. The
~ Select a technology below to add a new resource i
E L = e typical scan speed is around 10

oy o e =R @ elements per second. You can
interrupt a running scan.

Monitoring a File Server Sharepoint Resource (Farm Based)

[a
L3
v:  (XID sman-demo.local (Bman-demo.local)
The domain 8man-demo.local is monitored on SRV-8MAN using account 8man-demo\sa-8mansve.

;Z:[:::‘nmgm :Ishavebeensel.Lngging|sd|sab\ed. 3' Change the name Of the
% configuration.

X
5
N

Schedule regular scans.

E > @ SRV-8MAN (SRV-8MAN]

The SharePoint SRV-8MAN will be scanned On demand [..] (More »)

&' g% 2 Arrows: The symbol allows you to
T = TR A R E ot et e e e e e e e e s B A qu Ick[y iden t/fy an Exchan gescan

All mailboxes (including delegates), All public folders, No Distribution Groups and No Contacts will be scanned.
configuration.

The scanner connects to the Exchange Server using the PowerShell on address EXCH, e local/PowerShell/ with
\ In case of errors, i.e. if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minute:

B p X 8man-demo.com *

The Exchange 8man-demo.com will be scanned On demand using account
All mailboxes (including delegates and folders), All public folders, All Distribution Groups and No Contacts will be scanned.

The scanner will connect to Exchange Online by using authentication mechanism Basic.

In case of errors, i.e. if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes. (< Less )

o on SRV-BMAN .

@ | 9] sw-8man x

The file server srv-8man of type Auto will be scanned daily, 10:00 PM [..]

Ready demoadmin @ localhost <1 HE

1. Change the Exchange Server

s _ o that you want to scan.

4 Select a technology below to add a new resource

Legga - Acive Drsctory | | 2 Change the credentials that are

'+ + Monitoring an Active Directory

[ o e B e [EEE—- .
By [ - e used to execute the scan.
3. Switch the collector server.
- Please note that the collector
et san {1 B server requires internet access
% when using Exchange Online.

[ @i

E ’ @ SRV-8MAN (SRV-8MAN]

The SharePoint SRV-8MAN will be scanned On demand [..]

il be scanned On demand using accou
Al mallboxes (RcIuding delegates), ers, No Distribution Groups and No Cont:
The scanner connects to the Exchange Server using the PowerShell on address local/PowerShell/ with
In case of errors, i.e. if the server is not available due to maintenance, scans will be retried 3 Umes The delay between retries is 10 minutes.

X
B | 8man-demo.com

The Exchange 8man-demo.com will be scanned On demand using account
Al mailboxes (including delegates and folders), All public folders, All Distribution Groups and No Contacts will be scanned.

The scanner will connect to Exchange Online by using authentication mechanism Basic.

In case of errors, i.e. if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes. (< Less )

d on SRV-BMAN .

;I | 9] srv-8man <

The file server srv-8man of type Auto will be scanned daily, 10:00 PM [..]

Ready demoadmin @ localhost €1 HE
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_ Define the range of the scan

e - The links lead to the following

4 Select a technology below to add a new resource

Domain & Exchange File server = Local Accounts Logga - Active Directory d ia IO g
Po st Directory Resource Exchange Resource File Server Resource Local Accounts of a server *'+ Monitoring an Active Directory o
5 Logga - File Server SharePoint e

Monitaring a File Server ¥ Sharepoint Resource (Farm Based) VMware vSphere Resource

[an :
- = -
+: (XD 8man-demo.local (Bman-demao.local]
The domain 8man-demo.local is monitored on SRV-8MAN using account Sman-demo\sa-8mansve.
Following filters have been set. Logging is disabled.
Refresh dataall « 1 B minutes.
B x
| ] SRV-8MAN (SRV-8MAN)

The SharePoint SRV-8MAN will be scanned On demand [..]

B x

P X SRV-EXCHANGESman-demolocal

gt Zman-demolsa-exchange scan on SRV-8MAN .
Il be scanned.
demo.local/PowerShell/ with Default

In case of errors, i.e. if the server is not available due to maintenance, scans will be retried 3 times. The delay batween retries is 10 minutes.

B x
> X 8man-demo.com
The Exchange 8man-demo.com will be scanned On demand using account on SRY-BMAN .
All mailboxes (including delegates and foiders), All public folders, All Distribution Groups and No Contacts will be scanned.

The scanner will connect to Exchange Online by using authentication mechanism Basic.
In case of errors, i.e. if the server is not available due to maintenance. scans will be retried 3 times. The delay between retries is 10 minutes.

:I > D srv-8man x

The file server srv-8man of type Auto will be scanned daily. 10:00 PM [..]

Ready demoadmin @ localhost €1 [

If you select only a subset of folders
for readable public folders, then no
statistical data will be available.

Exchange scan options

[ﬂ Scan mailboxes

[3 Scan public directories

RS
e

Mailbox Type

Mumber of mailboxes Room mailbox

Equipment mailbox Administrative permissions to
Legacy mailbox public folders are not available
Linked mailbox (since Exchange 2013).

Mumber of public directories

User mailbox
Shared mailbox

| £, Scan distribution groups
A filter is applied to the mailbox
Discovery mailbox (2010 or higher) f pp

property "RecipientTypeDetails", to
[ %5 Sean contacts select the mailbox type.

Mumber of distribution groups

Mumber of contacts

_ You can determine if substitution

Hessenties rules and mailbox folders are read.
~ Select a technology below to add a new resource i i
Logga- At Dicctory | | Please note that "Exchange Web

Domain & Exchange File server EI Local Accounts
Po st Directory Resource Exchange Resource File Server Resource Local Accounts of a server ++ Monitoring an Active Directory

By o e | |® | Services - Impersonation" is used.

Monitoring a File Server Sharepoint Resource (Farm Based) VMware vSphere Resource

| arier
) X

> X SRV-EXCHANGE 8man-demoocal

The Exchange SRVEXCHANGE Bmen demolocal will be scanned On demand using account Sman-demo)sa-exchange scan on SRV-BMAN .
Al mailboxed Il public folders, No Distribution Groups and No Contacts wil be scanned.

The scanner G 5 SEmer tsing the on address -EXCt demo local/PowerShell/ with Default
the server s not available de to maintenance, scans will e retried 3 times. The delay between retries s 10 minutes.

In case of errors, i.e.

B | 8man-demo.com <

The Exchange 8man-demo.com will be scanned On demand using account d on SRV-8MAN .
All mailboxes (ineluding delegates and folders), All public folders, Al Di Groups and No Contacts will be scanned.

The scanner will connect to Exchange Online by using authentication mechanism Basic.
In case of errors, i.e. if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes.

demoadmin @ localhost €1 H

Ready
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Exchange Scans

Mailbox details

8MAN says!

Attention - Please consider the following!

Scanning delegates and mailbox folders must be enabled explicitly.

The scan of mailbox delegates and mailbox folders requires the Exchange
Web Service,

In order to use the Exchange Web Service the scan account needs
impersonation rights. Please refer the documentation for needed
settings.

Activate the collection of mailbox folders only if the corporate data
protection policy allows it. Mailbox folders could reveal private
information. Especially if mailboxes can be used privatly, administrators
could not be allowed to view mailbox content. For Exchange 2010 and
newer you can select for which type of mailbox the folders will be
scanned.

Scan delegates (use Exchange Web Service)

Scan mailbox folders Mailbox Type

Room mailbox
Equipment mailbox.

‘Shared mailbox
Discovery mailbox (2010 or high...

demoadmin @ localhost <1

File server CSV import

4 Select a technology below to add a new resource

File server EI Local Accounts
File Server Resource Local Accounts of a server

8, Domain B Exchange
Active Directory Resource Exchange Resource

Logga - Active Directory
++ Monitoring an Active Directory

“ Logga - File Server

g Sharepoint
Monitaring a File Server o

& vSphere
Sharepoint Resource (Farm Based) VMware vSphere Resource

| @rier

| SRV-EXCHANGE 8man-demo.local
The Exchange SRV-EXCHANGE.8man-demo.local will be scanned On demand using account 8man-demo\sa-exchange scan on SRV-8MAN .
All mailboxes (including delegates and folders), All public folders, No Distribution Groups and No Contacts will be scanned.
The scanner connects to the Exchange Server using the PowerShell on addresghttp(s)//SRV-EXCHANGE 8man-demo local/PowerShell/
In case of errors, i.e. if the server is not available due to maintenance, scans will be ied es. The delay batween retries 0 Utes

&F&

8man-demo.com

The de will be scanned On d \d using account e on SRV-8MAN .
All mailboxes (including delegates and folders), All public folders, All d No Col ill be scanned.

The scanner will connect to Exchange Online by using authentication mechanism Basic.
In case of errors, i.e. if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes.

I;lb(D

sv-8man

hentication mechanism.

demoadmin @ localhost €1 HE

Exchange connection settings

Use this Dialog to configure the connection to Exchange.

You <an define the website, igure the
authentication mechanism and specify if the full qualified computer name
should be used.

Exchange PowerShell website name

Authentication mechanism

must have the
FullLanguage
use full qualified computer name
0 Use HTTPS @ Favor HTTPS ) Use HTTP

© Default
© Basic

© Kerberes
© Negotiate
© Digest

The Scanner will connect to Exchange using this website with the PowerShell

EXCHANGE.S8i

demoadmin @ localhost <1

Access Rights Management. Only much Smarter.

Determine the range in which
mailbox details are read with
Exchange Web Service (EWS).

The selection of mailbox type is
independent for scans with
PowerShell and EWS. This means
that you can determine which
mailbox types are scanned and for
which mailbox types the mailbox
folders are scanned.

Click one of the links to configure
the connections settings for the
Exchange scan.

The following settings must match
those of the IIS-website. These are
described in the chapter
"Preparation of the PowerShell
website".

1. Enter the name of the Exchange
PowerShell website. In standard
settings this is "PowerShell".

2. Select an authentication

mechanism. For Exchange
Online select "Basic".
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1. In some cases the client access
server is not reachable via the
fully qualified computer name.

e —————— In this scenario, deactivate this

Use this Dialog to configure the connection to Exchange. option. Please note the preview.

You can define the website, igure the

:::j;ﬂ:::i;r:nechanism and specify if the full qualified computer name 2. Select I:f an en Cryp ted
Lottt o pmction mechaiam connection should be used. This

must have the © Default
FullLanguage © Basic

e setting must match those of the
’ PowerShell website.

The Scanner will connect to Exchange using this website with the PowerShell

et

Ready demoadmin @ localhost €1 [

Access Rights Management. Only much Smarter.
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Exchange Scans

4.2.3 Assignresources to adomain

You can assign a file server, Exchange or SharePoint scan to a domain. Use drag & drop in order to make this
assignment, or to remove it.

_ 8MAN will only show any added

e resources in the SMAN GUI, if the
~ Select a technology below to add a new resource i

g, Do P e server Lol Accounts ) Loo0s - Acive Dieciory appropriate domain has been
Active Directory Resource Exchange Resource File Server Resource EI Local Accounts of a server '+ » Monitoring an Active Directory

Logga - File Server ‘SharePoint vSphere. l d
‘% Monitoring a File Server | Iﬁ? Sharepoint Resource (Farm Based) H [ VMware vSphere Resource | se eCte ‘

| &iter

> » @O  smendemolocal x

The domain 8man-demo.local will be scanned daily. 10:00 PM [..]

2 1 resoufe is associated with this domain. Add resource configuration =

| %) srv-8man <

le server sv-8man of type Auto will be scanned daily. 10:00 PM using account 8man-demolsa-8man on SRV-8MAN with max. 4 parallel requests.
ollowing shares will be scanned during the scheduled scans: Organization, Projects, Templates, Users.

The depth of the file server scan will be unlimited. From a depth of & and on only different rights will be reported.

In case of errors, i.. if the server is not available due to maintenance, scans will be retried 3 times. The delay between retries is 10 minutes.

€ The change account and the list right management have moved to w File Server change configuration.

Ready

demoadmin @ localhost <1

— Resources that have not been

File server CSV import

assigned are always shown by
~ Select a technology below to add a new resource i

R, Domein &Enhange File server & Local Accounts Logga - Active Directory 8MAN GUI, regardless Of WhICh
Active Directory Resource Exchange Resource File Server Resource Local Accounts of a server '+ Monitoring an Active Directory
Logga - File Server SharcPoint Sphere d in i d b
‘% Monitoring a File Server Hlﬁ‘ Sharepoint Resource (Farm Based) e vSphere Resource omainis s eIECte y th euser.
| @demd 4of6 X_|
A ~
> O Sman-demoulocal <
The domain 8man-demo local will be scanned daily. 10:00 PM [..]
0 resources are assodiated with this domain. Add resource configuration *
& > X SRV-EXCHANGE 8man-demoocal “
The Exchange SRV-EXCHANGE.8man-demo.local will be scanned On demand [..}
B > B 8man-demo.com .
The Exchange 8man-demo.com will be scanned On demand [..]
@ | 9] demo (srv-8man *

The file server srv-8man of type Auto will be scanned daily, 10:00 PM [..]

Ready demoadmin @ localhost €1 H

Access Rights Management. Only much Sma




4.3 Advanced Exchange scan settings in the configuration files

Some settings can not be made in the graphical configuration interface. Advanced settings must be adjusted in the
configuration files.

4.3.1 Change the attribute for the creation of mailbox categories

By default 8MAN sorts mailboxes into categories, upwards of 1000 mailboxes, according to the Active Directory
property "sn".

The selected property can be be changed to any desired text attribute from Active Directory, via the configuration
file.

Configuration file:
pnJob.config.xml

Computer:
Collector server which is configured for the Exchange Scan.

Path:
%ProgramData%\protected-networks.com\8MAN\cfg

If the file is not available, copy the "template" from the following path, delete the content and enter the code.

%ProgramFiles%\protected-networks.com\8MAN\etc
Code:
<?xml version="1.0" encoding="utf-8"?>
<config>
<collector.scanner.exchange.sortingProperty
type="System.String">sn</collector.scanner.exchange.sortingProperty>
</config>

Possible Vaues:

Replace "sn" with any desired text attribute.
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4.3.2 Change rule for shortened naming conventions of mailbox categories

By default the category descriptions are generated from the first 10 characters of the first and last mailbox. You can
change the length of utilized descriptions.

Configuration file:
pnServer.config.xml

Computer:
8MAN-Server

Path:
%ProgramData%\protected-networks.com\8MAN\cfg

Code:
in the section <config>

<exchange.CategoryLength type="System.Int32">10</exchange.CategoryLength>

Possible values:
1to 500

Access Rights Management. Only much Smarter.
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4.3.3 Prevent the creation of mailbox categories

By default 8MAN sorts mailboxes into categories, upwards of 1000 mailboxes. You can turn off the creation of
categories.

Configuration file:
pnServer.config.xml

Computer:
8MAN-Server

Path:
%ProgramData%\protected-networks.com\8MAN\cfg

Code:
in the section <config>

<exchange.makeMailBoxCategories type="System.Boolean">false</exchange.makeMailBoxCategories>

Possible values:

false no categories (flat list of mailboxes in the resource view)eine Kategorien (flache Liste von Postfachern in
der Ressourcen-Ansicht)

true  Utilize categories

Access Rights Management. Only much Smarter.



4.3.4 Adjust the throttling factor

The Exchange Web-Service is used for the recalling of delegations. The scan orients itself bsed on the throttling
settings of the Exchange server for the scan account (service account).

The scan can be accelerated with an optimal throttling setting. Please also see:

).

The setting ,EWSMaxConcurrency" is important. It affects the number of parallel requests used by the scan to recall
delegation rules.

By default 8MAN uses the maximum number of possible parallel requests allowed by the throttling policy. If the
throttling policy allows for an unlimited number of parallel requests, then the number of processors is multiplied by
8. You are able to change this value.

Configuration file:
pnJob.config.xml

Computer:

Kollektor-Server, der fiir den Exchange-Scan konfiguriert ist.

Path:
%ProgramDataX%\protected-networks.com\8MAN\cfg

Code:

in the section <config>

<?xml version="1.0" encoding="utf-8"?>

<config>
<collector.scanner.exchange.processormultiplierForUnlimitedThrottling
type="System.Int32">8</collector.scanner.exchange.processormultiplierForUnlimitedThrottling>

</config>

Possible values:

Replace the value "8" with your desired number. The entered number will be multiplied with the number of
processors and its product indicates the number of parallel requests to the Exchange Web Service.


http://technet.microsoft.com/en-us/library/dd298094(v=exchg.150).aspx
http://technet.microsoft.com/en-us/library/dd298094(v=exchg.150).aspx
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5 Exchange change configuration

N <c/ect "Change configuration” from

‘ the 8MAN configuration home

. menu.
Common Change Settings
Set up technology-independ for change actions Click ”Exchange"
=
®
Authorization Scripting
BMAN administrator Scripting canfiguration for
sutorization for changes with change actions
BMAN

Technology-specific Change Configurations
Set up change configurations for each supported technology

& Ba - A

Active Directory Exchange File server SharePoint
Basic change configuration for Exchange mailba specific File server specific change Sharepoint Resource (Farm
Active Directory domains change configurations configurations and Group Based)
Wizard settings

» O #

SharePoint Site Collection SharePaint Online Site
Collection

Ready demoadmin @ localhost €1 HE

Access Rights Management. Only much Smarter.
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5.1 Create an Exchange change configuration

After creating an Exchange Scan, the Exchange resource does not have a valid change configuration. You must have
executed an Exchange scan in order to create a change configuration.

NN 1. Sclect an (alreadly scanned)

Exchange server.
Basic settings 2. Click "Create new

Please setup the basic settings for the Group
Wizard configuration of the selected

R configuration".

You can configure whether the Group
Wizard shall be active or not.

Ifitis active, then BMAN will automatically

create its own access right groups (SMAN

groups) as needed when changing access

rights within SMAN.

Othenwise, n groups will be created

automatically. (

Y

ety

Resources

This element has no configuration yet.

- B SRV-EXCHANGE 8man-demo.local I Create new configuration \

Ready demoadmin @ localhost €1 HE

Access Rights Management. Only much Smarter.
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5.2

Basic Settings

Please setup the basic settings for the Group
Wizard configuration of the selected
resource here,

Vou can the Group

~ 8MAN says!

Customize an Exchange change configuration

Configuration

Change Configuration SRV-EXCHANGE 8man-demo.local

Basic Settings
I Credential for changes 8man-demo\sa-8man ¢ I

Wizard shall be active or not.

Ifitis active, then BMAN will automatically
create its own access right groups (BMAN
groups) as needed when changing access
rights within 8MAN.

Othenwise, no groups will be created
automatically.

Resources

B Exchange
& 8man-demo.com
[ SRV-EXCHANGE.8man-demo.local

~ Create mailbox

Email-Add:

Exchange change configuration

1. Enter the desired credentials to

make changes to Exchange.
Please note additional
information in the following
sections: Service accounts and
required permissions. If you

Use Exchange email address policies (sddresses will be generated automatically)
Storage
[ Enable Archive per default
G o

Enable ActivaSync per default

Enable Outiook Web App (OWA) per default
Enable IMAP per default

Enable POP3 per default

Enable MAP! per default

~ Enable distribution group
~ Mailbox Access Categories
v Distribution Groups Access Categories

+ Mailbox Settings

Ready

demoadmin @ localhost €1

8MAN email address policy
You can find more about the syntax of the
rules in the BMAN documentation.

Resources

& Exchange
&’ 8man-demo.com
1 SRV-EXCHANGE.8man-demo.local

~ 8MAN says! Configuration

Change Configuration SRV-EXCHANGE 8man-demalocal

Credential for changes 8man-demo\sa-8man

v Create mailbox

~ Enable distribution group

Email-Add:

[] Use Exchange email address policies (sddresses will be generated automatically)
8MAN email address policy
=

([fqdn])

v Mailbox Access Categories
+ Distribution Groups Access Categories

+ Mailbox Settings

Ready

Gemoadmin @ localhost €1

Access Rights Management. Only much Smarter

don't enter any credentials,
users will be requested to enter
this information for every
change or session.

Designate the settings for the
creation of a mailbox.

Creating mailboxes for Exchange
Online is not supported.

Determine how email addresses for
mailing lists are built.

Option activated:

E-Mail-Addresses are automatically
built based on Exchange guidelines.
When activating emails for mailing
lists the email address can not be
changed.

Option deactivated:

Email addresses are generated
based upon the defined settings.
Forexample, you can use the OU
instead of the group name. You
may define email addresses
differently than allowed by
standard Exchange guidelines.

When activating emails for mailing
lists, the email address can be
changed.

Creating distribution groups in
Exchange Online is not supported.
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N Dctermine which mailbox access

categories are available to SMIAN
users.

Access Category Tag
Here you can configure access categories
that will be used when modifying access
rights in BMAN. Enabled categories you will
find in the "Meodify access rights™
represented by columns or rows.

There you can easily change the access
rights of users and groups via drag and
drop.

Configuration

Change Configuration SRV-EXCHANGE 8man-demallocal @

Basic Settings

Credential for changes 8man-demo\sa-8man ¢

v Create mailbox

+ Enable distribution group

For each category you can also define,
- which indicator should be added to the

~ Mailbox Access Categories

default names of related BMAN groups
- whether administrators as well as
- all non-administrators can use it in 8MAN.

Resources

& Exchange
& 8man-demo.com
1 SRV-EXCHANGE 8man-demo local

£ 3
g3
g2 A
£ £
2 a
% & category
O Full Access
[ Receive As
[ SendAs
[ Send On Behalf

+ Distribution Groups Access Categories

+ Mailbox Settings

Ready

demoadmin @ localhost <1

The category "Receive As" is not
supported by Exchange Online.

— 1. Determine which distribution

~ BMAN says!

Access Category Tag
Here you can configure access categaries
that will be used when modifying access
rights in 8MAN. Enabled categories you will
find in the "Modify access rights*
represented by columns or rows.

There you can easily change the access
rights of users and groups via drag and
drop.

For each category you can also define,
- which indicator should be added to the.
default names of related BMAN groups

- whether administrators as well as

- all non-administrators can use it in BMAN,

Configuration

Credential for changes 8man-demo\sa-8man <

Change Configuration SRV-EXCHANGE 8man-dema.local

¥ Create mailbox
+ Enable distribution group

v Mailbox Access Categories

£ 2
g3
M
i 2
o :: ’

Resources 5 £
2 a

g!x;;ange % & Category

Emawd-:mnmmn O send On gehalf
| SRV-EXCHANGE.8man-demo.local [ sendAs
[ ReceiveAs

~ Distribution Groups Access Categories

~ Mailbox Settings

Mailbox Size

MB  On mailbox size (quota) with 1.00 G8

Ready

demoadmin @ localhost €1

group access categories are
available to 8MIAN users.

Determine the increments that
will be used to increase mailbox
size.
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5.3 Delete an Exchange change configuration

If you delete an Exchange change

- configuration you lose all
onfiguration q

Basic Sgﬂings ‘Change Configuration SRV-EXCHANGE 8man-demo.local
Please setup the basic settings for the Group

Wizard configuration of the selected Basic Settings

resource here.

customized settings and can create
a new configuration with default
Wizard shall be active or not. Settln gs

v Create mailbox

Credential for changes Bman-demo\sa-8man ¢
Vou can configure whether the Group

Ifitis active, then BMAN will automatically
create its own access right groups (BMAN
groups) as needed when changing access . .
rights within BMAN. ~ Mailbox Access Categories
Othenwise, no groups will be created
automatically.

+ Enable distribution group

v Distribution Groups Access Categories
» Mailbox Settings

Mailbox Size

step
I @ z
[$1.0243] M8 On maitbox size (quota) with 100 GB

Resources

B Exchange
rrrrr & 8man-demo.com
———— [ SRV-EXCHANGE.8man-demo.local

Ready demoadmin @ localhost €1

Access Rights Management. Only much Smarter.
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6 Using the 8MATE for Exchange

6.1 Permission Analysis

6.1.1 Identify access rights on mailboxes

Background / Purpose

Who as access to which mailbox? 8MATE Exchange shows you all access rights in the resources view.

Additional Services

Report: "Who has access to what?"

Report "Identifying mailbox permissions"

Step by step process

M Logbook @

8MAN .

# Start

& Resources  [E] Permissions % Accounts @ Dashboard & Multiselection Scan comparision

Delmar Atkins
d.atkins@8man-demo.com

Resources

| @ resources futer st tevet

Properties

full path Description Access rights | Folder Size
—
ehaiveDkertony] ~ A Access rights
@ File server
SharePoint P
I
S 34
I I
' HERTIEER
fi #, Distribution Groups
| . . All permissions. ~
- Delmar Atkins datkins@8man-demo.com 206 QO M 4 ML AT TORI TS IBST v v
ES ST dward@3man-demo.com 212°[) 68 MB % EURPRDOS\Administrator 4 v
- Discovery Search Mailbox  DiscoverySearchMailbox{DS... 3 -~ €, EURPRDOS\Domain Ad. 3 v
- Eric Zann. ez2nn@8man-dema.com 12 5 &M 6.4 EURPRDOB\Enterprise Ad.. (- v
- Francis Morgan f.morgan@Bman-demo.com B} 6ME % EURPRDOS\Crganization... e v
- 2 Henry Armitage harmitage@8man-demo.com 13 6MB - NT-AUTORITAT\SYSTEM v
- &, Jenny Bames jbames@8man-demo.com 12 6MB & NT-AUTORITAT\NETZWE v
- 1. pickman@&man-demo.com 3 6MB % PROMGTO1\View-Only O. v
> ryoung@8man-demo.cor m 12 &MB PROTSBOVitUsers v
LS Umberto Eco umberto,eco@8man-dema. 2 6MB S EURPRDOB\Pubiic Folder.. v
L Walter Gilman w.gilman@8man-demo.com 14 A 36MB % EURPRDOS\Exchange Ser... +/
- w.adams@8man-demo.com 12 6MB -~ EURPRDOS\Exchange Tru
- wiwhateley@8man-dems.co.. i [BEECIT-R -
- wdyer@8man-democom 1 M8 Accounts with permissions
B srv-exchange13.8man-demo.local
-> £ Al Public Folders . Users/groups with access right: All permissions
&8 Mailboxes | @rier [EN|
@ vSphere | ® Users @ Groups @ contacts @ Computers |
Purpose Groups
Name k]
8., EURPRDOB\Administrator 24 -~
arePoint Online &, EURPRDO8\Domain Admins 28
S, EURPRDOB\Enterprise Admins 24
S, EURPRDOB\Exchange Servers 1
©, EURPRDOB\Exchange Trusted Subsystem 1
g nge
S _FURDRDOR\Mapaced Auaiobiin cone

SMAN-DEMO.LOCAL <latest scan>

1. Select "Resources".
2. Navigate to the desired

mailbox.

3. 8MAN shows you which

users/groups have which rights.

4. 8MAN shows all accounts with

access rights in a flat list.
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Using the 8MATE for Exchange

6.1.2 Identify mailbox properties

Background / Purpose

8MATE Exchange shows the properties of individual mailboxes.

Step by step process

8MAN

Use the search field to find the
desired mailbox.

@ atking
Users (1)

A Start & Resources [=] Permissions & Delmar Atkins (8man-demo\D.Atkins) displayname: Delmar Atkins cn: Delma... ISR ERETETY
Groups (0)
Contacts (0)
Directories (0)
e

Permission Analysis Mailboxes (1)

& Delmar Atkins d atkins@8man-demo.com
‘ ® Where does a user/group have () vSphi=vSpREreTOT
2 .
access? ‘ ® Wh Public Folders (0) vert XML import file
Mailbox Folders (0) i o
Active Directory Resources (1) port configuration import
L. & Delmar Atkins (D.Atkins) cn: Delmar Atkins name: Delmar Atkins |

User Provisioning Distribution Group (0) e Directory

Exchange Account (1) ount Details
- B e
A Active Directory = Files) 2 Deimar Atkins Name: Delmar Atkin Identity: datkins... g e sccounts
® Create new user or group ® Edit| Purpose Groups (0)
tal accounts
® Edit group memberships 8MAN Logbook (0)

@ All owner not administrator Manager-Employees

OU Members and group
memberships

All users with direct access

Security Monitoring

Permission difference

s @ Users and groups (Kerberos, Last
‘ ® Manage alerts & Active Directory @ Unresolved SIDs logon)
@ Where have employees of a
EJ File server ‘ ® ADLogga Report manager access (file server)? B Exchange

Who has access through which

‘ @ Exchange mailbox permissions
permission groups?

@ FS Logga access rights change
history

36

® Who did what, except authorized
users (SoD)?

4 @ Who did what?

® Who made changes?

8MAN automatically changes to
8MAN .

)
the resource view.

th Start & Resources [l Permissions & Accounts Dashboard [ Multiselection [0 Logbook @@ Scan comparision
— o] oore . 2. You are focusing on the desired
(@i il mailbox.
Access right 3
full path Description Access rights | Folder Size : " el
 active Dinectory 3. Click on the tab "properties".
v 5 ousome
SharePoint i Recipient Everyone
Exchange [f] Additional attributes
L 05 8man-demo.onmi - Issue warning quota 50176 MB
£ A1 publc olcrs N Send email prohibited at s0888 ME
) s Send and recsive emsil prohibited 3t 51200 M8
& Mailboxes Maximum email size (Sending) 35M8
- Alki datkins@8man-demo.com 206 O 2w i omatlotcfec cing) 3:1:5 i u
o idkevaid @ ivian,defiio con 2z} oEME email addresses sm‘p:ﬂwff&ar:a - damocom
-»> DiscoverySearchMailbox{D9... 3 smtp:d.ward @8mandemo.onmicrosoft.com
- zenn®8man-demo.com 2 5 %] email address policy Not activated
- & Frandis Morgan £morgan®8man-demo.com 3 6MB Item count 212
- & Henry Armitage hamitage@8man-demo.com 3 6 M8 Database EURPROEDGO16-db104
- & Jenny Bames jbarmes@8man-demo.com 2 6MB Last logoft timestamp 1041172016 12:45:58 PM
-> & Richard Pickman rpickman@8man-dema.com 3 [0 Last logon timestamp 10/11/2016 1245:18 PM
> & fita Young ryoung@8man-demo.com 2 6MB
-> &2 Umberto Eco umberto.eco@8man-demo... 12 6MB
e & Walter Gilman w.gilman@8man-demo.com 1 A zeME
- & Wendy Adsms w.adams@8man-demo.com 2 6 MB
- & Wilbur Whateley wowhateley@8man-demo.co.. " O 6
B & William Dyer w.dyer@8man-demo.com 1 M8
- B Basrv-exchange13.8man-demo.local
= i@ [ All Public Folders \
&3 Mailboxes
vSphere
Purpose Groups
SAP-System
SharePoint 2010
SharePoint Online

8MAN-DEMO.LOCAL @ <latest scan> *
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6.1.3 Identify access rights to calendars

Background / Value

A calendar shows a lot of information. For this reason 8MATE for Exchange includes access rights to calendars. You
can find these in the resource view below the mailboxes.

Step by step process

= Select the desired calendar. 8MAN

- Qsearch -3 .
shows you all access rights.
A D o
Resources @ | Calendar feport -
\Calendar
| @ resources futer firs tevet 2|
Access rights |
full path Description Accessrigh .\ 2 pceess rights Y )
Active Directory ~
File server
SharePoint 7
Exchange . ? o
B Bman-demo.com g 25
=+ -8 Al Public Folders G All permissions
@ #, Distribution Groups - [ Anonymous (Exchange\a... o
S Mailboxes iorw. [ Default (Exchange\ Defauit) N2
= B3 Delmar Atkins daatkins@8man-demo.com 210
~BE% Dexter Ward divard@8man-demo.com 264°[)
-8 [ Top of Information Store
2
Brihda Sendar Bnthdays
[ United States holic...\Calendar/United States holi.. 165
Calendar Logging \Calendar Logging
-B& Contacts \Contacts
B« [ Accounts with permissions
-~ B Conversation History  \Conversation History
- ] Deleted items \Deleted Items Users/groups with access right: All permissions
-] Drafts \Drafts &, Filter 2
-~ [J ExternalContacts \ExternalContacts I| © Users @ Groups @ Contacts @ Computers
- B Files \Files 2
-~ B3 Inbox \Inbox a0 Name Per™
- & Joumal Vournal [ Anonymous (Exchange\Anonymous) 1
- B Junk Email lunk Emsil (5 Defautt (Exchange\Default 1
-~ (J Notes \Notes
-7 Outbox \Outbox
- [ Sent ltems \Sent Items 10
- [l Tasks \Tasks
=@ [ Yammer Root \Yammer Rot
= B Discovery Search Mailbax  DiscoverySearchMailbax{DS... 3 .
< 5

Access Rights Management. Only much Smarter.
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6.1.4

Background / Value

Identify access rights on mailbox folders

Using the 8MATE for Exchang

Exchange allows you to create folders to facilitate collaboration and sharing. These are assigned to the individual
users and are also managed via access rights. 8MATE Exchange displays the access rights situation on every folder.

Step by step process

Q@ ward

8S8MAN

Users (1)

& Start & Resources Permissions

Groups (1)

Contacts (0)
Directories (0)

Permission Analysis

9 vsph

® Where does a user/group have
access?
‘ ® Wh

vSphere (0)

Public Folders (0)
Mailbox Folders (0)

User Provisioning & fre-windon 2000
immy Ward (War

& Jimmy Ward (8man-demo\/Ward)

@ Pre-Windows 2000 Compatible Access (8man-demo\Pre-Windows 2... descri..

Active Directory Resources (2)
& pre-Windows 2000 Compatible Access

display..

d.ward...
Jward...

figuration

wert XML import file

port configuration import

(.. e Directory

' tount Details

tive accounts

jal accounts.

& Active Directory £ File s{ Exchange Account (1)
@ Create new user or group ‘ ® Edit| 3= Dexter Ward
Purpose Groups (0)
® Edit group memberships

Security Monitoring

o Active Directory EJ File server

‘ @ AD Logga Report @ Detailed permission changes

® Who did what, except authorized
users (SoD)?

@ Who did what?

@ Who made changes?

E
24

8MAN

@ All owner not administrator
@ All users with direct access
@ Permission difference

® Unresolved SIDs

® Where have employees of a
manager access (file server)?

® Who has access through which
permission groups?

@ Manager-Employees

@ OU Members and group
memberships

@ Users and groups (Kerberos, Last
logon)

B4 Exchange

‘ @ Exchange mailbox permissions

Use the search field to find the
desired mailbox.

Navigate to the desired mailbox
folder. SMAN shows you all access

# Start & Resources Permissions M Logbook @ Scan comparision . t
rights.
Resources o Inbox Raport =
\Inbox
| @ resources futer st tevet 2 |
Access rights |
full path Description Access righ ~ £ Access rights EY )
Active Directory
File server
SharePoint
Exchange s
B 8man-demo.com 3
- All Public Folders  All permissions
B riEnEEEs | Default (Exchange\Defaul) /"
& Mailbores [ Anonymous (Exchange\A...
- &2 Delmar Atkins datkins@8man-demo.com 210
B Dexter Ward dward@3man-demo.com 2647[}
L8] Top of Information Store |
@D @ Calendar \Calendar 2
- [ Calendar Logging \Calendar Logging
-8 & Contacts \Contacts
Lo @ o Acti Conversat
-~ ] Canversation Histery  \Conversation History
bl = e IR Accounts with permissions
-~ [ Drafts \Drafts
-~ ] ExternalContacts. \ExternalContacts Users/groups with access right: All permissions
— B Fitter 2
(G ko o | @ Users @ Groups @ Contacts @ Computers
Tt ot
B3 Junk Email \Junk Email Name -l
-~ (J Notes Notes (&) sronymous (Exchange\Aronymous) 1
[ outbox erizzn Default (Exchange\Default) 1
- B Sent ltems \Sent tems 10
[ Tasks \Tasks
8 ] Yammer Root \Yammer Root
- Discovery Search Mailoox ~ DiscoverySearchMailbox{D9... 3
- Eric Zann ezann@8man-demo.com 201 =
- Francis Morgan fmorgan@8man-dema.com 62 .
< >

snn-cemoiocs - SRR © e s JJORNNNER]

Access Rig
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6.1.5 Identify access rights on public folders

Background / Value

Keeping an overview of access rights to public folders can be extremely challenging with native tools. SMAN shows
you the access rights situation to public folders in the resource view.

Additional services

Report: Who has access to what?

Report: Identifying Mailbox access rights

Creating a Mailbox

Changing access rights to email accounts

Changing out-of office notice

Changing Mailbox size

Step by step process

1. Select "Resources".

8MAN ,

S - S . 2. Navigate to the desired public
# Start & Resources =] Permissions £ Accounts @ Dashboard [ Multiselection M Logbook @ Scan comparision
folder.
Resources % W Support
[Zree 3. 8MAN shows which
sy o o a4  Users/groups have which access
B Sharefolnt rights.
B Exchange

@ ¢ 8man-demo.com
b SRV-EXCHANGE.8man-demo.local
3 Al Public Folders

4. 8MAN shows accounts with
access rights in a flat list view.

T@8man-demolocal
Marketing1@3man-demelo...

L@ 8B support (Bman-demo...
upport] @3man-demalocal Etppeic G ne Ui

@
vSphere
Purpose Groups

Accounts with permissions

access right: All

@ ritter 5 |
@ Users @ Groups @ Contacts @ Computers |
lame P
= nistrator)
2 Anc ccl
o aun

1
1
1
1
1
1

[ Default (Exchange\Default)
& ven Meulendik Jan (8man-demo\lan van Meulendijk)

Ready. 8man-demolocal @ <Latest scan>_~ |10

Access Rights Management. Only much Smart
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6.1.6

Background / Value

Display distribution group properties

8MAN allows you to quickly identify properties of mailing lists. In an easy to read overview you can see moderation
settings, maximum Email size, Email addresses and other properties.

Additional services

Making changes to the moderation of mailing lists

Making changes to managers of mailing lists

This is also possible for dynamic Exchange groups.

Step by step process

8MAN

th Start & Resources

Resources

= Permissions

4 & sam Sales (8man-demo\Sam.Sales)

Groups

& Sales (8man-demo\Sales)
&

See more results

displayname: Sales cn: Sales samacco...
[ PAC ) cn: Sales-APAC samaccountname: Sal...

les-APAC (8man-d
| @ Fescurces firer first levet h
_ Contacts (0)
full path Directories
(@ Active Directory Sales
B File sarver [ Sales External
[@ SharePoint SharePoint Resources (1)
Exchange Sales
[BvSphere Mailboxes (1)
(@ Purpese Groups W sales, sam
vSphere (0)
Public Folders (1)

Sales
Mailbox Folders (0)
Active Directory Resources
2 Sales
2 Sales APAC
Distribution Group (1)
2, sales

Q see more results
\\srv-8man\Organization\Sales

\\srv-8man\Organization\Sales\Sales E...

httpy//portal.8man-demo.com/Docs/D...

Sam.Sales@8man-demo.local

Folder: Sales

Q See more results
cn: Sales name: Sales
cn: Sales-APAC name: Sales-APAC

Name: sales Identity: sales SAM Accou..

displayname: Sam Sales cn: Sam Sales... D

change Account (1)
2, sales

Exchange Contact (0)
Purpose Groups (0)

Name: sales Identity: sales Email-Addr...

Use the search field to find the
desired distribution group.

Scan comparision

e TR

Access Rights Management. Only much Smarter.
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8MAN

# Start & Resources

Resources

= Permissions

£ Accounts

Dashboard

& Multiselection

M Logbook

[ @ Resources ftter £

Active Directory
File server
SharePoint

-8 &) 8man-demo.com

B3 au public Folders

4, Distribution Groups
%, development

#3 external consultants

- B SRV-EXCHANGE.8man-demo.local
vSphere
Purpose Groups

6.1.7

full path

development@8man-demo...
extemalConsultants @8man...
sales@8man-demo.com

Background / Purpose

Description Access rights  Folder Size

& jbadmin ~

Scan comparision

1 demo.com
Access rights Members
Name Value

2 & Manager account

L8, Delmar Atkins (8man-demo.com\d.atiins)
£ Moderation

I moderation active?

-+ Send Moderation Notifications

i.....8,, Eric Zann (man-demo.com\ezann)
-8 Whitelist
-~ 8, Delmar Atkins (Bman-demo.com\d.atkins
[ Additional attributes
""" Identifier
-+ Maimum email size (Sending)
-+ Maximum email size (receiving}
-+ Approval for members to join
-+ Approval for members to depart
-~ Recipient Type
-+ Recipient Type Details
- Email-Addresses

-+ email address policy

Always
If Empty the owners are this groups moderators.

Senders for whom no moderation is needed.

sales
unlimited

unlimited

Closed

Closed
MailUniversalDistributionGroup
Mailniversal DistributionGroup
SMTPisales@8man-demo.com
Not activated

Identify members of distribution groups

Click the "properties" tab. SMAN
shows you managers, moderators
and maximum email sizes.

8MAN allows you to display all members and / or recipients of distribution lists. In typical 8MAN fashion this also
includes nested group memberships.

This is also possible for dynamic Exchange groups.

Step by step process

8S8MAN

# Start & R

Permission Analysis

® Where does a user/group have
access?

User Provisioning

& Active Directory
@ Create new user or group

@ Edit group memberships

Security Monitoring

‘ @ Manage alerts

l;l File server
=]
36 ® FS Logga access rights change
history
@ Who did what, except authorized

users (SoD)?

® Who did what?

® Who made changes?

=\ FA\\Y

= Permissions

& vSph
| o wn

;l File sq
| ® ey

& Activ
‘ ® AD

& sam sales der Boss (8man-demo\Sam.Sales) displayname: Sam Sales der Bos

Groups
&) Ex_Sales (8man-demo\EX_Sales)
& Vertrieb (8man-demo\Sales)
Contacts (0)

Directories (0)

SharePoint Resources (0)

Mailboxes (1)

&7 Sam Sales der Boss

vSphere (0)

Public Folders (1)

Sales

Mailbox Folders (0)
Active Directory Resources
Sales

See more results

cn: EX_Sales samaccountname: E...
cn: Sales samaccountname: Sales

SamSales@8man-demo.local

Folder: Sales

Q see more results

name: Sales

—

Distribution Group (1)
#; sales

Name: sales Identity: sales SAM...

Scan comparision

figuration
vert XML import file

bort configuration import

e Directory
ount Details
fctive accounts

I accounts.

change Account (1)
& sales

Purpose Groups (0)
8MAN Logbook
11/4/2016 5:07 PM - sam.sales
Folder created

11/4/2016 12:01 AM - cradmin
User or computer account activated

Name: sales Identity: sales Email...

Q see more results

\\srv-8man\Vertrieb\Projekte\Ges:
User name: sam.sales

Mike Mustermann

Comment: Tif’kethr. 123456 Be...

Members and group
imberships

rs and groups (Kerberos, Last
lon)

lange

:ange mailbox

permission groups?

Use the search field to find the
desired Distribution group.

| 40
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1. Focus on the desired
distribution group.

2. Select the tab "Members".

3. Open the "Children" area.

8MAN
th Start & Resources [5] Per & Accounts

Resources

| @ Resources fiter firs tevet 2|

full path Description Access rights  Folder Size <ales (8 demo.ommicrosoft.c |
st scr et freon 4. You can then see allmembers of
ey the distribution group in a flat
3¢5 8man-demo.onmicrosoft.com .
T E3 Al public Folders \ IIS t.
8 4, Distribution Groups ) N e % i
o b i (e 5. Alternatively you can analyze
2 Francis Morgan (8man-demo... 1

Grigory Kossonossow (8man-... 1

the group in the accounts view.
Right-click on the distribution
group and select "Show in
accounts view" from the
context menu.

Jenny Bames (8man-demo.on... 1

& Modify access rights...

\4 Edit email addresses...
arePoint Online & Edit manager...
8 Edit moderation...

& Create Purpose Group
&) Open Logbook

Copy as path

8MAN-DEMO.LOCAL ~ °<Latsst scan> N0

SMAN

Use the accounts view to analyze
recursions and group

#h Start & Resources = Permissions & Accounts @ Dashboard [# Multiselection M Logbook @ Scan comparision b h .
- > Graph 18 7y || 2 sales (8 demo.onmicrosoft.ce les)
Report *
v Children
A Tree
Name
external consultants Bman- ;!E sales (Bman-demo.onmicrosoft.com!...
demo. soft.com\external i+~ 8 Delmar Atkins (8man-demo.onmi...

consutants) - & Francis Morgan (Sman-dema.on...

-~ B3 Grigory Kossonossow (8man-dem.
*---- 8 Jenny Barnes (8man-demo.onmicr...

2
Delmar Atkins (8man- Francis Morgan (8man- Grigory Kossonossow (8man- P
demo.onmi atking) dema.onmicrosoft.com\Grigory

v Attributes

Access Rights Management. Only much Smart
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6.1.8

Background / Value

Identify distribution group permissions

With 8MAN you can quickly check who is allowed to to send Emails from which distribution list. The relevant cases
are "send as" and "send on behalf of". The former is the most critical, since it is not easy to identify who actually
sent the Email. In the scenario for "send on behalf" the PA or deputy sending the email is clearly recognizable.

Displaying these access rights is also possible with dynamic Exchange groups.

Step by step process

Version: 7.

8S8MAN

A Start & Resources Permissions

Q saleg

Users (1)

cn: EX_Sales samaccountname: E...
cn: Sales samaccountname: Sales

SamSales@8man-demo.local

Folder: Sales

name: Sales

—

Name: sales Identity: sales SAM...

% & sam Sales der Boss (8man-demo\Sam.Sales) displayname: Sam Sales der Bos... RESIECIEIIERE D]

figuration
wvert XML import file

bort configuration import

e Directory
ount Details
ktive accounts

il accounts

history

® Who did what, except authorized
users (SoD)?

® Who did what?

@ Who made changes?

Qs

Ready

Version: 7.]

8MAN

# Start & Resources [=] Permissions

Resources

Name: sales Identity: sales Email...

\\srv-8man\Vertrieb\Projekte\Ges
User name: sam.sales
Mike Mustermann

Members and group
Imberships

rs and groups (Kerberos, Last
lon)

lange

ange mailbox

Groups See more results
& £X_Sales (8man-demo\EX_Sales)
& vertrieb (8man-demo\Sales)
Contacts (0)
Permission Analysis AT Le(l)
SharePoint Resources (0)
@ Where does a user/group have [ vSph{ Mailboxes (1)
‘ access? ‘ o wh & Sam Sales der Boss
VSphere (0)
Public Folders (1)
sales
User Provisioning Mailbox Folders (0)
Active Directory Resources 2 See more results
& Active Directory D Files{ @ sales
@ Create new user or group ‘ ® Edigmie
Distribution Group (1)
@ Edit group memberships %, sales
change Account (1)
2, sales
Security Monitoring A EERERTR)
8MAN Logbook Q see more results
‘ @ Manage alerts Ho Activ 11/4/2016 5:07 PM - sam.sales
‘ om0 et ez
B3 File server 11/4/2016 12:01 AM - cradmin
=] User or computer account activated
36 @ FS Logga access rights change

Comment: Ticket-Nr. 123456 Be...
’ I

permission groups?

SMAN-DEMO.LOCAL ~ @ <latest scan> ~ O]

A Accounts @ Dashboard

& Multiselection

M Logbook

| @ Resources fiter first levet

@ Scan comparision

full path
Active Directory
server
SharePoint
Exchange
& 8man-demo.onmicrosoft.com
B3 Al Public Folders \
##, Distribution Groups.

&2 external consultants ternalCe

&, sales

B Mailboxes
srv-exchange13.8man-demo.local
phere

Purpose Groups

SAP-System

SharePoint 2010

SharePoint Online

rales@@man-demo.com

Description Access rights  Folder Size

~ A Access rights

& All permissions.
-8 Richard Pickman (8man-...
2, Henry Armitage (8man-d...

N

=@+

Send As

Accounts with permissions

Users/groups with access right: All permissions

| @i

| @ Users @ Groups @ Contacts

@ Computers |

& Richard d

&, Henry Amitage (8man-demo.onmicrosoft.com\harmitage) 1

- %

1

8MAN-DEMO.LOCAL ~

=" @ <Latest scan> ~

Use the search field to find the
desired Distribution group.

8MAN shows all access rights on
the right-hand side.
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6.1.9 Analyze historical access rights situations

Background / Value

After the occurrence of data breaches and other security incidents it is often useful to review historical access rights
situations. This allows you to understand who had access and who could not possibly have had access during a given
point in time. 8MAN allows you to access historical scans in the usual "Look and Feel" to understand the security

implications of access rights situations at the time of the incident.

Step by step process

Version: 7.

8MAN

#h Start & Resources [ Permissions £ Accounts

Permission Analysis

‘ @ Where does a user/group have (9 vSphere

access?
‘ @ Who has the privilege?

User Provisioning

& Active Directory L3 File server

@ Create new user or group ‘ ® Edit directory access rights

@ Edit group memberships

Security Monitoring

& Active Directory B File server

‘ ® AD Logga Report @ Detailed permission changes

® Who did what, except authorized
users (SoD)?

@ Who did what?

@ Who made changes?

<
©

Ready

@ Dashboard

[ Multiselection [0 Logbook @ Scan comparision

Documentation & Reporting

@ Reports overview O Configuration

® Where has the user/group
access?

@ Convert XML import file

@ Report configuration import
@ Who has access where?

& Active Directory

L3 File server
@ Account Details
@ All ‘Authenticated users’ )
& @ Inactive accounts
permissions
@ All ‘Everyone’ permissions @ Local accounts

@ All owner not administrator ® Manager-Employees

@ Al users with direct access @ OU Members and group

© <Lotestscon> [
@ Users and grof @ 1,19017 301 P
® Permission difference logon) @ 10/3172015 1:16 PM

@ New and unused shares

© 10/23/2015 444 PM
©8/19/2015 4:51 PM
| © 8/19/2015 421 PM
@ 8/17/2015 10:00 PM
@ 8/15/2015 1000 PM
| @ /142015 10:00 PM
@ 8/13/2015 10:00 PM
@ 8/12/2015 10:00 PM
@ /1172015 10:00 PM
| @ 8/1072015 10:00 PM
© 8/9/2015 10:00 PM
| @ s/8/2015 10:00 PM
9 /712015 1000 PM
© 832015 10:00PM -
8man-demolocal - [NESN= & <Latest scan> ~ [NO}

@ Unresolved SIDs
B Exchange
@ Where have employees of a

manager access (file server)? @ Exchange mai

® Who has access through which
permission groups?

Access Rights Management. Only much Sm

Select the desired scan date.
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8MAN

& Start

& Resources

Permission Analysis

@ Where does a user/group have
access?

User Provisioning

:' File server

| ® Edit directory access rights

Security Monitoring

& Active Directory

a | ® AD Logga Report

9

& Account:

® Dashboard

[A Multiselection m

A You are using historical data

& vSphere

‘ @ Who has the privilege?

EJ File server

® Detailed permission changes

® Who did what, except authorized
users (SoD)?

® Who did what?

@ Who made changes?

Logbook @

Scan comparisio

Documentation & Reporting

@ Reports overview

@ Where has the user/group
access?

® Who has access where?

L3 File server

® All ‘Authenticated users’
permissions

@ All ‘Everyone’ permissions
@ All owner not administrator
@ All users with direct access
@ New and unused shares

@ Permission difference

@ Unresolved SIDs

® Where have employees of a
manager access (file server)?

® Who has access through which
permission groups?

O Configuration
@ Convert XML import file

@ Report configuration import

& Active Directory
® Account Details
@ Inactive accounts
@ Local accounts
@ Manager-Employees

@ OU Members and group
memberships

® Users and groups (Kerberos, Last
logon)
B2 Exchange

‘ ® Exchange mailbox permissions

ts Management. Only m

Using the SMATE for Exchange

The warning and the orange frame
indicates that you are viewing
historical information.
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g the 8MATE for Exchange

6.2 Documentation & Reporting

6.2.1 Who has access to what?

Background / Value

Managers and team leads know best who should have access to what. Having an understanding of your access rights
situation is extremely important, especially for public Exchange folders and mailboxes. The report "who has access
to what?" provides an overview of all users and their access to public folders. In addition 8MAN highlight the access

right "send as", due to its potential risk.

Step by step process

Version:

8S8MAN

& Start & Resources Permissions & Accounts

Resources 1

@ Dashboard

[ @ Resources ftter first tevet

2 |

full path Description
Active Directory
File server
SharePoint
B Exchange
@ ¢ 8man-demo.com
--E1B SRV-EXCHANGE 8man-demo Jocal
~@E] Al Public Folders

J i Report: Who has access where? B
Copy as path

Marketing 1 @3man-cema.lo...

[BO Marketing
B30 Purchasing

Support] @8man-demolocal

Mailboxes
®vSphere
Purpose Groups

Who has access where?

Report configuration

Access rights  Folder Size

Title

[ritie

Comment [ Comme

Objects

& Paths & Organizational categories

Al Public Folders (srv-exchange man-demolocal: ]

[ ][] Leveis to resolve under the selected resource

Translate names of groups to purpose group name
v Details
v Filter

+ Group settings

v Options

~ Settings

The output format is PDF
Report execution mode started manually
Store on specific path iz Deactivated
Send email is Deactivated

Multiselection 0 Logbook @ Scan comparision
B All Public Folders Report ~
\
Access rights
~ & Access rights =@ O#
A
if i
5] 3
]
© All permissions
i efault (Exchange\Default)
L~ [& Anonymous (Exchange\A. N

Accounts with permissions

Users/groups with access right: All permissions
| @rier

| @ Users @ Groups @ Contacts @ Computers |
- %

Anonymous (Exchange‘Anonymous) 1

(&) Defauit (Exchange\Defaut) 1

Name

Who has access where?

Access right report on resources with detailed permissions.

I Start l Discard

8man-demolocal

Access Rights Management. Only much Smarter.

1. Select "Resources".

2. Right click on any or all public
folders. Select the report "Who
has access where?" from the
context menu.

Enter a title for the report and
add a comment.

Define the range of the report.
In order to reduce complexity,
we recommend selecting "user
view" in the "group settings"
area. All other settings are
targeted at expert users.

Define the desired report
settings.

Start the report.
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6.2.2 Identify mailbox permissions

Background / Value

8MAN generates a variety of reports that shows Mailbox access rights. These include:

Mailbox directories and their access rights

Properties (Mailbox size)

Deputies for Mailboxes

Out of Office notices

Mailboxes and their directories require a high degree of security. However, in practice they often contain excessive
access rights. It is extremely important to maintain an overview of these rights as folders often contain sensitive
Emails.

Additional Services

"Send As'" access rights are shown in the report "\Who has access to what?".

Step by step process

Version:

SMAN

1. Select "Start".
2. Click on "Exchange Mailbox

# Start & Resources Permissions £ Accounts @ Dashboard & Multiselection M Logbook @ Scan comparision
feed "
permissions .
Permission Analysis Documentation & Reporting
‘ @ Where does a user/group have 5 vSphere @ Reports overview Q Cconfiguration
aceess? ‘ @ Who has the privilege? @ Where has the user/group @ Convert XML import file
access?

@ Report configuration import
® Who has access where?

User Provisioning o Active Directory

EJ File server
B ® A Detail
\ccount tails
& Active Directory LI File server ® All‘Authenticated users' o .
- nactive accounts
® Create new user or group ‘ @ Edit directory aceess rights permissions
® Edit group memberships @ All Everyone’ permissions @ Local accounts

@ All owner not administrator ® Manager-Employees

@ OU Members and group

@ All users with direct access ¢
memberships

Security Monitorin Permission diff
y g O Rofirellams @ Users and groups (Kerberos, Last
& Active Directory B3 File server @lUrsoived i) logon)
. o ® Where have employees of a
a ‘ @ AD Logga Report @ Detailed permission changes e i B Exchange

O Uimddo o aii=] ® Who has access through which (3 ® Exchange mailbox permissions
users (SoD)?

permission groups?

® Who did what?

@ Who made changes?

Access Rights Management. Only much Sm
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Exchange mailbox permissions

Report configuration

Title [Titee

Exchange mailbox permissions

Please select resource(s)

Comment | Comment

& Organizational categories

|Abott, Peter (Peter.Abott@8man-demo.local)

v Properties

+ Settings

The output format is PDF
Report evecution mode started manually
path is Deactivated

-demo.local
1 All Public Folders
~E & Mailboxes
-B0 &8 (empty category)
-E & Abott - Carter
T, Aott, Peter
— & Administrator, Adam
- & Agogbo, Charles
- &2 Aido, Tom
& Akbar, Mohammed
& Aldack, Don
~ & Alex Boone
- &2 Ali Bye
& Anda, Lou
- & Angel Carreras
— & Anick, Mike
— & Aritan, Sam
- &2 Ayshen, Don
& Baba, Ali
— & Back, Helen
&2 Baltelli, Luca

I Discard

8man-demolocal =0 © -<Latest scan>

s Management. Only much Smart

Using the 8MATE for Exchange

Enter a title for the report and
add a comment.

Define the range of the report.

Define the desired report
settings.

Start the report.
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Using the 8MATE for Exchange

6.3 User Provisioning

6.3.1 Create a mailbox (e-mail enable users)

Background / Value

If your license agreement includes 8MATE for Exchange you can create Mailboxes (email enable users) with SMAN.

Step by step process

Version:

8S8MAN

& Start

- >

& Resources

Il @ scarch

Permissions & Accounts @ Dashboard Multiselection

Graph

&4 Selectaccount

Show in Resources View.

B show access rights to resources...

@ Report: Where has the user/group access?
& Report: Account Details
& Change group memberships...

& Create new user or group

i

M Logbook

FI

& jbadmin ~

© Scan comparision @

& Tim Trainee (8man-demo\Tim.Trainee)

~ Attributes

Name
[Account Expires
[Common Name
Distinguished Name

Report ~

Edit

Value

Account never expires
Tim Trainee

CN=Tim Trainee OU=TestUsers.DC.

Select the desired User or
distribution group (type:
universal).

Right-click on the user. You can
do this in the Accounts view.

Click on "Enable mailbox" from

3 Display Name Tim Trainee h Th . . .
(=2) S the context menu. This option is
Domain Users (8man-demo\Domain Bl & Unlock user
s s Last Logon Never logged on . 3 )
9 Dsscnaesccount ome GO Tm Traee only available if no mailbox has
& Change password options Object GUID Scd1c22d-6c44-43cf-087c-63f854
| B Reset user password Object SID §-1-5-21-1178734647-207574235-. b een crea ted yet
| @ Soft delete user account plegEzplE 58 ‘
\ SAM Account Name  Tim.Trainee
\ & Delete account [SAM Account Type  (805306368) User Object
‘a Edit attributes Surname Trainee
o | @ Move object User Account Control 512 /0x200
o N\ J This is a default account type that r|
\ 3 User Principal Name  Tim.Trainee@8man-dema.local
| - LDAP ADsPath LDAP/Bman-demolocal/CN=Tim.|

\/ ] Open Logbook
Y @ Create alert

3 ey as path
Tien Trainee (8man-demo\Tim. Trainee)

<

Enable mailbox

&, B Tim Trainee (8man-demo\Tim.Trainee)
Status of changes: ..
Credentials 8man-demo\sa-exchange scan

Email-Addresses sr generated automatically based on the Exchange

email address policies

~ Storage

Mailbox Database
<Select automatically> v

[ Archive Database

Mailbox Database 1917641880 (Default) v

a ~ Connectivity

ActiveSyne
Policy | Default (Default)
Outlook Web App (OWA)
poc
IMAP
POP3
MAPI

Piease add o comment

8man-demolocal

=2 © <Latest scan>

Access Rights Management. Only much Smarter.

Determine the Exchange
options.

You must enter a comment, for
example a ticket number.

Start the creation of the
mailbox.
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6.3.2 Change mailbox permissions

Background / Value

8MATE Exchange displays the access rights to Mailboxes in the resource view. Mailbox access rights are shown as
follows: "Owner", "Full access", Read Access rights" and "Administrate". Additionally you can also assign the
following access rights to individual users: "Full access", "Send as" and "Receive as".

Step by step process

Use the search field to find the
T O desired mailbox.

8MAN Q@ zand & -

th Start & Resources [ ssions 4 Groups (0) [D Scan comparision @
Contacts (0)
Resources Directories (0)
[ @ resour SharePaint Resources (0)
ilk o
full path & Eric Zann ezann@8man-demo.com |
[ Active Directory ST )
[ g server Public Folders (0)
@ SharePoi .
I Exchange Mailbox Folders (0)
[@vSphere Active Directory Resources (0)
Purpose Groups Distribution Group (0)
Exchange Account (1)
2. Eric Zann Name: Eric Zann Identity: e.zann Email-Address: e....
Exchange Contact (0)
Purpose Groups (0)

BMAN @ zann X~ & & jbadmin ~

Right-click on the mailbox and
select "Modify access rights" from

# Start & Resources Permissions & Accounts @ Dashboard [ Multiselection [ Logbook @ Scan comparision @ th t t
Resources %l & Eric Zann Report ~
demo.com
[ @ Resources ftter first ievet 2 |
Access rights [
full path Description Accessrights | Foldersize ll (g Coconien oot e
Active Directory ) p
~ )
(@ File server A Access rights 28 »
SharePoint .
- g &3
-2 8man-demo.com S= 5 2 . 22 2
g All Public Folders K 5 I £ 5 H
@ 4, Distribution Groups . bl et
28 vaivos 54l permissions N
> 2 Delmar Atkins datkins@8man-demo.com 210 @ 3218 (107 5[] | 8o Richerd Pickman (Bman-de..
> = Dexter Ward dwrard@8man-demoa.com 264°[) samp o I NT AUTHORITVSELE v v
> Mailbox DiscoverySearchMailbox{DS... 3 ECRERE O s g g j
EURPRDOS\Domain Admins
53 01 7MB (%)
S R fmorgan@8man-c4 Report: Who has access where? 7ME(@%) EURPRDO8\Enterprise Adm... -] v
- Henry Armitage harmitsge@@man-| ® Report Account Details 6MB(0%) EURPRDOS\Organization... ) v
F 3 & Jenny Barnes jbames@8man-deq 2, Show in accounts view... smaosfi : NT AUTHORITY\SYSTEM >
b Richard Pickman & o . 6Mp (03%)ff 1= NT AUTHORMANETWORK... v
L & Rita Young 6MB (0%) = PRDMGTO1 \V\M—Only Or.. v
> 52 Umberto Eco umberto.eco@8mall B Modify access rights... smpo%ff i~ PROTSBOMitUsers v
S Walter Gilman wgilman@8man-d! A 3smpwf| T EURPRDOB\Public Folder.. 4
emall address o EURDRANAFurhanne San - M
B wodamsGBman-i g o, 6 MB (0 %) e—————
elete
i Wilbur Whateley wabstge@tmen| & 25 © 36ms29 0 Accounts with permissions
> & William Dyer w.dyer@8man-dem| Qf Editmailbox and email size 6 MB (0%)
- B9 SRV-EXCHANGE.8man-demo.local & Edit Out of Office Users/groups with access right: All permissions.
[BvSphere 5 Gpen Logbosk | @rier 5
g % Open Logbook
(@ Purpose Groups penteg |. Users @ Groups @ Contacts @ Computers ‘
[ Copyas path Name ™
EURPRDDB\Adrministrator 24 A
EURPRDO8\Domain Admins 24
EURPRDOG\Enterprise Admins 24
EURPRDO8\Exchange Servers 1
. L EURPRO0BEKChange Trusted Subsystem 1
= EURPRDO8\Managed Availability Servers 1 ~

8man-demalocal

Access Rig
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Using the 8MATE for Exchange

Use the search field to find the
desired account.

BMAN ‘@ zann X~

& Start & Resources [F Permissions £ Accounts @ Dashboard

& jbadmin ~

Multiselection M Logbook @ Scan comparision ®

. Usedrag & drop to move the
Accounts New Templates Paste Clear l Resource

Q@ fsearch & [l2 > Exchange > Bman-demo.com > Mailbores > EricZann > accountto an access r/gh ts
Eric Zann Copy as path
Name
& hids, Tom (8man-demo\Tom Aido) co /umn .
& Dup, Nick (Bman-demo\Nick Dupp) Full Access Send As Send On Behalf l k " l "
- 3. Click on "Apply".
NT AUTHORITV\SELF &, 3 Richard Pickman (8man-demo.cor
Rita Young (8man-demo.com\ryoung) & g Smith, James (8man-demoiames
»
maaa
< > e >
¥ Miscellaneous rights 3
Switch to horizontal view Apply

gman-demolocal v

1. You must enter a comment, for
example a ticket number.

2. Start the access rights change.

Change access rights

= Eric Zann

ezann@8man-demo.com

Cradential for changes jbadmin@8man-demo.com /)

Please add a comment

8man-demalocal =290 @ <Latest scan>

Access Rights Management. Only much Smarter.
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6.3.3 Manage out of office notices

Background / Value

8MAN allows help desk to set out of office notices for employees without gaining access to email content.

Step by step process

Use the search field to find the
desired mailbox.

BMAN & jbadmin ~

th Start & Resources = Permissions 4 Groups (0) [D Scan comparision
Contacts (0)
Resources Directories (0)
[ @ e SharePaint R 0)
ilt 1)
full path & Eric Zann e.zann@8man-demo.com I
(@ Active Directory =)
s': *P':" Public Folders (0)
arePoint .
e Mailbox Folders (0)
lavsphere Active Directory Resources (0)
Purpose Groups Distribution Group (0)
Exchange Account (1)
3 Eric Zann Name: Eric Zann Identity: ezann Email-Address: e....
Exchange Contact (0)
Purpose Groups (0)

Right-click on the mailbox and
8MAN - M select "Edit Out of Office" from the

fh Start & Resources [=] Permis & Accounts Dashboard  [# Multiselection [ Logbook @ Scan comparision
context menu.

Resources * ) Ericzann feport -

Access rights [y

@ Resources filter fi 2
[ |

full path Description Accessrights | FolderSize fl g oor0aD0G091-db126
(@ Active Directory ;
I File server ~ & Access rights
(@ SharePoint .
ER]
i £ %
& Bman-demo.com S|y & i 2 2
=z & < = ]
B i public Folders §3 &3 2 E 23
4, Distribution Groups o|&|=a
B Matbores 2 Al permissions s
I 2 Delmar Atkins datkins@8man-demo.com 210 @32 Me (107 59 B Richard Pickman (8man-de...
I 2 Dexter Ward dward@8man-demo.com 264°[} sampo | N AUTHORITASELE v v
H Mailbox DiscoverySearchMailbox{DS... 3 &, EURPRDO8\Administrator 4 v
[ o = |+ euroroomoomn asrns e v
Report: Who h: here? -
I Morgan fmorgan®8man-demo.com Sporttihe s sccesshers %) . EURPROOS Enterprie Adrm.. e v
K & Henry Amitage hamitage@8man-demorcom Report: Account Details slf i+ S EURPRD0B\Organization... e v
5 & Jenny Bames jbames@8man-demo.com 2. Show in accounts view.. sl i e NT AUTHORMNSYSTEM v
& & Richard Pickman r.pickman@&man-demo.com & Change group memberships... o 1 NT AUTHORMANETWORK.. ot
i &3 Rita Young ryoung@8man-demo.com %) €, PROMGTOT = OnlyOe s
i Umberto Eco umberto.eco@8man-demo. & Modify access rights.. ™ ) PROTSBOTVitUsers v
I &2 Walter Gilman wigilman@Bman-demo.com 15 Edit email addresses.. o) ] S EURPRDOB\Public Folder.. v
= i & FLIRPRDNAVFrchanas Sans v ~
I Wendy Adams w.adams@8man-demo.com x Delete S
H & Wilbur Whateley wiwhateley@8man-demo.co... i %8 Accounts with permissions
~@ &2 William Dyer w.dyer@8man-demo.com )
B SRV-EXCHANGE.8man-demo.local Users/groups with access right: All permissions
[@vSphere 7
Pup . &) OpenLogbock | @reer 5|
rpose Groups |Q Users @ Groups @ Contacts @ Computers ‘
[ Copy as path
Name - ¥
., EURPRDOB\Administrater 24 "
€., EURPRDO8\Domain Admins 28
©,, EURPRDO@\Enterprise Admins 24
., EURPRDO8\Exchange Servers 1

<Latest scan>
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Determine the out of office

settings.
Out of Office . You must enter a comment, for
& e emocon example a ticket number.
Tom Out of Office . Start the process.

From Tuesday, March 7, 2017 1:00 AM until Tuesday, March 14, 2017 100 AM 3§
Send a reply once to each sender inside my organization with the following message

[ %Also send reply to

Credentials <not set> /iy

Please add o comment

Status of changes: -

8man-demolocal

Access Rights Management. Only much Smarter.
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Access Rights Management

6.3.4 Manage mailbox and e-mail size

Background / Value

Managing mailbox size is a common task for help desk. 8MAN allows you to make these quickly and efficiently.

Step by step process

8MAN

& Resources

# Start d Groups (0)
Contacts (0)
Resources Directories (0)
[@ oo SharePoint R 0)
ilt 1)
full path & Eric Zann e.zann@8man-demo.com I
(@ Active Directory phere (0]

ile server

8S8MAN

Public Folders (0)

 exchange. Mailbox Folders (0)
EvSphere Active Directory Resources (0)
Purpose Groups Distribution Group (0)
Exchange Account (1)
3 Eric Zann Name: Eric Zann Identity: ezann Email-Address: e....
Exchange Contact (0)
Purpose Groups (0)

[D Scan comparision

X~ g

Use the search field to find the
desired mailbox.

Right-click on the Mailbox and

zann & jbadmin ~ " . . . . "
select "Edit mailbox and email size
fh Start & Resources [ Permissions & Accounts Dashboard [ Multiselection [ Logbook & Scan comparision f h
Resources & | e Eric Zann feport -
[ & resources futer 2 |
-
full path Description Accessrights | FolderSize fl g oor0aDG091-db126
(@ Active Directory )
I File server ~ & Access rights
(@ SharePoint o
ER-]
i £ %
& Bman-demo.com S|y & i 2 2
z3 & < = ]
B3 i public Folders §3 &3 2 E 23
#, Distribution Groups o|&|=a
B Mailboxes [ All permissions. "
F» B Delmar Atkins datkins@8man-demo.com 210 @32 Me (107 59 B Richard Pickman (8man-de...
I 2 Dexter Ward dward@8man-demo.com 264°[} sampo | N AUTHORITASELE v v
H overy Search Mailbox DiscoverySearchMailbox{DS... 3 &, EURPRDO8\Administrator 4 v
[ demo.com 2 2B (0%) ©. EURPRDOB\D: Admins - v
i — tmergan®Smen-demecom ia Report: Who has access where? cowfi ©, EURPRDOB\Enterprise Adm... e v
i &2 Henry Amitage democom | @ Report t Details 8 (0% i S EURPRD0B\Orgarization... e v
b B Jenny Bames ibarnes@8man-demo.com 2, Show in accounts view.. B 0% i b NT AUTHORITNSYSTEM v
H & Richard Pickman 1. pickman@&man-demo.com 8 Chenge group memberships.. Bo%fi ém AUTHORIMANETWORK... v
H 2 Rita Young ryoung@8man-demo.com B (0%) EEDICID et on o v
b Umberto Eco umberto.eco@8man-demo... & Modify access rights.. B ] | S PROTSEO Uitlsers v
: . - €, EURPRDOB\Public Folder..
I 2 Walter Gilman w.gilman@8man-demo.com 13 Edit email addresses.. B (1 %) %H mmﬁp“ »K = . v .
s £ Wendy Adams. w.adams@8man-demo.com % Delete B (0%) S —— -
(S Rty < T 2% 0 Accounts with permissions
@ & William Dyer w.dyer@8man-demo.com it mailbox and emai size | B (0
B SRV-EXCHANGE.8man-demo.local & Edit Out of Office Users/groups with access right: All permissions
(@ vSphere | @neer 5|
£ Open Logbook
[ Purpose Groups & |Q Users @ Groups @ Contacts @ Computers ‘
(R Copy as path
a Name POE 3
., EURPRDOB\Administrater 24 "
€., EURPRDO8\Domain Admins 28
©,, EURPRDO@\Enterprise Admins 24
., EURPRDO8\Exchange Servers 1
., EURPRDOB\Exchange Trusted Subsystem 1
o

<Latest scan>
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Click on "Customize" to change
the mailbox size.

Quickly add 1 GB of storage.
The increments can be adjusted
Saiboxiee in the configuration module.

= Eric Zann

et . Click on the pen icon to edit the
Malbo size maximum email size.

Size managed by Exchange] 1

50,176 MB until 2 warning will be issued to the user

50,688 MB until the user will no longer be able to send emails YOU must enter a commen tl for
51.200 :Arf;lzm the user will no longer be able to send or receive example a tICket n umber

| Provide the user with 1.00 GB additional space a

Start the process.

Email Size
15¢7 JEmaximum size for outbound emails
3
15q 7 P maximum size for inbound emails

Credentials <not set> /\ ﬂ
piease add o comment
‘Cancel

Status of changes: .

8man-demolocal

Access Rights Management. Only much Smarter.
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6.3.5 Manage e-mail addresses

Background / Value

With 8MAN you can assign and remove multiple email addresses to mailboxes, distribution groups and contacts.
The process is documented automatically.

Step by step process

Use the search field to find the
v Bl desired mailbox.

#h Start & Resources [ Permissions 4 & Delmar Atkins (8man-demo\D.Atkins) displayname: Delmar Atkins cn: Delma, Scan comparision
Groups (0)
Contacts (0)
Directories (0)
—ShareBoint ResourcesO)
Permission Analysis Mailboxes (1)
&7 Delmar Atkins d.atkins@8man-demo.com
® Where does a user/group have (5 vSphS=ySPmeEreTOT:
‘ access? ‘ @ whg Public Folders (0)
Mailbox Folders (0)
Active Directory Resources (1)

8MAN

wert XML import file

port configuration import

& Delmar Atkins (D.Atkins) cn: Delmar Atkins name: Delmar Atkins |
User Pro Distribution Group (0) e Directory
Exchange Account (1) ount Details
& Active Directory CJ File 54 . . g =
2, Delmar Atkins Name: Delmar Atkins Identity: datidns...| . o oo
@ Create new user or group ‘ ® Edit| Purpose Groups (0)
jal accounts
® Edit group memberships 8MAN Logbook (0)

@ All owner not administrator ® Manager-Employees

@ OU Members and group
memberships

All users with direct access

Security Monitorin Permission diff
Y 9 @ Permission difference ® Users and groups (Kerberos, Last
‘ ® Manage alerts & Active Directory @ Unresolved SIDs logon)
@ Where have employees of a
EJ File server ‘ © A0 Logoa Report manager access (file server)? B Exchange
= ® FS Logga access rights change ® Who has access through which ‘ @ Exchange mailbox permissions
36

L 5
history permission groups?

® Who did what, except authorized
users (SoD)?

® Who did what?

e ® Who made changes?

Right-click on the Mailbox and
select "Edit email addresses" from
the context menu.

SMAN

# Start

& Resources  [=] Permissions & Accounts @ Dashboard [ Multiselection [ Logbook @ Scan comparision

Resources

[@ o=

Delmar Atkins
d a

Properties
full path Description Access rights _ Folder Size
Active Directory

File server ~ A Access rights

SharePoint
BExchange g H £

& 8man-demo.onmicrosoft.com ] 5 E <2

B3 Al public Folders \ iz E E E 3

#, Distribution Groups ol=|=2 4
- All permissions ~

+ t (= B T I Report: Who has access where? &5 o 2w = NATONTA T 4
L e 212°[) 68 MB 4 v
- &2, Discovery Search Mailb e 3 [ v
- 2, Eric Zann Edit email addresse: 12 5 sMB ] v
- 2 Francis Morgan TaNbox and emat sze 1 &MB e v
> B & emy Armitoge & Estou srofce 3 sMe v
- &2 Jenny Bames 12 6MB v
- & Richard Pickman £ Open Logbook 12 6 MB v
- 2, Rita Young 2 &MB ~
- & Umberto Eco [ Copyas path 12 6MB v
-+ & Walter Gilman w.gilman@3man-demo.com 1 & 3MB
- &2 Wendy Adams w.adams@8man-demo.com 2 &M 4 v
- &B Wilbur Whateley wawhateley@8man-demo.co... 1 Q :wM -
- & William Dyer w.dyer@8man-demo.com i M2 Accounts with permissions

Q&sn'mhﬁng:1 3.8man-demo.local

£ Al Public Folders \ Users/groups with access right: All permissions
&8 Mailboxes | & rieer [EN|

BvSphere | @ Users @ Groups @ Contacts @ Computers |
Purpose Groups
©SAP-System Name - %
SharePoint 2010 8., EURPRDOB\Administrator 28 ~
SharePoint Online &, EURPRDO8\Domain Admins 28

8, EURPRDOB\Enterprise Admins 28

S, EURPRDOB\Exchange Servers 1

9, EURPRDOB\Exchange Trusted Subsystem 1
S, EURPRDOB\Managed Availability Servers_1

SMAN-DEMO.LOCAL
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Add an email address or delete
an existing one.

Select the primary email
address.

Edit email addresses

Double-click the field where you
elmar Atkins
- D@im want to enter or change the
address.

You must enter a comment, for
example the ticket number.

Start the process.

Credentials <not set> /i
s e

8MAN-DEMO.LOCAL

Access Rights Management. Only much Smarter.
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6.3.6 Manage distribution group memberships

Background / Value

8MAN allows you to manage the members of distribution groups. This includes the addition and removal of
recipients as well as the nesting within other groups (parent child relationships). The process is automatically
documented.

Step by Step process

Use the search field to find the
desired distribution group.

8MAN

 Start & Resources = Permissions & Sam Sales der Boss (8man-demo\Sam.Sales) displayname: Sam Sales der Bos... IR EIE L]

Groups See more results

[ EX_Sales (8man-demo\EX_Sales) cn: EX_Sales samaccountname: E...
& Vertrieb (8man-demo\Sales) cn: Sales samaccountname: Sales
Contacts (0)

Directories (0)
SharePoint Resources (0)

Permission Analysis

‘ ® Where does a user/group have (5 vSphq Mailboxes (1) figuration
? o
access: ‘ ® Wh &5 Sam Sales der Boss SamSales@8man-demo.local vert XML import file
vSphere (0)
Public Folders (1) port configuration import
Sales Folder: Sales

User Provisioning Mailbox Folders (0) e Directory

Active Directory Resources O See more resuits ount Details

&, Active Directory D Files{ ® sales name: Sales
. tive accounts

@ Create new user or group ‘ @ Editg
Distribution Group (1) I accounts:

2, sales Name: sales Identity: sales SAM...
change Account (1)
£ sales Name: sales Identity: sales Email...

® Edit group memberships

Members and group

R . mberships
Security Monitoring TS GRS
8MAN Logbook Q see more results rs and groups (Kerberos, Last
‘ ® Manage alerts Lo Active g 11/4/2016 5:07 PM - sam.sales \\srv-8man\Vertrieb\Projekte\Ges on)
P Folder created User name: sam.sales
‘ 11/4/2016 12:01 AM - cradmin Mike Mustermann jange

B3 File server

=] User or computer account activated Comment: Ticket-Nr. 123456 Be... jnange mailbox permissions
26 ® FS Logga access rights change .. N
history permission groups?

® Who did what, except authorized
users (SoD)?

® Who did what?

® Who made changes?

Op

8MA i, 1. You are focusing on the desired

group.

th Start & Resources [ Permissions A Accounts @ Dashboard [ Multiselection [ Logbook €@ Scan comparision
2. Right-click on the group and
Resources s sales
sales@Bman-dems com "
[ @ fecme i il select "Change group

Properties | Members

-~ " = H n
full path Description Access rights Folder Size A Access rights 2@OF 1 'embersh Ips .

Active Directory
File server
SharePoint s
S Exchange o

& 8man-demo.onmicrosoft.com 88 i

B3 Al public Folders \ All permissions.
Distribution G
) #, Distribution Groups = & Richard Pickman (8man-..
I &, Henry Armitage (8man-d. v
-

® Report: Account Details
. B

# Change group memberst

Br srv-exchange13.8man-des
vSphere 'I
Purpose Groups

SAP.System & Modify access rights.
SharePoint 2010 |5 Edit email addresses...
@ SharePoint Online & Editmansger..

& Edit moderation...

& Create Purpose Group.
2] Open Logbook

Accounts with permissions.

[P Copy as path
Users/groups with access right: All permissions

| @rier 2|
| ® Users @ Groups @ contacts @ Computers |

Name -
&, Henry Armitage (8man-demo onmicrosoft.com\h.armitage) 1
& Richard d 1

SMAN-DEMO.LOCAL

Management. Only much Sm
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Find an account.

Use drag & drop to move the
account to a column, to assign
a group membership.

Add / remove group memberships

Accounts New Templates Paste Clear #, sales (8man-demo.onmicrosoft.com\sales)

q Q@& sam Sales der Boss (.. X 7 & ‘I I;Zre::tmemher of Illzl\::ﬂuwing direct members. . : YO u can remove mem bersh IpS

[ e r—— e R with the "Remove" button.

2. Delmar Atkins (8man-demo.onmicrosoft....

P — . You must enter a comment, for
LS .
example a ticket number.

Click on "Immediately".

Jenny Bamnes (8man-demo.onmicrasoft.c...

Credentials <not set> /)

Please add a camment

Status of changes: ..

8MAN-DEMO.LOCAL =" @ <latest scan>

Access Rights Management. Only much Smarter.
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6.3.7 Manage distribution group permissions

Background / Value

8MAN allows you to change who can send emails from which distribution groups. As usual, this is automatically
documented. The most relevant cases are "Send as" and "Send on behalf". The former is especially sensitive since it
is not clearly indicated who actually sent the Email. With "Send on behalf" on the other hand the "deputy" sender s
clearly visible.

Step by step process

Use the search field to find the

SMAN o

oo desired mailing list.
# Start & Resources CEOEEUER S sam Sales der Boss (8man-demo\Sam.Sales) displayname: Sam Sales der Bos... ESETREIEELETRTY
Groups Q See more results
&) Ex_Sales (8man-demo\EX_Sales) cn: EX_Sales samaccountname: E...
& Vertrieb (8man-demo\Sales) cn: Sales samaccountname: Sales
Contacts (0)
Permission Analysis DI g
SharePoint Resources (0)
‘ @ Where does a user/group have () vSph{ Mailboxes (1) figuration
? -
access? ‘ o wh .: :am [Saa)\es der Boss SamSales@8man-demo.local vert XML import file
vSphere
Public Folders (1) bort configuration import
Sales Folder: Sales
User Provisioning Mailbox Folders (0) e Directory
Active Directory Resources  * See more results sunt Details
& Active Directory D Files{ @ sales name: Sales )
& Ex . ktive accounts
® Create new user or group | ® ey —
) . Distribution Group (1) I accounts.
® Edit group memberships #; sales Name: sales Identity: sales SAM...
change Account (1)
& sales Name: sales Identity: sales Email... :;':';T; and group
Security Monitoring e @l
8MAN Logbook Q see more results 15 and groups (Kerberos, Last
‘ ® Manage alerts Fo Activ g 11/4/2016 5:07 PM - sam.sales \\srv-8man\Vertrieb\Projekte\Gesd®"
om0 Folder created User name: sam.sales
B3 File server ‘ 11/4/2016 12:01 AM - cradmin Mike Mustermann ange
=) o User or computer account activated Comment: Ticket-Nr. 123456 Be... |y o maibox
36 ® FS Logga access rights change | o " I
history :
@ Who did what. except authorized
users (SoD)?
)
4 @ Who did what?
e ® Who made changes?

Ready SMAN-DEMOLOCAL @ <atest scan>_~ | 0]

1. Find the desired distribution
group.

2. Right-click on the group and
select "Modify access rights"

8MAN

# Start & Resources Permissions 2 Accounts @ Dashboard [# Multiselection [0 Logbook @@ Scan comparision

Resources

| @ resources fitter

Properties | Members

. et Deciption it Folder S ~ 8 Access rights Sy from the context menu.
Active Directory
File server
SharePoint -
ecnoe £ 2
B 8man-demo.onmicrosoft.com $E &
--@ [ Al Public Folders \ L
##, Distribution Groups. 5 Al permissions
- » $---- &, Richard Pickman (8man-.. /"
eraComston@man. X 2, Henry Armitage (Bman-d... N
&

% Report: Account Details

. . R
B srv-exchange13.8man-den ¢+ SoW in sccounts view.

phere & Change group memberships...
Purpose Groups I
SAP-System & Modify access rights..
SharePoint 2010 ‘ﬁ. -
SharePoint Online & it mansger..

& Eedit moderation...

&4 Create Purpose Group
£2J Open Logbook

Accounts with permissions

Copy as path

Users/groups with access right: All permissions
| @cieer z |
| © users @ Groups @ Contacts @ Computers |

Name - #
2, Henry Amitage (8man-demo.enmicrosoftcom\h.armitage) 1
& Richard d 1

8MAN-DEMO.LOCAL ~

(53] © <Latest scan> -

Access Rights Management. Only much Sm
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1. Use the search function to find

A & radmin -
8MAN the account.

#h Start & Resources [E Permissions & Accounts @ Dashboard Multiselection M Logbook @ Scan comparision

o | T E———— C— 2. Usedrag & drop to assign the

Q @& Sam Sales der Boss (3man-de... X - % | % > Exchange > 8man-demo.onmicrosoftcom > Distribution Groups > sales desired permission_
Nane sales Copy as path
) 3. Select an entry and use the

Send As

Send On Behalf
. . -—'_‘ 5 context menu to remove a
Wmn.onm:mmﬂ com\harmitage) O Richard Pickman (8man-demo.onmicrosoft.com\r.pickman) p erm i Xy io n.

‘Sam Sales der Boss (8man-demo\Sam.Sales)
4. Click on "Apply".

+ Miscellaneous rights
< 4 >

Switch to horizontal view Aply ‘

8MAN-DEMO.LOCAL ~

1. Entera comment.
2. Start the access rights change.

Change access rights

u sales
7 sales@8man-demo com

Credential for changes <not set> /8,

Ticket 123456

8MAN-DEMO,LOCAL (S =B @ <Latest scan>

Access Rights Management. Only much Smarter.
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6.3.8 Change the moderation of distribution groups

Background / Purpose

With 8MAN you can quickly modify the moderation of distribution groups. The process will be documented

automatically.

If no moderators are nominated the role is filled out by the manager of the group.

Additional Services

Display distribution group properties

Change the manager of distribution groups

The change also works for dynamic Exchange groups.

Step by step process

8S8MAN

& Start

& Resources

Permission Analysis

@ Where does a user/group have
access?

User Provisioning

& Active Directory

@ Create new user or group

@ Edit group memberships

Security Monitoring

‘ @ Manage alerts

B3 File server

@ FS Logga access rights change
history

=]
36

® Who did what, except authorized

users (SoD)?
)
A ® Who did what?
e ® Who made changes?
[

= Permissions

& vSph
[ o wn

D Files{ @ sales
| o ey -
Distribution Group (1)
& sales
change Account (1)
2, sales
Purpose Groups (0)
8MAN Logbook Q see more results
Fo Activi 11/4/2016 5:07 PM - sam.sales
Folder created
‘ ® AD

Groups
& £X_Sales (8man-demo\EX_Sales)
& vertrieb (8man-demo\Sales)
Contacts (0)
Directories (0)
SharePoint Resources (0)
Mailboxes (1)
89 Sam Sales der Boss
vSphere (0)
Public Folders (1)

Sales
Mailbox Folders (0)
Active Directory Resources

Q see more results

4 & sam sales der Boss (8man-demo\Sam.Sales) displayname: Sam Sales der Bo:
See more results

cn: EX_Sales samaccountname: E...
cn: Sales samaccountname: Sales

SamSales@8man-demo.local

Folder: Sales

name: Sales

—

Name: sales Identity: sales SAM...

figuration

Scan comparision

wert XML import file

bort configuration import

e Directory

ount Details

ktive accounts

il accounts

11/4/2016 12:01 AM - cradmin

User or computer account activated

Name: sales Identity: sales Email...

\\srv-8man\Vertrieb\Projekte\Ges
User name: sam.sales
Mike Mustermann

Members and group
Imberships

rs and groups (Kerberos, Last
lon)

lange

Comment: Ticket-Nr. 123456 Be...
o

ange mailbox

permission groups?

SMAN-DEMO.LOCAL ~ @ <latest scan> ~ O]

Use the search field to find the
desired distribution group.

Access Rights Management. Only much Smarter.
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You are focusing in the desired
group.
Right-click on a group and select

SMAN S -

# Start & Resources [l Permissions &% Accounts @ Dashboard Z Multiselection M Logboock @ Scan comparision

Resources e[y, sales
demo.com n B ; n
[@ o 2] Edit moderation".
full path Description Access rights | Folder Size 2 Access rights = @) p
|
<
BExchange 8. %
+E1& 8man-demo.onmicrosoft.com 55 &
B Al Public Folders \ —
£ Distribution Groups Al permissions
rrrrr &, Richard Pickman (8man-..
ermaiConstone@man. X &, Henry Armitage (8man-d.. N
&

i@ Report: Account Detals
& Show in accounts view...

vSphere & Change group memberships...

\P-System & Modify access rights...
arePoint 2010 15 Edit email addresses..

harePoint Online il
& Edit moderation... p

&3 Create Purpose Group

) Open Logbook
Accounts with permissions

Copy as path —
Users/groups with access right: All permissions

| &rier 2|
@ Users @ Groups @ Contacts @ Computers
| v " |

Name L
&, Henry Ammitage (8man-demo.onmicrosoft.com\harmitage) 1
& Richard d: i 1

Enable or disable the
moderation of the distribution
group.

Edit moderation . Use the search field to find

5, sales accounts.

-
sales@Bman-demo.com

K e T Grouy e b pproreT 5 o P ok G v 3l e o encoumter e I . Usedra g & dro p to move

Accounts Templates Paste Clear Moderators Senders without moderation accoun tS tO th e
e sam Sales der Boss (3man-demo\SamS... | 8., Delmar Atkins (8man-demo.onmicroso...
a| Q @ search s} ( " n
column"Moderators" or
Name

T Sor Sl e Boes B derne\Sart S ”S en d er wit h out
— moderation" (Whitelist).

Determine the workflow for
| © Notify all senders when their messages aren't approved. r Ej ected messa ges.

G| O Notify senders in your organization when their message aren't approved.

© Don't notify senders when their messages aren't approved. . YO u m USt en ter CI C0m m En t, fOf
et b example a ticket number.

Please add a camment

Start the process.

8MAN-DEMO.LOCAL =290 @ <Latest scan>

Access Rights Management. Only much Smarter.
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6.3.9 Change the manager of distribution groups

Background / Value

8MAN allows you to quickly change managers for distribution groups. The process is automatically documented. In
the default settings, managers are the only ones allowed to change the configuration.

The change also works for dynamic Exchange groups.

Additional Services

Display distribution group properties

Modify moderation of distribution groups

Step by step process

8MAN

Use the search field to find the
desired distribution group.

& Start & Resources = Permissions ¥ & Sam Sales der Boss (8man-demo\Sam.Sales) displayname: Sam Sales der Bos... RS UREIEREEN]
Groups Q. see more results

&) Ex_Sales (8man-demo\EX_Sales) cn: EX_Sales samaccountname: E...
88 vertrieb (8man-demo\Sales) cn: Sales samaccountname: Sales
Contacts (0)
i H Directories (0)
Permission Analysis irectories (0) g
SharePoint Resources (0)
‘ @ Where does a user/group have (9 vSph{ Mailboxes (1) figuration
14 -
access: ‘ ° Wh & Sam Sales der Boss SamSales@8man-demo.local vert XML import file
vSphere (0)
Public Folders (1) port configuration import
Sales Folder: Sales
User Provisioning Mailbox Folders (0) ¢ Directory
Active Directory Resources % See more results ount Details
& Active Directory D Files{ @ sales name: Sales )
s o ) ktive accounts
@ Create new user or group ‘ ® Eding Salesname DX Sales
i ) Distribution Group (1) | accounts
@ Edit group memberships &, sales Name: sales Identity: sales SAM...
change Account(1)
sales. Name: sales Identity: sales Email... Mh“'“:‘?’s and group
R . mberships
Security Monitoring T2 EHRUES()
8MAN Logbook Q. see more results 15 and groups (Kerberos, Last
‘ ® Manage alerts o Activ 11/4/2016 5:07 PM - sam.sales \\srv-8man\Vertrieb\Projekte\Gesd®"
P Folder created User name: sam.sales
B File server ‘ q 11/4/2016 1201 AM - cradmin Mike Mustermann jange
=) o User or computer account activated Comment: Ticket-Nr. 123456 Be... |y o mailbox
36 ® FS Logga access rights change o i I
history permission groups?
@ Who did what, except authorized
users (SoD)?
.
a @ Who did what?
e @ Who made changes?
Ready 8MAN-DEMO.LOCAL ~ @ <latestscan> - | O
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8MAN

# Start & Resources [l Permissions

Resources

& Accounts

@ Dashboard

Multiselection [ Logbook

=
g, sales

om

| @ Resources fiter first level

@ Scan comparision

& cradmin ~

N

full path
ive Directory
server
arePoint
& Exchange
}"E@&nan—demn.unmi(msﬂt(nm
B Al Public Folders \
##, Distribution Groups.

@ Report: Account Details
& Show in accounts view...

& Change group memberships...
& Modify access rights..

ESharePoint 2010 r
SharePoint Online

&3 Create Purpose Group

) Open Logbook

Copy as path

Edit manager/owner

8, sales
sales@8man-deme.com

Description

Access rights  Folder Size

~ A Access rights

Send On
Behalf

Send As

B All permissions.
**** £, Richard Pickman (8man-.. /"
""" 2, Henry Armitage (8man-d... v

=@+

Accounts with permissions

Users/groups with access right: All permissions

[@F

| @ Users @ Groups @ Contacts @ Computers

& Richard d:

&, Henry Ammitage (8man-demo.onmicrosoft.com\harmitage) 1

- %

1

Accounts

Templates Paste Clear

Qo

2|

| & sem Sales der Bose eman-dema\Sam Sales)

Credentials <not set> /)
-—

Name
&, Delmar Atkins (8man-demo.onmicrosoft.com\d.atkins)

3

Please add a comment.

SMAN-DEMO.LOCAL

s Management. Only much Smarter.

You are focusing on the desired
group.

Right-click on the group and
select "Edit Manager".

Use the search field to find the
desired accounts.

Use drag & drop to move
accounts to the column
"Moderators" or "Send without
moderation" (Whitelist).

You can also remove accounts.
You must enter a comment, for
example a ticket number.

Start the process.
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6.3.10 Create and delete contacts

Background / Value

With 8MAN, you can documented create contacts and manage them quickly, e.g. to add them to distribution groups.

Additional Services

Manage distribution group memberships

Step by step process

1. Select "Start".

2. Click "Create new user or
group”.

& Resources (=] Permissions & Multiselection an comparision

Permission Analysis Documentation & Reporting

D vsphere

‘ @ Who has the privilege?

‘ @ Where does a user/group have @ Reports overview Q configuration
access?

@ Where has the user/group access? @ Convert XML import file

User Provisioning

& Accounts

® Create new user or group

® Edit group memberships

Security Monitoring

‘ ® Manage alerts

B3 File server

® Who did what, except authorized
users (SoD)?

® Who did what?

® Who made changes?

® Who has access where?

&% Active Directory

® Account Details
& Resources
@ Inactive accounts
‘ @ Edit access rights

@ Local accounts

@ Manager-Employees
@ OU Members and group

memberships

logon)

& Active Directory
‘ @ AD Logga Report B Exchange

| @ Exchange mailbox permi

@ Users and groups (Kerberos, Last

® Report configuration import.

B3 File server

@ All'Authenticated users'
permissions

@ Al Everyone’ permissions
@ All owner not administrator
@ Al users with direct access
@ Permission difference

@ Unresolved SIDs

@ Where have employees of a
manager access (file server)?

® Who has access through which

ssions permission groups?

i
&

8MAN-DEMOLOCAL ¥ | &3 [@ <Latestsan> +] ©

Create Accounts

Please select the type of account you want to create

| @rier

(A% Administrator

Create 3 new user vith 5 SAM.

Contact via Exchange
Creates a contact via Exchange

Development - Neue Gruppe
Erstellt eine neue Gruppe

Development - Neuer Benutzer
Erstellt cinen neuen Benutzer mit Bildungsregeln

Example - create a new user.
Example - customized template for creating a new user.

Example - new distribution group
Example - customized template for creating a new distribution group in Exchange.

Finance - Neue Gruppe
Erstellt eine neve Gruppe

Finance - Neuer Benutzer
Erstellt einen neuen Benutzer mit Bildungsregeln

B 0o ® B O 0B

Group

v

8MAN-DEMO.LOCAL

@ <latestscan>

Access Rights Management. Only much Smart

Select a template to create a
contact.

8MAN provides a sample template
for the creation of contacts. You
must customize this template
before you can use it. See
Customizing Templates Manual.

8MAN creates contacts using the
Exchange Powershell connection.
A license for the SMATE for
Exchange is required.
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Specify an OU.

Create new contact within the Active Directory X En ter names an d ema’l
Contacts will be created in BMAN-DEMO.LOCAL addresses.

Creates a contact via Exchange

You must enter a comment.

Start the execution.
Externe E-Mail-Adresse [ M

Credentials Bman-demo\sa-8man

Please add a comment.

Ready 8MAN-DEMO.LOCAL @ <Latest scan>
= .
1. Usethe search to find a contact.
Q external X~ &
Users @) 2. Click on the search result.
Groups (0)
ontacts (1)
&= external consultant (8man-demo\external consultant) _displayname: external..|
play!
irectories
sharePaint Resources (0)
p ission Analvsi Mailboxes (0)
ermission Analysis \Sphere 0]
® Where does a user/group have (8 vSphd Public Folders (0) figuration
access? Mailbox Folders (2)
‘ @ Whol [ kxternalContacts d.atkins@8man-demo.com/External Contacts vert XML import file
[ ExternalContacts d.ward@8man-demo.com/ExternalContacts Jort configuration import
Active Directory Resources (1)
User Provisioning B3l external consultant cn: external consultant name: external consultant feryer
Distribution Group (1) | i )
& Accounts & Reso| % external consultants Name: external consultants Identity: external c... |~Uthenticated users
Imissions
| Exchange Account(1)
@ Create new user or group ‘ ® Edtl . external consultants Name: external consultants Identity: external c... [Everyone’ permissions
® Edit group memberships Purpose Groups (0) wner not administrator
w VEaGEEmpTOYEE
® Al users with direct access
® OU Members and group
3 . memberships ® Permission difference
Security Monitoring
® Users and groups (Kerberos, Last ® Unresolved SIDs
- I
‘ @ Manage alerts & Active Directory ogon) ® Where have employees of a
‘ D Logga Report & manager access (file server)?
) egga Repor Exchange
L3 File server @ Who has access through which
| @ Exchange mailbox permissions permission groups?
® Who did what, except authorized
usere (SoD)7
® Who did what?
® Who made changes?
Ready SMAN-DEMOLOCAL ~| &3 [@ <Latestscan> -] © [=]

s Management. Only much Sm
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1. 8MAN switches to the Accounts
view.

2. Right-click the contact.

- - Graph By E external consultant (8man-demo\exte...
w -| 3. Select Delete account.
- Name Y A Attributes Edit
Name Value
Common Name external consultant
Distinguished Na... CN=external consultant CN=User...
Display Name external consultant
Given Name external
Name (RDN) external consultant
Object GUID daab25f1-326d-4c74-30d1-97f12...
Surname consultant

Organizational Un.. Users

< ‘external consultant (Bman-demo >
\Stemal o o o\t accolt
View.

B show access rights to resources...

@ Report: Where has the user/group access?
@ Report: Account Details

# Change group memberships...

&5 Create new user or group

3 Delete account

& Wove object

@ Add note
£ Open Logbook

Copy as path
© Tree [ Copyasp:

Ready SMAN-DEMOLOCAL ¥ | & [@ <Latestsan> +] @ [ ]

1. 8MAN shows the contact to be
deleted.
2. 8MAN shows the login with
R : which the contact is deleted. If
st R necessary, specify other
et credentials

] o ternal consultant (Bman-demo\external consul A 8MAN-DEMO.LOCAL

3. You must enter a comment.
4. Start the execution.

You do not need an SMATE for
e e e csteemms s s Exchange license to delete
The execution will be immediately
contacts.

~ Scripting

Please add a comment Immediately

Ready 8MAN-DEMO.LOCAL - @ <Latestscans
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7 Contacting 8SMAN support

You can reach our support under the following number:

Germany (German and English)
+49 30 390 6345-99

United Kingdom (English)
+44 12769199 89

Monday through Friday from 9 am until 5 pm (CET).

E-Mail
support@8man.com

Website
https://susi.8man.com

You start on the website with a self-registration. After completion, you can see the publicly accessible content.

After registration, you will be assigned to an authorization level by our support team. Only then you can see non-
public content and use the ticket system.

This process may take some time.

Access Rights Management. Only much Smarter.
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Information provided in this document may change at any given time and without prior notice. Its provision does
not entail any kind of legal obligation at Protected Networks’s end.

The usage of Protected Networks’s software 8MAN is outlined in an End User Licence Agreement (EULA). SMAN
must only be used in accordance with its stipulations.

Without prior written consent from Protected Networks this document must not be partially or entirely reproduced,
transmitted or translated, be it by electronic, mechanical, manual or optical means.

This document should be considered part of a framework consisting of Protected Networks’s Terms & Conditions,
EULA and Privacy Statement to be found on their website.

Copyright

8MAN is the registered trademark of a software solution and its related documents and is the intellectual property
of Protected Networks.

All product and company names are trademarks™ or registered® trademarks of their respective holders even
without special marking.

Protected Networks GmbH
Alt-Moabit 73

10555 Berlin

+49303906345-0
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Software license acknowledgments

Json.net, © 2006-2014 Microsoft, https://ison.codeplex.com/license

JSON.NET Copyright (c) 2007 James Newton-King
https://github.com/JamesNK/Newtonsoft.Json/blob/master/LICENSE.md

Irony Copyright (c) 2011 Roman lvantsov http://irony.codeplex.com/license

Jint Copyright (c) 2011 Sebastien Ros http://jint.codeplex.com/license
#ziplib 0.85.5.452, © 2001-2012 IC#Code, http://www.icsharpcode.net/opensource/sharpziplib/

PDFsharp 1.33.2882.0, © 2005-2012 empira Software GmbH, Troisdorf (Germany),
http://www.pdfsharp.net/PDFsharp License.ashx

JetBrains Annotations, ©2007-2012 JetBrains, http://www.apache.org/licenses/LICENSE-2.0

Microsoft Windows Driver Development Kit, © Microsoft, EULA, installed on the computer on which the FS Logga
for Windows file servers is installed: C:\Program Files\protected-networks.com\8MAN\driver (Usage only for FS
Logga for Windows file server)

NetApp Manageability SDK, © 2013 NetApp, https://communities.netapp.com/docs/DOC-1152 (Usage only for FS
Logga for NetApp Fileserver)

WPF Shell Integration Library 3.0.50506.1, © 2008 Microsoft Corporation,
http://archive.msdn.microsoft.com/WPFShell/Project/License.aspx

WPF Toolkit Library 3.5.50211.1, © Microsoft 2006-2013, http://wpf.codeplex.com/license
Bootstrap, © 2011-2016 Twitter, Inc, https://github.com/twbs/bootstrap/blob/master/LICENSE

e jQuery, © 2016 The jQuery Foundation, https://iquery.org/license
e jquery.cookie, © 2014 Klaus Hartl, https://github.com/carhartl/jquery-cookie/blob/master/MIT-LICENSE. txt
e jquery-tablesort, © 2013 Kyle Fox, https://github.com/kylefox/iquery-tablesort/blob/master/LICENSE

LoadingDots, © 2011 John Nelson, http://johncoder.com
easyModal.js, © 2012 Flavius Matis, https://github.com/flaviusmatis/easyModal.js/blob/master/LICENSE. txt

o jsTimezoneDetect, © 2012 Jon Nylander

https://bitbucket.org/pellepim/jstimezonedetect/src/f9e3e30e1e1f53dd27cd0f73eb51a7e7caf 7b378/LICENCE.txt?

at=defaultjquery-tablesort

Sammy.js, © 2008 Aaron Quint, Quirkey NYC, LLC
https://raw.githubusercontent.com/quirkey/sammy/master/LICENSE

Mustache.js, © 2009 Chris Wanstrath (Ruby), © 2010-2014 Jan Lehnardt (JavaScript) and © 2010-2015 The
mustache.js community https://github.com/ianl/mustache.is/blob/master/LICENSE

Metro Ul CSS 2.0, © 2012-2013 Sergey Pimenov, https://github.com/olton/Metro-UI-CSS/blob/master/LICENSE

Underscore.js, © 2009-2016 Jeremy Ashkenas, DocumentCloud and Investigative Reporters & Editors
https://github.com/jashkenas/underscore/blob/master/LICENSE

Ractive.js, © 2012-15 Rich Harris and contributors, https://github.com/ractivejs/ractive/blob/dev/LICENSE.md
RequirelS, © 2010-2015, The Dojo Foundation, https://github.com/irburke/requirejs/blob/master/LICENSE
typeahead.js, © 2013-2014 Twitter, Inc, https://github.com/twitter/typeahead.js/blob/master/LICENSE

Select2, © 2012-2015 Kevin Brown, Igor Vaynberg, and Select2 contributors
https://github.com/select2/select2/blob/master/LICENSE.md

bootstrap-datepicker, © Copyright 2013 eternicode https://github.com/eternicode/bootstrap-
datepicker/blob/master/LICENSE

RabbitMQ, © Copyright 2007-2013 GoPivotal, https://www.rabbitmg.com/mpl.html!
EPPlus, JanKallman, https://github.com/lankallman/EPPlus/blob/master/LICENSE

Access Rights Management. Only much Smarter.
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